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Geleitwort

Advanced Systems Engineering beschreibt die Entwicklung und das Betreiben intelligenter
technischer Systeme als ganzheitliche Ingenieurdisziplin durch neue Perspektiven. Das ist die
verbindende Leitidee unserer Forschungsarbeit. Die Forschung der gleichnamigen Fachgruppe
am Heinz Nixdorf Institut der Universitit Paderborn sowie am Fraunhofer-Institut fiir
Entwurfstechnik Mechatronik IEM  verfolgt das Ziel, die Innovationskraft von
Industrieunternehmen zu steigern und sie durch innovative Methoden und Werkzeuge dabei zu
unterstiitzen, die steigende Komplexitdit moderner Systeme zu beherrschen und Systems
Engineering erfolgreich in die industrielle Praxis zu iiberfiihren.

Gerade in der Entwicklung sicherheitskritischer, softwareintensiver Systeme ist die
Wiederverwendung bewihrter Losungen von enormer Bedeutung. In der industriellen Praxis
erfolgt sie jedoch hiufig opportunistisch und mit einem engen Fokus auf
Implementierungsartefakte, wodurch Kontextinformationen, Annahmen und Begriindungen
verloren gehen. Es fehlen strukturierte Vorgehensweisen, geeignete Werkzeugunterstiitzung
sowie  Kriterien zur Bewertung der  Vollstindigkeit und  Qualitit von
Wiederverwendungsaktivititen. Dies erschwert eine konsistente, nachvollziehbare und
effiziente Wiederverwendung.

Vor diesem Hintergrund entwickelt Herr Khalil mit seiner Dissertation ein Entwurfsmuster-
basierter Ansatz zur Systematisierung der Wiederverwendung sicherheitskritischer
Systemlosungen in automobilen Applikationen. Durch die Operationalisierung und
modellbasierte Verankerung von Entwurfsmustern werden wiederverwendungsrelevante
Informationen unmittelbar in bestehende Engineering-Artefakte und
Entwicklungsumgebungen integriert. Der entwickelte Ansatz verbindet strukturierte
Wissensreprasentation, modellbasierte Methoden und praktische Werkzeugunterstiitzung zu
einem kohdrenten und konsistenten Losungsrahmen, dessen Anwendbarkeit sowohl in
wissenschaftlichen Fallstudien als auch in einer mehrjdhrigen industriellen Langzeitstudie
iiberzeugend nachgewiesen wird.

Herr Khalil leistet mit seiner Arbeit einen klaren und eigenstindigen Beitrag zur
Weiterentwicklung der modellbasierten Wiederverwendung im Systems- und Safety
Engineering. Die Dissertation zeichnet sich durch ihre methodische Konsistenz, ihre hohe
industrielle Relevanz sowie ihre starke Verankerung in der industriellen Praxis aus. Besonders
hervorzuheben ist die systematische Ausarbeitung eines anwendbaren Losungsrahmens, der
wissenschaftlich fundierte Methoden mit den Anforderungen realer Entwicklungsprozesse
verbindet. Die Arbeit liefert damit wertvolle Impulse fiir die weitere Forschung und zeigt
zugleich auf, wie wissenschaftlich fundierte Ansdtze erfolgreich in industrielle
Entwicklungsprozesse tiberfiihrt werden konnen und hierdurch die praktische Etablierung eines
systematischen, modellbasierten Systems Engineering in Unternehmen ermdéglicht wird.

Paderborn im April 2026 Prof. Dr.-Ing. Roman Dumitrescu
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Zusammenfassung

Die Wiederverwendung betriebsbewéhrter Losungen — etwa von Sicherheitsmechanismen oder
Architekturdesigns — ist in der Entwicklung sicherheitskritischer Systeme weit verbreitet, um
das Vertrauen in das Design zu erhdhen, den Entwicklungsaufwand zu reduzieren und die
Einhaltung von Anforderungen zu fordern. Dennoch erfolgt diese Wiederverwendung nach wie
vor weitgehend ad hoc und opportunistisch, da es an Prozessreife, strukturierten Anleitungen
und geeignete Werkzeugunterstiitzung mangelt. Hinzu kommt das Fehlen expliziter Kriterien
zur Bewertung von Vollstindigkeit, Qualitdt und Reife der Wiederverwendung, was eine
Bestimmung der tatsdchlichen Wirkung und Effektivitét entsprechender Aktivitéten erschwert.

Diese Dissertation entwickelt ein modellbasiertes Vorgehen zur systematischen Unterstiitzung
der Wiederverwendung sicherheitskritischer, softwareintensiver Systemlosungen in der Praxis.
Im Zentrum stehen die strukturierte Erhebung, Erfassung und Modellierung aller fiir eine
korrekte Wiederverwendung erforderlichen Informationen — integriert in jene in der
industriellen Praxis genutzten Werkzeuge und Artefakte. Daraus entsteht ein
industrietaugliches =~ Rahmenwerk, das eine konsistente und kontextbewusste
Wiederverwendung im Entwicklungsalltag ermoglicht.

Auf Basis der nutzerzentrierten Prinzipien von Design Patterns (Entwurfsmuster, im Folgenden
kurz ,Patterns®) wird eine modulare, modellbasierte Pattern-Bibliothek definiert, die
Entwicklungsartefakte und strukturierte Argumentationselemente verbindet und zusammen mit
gefiihrten Anweisungen in einem holistischen Ansatz integriert. Am Beispiel von
Sicherheitsmechanismen im Automotive-Bereich wird hierfiir eine wiederverwendbare Pattern-
Vorlage entwickelt und in zwei Umgebungen instanziiert: einer doménenunabhingigen
Forschungsplattform sowie einem automobilen Modellierungsrahmenwerk.

Die Methodik wird anschlieBend verallgemeinert und in einer mehrjdhrigen industriellen
Langzeitfallstudie bei einem weltweit filhrenden Tier-1-Automobilzulieferer auf ein breit
angelegtes Wiederverwendungsproblem angewandt. Eine systematische Expertenbefragung
sowie werkzeuggestiitzte Reifegradbewertungen validieren die Wirksamkeit und
Praxistauglichkeit des Ansatzes.

Die modellbasierte Erfassung von Patterns innerhalb ihres praktischen Kontexts bietet mehrere
wesentliche Vorteile: sie verbessert die Charakterisierung des Problemraums, ermoglicht eine
priazisere und praxisndhere Beschreibung der Wiederverwendungsschritte und starkt die
Abstimmung relevanter interdisziplindrer Artefakte — wodurch die Ko-Evolution von
Systemdesignartefakten und Artefakten anderer Disziplinen (z. B. Sicherheitsnachweisen)
gefordert wird. Zudem bietet der Ansatz einen Mechanismus zur systematischen Bewertung der
Wiederverwendungseignung von Werkzeugketten als auch zur gezielten Identifikation und
SchlieBung methodischer sowie werkzeugspezifischer Liicken.

Die Beitrdge dieser Arbeit umfassen eine neuartige Operationalisierung von Design Patterns,
ein doméneniibergreifend anwendbares Wiederverwendungsrahmenwerk sowie validierte
Leitlinien fiir Organisationen, die Wiederverwendung im industriellen Mafistab systematisch
etablieren mochten, und sind somit sowohl fiir die Wissenschaft als auch fiir die Praxis von
Relevanz.



Abstract

The reuse of proven technical solutions — such as Safety Mechanisms or architecture designs —
is widely practiced in safety-critical systems engineering to improve design confidence, reduce
development effort, and ensure compliance. However, such reuse remains largely ad hoc and
opportunistic; lacking process maturity, structured guidance, or adequate tool support. In
particular, the absence of explicit criteria for completeness, quality and maturity hinders the
evaluation of reuse efforts.

This thesis introduces a structured, model-based approach for enabling systematic and context-
aware reuse of system solutions. Central to the approach — and contrary to related work — is the
focus on systematically capturing all reuse-relevant information in the exact artifacts and tools
they will be reused with in practice. Using Safety Mechanisms in the automotive domain as a
representative class of solutions, a reusable design pattern template is developed and validated.
Building on the user-centric principles of Design Patterns, the approach defines a modular
Model-Based Pattern Library, which integrates both development artifacts and structured
argumentation elements. The approach supports both reuse designers and users through tailored
workflows, and is instantiated in two development environments: a domain-independent
research platform and a domain-specific automotive modeling framework.

The methodology is further generalized and applied to a large-scale automotive system solution
reuse problem in a longitudinal industrial case study at a globally leading automotive Tier 1
supplier across multi-year iterative cycles, with proven positive impact validated through tool-
supported maturity evaluations and a systematic expert survey.

The model-based representation of patterns within their practical context yields several key
advantages: improved characterization of the problem space; a more natural and direct
expression of reuse transformations; and a stronger alignment between the cross-disciplinary
artifacts necessary for correct reuse — facilitating the co-evolution of system design and other
discipline work products, such as safety assurance artifacts. Importantly, the approach provides
a mechanism for assessing and improving the reuse readiness of toolchains, supporting
prioritized targeted gap closure, capability extension and adoption decisions.

The contributions of this work are both theoretical and practical: a novel operationalization of
design patterns, a reusable framework applicable across domains, and validated guidance for
organizations seeking to scale solution reuse systematically and effectively. The resulting
insights not only validate the proposed methodology but also offer actionable guidance for
organizations striving to scale reuse effectively in complex, real-world engineering
environments.
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IX

Prologue

37 seconds after launch on its maiden flight on June 4" 1996, the European Space
Agency’s (ESA) Ariane 5 rocket veered off course and was destroyed by its automated
flight termination system. The failure resulted in the loss of over US$370 million and
dealt a serious blow to ESA’s launch program. It remains one of the most infamous — and
expensive — software-related failures in history [1].

The cause: a reused software module from the earlier Ariane 4 series. In Ariane 5,
increased acceleration caused a horizontal bias value, computed as a 64-bit floating point
number, to overflow the 16-bit signed integer used to store it — triggering a processor trap.
In Ariane 4, efficiency constraints had led developers to omit overflow protection on
some variables, including this one. These constraints no longer applied in Ariane 5 — but
the assumption of safe reuse remained.

Ironically, the faulty software component was reused in its entirety, despite parts of it
(including the one that failed) being unnecessary in the Ariane 5 context [1].

The Ariane 5 case highlights a deeper issue in safety-critical engineering: the risks of
reusing complex design solutions without full contextual understanding. Despite
being well known, this issue persists. This thesis addresses core aspects of the problem
by proposing a structured approach to contextualized, verifiable reuse.
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1 Introduction

Software-intensive systems performing safety-critical tasks are becoming ubiquitous;
from advanced driver assistance and hybrid-electric drivetrains, to autonomous rail
transport, high-precision medical equipment, and coordinated drone operations. This
growing complexity is fueled by the rising number of integrated control units,
communication interfaces, and software modules. As system complexity increases, so too
does the risk of design and implementation errors, particularly when architectural
reasoning becomes difficult to trace or validate.

This risk is amplified when new development methods are combined with fast-evolving
technologies, and an increasingly intricate international standardization and regulation
landscape. Addressing non-functional requirements such as safety in later development
stages is notoriously difficult and expensive, as stated in [2], [3] and [4]. As a result,
developers often turn to trusted solutions — components or subsystems reused from
previous projects — in the hope of reducing effort, cost, and time, while increasing
reliability [5]. As evidenced by the Ariane 5 incident, this doesn’t always work well.

Reuse is not a panacea. The assumption that reusing previously validated solutions
inherently and unconditionally improves safety is a widely held fallacy.

As Leveson [6] aptly states: “Although the reuse of proven software components can
increase reliability, it has little or no effect on safety. In fact, reuse may actually decrease
safety because of the complacency it engenders and because the specific hazards of the
new system were not considered when the software was originally designed and
constructed.”

A long history of safety incidents supports this claim:

o Apollo 11 (1969): A radar subroutine, inherited from earlier spacecraft and
no longer required, overloaded the guidance system’s processor. Only a priority-based
scheduling design prevented mission failure [7].

. Therac-25 computer-controlled radiation therapy machine (1985-87):
Legacy components reused from the previous Therac-20 caused massive radiation
overdoses due to different usage contexts. At least two patients died [8].

o UK Air Traffic System (1988): Software reused from the US failed to
handle zero-degree longitude, misplacing aircraft and disrupting radar coverage over
the Greenwich Meridian [9].

. F-16 Navigation in Israeli Airspace: Systems failed at low altitudes over
the Dead Sea — negative values for absolute altitude above sea level, a case never
considered in the original US-based software, led to serious operational incidents [6].
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These issues are not limited to the past:

o London Airspace Shutdown (2014): A legacy software check dating from the
1990s triggered a system-wide failure in the UK’s air traffic control system,
grounding flights across Europe [10].

o Boeing 737 MAX Crashes (2018-19): The MCAS system, adapted from
previous Boeing aircraft without fully revalidating assumptions for the new
aerodynamic profile [11], led to two fatal crashes [12].

e CrowdStrike Global IT Outage (2024): A faulty software update reused legacy
configuration logic without full compatibility testing, affecting airlines, banks,
and governments globally, with estimated economic impact exceeding $10 billion
USD [13].

The pattern is clear: safety is not a property of components in isolation, but of the system
in its context. Safe reuse requires more than copying — it demands understanding the
assumptions, constraints, and conditions under which a component was originally
validated. Without this, even "trusted" legacy elements may fail.

As recently as 2023, studies confirm that the practical use of design patterns in the
automotive industry remains fragmented and ad hoc, with a persistent disconnect between
academic approaches and industrial reuse needs [14].

This thesis focuses on the systematization of reuse for complex system solutions. It began
with a technically scoped, high-impact example: the reuse of safety mechanisms — a
subset of system solutions with well-bounded safety properties. This scope enabled the
structured development and evaluation of a novel model-based reuse methodology.

The method was first demonstrated across multiple modeling frameworks within the
scoped domain. It was then generalized and applied at scale within a large industrial
organization, supporting the reuse of complex system solutions through extensive tooling,
training, and organizational adaptation.

While the thesis does not claim universal applicability, it provides a mature and
transferable foundation for other large organizations seeking to implement systematic
reuse. The approach, lessons learned, and accompanying recommendations offer a
realistic path for incremental adoption in similarly structured environments.

1.1  Motivation, Example and Scope

The reuse of architectural designs, development artifacts, and entire code segments is
widespread in engineering practice, particularly in well-understood domains. This also
extends to the reuse of safety-related components, including documentation structures
that support the fulfillment of safety goals. However, the reuse is mostly ad-hoc and
opportunistic [15], with loss of knowledge and traceability and lack of consistency
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and process maturity being the most widely spread and cited drawbacks [16], and with
practitioners tending to limit their focus to a central reusable artifact (category) [17] —
typically implementation-related, e.g., a piece of code, an algorithm or a design model —
to the detriment of other information necessary to tell the whole story, despite being aware
of this [18].

Practitioners often focus on the most visible or concrete element — typically a piece of
code, a model, or a configuration file — while neglecting the surrounding rationale,
requirements, and architectural assumptions. This bias is not merely procedural but
cognitive: the tendency to isolate one element as “the solution” reflects well-documented
psychological phenomena such as focalism or the isolation effect, which lead engineers
to assign disproportionate weight to a central artifact while overlooking the broader
context. This occurs even when, objectively, that item by itself has little or no intrinsic
value when considered independently of the other interconnected elements [19].

Additionally, it is possible that practitioners view these artifacts in very prominent relief
due to them being viewed as the culmination of the intellectually creative steps of the
Engineering work!, as opposed to the more mundane tasks of testing the developed
systems or documenting the steps carried out. This would be a manifestation of
investment bias. While these considerations have influenced the approach developed in
this thesis, the cognitive aspects of this problem are beyond the scope of this work.

To make this problem tractable, this thesis begins by focusing on a well-defined class of
technical system solutions: Safety Mechanisms in the automotive domain. According to
ISO 26262 (Part 1, p.15) [20], a Safety Mechanism is a

“technical solution implemented by E/E functions or elements, or by
other technologies (mechanical etc.), to detect faults or control

)

failures in order to achieve or maintain a safe state.’

While originally designed to address safety, many of these solutions have relevance for
broader dependability goals, including reliability, availability, maintainability, and
security (RAMSS). Systems and Safety Engineering are explained in more detail in
chapter 2, while Safety Mechanisms get their own section in chapter 3.

Safety Mechanisms represent an ideal scoped example: they are sufficiently complex to
require the reuse of multi-disciplinary artifacts and supporting evidence — some of which
spans technical, procedural, and even organizational domains — yet they remain contained
enough to be addressable within a practical research framework, making them non-trivial
yet feasibly manageable within this research scope.

As presented by the author in [21], a typical reuse scenario within our context would
involve reusing an architectural measure such as homogenous (hardware) duplex
redundancy (illustrated in the next figure) where a safety-critical signal is duplicated

! Such a focus evokes elements of what George LakofT referred to as “Prototype Theory” [22].
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across channels to increase reliability. However, even when previous artifacts or
argumentation structures are reused, they are often treated as detached, prescriptive
checklists rather than comprehensive knowledge containers.

Module (Channel) 1
Input Sensor(s) Input Processing ==  Control Algorithm === Output Frocessing —
H
VARY; r
CToTeThr F——----34 Switch Actuator(s)
(Fault Detection)

M A X

[ Ll
i H
Input Sensor(s) Input Processing g Control Algorithm e Output Processing — s—

Module [Channel) 2

Figure 1: Homogenous (Hardware) Duplex Redundancy Pattern [21]

In reality, correct reuse of a Safety Mechanism such as homogenous redundancy requires
significantly more information:

e The requirements it fulfills;
o the corresponding logical architecture and deployment constraints;

e supporting tests, design rationale, and comparative trade-offs (e.g., why two
channels and not a 2-out-of-3 architecture?);

o contextual constraints such as the availability of a second hardware channel.

These considerations must be explicitly captured and traceable, not buried in developer
memory or scattered across informal documentation. A 2019 comprehensive survey on
safety pattern reuse [17] confirmed that while the literature focuses on reusable domain-
specific assets, cross-domain and cross-discipline integration remains a major gap —
especially where hardware, software, and organizational knowledge must interact; exactly
the scope of a complex system solution.

Furthermore, although standards mandate early-phase safety analysis and architectural
measures, these activities are rarely integrated into development environments in a
structured, reusable way. Practitioners often lack tool support for front-loading reuse-
relevant information, automating documentation, or embedding safety rationale into
their architectural models [17].

What is needed is a way to encapsulate reusable technical solutions — including
requirements, rationale, constraints, and evidence — in a structured, tool-agnostic, and
practical approach. This approach must be:

o Systematic (to allow self-assessment and completeness checks);
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o lightweight and iteratively Scalable (to avoid disrupting existing practices);
o integrative (to support real use inside actual development environments).

Implementing reuse in a structured, repeatable and assessable manner is a further
problem, especially, since it is difficult to assess the quality or completeness of a reuse
process, if there is no “definition of done”.

Most importantly, the approach needs to be usable in a practical setting; to capture and
reuse knowledge regarding technical solutions within an engineering organization, to do
so systematically, effectively, and without prescribing a tool or modeling language which
practitioners are forced to migrate to — often the deal-breaker for many previously
proposed solutions in research and practice, as will be discussed in the investigation of
related works.

This thesis addresses these needs, with Safety Mechanisms serving as the scoped pilot
example. They anchor the problem space and provide a realistic, high-impact setting in
which to build and validate the proposed solution.

1.2 Problem Statement and Challenges

As summarized above, the reuse of complex system solutions suffers from the following
recurring issues:

e alack of systematicity;

e loss of critical contextual knowledge and traceability;

e process inconsistency and immaturity;

e poor integration with models, tools, and artifacts;

o narrow focus on isolated artifacts instead of system-level integration;

e 1nadequate tool support for capturing and reusing design knowledge.

These recurring issues crystallize into four interrelated challenges:

Challenge 1:

Systematically capture technical solutions® with critical contextual information for
reuse in practice.

2 We assume these are not isolated one-off solutions, but rather ones which form a set representing a class
of solutions of a similar or related nature.
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What information is required for correct reuse, and how can it be captured in a structured
and repeatable manner?

Challenge 2:

Provide an efficient approach for solution reuse in practice, that improves the maturity,
consistency, and effectiveness of solution capturing.

What is the “definition of done”? How do we guarantee a repeatable experience? Are we
capturing our solutions well for reuse? How do we measure reuse maturity?

Challenge 3:
Integrate the approach seamlessly into practitioners’ development environments>.

How to do this within an organization? How do different tools and modeling choices
affect the ability to capture reusable solutions?

Challenge 4:

Provide methodical guidance for evaluation and tool instantiation/selection support for
approaches addressing Challenges 1 — 3

Do we have the right tools for reuse? How can teams assess their current toolchains and
prioritize improvements for better reuse performance?

The main goal of this thesis is to investigate these challenges and provide a systematic,
tool-agnostic approach to capturing a defined set of solutions (both as direct artifacts
and contextual information) in a structured manner, targeting the direct and immediate
practical reuse of a technical solution within an engineering organization. The approach
must be tailorable to various development environments, without requiring any specific
tool or modeling language.

1.3 Solution Proposal

To address the challenges of ad-hoc, fragmented, and tool-constrained reuse practices
identified in the previous section, this thesis proposes a model-based, tool-agnostic
approach to systematizing the reuse of complex technical solutions. The approach does
not introduce a new modeling language or mandate the use of a specific toolchain.
Instead, it aims to embed reuse-relevant information — such as rationale, constraints, and
architectural dependencies — directly into the engineering artifacts already used by

3 We use the term development environment to refer to a practitioner’s (model-based) tool-suite; assuming
the existence of a corresponding process description, method guide and development framework.
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practitioners, enabling seamless, context-aware reuse. This is achieved via the novel
concept of operationalizing Design Patterns®.

The method is piloted through the example of Safety Mechanisms in the automotive
domain — solutions that are complex enough to require multi-disciplinary artifact
integration, yet scoped enough to allow practical exploration. From this anchor, the
approach is generalized to support larger-scale system solution reuse.

We call the approach the MOdel-based Design PAttern Library (MODPAL). It
consists of:

o A tailored design pattern template for structured reuse information

e An artifact reference structure that connects concepts, attributes, and artifact
links

e Guidelines for instantiation, including roles for pattern developers and users.

The approach is instantiated and tested across multiple modeling environments,
supporting flexible integration into different engineering contexts without requiring
disruptive tooling changes.

1.4 Targeted Advantages and Practical Benefits

The proposed approach targets both immediate improvements and long-term strategic
benefits for organizations aiming to improve the maturity and effectiveness of solution
reuse.

We postulate the following four contributions, each corresponding to one of the key
challenges outlined earlier:

. Claim 1: The approach enables systematic capturing of technical
solutions and their reuse-critical attributes, moving beyond the current ad-hoc
practices.

o Claim 2: The approach allows assessment of how well tools support
reuse, identifying gaps in current tool capabilities.

. Claim 3: The approach supports the prioritized extension of existing
tools to better support reuse practices.

. Claim 4: The approach enables informed selection of modeling
frameworks or tools based on how well they support the structured reuse of complex
system solutions.

4 Design patterns, originally introduced by architect Christopher Alexander and later adapted into software
engineering; most famously by the Gang of Four [23], provide structured descriptions of proven solution
templates for recurring problems. Chapter 3 of this thesis provides detailed information about this concept
and its evolution.
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These claims are empirically validated in the second half of the thesis:

J In Chapter 5, through a domain-independent instantiation in a research
modeling environment.

. In Chapter 6, through integration with a domain-specific automotive safety
modeling framework.

. In Chapter 7, through a longitudinal industrial case study demonstrating
real-world application and organizational impact.

By addressing both technical and organizational aspects of reuse, this thesis provides a
robust and extensible foundation for enabling systematic reuse practices in real-world
engineering environments.

1.5 Research Methodology

Design problems in Systems Engineering, and especially in safety-critical applications,
are rarely well-structured. Challenges stem from incomplete knowledge, conflicting
stakeholder needs, evolving standards, infrastructure and organizations — and the
integration of diverse technical domains. In this context, the selected methodology must
offer a way to systematically identify the problem, explore its context, propose a support
concept (e.g., a methodology, framework, or tool), and evaluate that support through both
internal and practical validation.

This research follows the Design Research Methodology (DRM) developed by Blessing
and Chakrabarti. DRM provides a structured and iterative framework for design research,
aiming to simultaneously improve both the understanding of a design problem and the
development of support that can improve the situation [24]. This dual purpose aligns well
with the goals of this thesis, which addresses the complex and interdisciplinary challenge
of solution reuse in safety-critical systems, with a focus on the automotive domain.

We selected this methodology, as, in our understanding, DRM is the most suitable
approach for this thesis among the various design-oriented research frameworks, due to
its balanced emphasis on both understanding the real-world complexity of design
problems and developing validated support to address them. While Wieringa’s Design
Cycle [25] is well-suited for information systems and focuses on iterative problem-
solving, it tends to prioritize the artifact creation process without deeply structuring
empirical diagnosis or long-term evaluation. On the other hand, the Design Science
Research Methodology (DSRM) by Peffers et al. [26] provides a clear stepwise procedure
for artifact creation but is less well-equipped to handle the diagnostic and longitudinal
aspects of industrially embedded design research. This latter aspect is better addressed by
Consortium Research as described by Osterle and Otto [27], which emphasizes
collaborative industry engagement, yet lacks a robust framework for scientific validation
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across exploratory, prescriptive, and evaluative phases. Most importantly, our thesis is
concerned with complex systems design, leading us to Vaishnavi and Kuechler’s
statement [28]: “Design Research is research about design whereas Design Science
Research is primarily research using design as a research method or technique.”

In contrast, DRM explicitly supports a four-phase structure which aligns precisely with
this thesis’s aims: to diagnose systemic reuse challenges, design an operational reuse
framework, and validate it rigorously through both internal tool instantiations and a long-
term industrial case study.

Blessing and Chakrabarti describe DRM as comprising four key phases [24]:

1)  Clarification of the Research Topic: The problem is defined, its
relevance to both academia and industry is justified, and research objectives are
formulated. Success criteria and hypotheses may also be outlined. The aim is to ensure
that the research addresses a real and impactful need, rather than an isolated technical
challenge.

2)  Descriptive Study I (DS-I): This phase seeks to understand the current
situation in depth. It may involve literature reviews, observational studies, expert
interviews, or empirical analysis to identify key factors that influence the problem and
its potential solutions. The output of this phase includes requirements for the support
that will be developed in the next phase.

3) Prescriptive Study (PS): In this phase, a solution is developed. This
“support” may be a method, process, tool, or conceptual framework. The development
is informed by the understanding gained in DS-I and aims to address the identified
problems effectively.

4)  Descriptive Study II (DS-II): The developed support is validated in
practice. This phase assesses whether the solution is usable, useful, and effective in
real-world scenarios. It often involves pilot studies, longitudinal deployments, or user
feedback to evaluate the support against predefined success criteria.

This methodology was chosen because it ensures both scientific rigor and practical
relevance. The integration of empirical inquiry with the development and validation of
actionable support is especially important in this thesis, which targets practical reuse in
complex, regulated development environments. DRM enables the research to maintain a
strong link between theory, implementation, and evaluation; a necessary requirement for
advancing both academic understanding and industry practice in safety-critical system
reuse.

The research presented in this thesis spans almost 15 years from 2010 to 2024. References
in the Clarification, PS, and DS-I phases (primarily 2010-2015) reflect the frameworks
used and standards current at that time, to preserve historical and methodological
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accuracy. Developments and updates relevant to the DS-II phase (2016-2024) have been
incorporated where appropriate.

Due to the extensive longitudinal industrial case study used for the DS-II phase, our thesis
can be most closely assigned a Type 6 of the 7 DRM research type categories. The next
section maps this thesis and its chapters to the DRM phases.

1.6 Structure of Thesis

The structure of this thesis follows the four phases of the Design Research Methodology
(DRM) framework. Individual chapters correspond to a particular phase of the
methodology, as outlined in the figure below. This structure ensures a rigorous and
traceable development process — from identifying and analyzing a real-world problem,
through the design of a practical solution, to demonstrating its effectiveness in both
academic and industrial settings. This close alignment with DRM supports both the
validity and practical relevance of the research findings.

DRM Phases Thesis Chapters

Chapter 1: Introduction & Motivation ]

. Chapter 2: Background on Systems,
D tive Study | (DS-I
escriptive Study | ( ) Safety and Model-Based Engineering
Chapter 4: Our solution — The Pattern Library Approach

Prescriptive Study (PS) Chapter 5: Instantiation in Research Chapter 6: Instantiation in SAFE-MF
Tool AF3 (incl. Definition of Pattern Automotive Safety Modeling
Library User & Developer Roles) Framework

[ Clarification

Chapter 3: Background on Design

Patterns and Safety Mechanisms

Vs

Chapter 7: Generalization of Approach & Instantiation in COREPA —

D ipti DS- . . . )
s Sy I (e Industrial Use-Case for Automotive Reusable System Solution Library

Chapter 8: Summary, Conclusions and Outlook

Figure 2: Thesis structure & mapping to DRM Phases

Chapter 1 — Clarification of the Research Topic

This chapter introduces and motivates the research. It outlines the core challenge of
systematic solution reuse in safety-critical domains, supported by a motivating example.
The research aims and claims are formulated, the thesis scope defined, and success criteria
stated. In the context of DRM, this chapter represents the Clarification phase, establishing
the need for a structured reuse approach and laying the foundation for the research work.
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Chapters 2 & 3 — Descriptive Study | (DS-I)

These chapters provide an in-depth analysis and a comprehensive understanding of the
problem space.

. Chapter 2 surveys the relevant state of the art and practice as well as
industry standards, for systems engineering, safety-critical automotive applications,
and model-based development.

o Chapter 3 shifts the focus to design patterns, safety mechanisms as a
special design pattern category, and their relation to systematic reuse — analyzing
existing templates, capturing documentation approaches, and highlighting the
limitations of current pattern practices in safety-critical contexts.

Together, these chapters correspond to the Descriptive Study I phase, where the problem
context is diagnosed in detail and requirements for a more effective reuse approach are
identified.

Chapters 4, 5 & 6 — Prescriptive Study (PS)
These chapters describe the development and internal validation of the proposed solution.

. Chapter 4 introduces the Pattern Library approach for encapsulating
reusable solutions, including a new template for Safety Mechanisms, an artifact
structure, and guidance for instantiation.

J Chapters 5 and 6 demonstrate two implementations of the framework: first,
in a general-purpose research CASE tool with targeted extensions based on gaps
identified through evaluation; and then in a domain-specific pre-industrialization
automotive modeling environment that inherently supports many of the reuse
mechanisms.

These chapters collectively represent the Prescriptive Study phase, where the support is
developed and evaluated in controlled environments.

Chapter 7 — Descriptive Study Il (DS-II)

This chapter presents a long-term, large-scale industrial application of the generalized
reuse approach. Over several years, the framework was instantiated and applied at a
globally leading automotive Tier 1 supplier’, where it enabled systematic reuse of system
architecture knowledge and the model-based synthesis of reference vehicle architectures.
An expert survey provides evidence of its effectiveness, utility and impact. This

5 To maintain organizational confidentiality and focus on the generalizable aspects of the research, the
company where the final instantiation was conducted is referred to throughout this thesis simply as "the
Company."
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corresponds to Descriptive Study II, validating the support in an operational industrial
context.

Chapter 8 — Conclusions, Limitations and Outlook

This chapter summarizes the thesis, evaluates the validity of the research claims, and
reflects on the overall contributions. It also identifies limitations and outlines areas for
future research.

Appendices Overview

The thesis includes appendices that support the main chapters and can be read
independently:

Appendix Al provides a concise overview of the Goal Structuring Notation (GSN),
which is introduced briefly in section 2.4.3, and used in this thesis. GSN is a structured
notation for expressing safety cases. This appendix also adds notes on how safety cases
are approached in this work.

Appendix A2 provides deeper details into the structuring work that went into
implementing the safety mechanisms in AutoFOCUS3, demonstrating the completeness
of the Safety Mechanism Pattern Library (discussed in Chapter 5), while Appendix A3
presents additional Safety Mechanism implementation examples. Together, these
additional implementation works were carried out in the context of a Master’s thesis [198]
supervised by the author and submitted in Sept. 2015, preceded by the publication of the
author’s contributions in 2014 at [196].

Appendix A4 presents the original questionnaire used to conduct the survey presented in
chapter 7.3, while Appendix AS presents tables with the raw pseudonymized responses,
aggregated intermediate results and additional visual synthesizations of the responses and
results.

1.7 Previous publications by the author

Selected material presented within this thesis reflects contributions by the author which
have been previously published in peer-reviewed conference papers, journal articles and
research project deliverables.

They are listed in this section in chronological order.
The initial concept of a pattern-based approach for direct reuse was published in:

o Maged Khalil. (2013). "Pattern-Based Methods for Model-Based Safety-
Critical Software Architecture Design: A PhD Thesis Proposal." In Software
Engineering — SE Aachen 2013. ZeMoSS (Workshops). pp. 493-499. 2013. [183]
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The initial concept for combining system description and development artifacts with
safety argumentation artifacts into a consolidated library for Safety Mechanisms was
developed and published:

° Khalil, M., Schitz, B., and Voss, S. (2014). "A Pattern-based Approach
towards Modular Safety Analysis and Argumentation." Embedded Real Time
Software and Systems Conference (ERTS 2014). Toulouse, France. Feb., 2014. [21]

That concept leveraged implementations from the ITEA2/EUROSTARS SAFE(-E)
project deliverables, published in:

. M. Khalil and E. Metzker. ITEA/EUROSTARS SAFE / Safe-E Project.
Deliverable D3.1.3 / D3.4 “Proposal for extension of Meta-model for safety-case
modeling and documentation”. The SAFE / Safe-E Consortium — www.safe-
project.eu. 2013. [57]

Additionally, an earlier first proof-of-concept implementation was published in:

° Voss, S., Schitz, B., Khalil, M., Carlan, C. (2013). “Towards Modular
Certification using integrated model-based Safety Cases”. VeriSure 2013,
Verification and Assurance Workshop, at CAV 2013. St. Petersburg, Russia. [200]

The concept for a reusable pattern library was further developed, with an initial
version of the Safety Mechanism Pattern Template, first implementations, and the
initial pattern library developer and user workflows published in:

. M. Khalil, A. Prieto and F. Holzl. "A pattern-based approach towards the
guided reuse of safety mechanisms in the automotive domain." In Model-Based
Safety and Assessment — IMBSA 2014. pp. 137-151. Springer International
Publishing. 2014. [196]

This leveraged implementations in the ITEA2/EUROSTARS SAFE(-E) project
deliverables, published in:

. M. Khalil and E. Metzker. ITEA/EUROSTARS SAFE / Safe-E Project.
Deliverable D3.1.3b / D3.4b “Updated proposal for extension of Meta-model for
safety-case modeling and documentation”. The SAFE / Safe-E Consortium —
www.safe-project.eu. 2014. [197]

Additional implementations to demonstrate the completeness of the approach for
covering known Safety Mechanisms from literature were carried out in the context of a
Master’s thesis [198] supervised by the author, and some are included in the appendices
A2 and A3, as additional support for the reader.


http://www.safe-project.eu/
http://www.safe-project.eu/
http://www.safe-project.eu/
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A more mature form of the Model-Based Pattern Library approach, including the
current version of the Safety Mechanism Pattern Template, and an expanded pattern
developer workflow, was published in:

o Maged Khalil. (2018). “Pattern libraries guiding the model-based reuse of
automotive solutions”. 10th International Conference on Systems Analysis Modeling
(SAM2018). Copenhagen, Denmark. 2018. [203]

The current form of the Model-Based Pattern Library approach (Chapter 4), with an
expanded pattern user workflow, as well as first reports of the results of the evaluation
of implementations in AF3 (Chapter 5), the SAFE framework (Chapter 6), and the first
evaluations of generalizing the concept in industry (Chapter 7), were published in:

o Maged Khalil. “Design Patterns to the rescue: guided model-based reuse
for automotive solutions”. In Journal proceedings of the 25th ACM Pattern Languages
of Programming Conference (PLoP2018). Portland, Oregon, USA. 2019. [184]

The generalization of the approach and its instantiation in industry (Chapter 7), led to
the identification and prioritization of reuse infrastructure gaps, which were then
addressed in:

. J. Eder, S. Zverlov, S. Voss, M. Khalil and A. Ipatiov. (2017). “Bringing
DSE to life: exploring the design space of an industrial automotive use case.”

ACM/IEEE 20th International Conference on Model Driven Engineering Languages
and Systems (MODELS 2017). Austin, Texas, USA. 2017. [217]

. J. Eder, A. Bayha, S. Voss, A. Ipatiov, and M. Khalil. (2018). “From
Deployment to Platform Exploration: Automatic Synthesis of Distributed Automotive
Hardware Architectures”. ACM/IEEE 21st International Conference on Model
Driven Engineering Languages and Systems (MODELS 2018). Copenhagen,
Denmark. 2018. [220]

o J. Eder, S. Voss, A. Bayha, A. Ipatiov, and M. Khalil. “Hardware
architecture exploration: Automatic exploration of distributed automotive hardware
architectures.” In Journal of Software and Systems Modeling (SOSYM). Vol. 19.
911-934. 2020. [221]

These improvements leveraged earlier work published in:

. S. Zverlov, M. Khalil, and M. Chaudhary. (2016). “Pareto-efficient
deployment synthesis for safety-critical applications in seamless model-based
development.” In Proceedings of the 8th European Congress on Embedded Real Time
Software and Systems (ERTS 2016). Toulouse, France. 2016. [206]
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Finally, the concept for the repivoted thesis in its current empirically-founded form
was published in:

. Maged Khalil. “Improving solution reuse in automotive embedded
applications using a pattern library-based approach”. In proceedings of the 2019
ACM/IEEE 22nd International Conference on Model Driven Engineering Languages
and Systems Companion 653—-659 (MODELS 2019). [247]

All the presented work contained within the chapters of this thesis represents the original
contributions of the author.
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2 Systems and Safety

21 Research Methodology

This chapter constitutes a major part of the Descriptive Study I (DS-I) phase of the
research, as outlined by the Design Research Methodology (DRM), with the second part
being covered in chapter 3. It is grounded in an extensive, exploratory review of literature,
standards, and domain-specific resources across systems engineering, safety engineering,
and related disciplines. Rather than following a strictly systematic review protocol, this
phase embraced a comprehensive, integrative approach, aiming to capture the breadth and
depth of concepts, challenges, and best practices in the field. Together with the author’s
extensive industrial experience (prior to and after the beginning of this research work),
the resulting synthesis forms the conceptual foundation for the subsequent design-focused
investigations.

The first section introduces embedded systems and illustrates their most significant
characteristics, including safety. The following section expounds on safety-critical
systems and their specific traits as well as an overview of safety standards and their
specifics. This is followed by an introduction to safety cases, the argument chains linking
safety goals to evidence of their fulfillment; an important aspect of safety engineering
demanded by many safety standards. The last section discusses Model-Based Software
and Systems Engineering (MBSE) and its application to safety engineering.

Note on Reference Timeframes and Framework Versions

This thesis presents research activities spanning from 2010 through 2024. The
Clarification, Descriptive Study I (DS-I), and Prescriptive Study (PS) phases were
conducted between 2010 and 2015, while the Descriptive Study II (DS-II) phase —
realized through a longitudinal industrial case study covered in chapter 7 — took place
between 2016 and 2024.

References to frameworks, standards, and methods cited in the earlier phases are anchored
to the versions relevant for, and used in, the corresponding works, and the state of the art
in the 2010-2015 period. Updating these references retroactively would misrepresent the
technological and methodological context in which the research was originally conceived,
developed, and validated.

More recent developments, such as in Model-Based Systems Engineering, and
Architecture and Systems Engineering Standards, have been incorporated, as they are
directly relevant to the DS-II phase / the industrial case study. This approach ensures
historical accuracy and preserves the coherence and integrity of the research progression
over time.
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2.2 Systems Engineering, Embedded Systems & Dependability

A system is fundamentally understood as an organized assembly of interacting
components designed to fulfill specific objectives within a clearly defined context. The
primary international standard for Systems Engineering, the ISO/IEC/IEEE 15288:2023
“Systems and software engineering — System life cycle processes” defines a system as

“a combination of interacting elements organized to achieve one or
more stated purposes”’[29].

This definition emphasizes the purposeful integration and interaction of elements to
achieve designated goals.

Complementing this, the International Council on Systems Engineering (INCOSE?), in
its Systems Engineering Handbook (5" Ed. 2023) [30], describes a system as

“an arrangement of parts or elements that together exhibit behavior
or meaning that the individual constituents do not”.

This perspective highlights the emergent properties of systems, where the collective
behavior or meaning arises from the interactions among the parts, surpassing the
capabilities of individual components.

While the ISO 15288 standard does not provide a standalone definition of Systems
Engineering, it outlines a comprehensive set of processes that constitute the discipline.
These processes encompass technical, management, and agreement activities essential for
the successful development and operation of systems. The standard serves as a framework
for implementing Systems Engineering practices across various industries and
applications.

INCOSE provides the following definition’ for Systems Engineering, which we will
follow throughout this thesis:

“A transdisciplinary and integrative approach to enable the
successful realization, use, and retirement of engineered systems,
using systems principles and concepts, and scientific, technological,
and management methods.”

This definition underscores the collaborative and holistic nature of Systems Engineering,
highlighting its reliance on systems principles and a blend of scientific, technological,
and management methodologies.

¢ INternational Council On Systems Engineering: a professional organization, founded in 1990, with over
26,000 members worldwide, that promotes collaboration, standards, and education in the field of Systems
Engineering. www.incose.org

7 INCOSE. (2023). Systems Engineering Definition. International Council on Systems Engineering.
Retrieved from https://www.incose.org/about-systems-engineering/system-and-se-definitions/systems-
engineering-definition


https://www.incose.org/about-systems-engineering/system-and-se-definitions/systems-engineering-definition
https://www.incose.org/about-systems-engineering/system-and-se-definitions/systems-engineering-definition
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Given these definitions, we can introduce Embedded systems, which are dedicated
computers performing a predefined function, “embedded” within a larger mechanical
and/or electrical system. Embedded systems are usually specifically built to carry out that
task, as opposed to general-purpose computers, e.g., a desktop personal computer (PC),
which can be used for many tasks. The specific nature of embedded system design is
driven by two main factors: prior knowledge of the use case; that is, the exact function
and usage the system is designed for, and resource limitations; the resources in question
being computing power, power consumption, size and operating conditions, as well as
price-per-unit. Depending on the application, embedded systems may also often have
real-time computing constraints.

With the advent of digital computing using stored instructions sets in the 1950’s, many
control operations requiring processing power and complex functionality were taken over
by purpose-built computers. At first, and like many other innovations, this trend was
driven by military applications — e.g., the D-17A missile guidance system [32] for the
Minuteman I ICBM®. The move from transistors to integrated circuits in the 1960’s
brought a steep drop in unit prices, heralding the availability of computing power for
commercial applications.

Embedded systems currently cover a wide range of applications in many domains, from
portable consumer devices, such as smart-phones and wearables, to large stationary
installations, such as traffic lights or power plant supervision and control — and can be
found in the depths of our oceans as well as in space. As embedded systems carry out
specific tasks, design engineers optimize them to reduce costs and increase performance
and reliability. To that end, embedded systems, though as a whole purpose-built, can rely
on mass-produced components to benefit from economies of scale. The complexity may
vary from a single dedicated controller, such as a digital watch, to large scale networked
systems, such as cars, avionics and satellites. Software-intensive systems have become
ubiquitous in our world, and hence the list is very long and continuously growing.

Embedded systems also commonly interact with their environments, continuously taking
sensory input, providing control functionality and applying physical outputs through
actuators. The interaction loop may also include human users, from whom the interaction
with the environment is often hidden, instead limiting them to using dedicated input
controls or graphical user interfaces (GUI). As part of this interaction, embedded systems
often carry out critical tasks, whose malfunction or failure can have undesirable, and often
dire, consequences. Governing a nuclear power plant, keeping an airplane in flight or a
satellite in orbit, providing automobiles with safe maneuvering capability in adverse road
conditions and ensuring the correct operation of an MRI° and an ATM!® are a few
examples of embedded systems carrying out such tasks. Dependability, defined in [2],
[33] as “the system’s ability to avoid failures that are more frequent or more severe, and

8 Inter-Continental Ballistic Missile
® Magnetic Resonance Imaging
10 Automated Teller Machine
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outage durations that are longer, than is acceptable to the user”, is thus a very important
aspect of embedded systems — one identified long ago [31].

There are various, mostly overlapping, definitions of dependability and which aspects it
covers. We based the following sections on the concepts and taxonomy presented by
Avizienes [33], listing the following aspects of the dependability matrix:

e Availability: timely readiness for correct service.

e Reliability: continuity of correct service.

e Safety: absence of catastrophic consequences on the user(s) and the environment.
e Integrity: absence of improper system alterations.

e Maintainability: ability to undergo modifications and repairs.

Security and Privacy, which cover access and information control, are also increasingly
important aspects of embedded systems, and often added to the previous list or bundled
with integrity. Safety is a primary focus of this thesis and will be discussed in more depth
in the next section.

2.3 Safety-critical Systems

Safety is defined as “a system’s freedom from endangering human life or the
environment” [34]. That is, safety is a system property, and as such safety-critical systems
are those whose failure can lead to serious injury, loss of life, and/or significant property
or environmental damage. These systems are thus subjected to a higher level of scrutiny
and their design is a complex process, involving the integration of analyses and design
strategies and techniques to fulfill two types of requirements:

o Functional requirements: cover the functions and behavior the systems
is expected to perform.

o Non-functional requirements: represent qualities or attributes the system
is expected to have, such as the dependability matrix introduced above.

This division can be misleading, as stated by Leveson [6] and van Lamsweerde [35], as
it often affects the allocation of resources in software development projects, with the
lion’s share going to fulfilling functional requirements that will “sell” the product. A false
dichotomy is thus created, in which a project may either spend time and resources on non-
functional issues; or be on time and within budget. The situation is further complicated
by the fact that many of the aspects bundled under the “non-functional” moniker, despite
not adding to the advertised functionalities of the new product, affect the functional
system and software architecture by introducing new functions or mandating certain
Design Patterns or constraints onto it. Case in point, many safety standards recommend
(if not dictate) the early performance of analyses and introduction of architectural
measures such as Design Patterns, e.g., the IEC61508’s recommendations on assuring
independence in critical functions (IEC 61508, Part 1: 7.6.2.4) [36], as discussed in more
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detail in section 2.3.3. The introduction of such measures at later development stages has
proved to be a cumbersome and costly, if not downright detrimental, approach to systems
development projects, as mentioned, for example, in [2], [3] and [4]. Because such
analyses and architectural measures have to be conducted during the design phase of the
system, they cannot be based on physical prototypes and implemented software, and,
hence, have to rely on the design information in terms of requirements, structural design,
functional specifications, and principled knowledge about the (nominal and potential
deviating) behavior of the components used [37]. Functional requirements can be
naturally expressed in discrete, logic-based formalisms. However, to express many non-
functional requirements, designers need real-valued quantities to represent physical
constraints and probabilities [38], which necessitate finding more adequate, context-
and/or domain specific representations, as will be presented in section 2.5. Moreover,
designers of safety-critical systems must ensure the correct integration of hardware and
software components, which are usually developed independently from one another.

Keeping critical systems safe cannot be achieved by one technique, procedure or activity
alone, but is rather a combination of all these aspects applied at various stages of the
safety life-cycle, which stretches beyond the conception, design and development of
safety-critical systems and into their operation, maintenance and eventual
decommissioning. These activities are governed by standards, which share many
commonalities, but must nevertheless address each domain’s specific context and issues.
The next section gives an overview on safety standards.

2.3.1 Safety Standards

Learning from mistakes, some of them quite costly, military and space programs were the
first domains to collect techniques, procedures and activities into best-practices, guides
and development manuals, which evolved into binding documents for the involved
industries. Such standards were not only useful as gauges for product safety, but served
as guidelines for the evolution of technologies and techniques. For instance, the U.S.
Navy’s conformance standards for testing computer systems and components, introduced
in the early 1970’s and used most significantly for early programming languages such as
FORTRAN and COBOL, helped shape the development of high-level programming
languages by identifying the challenges facing then current technologies, and led to
significant convergence among the programming language dialects of the major computer
vendors at the time [39].

In the ensuing years, various industries adopted their own guidelines and standards, often
adapting those applied in neighboring domains to their specific use-cases. With origins
in the process control industry, where Electric, Electronic and Programmable Electronic
(E/E/PE) systems had steadily been taking over control functions from traditional
hydraulic and mechanical systems, and targeting the consolidation of the many common
aspects of safety engineering for E/E/PE systems, work began in the early 1990’s on an
international standard intended to cover basic functional safety for those systems and be
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applicable to all kinds of industry. The result was the IEC 61508, first published in 1998,
and titled “Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
related Systems (E/E/PE)”.

2.3.1.1 IEC61508 — The E/E Meta-Standard

The IEC61508 covers the entire safety lifecycle — from concept through development and
onwards till decommissioning — and targets the reduction of risks, calculated by
combining the probability of a hazard occurring with its severity, to a tolerable level.
While other technologies may be employed in reducing the risk, only those safety
functions relying on E/E/PE systems are covered by the detailed requirements of IEC
61508.

Despite, or perhaps due to, its general applicability, the IEC61508 foresaw the provision
of being further interpreted and tailored to suit specific projects or address industry sector-
specific issues. Where sufficient need and momentum was reached, this manifested into
standalone industry-specific standards, ultimately creating a landscape of IEC61508-
derived or related industry-specific standards.

These standards share some common views on safety engineering:

e Zero risk is unachievable.
e Non-tolerable risks must be removed or reduced to acceptable levels.
e Safety has to be considered and planned from the onset.

An overview of the IEC61508 and related standards is given in Figure 3.
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Figure 3: Overview of the IEC61508-related family of safety standards in 2015

Safety Integrity Levels

In its effort to consolidate concepts, the IEC61508 defined Safety Integrity as “the
likelihood of a safety-related system satisfactorily performing the required safety function
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under all stated conditions within a stated period of time”. Ironically, not all failures are
created equal; the ramifications of a failure depend on the functions affected or hazards
caused, such that some failures are nuisances, some are mild, whereas others are
catastrophic. Furthermore, the very definition of what constitutes a “mild” or
“catastrophic” result depends on the industry involved. This necessitated the creation of
a quantifiable, universally understandable, metric to assess deviation from what is agreed
upon to be tolerable risk. This “unmitigated” risk would have to be corrected by risk
reduction measures. The unmitigated risk and the corresponding reduction measures were
then categorized into levels. This essentially correlated the outcome of leaving the risk
unmitigated with the orders of magnitude of the necessary risk reduction measures. The
resultant Safety Integrity Levels (SIL), subdivided into 5 levels (0 — 4); ordered from
lowest to highest, were thus a measure of both the unmitigated risk connected to a hazard
and the effort necessary to mitigate said risk. Industry-specific interpretations of the
IEC61508 tended to redefine SIL’s to better suit their domains.

Choice of Standards

For reasons of novelty and relevance (we use examples from the automotive industry),
the 1SO26262 is the standard we are basing our work on, and its definitions are the ones
used throughout this thesis. One of the principal differences to IEC61508 is that the
highest integrity level in automotive is roughly equivalent to SIL3. This determines the
types of risk reducing measures relevant for automotive applications. Furthermore,
automobiles are produced in large numbers and used many hours, which increases the
importance of failure rates. As the work presented in this thesis spans over a decade, some
of the relevant standards have been updated in the interim!'!. We have nevertheless
purposefully left the references to older versions of the standards unchanged in the
sections where the research work was influenced by those standards at the time. Citations
were updated to reflect the evolution of the work and the standards considered in it.

2.3.1.2 1S026262 — Functional Safety for the Automotive Domain

Prior to the introduction of an automotive-specific safety standard, software development
for safety-related systems in the automotive industry was primarily covered by the Motor
Industry Software Reliability Association (MISRA) guidelines. Providing the first
automotive industry-specific interpretation of the principles of the, then still emerging,
IEC 61508, the MISRA guidelines, introduced in 1994, were conceived to provide
recommendations for the development of embedded software in road vehicle electronic
systems. Work on an automotive-specific tailoring of the IEC61508 continued, and would

! At the time this research work was beginning, the 1IS026262:2011 was the most recent safety standard to
be published for a major industry. It has since been superseded in terms of publication date by the DO-
178C, the latest iteration of the avionics safety standard, published in 2012 and approved by the Federal
Aviation Authority (FAA) in 2013. The second revision of the 1SO26262, published in 2018, is the
currently valid safety standard for the automotive industry. The 3™ revision is due in 2027.
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culminate in the publication of the ISO26262 standard [20], titled “Road Vehicles —
Functional Safety”, in late 2011'2.

The [SO26262 standard includes ten parts covering necessary activities and defining roles
and responsibilities during the entire safety life-cycle, as well as recommending
techniques and methods for development, and warning against known pitfalls. It
addresses electrical, electronic, and software elements performing safety-related
functions, as well as hardware requirements emanating from these components and the
specification of the hardware-software-interface. Similar to other standards, it provides
requirements for confirmation measures to ensure an acceptable level of safety is
achieved.

Automotive Safety Integrity Level — ASIL

The 1SO26262 also introduced automotive-specific safety integrity levels (ASIL),
replacing the safety integrity levels (SIL) provided in IEC 61508, for a more domain-
appropriate categorization of hazards and their risks. Like SIL’s, ASIL’s are also
subdivided into 5 levels: (QM, ASIL A, ASIL B, ASIL C, ASIL D), ordered from lowest
to highest risk. ASIL’s are determined by analyzing the probability, severity and
controllability of a hazardous event. ASIL-D roughly maps to IEC 61508 SIL3. The
automotive domain has no analogue to SIL4 hazards in its use cases. A more detailed
overview of how ASIL’s are determined is provided in (Part 3: 7.4.3 Classification of
Hazardous Event) and (Part 3: 7.4.4 Determination of ASIL and safety goals) of the
[SO26262 standard [20].

2.3.2 Safety Assessments
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Figure 4: Description of Hazardous Event according to 1ISO26262 [40]

12 The first 9 parts of the 10-part standard were released in November 2011, with Part 10 being released in
late 2012. This version is used for most references in this thesis. Citations were updated to the 2018
version only if the relevant content had changed significantly.
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Safety engineering targets the identification and management of hazardous events caused
by hazards, defined by the 1SO26262 as any “potential source of harm, caused by
malfunctioning behavior” [20], occurring in combination with operational conditions, as
depicted in Figure 4.

Malfunctioning behavior is caused by failures, which are the result of errors, which are
in turn caused by faults. This is known as the Fault-Error-Failure Chain, explained in
detail in the following section.

2.3.2.1 Fault-Error-Failure Chain
To understand this chain, some definitions are necessary:

e Faults are defects in the system, defined by the 1SO26262 as an “abnormal
condition that can cause an element or an item to fail” [20]. The presence of a
fault — such as a memory bit flip altering the value of a stored variable — in a
system may or may not lead to a failure, depending upon whether it causes an
error, for example if the section of software containing the fault is ever executed.

e Errors are a deviation between the intended behavior of a system and its actual
behavior inside the system boundaries, defined by the [ISO26262 as a “discrepancy
between a computed, observed or measured value or condition, and the true,
specified or theoretically correct value or condition” [20]. Errors are invalid states
which can propagate through the system and/or trigger other errors.

o Failures are instances where the system behaves contrary to its specification [2],
defined by the 1SO26262 as the “termination of the ability of an element to
perform a function as required” [20]. Failures are observed at the system
boundaries, and are basically errors which have propagated through the system to
its boundary.

Having understood the mechanism of the fault-error-failure chain, it then becomes
possible to take measures to break the chain and thus reduce risks. A hazard analysis and
risk assessment (HA/RA) is performed to identify and categorize hazardous events and
to specify safety goals and ASILs related to the prevention or mitigation of the associated
hazards in order to avoid unreasonable risk [20].

As such, managing faults is one of the primary activities of safety engineering, with roots
deeply anchored in dependability techniques. Various fault management techniques exist,
as well as various ways to categorize them, as will be explained in more detail in the next
section.

2.3.2.2 Fault Management

Fault management techniques can most aptly be categorized according to the
development stage in which the technique is performed [33], [41]:
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e Fault Prevention: deals with minimizing the number of faults introduced into the
system during development, and can be accomplished by the use of good
development and implementation methodologies and best practices.

e Fault Removal: aims at reducing the number of faults that were introduced into
the system despite the Fault Prevention activities. This can be carried out into
phases:

o During development and before deployment through verification tests.
o After deployment through inspections, failure records and maintenance
and upgrade activities.

e Fault Forecasting: predicts likely future faults so that their effects can be
circumvented or handled.

e Fault Tolerance / Failure Management: aims at preventing any remaining faults
in the system (or external factors) from triggering failures by using mechanisms
and design and development techniques for failure management.

Fault prevention, removal and tolerance are not alternative techniques but should rather
be regarded as complementary approaches in an integrated fault management plan [42].
Fault tolerance and failure management techniques, as part of methods for reducing risks
due to software failures, are the focus of this thesis, as will be highlighted in the next
section.

2.3.2.3 Methods for Reducing Risks from Software Failure

One should differentiate between causes of failures in physical devices (e.g., random
failures) and failures in software, which does not fail randomly. Software failures are
systematic in nature, occurring, for example, due to erroneous implementation or design
faults. Software safety is thus concerned with avoiding or protecting against these types
of failures.

Safety standards, such as the IEC61508 [36] or [SO26262 [20], as well as literature
sources such as [43], [44] identified and categorized methods of avoiding systematic
software failures into:

e Safety analyses
e Development and design techniques
e (Re-)Using well-trusted designs, also known as Architectural Patterns

Safety Analyses

Inductive and deductive analyses are carried out on the system design to identify the
causes of systematic failures and the effects of systematic faults. Examples of inductive
analysis methods include Failure Modes and Effects Analysis (FMEA), Event Tree
Analysis (ETA), and Markov modelling, while deductive analysis methods include Fault
Tree Analysis (FTA), reliability block diagrams (RBD), and Ishikawa diagrams.
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These methods each have their strengths and weaknesses, and combining them to yield
better analysis and diagnostic coverage is standard practice. As an example, an FTA is a
deductive, top-down approach, directed at analyzing the causes of failures in complex
systems by identifying the initiating events and any activated faults. In contrast, an FMEA
is an inductive, bottom-up analysis targeted at analyzing the effects of single component
or function failures on subsystems or systems. While FTAs are a very good tool for
demonstrating system robustness against single or multiple faults, they are not capable of
identifying all possible initiating faults. On the other hand, an FMEA is capable of
exhaustively cataloging initiating faults, and identifying their local effects. Analyzing
multiple failures or their effects at system level is, however, not a strength of FMEAs.
Furthermore, FTAs can consider external events, while FMEAs do not [45].
Consequently, FTA and FMEA are regularly used in complimentary fashion.

Development and Design Techniques for Safety

It is important to note the difference between defensive programming, which is an
implementation technique; modular architectures, which is a design trait; and redundant
deployment, which is an architectural pattern. The first two belong in this section, the
latter in the following section.

Many of the development and design techniques included in this category can be found
in “best-practices” or standardized development guidelines, and are also listed inside the
respective sections of the safety standards. For instance, the ISO26262 [20] recommends
the use of language subsets, strong typing, defensive implementation and unambiguous
graphical representations, as well as the use of style guides and naming conventions and
the enforcement of low complexity in its implementation guidelines (Part 6 — 5.4.7). It
further specifically warns against using dynamic objects, global variables, unconditional
jumps, implicit type conversions, recursions and hidden data or control flow (Part 6 —
8.4.4). If one is implementing in the C programming language, then such
recommendations are covered by the MISRA C guidelines [46], [47], which can be
applied by automated code-checkers to ensure conformance to these rules; a fact
highlighted in the 1ISO26262 standard.

On the other hand, the IEC61508 [36] states “From a safety viewpoint, the software
architecture is where the basic safety strategy is developed in the software” (Part 3). The
[SO26262 — (Part 4) expounds on this, stating that first and foremost, architectural design
should be modular, display an adequate level of granularity, and be simple [20].

It goes on to specify which properties of modular design are necessary for each ASIL, as
seen in the following table, where (+) denotes recommended actions, while (++) denotes
highly recommended.
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Table 1: 1SO26262 recommendations on modular system design properties [20]

Properti ASIL
roperties

P AlB|lc]|D
1 | Hierarchical design + + |+ |
2 | Precisely defined interfaces + + + +
3 | Avoidance of unnecessary complexity of hardware + + + +

components and software components

4 | Avoidance of unnecessary complexity of interfaces + + + +
5 | Maintainability during service + + + +
6 | Testability during development and operation + + | |

This thesis focuses on the relationship between system safety and software-intensive
system architecture elements, with an emphasis on modularity.

Architectural Patterns and well-trusted Designs

The concept of patterns or styles has been widely adopted in software architecture design
in the past two decades. A pattern arises from the notion of reusing proven solution
designs for similar problems. It defines components and connections, along with
deployment constraints, that can be applied to software systems. Patterns have been
identified for purposes varying from the very general, such as object-oriented
programming paradigms [23], to the highly specific, such as patterns for deep machine
learning [48]. The concept of patterns, its historical background and related works are
covered in depth in Chapter 3, along with a comparison of relevant pattern Templates.

The 1SO26262 (Part 4 — 7.4.3.4) clearly states, that to “reduce systematic failures, well-
trusted automotive systems design principles should be applied. These may include the
following:

e re-use of well-trusted technical safety concepts;

e re-use of well-trusted designs for elements, including hardware and software
components;

e re-use of well-trusted mechanisms for the detection and control of failures; and

e re-use of well-trusted or standardized interfaces.”

This recommendation is, however, not without a caveat, as stated in the next point (Part
4 —7.4.3.5). “To ensure the suitability of well-trusted design principles or elements in the
new item, the results of their application shall be analyzed and the underlying
assumptions checked before reuse” [20].
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Thus, reuse is only recommended if the context and adequacy of usage within a new use-
case are well understood and proven.

The ISO26262 (Part 6) defines different types of “mechanisms” — in fact, patterns — that
can be used for fault avoidance, error detection, and failure management at the software
architecture level. These include range checks and plausibility checks, but also external
monitoring (e.g., software or hardware watchdog), control-flow monitoring, as well as
diverse and redundant design [20]. ISO26262 refers to this class of solutions as Safety
Mechanisms, and we will use that definition in this thesis.

Using such safety mechanisms has a high impact on the safety of the product as well as
on the development processes and efforts involved, as discussed in the following section.

2.3.3 Impact of Architectural Patterns on Safety Engineering

Using architectural patterns is a widely spread method of dealing with problems in safety
engineering [49]. As an example, let us consider cascading failures — one of the biggest
challenges facing safety developers. They occur when the failure of a component or
function triggers the failure of another, possibly unrelated, one. This becomes especially
dangerous if the primary failure happens in a non-safety critical component, which then
triggers a failure in a safety function; for example, the wiper blades prevent the brakes
from working. Clearly, such a scenario is highly undesirable.

Yet if these components share common resources, €.g., they run on the same hardware,
then it becomes difficult to prove the absence of cascading failures, also known as
freedom from interference. Dependence and causality tests and failure analysis techniques
become overwhelmed and inadequate with increasing complexity, especially if the cross-
dependencies are not understood or realized by the developers and consequently are not
included in the analyses and tests.

If freedom from interference cannot be proven, then the entire system housing the
offending components inherits the highest safety criticality (worst setting) found in its
constituent components. This is indeed mandated in safety standards, for example, the
ISO2626 (part 9 — 6 Criteria for coexistence of elements) states that unless freedom of
interference is proven, “By default, when an element is composed of several sub-elements,
each of those sub-elements is developed in accordance with the measures corresponding
to the highest ASIL applicable to the element, i.e. the highest ASIL of the safety
requirements allocated to the element” [20]. In our example, this would mean developing
wiper blade software to the same highly stringent standards as the braking software. This
unnecessarily increases the complexity, effort and costs of development to a prohibitive
level and should be avoided if possible. Architectural patterns offer solutions for such
mixed-criticality setups.
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2.3.3.1 Safety Architecture Patterns

Safety standards list various recommendations to solve this issue varying from mandating
features in the software architecture to the explicit recommendation of architecture
designs or patterns thereof. These solutions mostly revolve around the principles of
software partitioning (separation of critical from non-critical software) and multiple
redundancies (multiple versions, dissimilar or independent software). For instance, the
IEC61508 states that the integrity requirements of a safety function can be satisfied by an
architecture which combines parallel sub-systems of lower integrity, specifying that the
allocation of integrity to these subsystems shall be carried out using appropriate
techniques for the combination of probability, e.g., FTA and Cut-Set Analysis (Part 1:
7.6.2.4) [36]. This is referred to as decomposition. In the course of integrity allocation,
systems which are treated as independent must satisfy the following set of requirements:

e They shall be functionally diverse (use of different algorithms to calculate the
same results);

e They shall be based on diverse technologies (use of different type of equipment
to perform the same result);

e They shall not share common operational, maintenance or test procedures;

e They shall not share common operational, maintenance or test procedures;

e They shall not share common parts or services whose failure could result in a
dangerous mode of failure of all systems;

e They shall be designed so that the predominant failure mode for common support
systems (e.g., power supply) is in a safe direction (i.e., fail-safe);

e They shall be physically separated such that foreseeable failures do not affect
redundant safety-related systems.

If these requirements cannot be met, evidence should be provided that the probability of
a dependent failure between the system elementss is sufficiently low in comparison to the
overall integrity requirements of the safety-related function (IEC61508, Part 1: 7.6.2.8)
[36].

Table 2: Criticality reduction by architectural measures in railway applications

ENS50126 [50]

Most severe system failure condition / System

Architecture development level
Catastrophic / A Major / B

Partitioned Design Level A for the partition Each partitioned portion
Each partitioned portion can take a level
can take a level corresponding to the most

corresponding to the most | severe failure condition
severe failure condition within it

within it
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Two dissimilar,
independent design
implementing a function

Level B for each portion

Level B for each portion

Two independent,
partitioned designs
implementing a function

Level A for the partition
Level A for the primary
portion

Level B for the secondary
portion

Level B for the partition
Level B for the primary
portion

Level C for the secondary
portion

Active monitor parallel
design

At least one portion to
level A

The other portions to level
C

At least one portion to
level B

The other portions to level
C

Backup, parallel design

Primary portion to level A
Backup portion to level C

Primary portion to level B
Backup portion to level D

The railway safety standard EN50126 (Part 5) [50] went further and specified the
potential safety integrity level reductions for several architectural patterns in an
exemplary fashion for mixed-criticality systems. The examples, seen in Table 2, are
highly helpful in understanding the impact of patterns on criticality, despite the fact that
the mentioned patterns are all abstract variations on the redundancy theme. Note that
hazards in the railway domain are described using the values A-B-C-D, from highest to
lowest criticality, respectively.

The ISO26262 went even further and concretely suggested specific Safety Mechanisms
for error detection and error handling at the software architecture level. A selection of the
recommended mechanisms for error detection (Part 6 — 7.4.14) [20]:

e Range checks of input and output data

e Plausibility checks can be carried out a against reference model of the desired
behavior, as assertion checks, or by comparing signals from different sources

e Detection of data errors, e.g., error detecting code

e External monitoring, i.e., a watchdog — this can be provided by a dedicated ASIC
or an external software component performing the watchdog role

e Control flow monitoring

e Diverse software design.

Having thus understood how architectural patterns and safety mechanisms can reduce
criticality and efforts, benefitting safety-critical systems and software development, it is
important to point out that the reductions specified in the table can only be justified if
there is substantial evidence to support assumptions of independence (and in some cases
dissimilarity) between the portions of these architectures. Providing evidence for the
fulfillment of safety requirements and goals is the focus of safety cases, discussed in the
next section.
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2.4 Safety Cases — Claims, Arguments and Evidence

Safety assurance and certification methods vary considerably across industries, but also
countries. Demonstration of compliance with rules and regulations is generally called an
“assurance case”. If the goals to be met are safety related, then this demonstration is called
a “safety case”. The purpose of a safety case is to present the argument that a system is
acceptably safe to operate. This argument should demonstrate how the available evidence
concerning the system can be reasonably and defensibly interpreted as indicating
compliance with, and fulfillment of, the system safety requirements [16]. The safety case
comprises all relevant information by and for all stakeholders, including the reasoning
involved. This should then be collectively captured in an explicit (graphical or textual)
form, and summarized in a report.

Depending on the product and location, assuring compliance with the governing rules and
regulations usually involves demonstrating three types of activities:

e Adherence to design features and principles;
e Implementation of processes, organizational structures and policies; or
e Achieving some predefined goal or performance level.

A combination of all three types may prove necessary and is, in fact, the most prevalent
form. The ratios are determined by the product under development, the industry, and the
prevalent standards.

Based on these activities, a safety case presents “a documented body of evidence that
provides a convincing and valid argument that a system is adequately safe for a given
application in a given environment”, whereby an argument is defined as “a connected
series of claims intended to establish an overall claim” [51]. In attempting to persuade
others of the truth of an overall claim, one must often make supporting claims. These
claims may themselves then need further substantiation. This gives rise to a hierarchy of
claims (representing a logical chain of reasoning) by which an argument is established.

To understand assurance or safety cases, one must understand their purpose, content, and
context. On closer inspection, the first two types of activities listed above demonstrate
following a predefined or prescribed rule or recommendation, reflecting prescriptive
regulation. The third type of activity demonstrates achieving set targets, and thus
represents goal/performance-based regulation. Types of regulation and their impact on
safety cases are discussed in the next section.

2.4.1 Prescriptive vs. Goal-/Performance-based Regulation

The Flixborough explosion!? triggered the creation of the Health and Safety Executive
(HSE) in 1974, which introduced earnest government oversight of safety in England, and

13 Chemical plant explosion in England, on 1 June 1974, which killed 28 people and seriously injured 36,
out of a total of 72 people on site at the time. The cause was deemed to be shoddy maintenance.
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shaped much of the ensuing regulatory activities worldwide. The term safety case,
however, appears to have arisen as a result of the official inquiry report by Lord Cullen
into the Piper Alpha disaster'®. The Cullen report, published in 1990, was highly critical
in its assessment of the state of safety in the industry. Among many other points, it
concluded that safety assurance activities in the offshore oil industry were too superficial
and generic, poorly scoped, overly mechanistic, and did not provide adequate proofs or
consider interactions between components, systems and operators [52].

Most importantly, the report recommended the introduction of “safety cases”,
emphasizing that regulation should be based around clear, measurable targets which
would require that stated objectives be clearly and demonstrably met, rather than
prescribing steps to be followed and documented [53], i.e., goal- and performance-based
regulation instead of the hitherto predominantly prescriptive regulation. Such a change in
perspective aimed at shifting responsibility for controlling risks from regulators to those
who create and manage hazardous systems [54], and thus causing a paradigm shift in the
mindset of the safety community; from demonstrating conformity to a standard, to
proving the safety of the system.

This approach, adopted initially by the British Health and Safety Executive (HSE) [55]
and applied widely to industries in that country, went on to influence other countries [56].
The 1S026262 reflects these changes in the focus of responsibility and features a high
percentage of goal- and performance-based safety requirements. Analyses per ISO26262
can generally be categorized into Audits — which target processes, including activities,
work products and documentation — and Assessments, which are concerned with
evaluating the functional safety of the item, and hence focus on the characteristics of the
product.

The types of evidence required and assurance arguments used depend on the type of
regulation. The following section details types of arguments and evidence and the
challenges in building a clear defensible safety case.

2.4.2 Goals, Arguments and Evidence

When dealing with prescriptive regulation, demonstrating compliance is usually quite
straightforward. Goal- and performance-based regulation on the other hand, requires a
more complex argument evaluation strategy, as well as changes in how the targets are
specified and how the evaluation is performed. While the term “safety case” may be used
in prescriptive regulation, “compliance” or “assurance case” are the more correct and
predominant terms. “Safety cases” are more regularly used in a goal- and performance-
based regulatory approach [56].

Safety cases have three fundamental building blocks; one must link evidence to the goals
they prove the fulfillment of, via arguments. Goals are claims about requirements and

14 North Sea offshore oil and gas platform, which exploded in 1988, claiming 167 lives. At the time, it was
the worst offshore oil disaster in terms of lives lost and industry impact.
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constraints in compliance with standards. Evidence is proof of a solution via process or
organizational compliance; analyses; tests, audits and inspections; reports and feedback;
as well as logical, defensible rationales and concepts.

If the certification is based on following some product standard, e.g., cable material and
thickness in a wiring harness, then inspections and material testing will build up the bulk
of the arguments for the certification process. On the other hand, documentation,
engineering artifacts and workflow analyses come to the forefront of certification, if the
focus of the regulation is on processes.

Satisfying goal- or performance-based regulatory approaches may involve certain kinds
of analyses, such as the use of specific types of probabilistic risk assessment to
demonstrate “acceptable” overall failure rates. It may also allow include reasoning
schemes that substantiate the claim of having achieved a particular performance goal.

Returning to the safety case definition given earlier, a safety case is “a documented body
of evidence that provides a convincing and valid argument...”. This dual nature of safety
cases, namely both a documentation of the fulfillment of a claim and the convincing proof
that the solution is valid, is crucial. According to Weaver and Kelly [51], a commonly
observed failing of safety assessments is that the role of safety argumentation is neglected.
It is not uncommon for practitioners to flood the certification authorities with a large
quantity of supporting evidence, e.g., hundreds of pages of fault trees or FMEA tables,
with little done to explain how this evidence relates to the safety objectives. The
(potentially overwhelmed) certifier can then only guess at any unwritten and implicit
arguments. Both argument and evidence are crucial safety case elements that must go
hand-in-hand. As Weaver and Kelly pointed out; arguments without supporting evidence
are unsubstantiated, and therefore not convincing, while evidence without argument is
unexplained, and hence not helpful in demonstrating how (or even if) safety objectives
have been satisfied.

Additionally, certification may often be a one-time activity, performed once the
development of a product is completed and immediately before — and most probably as a
prerequisite to — market introduction. However, for complex systems with longer
deployment life — examples include medical radiation therapy devices, chemical plants
or aircraft — regular checks and oversight during operation may also be parts of the
“continued worthiness™ certification. Any changes to the original design — which served
a basis for the initial certification — may necessitate partial or complete recertification,
depending on the size of the change and the scope of the impact on the overall system.

In order for safety cases to be developed, discussed, challenged, presented and reviewed
amongst stakeholders, and maintained throughout the product lifecycle, it is necessary for
them to be documented clearly. The documented argument of the safety case should be
structured to be comprehensible to all its stakeholders. It should also be clear how the
evidence is being asserted to support these arguments [57].
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Last but not least, complex projects generate a multitude of safety-related artifacts and
even more non-safety-related ones. Establishing an intelligible argumentation path
through this cacophony of artifacts is very difficult even for a system’s developers. An
external review of an argumentation chain under such circumstances becomes a nigh on
impossible tasks, especially since simple tracing relationships — if they can be adequately
maintained — are insufficient in describing the complex relations needed to describe how
different artifacts come together to build an evidence chain arguing a claim [21]. Case in
point, safety is a system property that can only be claimed within a specific usage context.
It is part of the purpose of a safety case to define the context, within which safety is
claimed [51]. This gives rise to the need for a dedicated “safety case”-specific view on
the artifacts.

2.4.3 The Goal Structuring Notation — GSN
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Figure 5: The Goal Structuring Notation — Elements and Example Argument Structure

[38]

In our work we evaluated several approaches ways to express safety cases and settled on
the Goal Structuring Notation (GSN), in its Community Standard Version 1.0 [58], as it
was the most mature method appropriate for our needs. GSN is the result of long years of
experience with the safety industry and the analyses of numerous argumentation
documents, which was focused into a unified approach by the High Integrity Systems
Engineering (HISE) Group at the University of York in England, spearheaded by John
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McDermid and Tim Kelly. The GSN standard first appeared in November 2011' and the
specification document is readily available for free download. A short comparison with
other approaches is provided in section 6.2, with more details provided by the author in
[57].

GSN is a structured (yet not formal) notation, which provides graphically differentiated
basic safety case element types, such as goals, evidence, strategy, and justification, as
well as a clear description of necessary and allowed connection types between these
elements. A selection of GSN safety case elements, as well as an example safety case
argument structure are provided in Figure 5. A more detailed description of GSN is
provided in Appendix A of this thesis.

2.4.4 Potential Limitations of Safety Cases

Safety Cases, when well-founded, -formulated and -documented, have been widely used
in many industries with a good deal of success [51]. A safety case can thus be a powerful
help for the development of complex systems. This, however, is not without a caveat.

A safety case is only as good as the information it encapsulates. Its basic elements — goals,
arguments and evidence — are susceptible to misrepresentation and abuse, ultimately
yielding a less-than-solid safety case.

Broy and Stolen [59] listed the misidentification, misinterpretation and misrepresentation
of requirements, and the specifications based on them, as the biggest and most prevalent
problems facing complex software-intensive projects in their critical early phases. Yet
requirements and specification are the basis of every safety goal, without which important
safety aspects will not be covered. In an experiment by Fischoff et al. [60], a group of
safety practitioners with mixed experience levels were presented with fault trees, from
which significant parts had been purposefully removed. In a not entirely surprising, yet
nevertheless alarming turn of events, both the novices and experts failed to consider the
omitted information in their arguments, even though the experts could be expected to be
aware of this missing information. Vicente and Rasmussen ran related experiments [61],
in which expert participants were knowingly given partial information. The participants
demonstrated a cognitive bias towards relying too heavily on the specification present —
and failing to include other obvious information — despite full knowledge of its
incompleteness. In essence, the report concluded that an incomplete specification proved
more detrimental than having no specification at all.

Even with well-defined claims, building well-founded safety cases is a difficult task.
Experiments have repeatedly shown that people tend to favor information which confirms
their suppositions and aligns with their goals [62], and prefer “positive” testing, in which
the search is biased towards evidence consistent with their current hypothesis and
questions are phrased to receive affirmative answers [63]. This cognitive phenomenon is

15 The most current version at the publication of this thesis is Version 3, available at https:/scsc.uk/r141C:1
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known as confirmation bias. Engineers and developers wish to build safe systems and do
so to the best of their abilities. This can, however, also mean that they build safety cases
to show just that, instead of critical ones that attempt to demonstrate how the system could
be unsafe [64]. Safety engineers should employ the exact opposite mindset, and try to
find ways in which the system could be unsafe.

Even pioneers and champions of safety cases, such as Kelly, state that the mere creation
and existence of a safety case “does not imply a safe system” [65], and highlight the need
for rigor in drawing up argumentations, the integrity and validity of evidence, and the
maintenance of the safety case throughout the safety life-cycle. The authors went on to
confirm the threat posed by confirmation bias, and offered organizational actions to
mitigate the negative outcome. They concluded that a “safety case should be thought of
as another means towards safety and not as an objective”.

This is not surprising, as the use — or rather abuse — of safety cases had already been cited
as a major contributor in accident reports. The Nimrod aircraft crash!® is a prime example.
The 2009 inquiry report by Sir Haddon-Cave [66], was particularly scathing of the
Nimrod’s safety case, calling it “... a lamentable job from start to finish...”, in which “...
the task of drawing up the Safety Case became essentially a paperwork and ‘tickbox’
exercise.” The Nimrod report went on to make clear recommendations for the
improvement of the safety case approach, centered on two main concepts:

o Safety Cases should be used within a rigorous, ongoing, and integrated
development and operational process, and not just performed once and forgotten.

o Safety Cases are aids to the safety engineering process and thus a means
to an end, rather than being an end unto themselves. “Compliance-driven” safety case
documentation is worthless and should be avoided at all costs, as it gives a false sense
of safety.

Leveson analyzed the Haddon-Cave report and others and reiterated the conclusion that
the safety case regime should refocus on being a tool for identifying safety gaps, listing
the following important characteristics for their correct usage [55]:

. Safety cases should be started early. If used properly, it can identify
problems early in the concept phase and influence design decisions. This is opposed
to the practice of using safety cases for a posteriori documentation of finished
systems, providing a snapshot of the system “as-built”, instead of being a
development aid to safety practitioners.

. Safety cases and their constituent components and structure should be
monitored continuously throughout the safety life-cycle, to identify any changes in
the design or usage of the system.

162006 crash of a British Royal Air Force Hawker-Siddeley Nimrod reconnaissance aircraft over
Afghanistan, which claimed the lives of 14 service members.
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o To facilitate the monitoring and maintenance of safety cases, the safety
case analysis and documentation should be included into the Systems Engineering
approach and the system architecture description.

. The safety case description should be comprehensive, included as much
information as necessary and possible, including system wide considerations.

Particularly the integration of safety case analysis and documentation into system
architecture description in a holistic comprehensive approach is one of the main focus
points and aims of this thesis. This integration requires incorporating multiple viewpoints
on the system under development, each of which focus on an aspect or system property
through an adequate representation thereof, which is often based on a mathematical model
of the system. This is known as model-based engineering, as explained in the following
section.

2.5 Model-based Engineering

The rising complexity of embedded systems, discussed in the first section of this chapter,
and the fact that complex embedded systems typically include multiple components from
different domains integrating diverse technical disciplines, makes it very difficult to
manage system descriptions with any level of efficiency. Analyzing the interactions and
dependencies of these systems is a necessary yet daunting task using traditional
engineering methods. In order to use computational aides, such as computer aided
software engineering (CASE) tools, one must first represent the systems mathematically,
essentially creating a model of the original.

The many different notations used in the involved disciplines, combined with the system
size and complexity make creating a complete representation of the entire system quite
impractical. Instead, developers rely on representations of the system or parts of it, which
focus on those aspects that need to be studied in each instant. A model is thus defined as
“a simplified description, esp. a mathematical one, of a system or process, to assist
calculations and predictions” [67]. Thus, a model, as discussed in [68], is a depiction of
the original, a reduction focused on capturing relevant aspects, and it has a purpose,
defining its usage.

Model-Based Engineering (MBE) can thus be defined as an approach to the design,
development and analysis of software and systems, based on exploiting models and
computer-based automation to reduce complexity and achieve improvements in both
productivity and quality.

As surmised by Schétz [69], it is important to note that the focus — and strength — of
model-based techniques lies not on the construction of a simplified description of one
system or process; that is, modeling an instance of said system or process, in object-
oriented parlance; but rather to abstract such specifics away and characterize a class
description, allowing the reuse of concepts. At the risk of sounding circular, these classes
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themselves can be — and often are — also models. Given the great promise that model-
based techniques offer [70], MBE enthusiasts continuously tout the “everything is a
model” principle [71]. To avoid confusion, it is thus necessary to provide some definitions
for terms that will be used throughout this thesis. These definitions are in line with those
introduced by the Object Management Group’s (OMG) standardization of their Model
Driven Architecture (MDA) paradigm [72], as well as those provided in the SPES
Framework [73] and its follow-up extensions.

Finally, we will introduce the INCOSE definition of MBSE (Model-Based Systems
Engineering, which we will use as a reference for the practical applications of this thesis.

2.5.1 Modeling Vocabulary

One of the key strengths of modeling is the ability to capture concepts, rather than
describe implementations. This aspect distinguishes it from implementation technologies
such as source code, making it an excellent way to represent, understand and analyze
systems [72]. To do this, models may take many forms and have many purposes. A
Domain Model, for instance, may represent many aspects of a system; its business or
hardware and software or any other domain-specific trait, while a System Model may
include how the system’s many components interact to perform their function, as
discussed by Broy and Steinbriiggen [74].

2.5.1.1 Models and Modeling Languages
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Figure 6: Modeling levels from the OMG MDA approach [75]
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The terms, notations, semantics and structure as well as any integrity rules used to
describe the model constitute its modeling language. Interestingly enough, more often
than not, the best way to represent a modeling language is itself a model — this can be
referred to as a meta-model. The meta-model defines the language used to describe the
model, by defining what constructs the language employs and what their relationships
are. One can abstract further onto the modeling language that defines and describes these
constructs and relations; one speaks here of a meta-meta-model. This structure is shown
in Figure 6, which explains the paradigms of OMG’s MDA approach using an example.
MO represents the instance level, M/ the model, M2 the meta-model and M3 the meta-
meta-model, as defined in [75].

The salient point when dealing with different representations, is that the stakeholders need
a common understanding of the model, so it can be useful. Thus, the model should be
expressed in a language understood by the stakeholders and adequate for their domain.

2.5.1.2 Architectural Views

Following the essence of modeling paradigms, it is often useful to abstract away
unnecessary information and arrive at a (partial) model capturing the system in a certain
context, e.g., the privacy concerns of an electronic health care registry. Such a view, is a
special representation of the system conforming to a viewpoint, which is a set of rules for
the selection, creation and representation of an information contingent about the system,
which addresses some particular stakeholder concerns. This definition, from the 2014
second version of the OMG MDA standard [72], aligns with similar concepts from the
IEC Standard 1471 [76] (and its successor IEEE Standard 42010 [77]), which introduced
a conceptual framework for architectural descriptions based on architectural viewpoints.
Architecture is then defined as:” The fundamental organization of a system, embodied in
its components, their relationships to each other, and to the environment, and the
principles guiding its design and evolution™ [76]. Architectures can be described and
specified using Architecture Description Languages (ADL). An example of ADLs, the
EAST-ADL, is introduced and discussed in some detail in section 6.1.2.1.

We will especially be focusing on views and viewpoints, for which our thoughts are quite
aligned with the form introduced by the SPES Modeling Framework (SPES MF) [73],
and the definitions provided in the ISO42010!7 “Software, systems and enterprise —
Architecture description” . The SPES MF is an artifact-oriented approach (that is, it
defines structures, concepts and content, rather than prescribing process and methods),
supporting the seamless model-based software engineering of embedded systems. The
SPES MF can readily be used to integrate software engineering and Systems Engineering
activities, such as those set forth by the ISO/IEC 12207 standard for software engineering
processes and ISO/IEC 15288 Systems Engineering processes standard, as described by
Bohm et al in [79]. Among many other features, the SPES MF defines artifact types and

17 The earlier version 1S042010:2011 was used for DS-I and PS phases of the work done in this thesis.
Citations were updated to the 2022 version [80] for the DS-II phase.
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their relationships for different engineering concerns and different levels of system
granularity. In the engineering of embedded systems, different stakeholders, e.g.
requirements engineers, system architects, test engineers) have different interests in the
system and its representation. The SPES MF introduces four different viewpoints to
promote modularity and higher development quality by following the principle of
separation of concerns; these are a requirement, functional, logical, and technical
viewpoint, respectively. Furthermore, and to manage complexity, the SPES MF
introduces system granularity layers orthogonally to these viewpoints. The granularity
layers allow decomposition, such that tasks can be broken down to manageable size,
essentially following a divide and conquer approach once more. The viewpoints and
granularity layers mainly aim at structuring the artifacts created during the development!®.

2.5.1.3 Model-driven vs. Model-based

Model-driven development (MDD) emerged as a generalization of the OMG MDA
approach — first introduced in a white paper [81], then ratified by the OMG community
in 2001 [82] — which aims at extending the use of modelling languages beyond design
into programming. MDD relies primarily on models as the central artifacts for
development, linking different views and their models (from the representation of
business case through architecture description and right down to code generation) to one
another through model transformation, which is defined as the generation of different
models from an original model based on a transformation pattern. Architecture, in this
context, is a representation of the system under development by means of a set of models,
aiming to understand the system and stakeholder requirements and reach a design to
satisfy these requirements [72]. Understanding the relations between models, and
expressing them as precisely as possible — or formalizing these relations mathematically,
if possible — is very important, because it enables correct reasoning about the architecture
and its safety, towards the ultimate goal of achieving a “correct-by-construction” design.

Most importantly, model-driven approaches stress the seamless reliance on models as
first-class entities through model transformation. Brambilla et al. [83], state this as being
the most significant differentiating factor, defining model-based engineering (MBE) as a
more watered-down, broader term denoting methods in which models play a central role
in various process steps, yet seamless transformations across the process chain are not
predominant. The fact that the OMG owns the copyright on model-driven architecture
(MDA), model-driven development (MDD), and a host of related terms, for which they
have supplied their own definitions, only adds to the confusion. In this thesis we will be
using the term model-based to denote any development approach which relies primarily
on models, without limiting the scope to those with seamless model transformations.

18 These concepts are of course not new; Parnas advocated a layered architectural pattern in 1979 [84],
because it facilitates extension, contraction and restructuring of the architecture, achieved by using the
ability to add or remove components defined at higher levels, which in turn use services provided by
components at lower layers of the architecture.
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2.5.2 Model-based Systems Engineering (MBSE)

This chapter provides a foundational understanding of MBSE and SysML, positioning
them as key enablers of modern Systems Engineering practice. The following chapters
will explore how MBSE methods are applied in specific domains and integrated into the
systems development lifecycle.

2.5.2.1 Definition of MBSE

As with all topics in this space, there are several definitions used for Model-Based
Systems Engineering (MBSE).

We will preferentially use the definition provided by the International Council on Systems
Engineering (INCOSE), which has played a foundational role in defining and evolving
MBSE practices. In its 2007 publication, Systems Engineering Vision 2020 [85], INCOSE
defined MBSE as:

"The formalized application of modeling to support system
requirements, design, analysis, verification and validation activities
beginning in the conceptual design phase and continuing throughout

development and later life cycle phases."

This definition underscores MBSE's role as a formal, lifecycle-wide method for
improving clarity, consistency, and traceability in Systems Engineering, and highlights
its role as a transformative approach in Systems Engineering that emphasizes the use of
formalized models as the primary means of information exchange, design, and analysis
(Models as first-class citizens). Rather than relying on traditional document-based
approaches, MBSE promotes the integration of digital models throughout the entire
system development lifecycle.

INCOSE updated and expanded this view in its 2020 publication Systems Engineering
Vision 2035 [86], envisioning MBSE as central to digital transformation across the
engineering enterprise: "The future of Systems Engineering is model-based, enabled by
enterprise digital transformation."

Further, it states: "Model-based Systems Engineering, integrated with simulation, multi-
disciplinary analysis, and immersive visualization environments is standard practice."

This perspective elevates MBSE from a modeling technique to a comprehensive and
integrative strategy for digital engineering.
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2.5.2.2 Contrasting Definitions
Other authoritative sources'® provide complementary perspectives on MBSE.
OMG (Object Management Group) defines MBSE as:

"The practice of developing a set of related system models that help
define, design, analyze, and document a system under development"”

/88].

This view highlights the practical utility of related models and the emphasis on
standardization and tools, such as SysML.

In “4 Practical Guide to SysML” [89] Friedenthal, Moore, and Steiner — pioneers of
MBSE and its most widely used modeling language SysML — describe MBSE as:

"The use of models to support the engineering of a system, providing a
more rigorous basis for capturing requirements, architecture,
behavior, and verification”.

This definition emphasizes the clarity and rigor models bring to complex system
development.

2.5.2.3 SysML: The Standard Modeling Language for MBSE

The Systems Modeling Language (SysML) is the de facto standard modeling language
used in MBSE practices. It is a general-purpose graphical modeling language designed to
support the specification, analysis, design, verification, and validation of complex
systems.

SysML originated as a profile and extension of the Unified Modeling Language (UML?"),
tailored to address Systems Engineering needs, but hence evolved into its own language.
The initiative to create SysML began in 2001, led by a consortium of industry experts and
tool vendors and later formalized by the Object Management Group (OMQG).

SysML continues to evolve to meet the growing complexity of engineered systems and
to better align with digital engineering and MBSE principles. Table 3 provides a timeline
of major events in SysML development.

1 NASA adopts a definition closely aligned with INCOSE's original vision: "The use of models to support
system requirements, design, analysis, verification, and validation activities, beginning in the conceptual
design phase and continuing throughout development and later lifecycle phases."[87]

2 The Unified Modeling Language is a general-purpose visual modeling language that is intended to
provide a standard way to visualize the design of a (software) system. It was developed in 1994-1995,
and was adopted as a standard by OMG in 1997, and as the ISO/IEC19501 in 2005
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Table 3: Significant milestones in SysML development

Year Event/Version

2003 SysML Initiative
Formed

2006 SysML v1.0

2007-  vl.x Updates
2017

2017 SysML v2 Kick-off

2019 SysML v1.6

2023 SysML v2 Beta

2025+  SysML v2 Release

Description

Led by the SysML Partners to create a UML-based
modeling language for Systems Engineering.

Official release by OMG; introduced support for
requirements, behavior, structure, and parametrics.

Incremental improvements including better tool
interoperability, bug fixes, and performance
enhancements.

OMG initiates the formal definition phase for SysML
v2 to address limitations of SysML v1 and meet future
digital engineering needs.

Maintains backward compatibility while improving
various diagrams and clarifying semantics.

Major revision focused on semantic precision,
scalability, and improved tool integration.

Anticipated adoption phase for SysML v2,
emphasizing interoperability, executable modeling,
and web-native architecture.

2.5.2.4 Visualizing SysML: Diagram Taxonomy and Examples

SysML uses multiple new dedicated diagram types to capture useful information for
Systems Engineering [88]. For example:

J A Block Definition Diagram (BDD) illustrates the system's structural
hierarchy by defining blocks and their relationships. For instance, in an automotive

system, a BDD can depict components like Engine, Transmission, and Suspension,
showing how they relate to the overall Vehicle system.

o In contrast, an Internal Block Diagram (IBD) provides a detailed view of
the internal structure of a single block, showcasing how its parts interact. Continuing

with the automotive example, an IBD for the Engine block might display components

such as Fuel Injector, Spark Plug, and Piston, along with the connections and data

flow between them.
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SysML Diagram
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Figure 7: SysML primary diagram types

SysML comprises nine primary diagram types, seen in the figure above, and categorized
as follows:

o Structure Diagrams: Block Definition Diagram (BDD), Internal Block Diagram
(IBD), Package Diagram, Parametric Diagram

o Behavior Diagrams: Activity Diagram, Sequence Diagram, State Machine
Diagram, Use Case Diagram

e Requirement Diagram: Captures system requirements and their relationships

SysML-based MBSE approaches provide a comprehensive capability for modeling
various aspects of complex systems. SysML (v1.x) is used in the practical use-cases in
this thesis, especially in the industrial use-case provided in chapter 7.

2.5.3 Model-based approaches to Safety Engineering

Traditionally, safety engineers had to synthesize information from numerous sources,
including informal design models and requirements documents, in order to run safety
analyses, such as FTA or FMEA. Unfortunately, such analyses are highly subjective and
depend on the practitioner’s skill and experience. Moreover, different safety engineers
will often produce substantially different fault trees for the same system. A final version
is usually only reached through a process of review and consensus building between the
system and safety engineers [90]. Even then, there are no guarantees that the analysis
results will be complete and consistent, or that they will remain current, as the analysis is
essentially run on a parallel collection of data (that of the safety engineer’s), that is not
integrated in the system engineering approach and system architecture description.

Having understood the basic concepts of model-based engineering (MBE) and model-
based Systems Engineering (MBSE), a quick reflection on the earlier sections detailing
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safety-critical embedded systems readily yields numerous opportunities where model-
based techniques can be applied to enable or greatly facilitate the many activities and
analyses required for the development of safety-critical systems. For instance, in addition
to a functional model of the system under development, “dysfunctional” or failure models
can be introduced as well, allowing automated fault propagation analyses and greatly
improving failure management. Indeed, the field of model-based problem solving [91]
has generated theoretical foundations, prototypical solutions, and products for modeling
artifacts and natural systems and for using models to solve a variety of tasks, with a major
focus on automated diagnosis, but also solutions for failure modeling as well as for
automated model-based software FMEAs, such as [92] and [93]. GSN itself is essentially
a model-based approach, which provides a safety case specific viewpoint on the system
under development.

Model-based development is increasingly popular in the development of embedded
software systems in the automobile industry [94]. The information captured in these
models is a treasure trove for safety engineers, yet safety analyses and argumentation are
not well integrated into safety architectures, with the integration mostly limited to
research tools [95].

Addressing the integration of safety and security in system architecture modeling is an
important and popular research topic. For instance, Kharatyan et al. [96] present a
metamodel enabling the combined analysis of these critical aspects. The proposed
modeling language supports the synthesis and analysis of system architectures by
incorporating safety and security considerations into a unified framework. This
integrative approach allows for the early identification of potential failures and attack
vectors, thereby enhancing the robustness of system designs in safety-critical
applications.

The integration of safety aspects into the Systems Engineering approach, allowing model-
based safety analysis, is of two-fold importance. First and foremost, the integration
enables and facilitates the consistent performance of safety analyses on the same artifacts
used to develop the system. Changes to the system architecture and design can be
immediately analyzed, without the need for external — and potentially error-prone —
synthesization of information. Secondly, thanks to architectural viewpoints and
abstraction layers, the impact of changing requirements or implementation platform
details can be decomposed down into manageable portions. This makes investigating and
evaluating the fulfillment of safety goals a much more manageable task, as well as
increasing the quality of safety cases, which can now directly incorporate the relevant
development artifacts, in a structured manner that not only allows tracing changes, but
can actually help engineers identify potential deficiencies in the safety argumentation.
The integrative combination of these aspects allows for a practical co-evolution of System
and Safety modeling artifacts, or more broadly, System Development artifacts and
contextually-relevant System Description artifacts.

These points provide strong motivation for the approach presented in this thesis.
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2.6 Summary

This chapter introduced embedded systems and highlighted their increasingly pervasive
nature in everyday life, performing many functions with a potentially safety-critical
impact. The concept of Model Based Engineering was introduced and its advantages
expounded. The special nature of safety-critical applications was explained, with an
overview of safety standards and their most relevant activities and aspects.

The reuse of well-trusted patterns, mechanisms and concepts has been shown to be
beneficial and highly recommended, but only if the context of the reuse and the suitability
for the new use-case can be established — and demonstrated in a safety case, which
defensibly establishes the fulfillment of all underlying safety requirements. Such a
demonstration would be greatly facilitated by employing model-based techniques, which
integrate safety aspects into Systems Engineering approaches.

A framework for the modular reuse of safety mechanisms, with a provision for
instantiation into various model-based development environments, and the potential for
expanding this framework to more general types of complex system reuse problems
beyond safety mechanisms, is the aim of this thesis.

The next chapter continues the motivation for this thesis, by introducing design patterns
and their application to high-level architecture and design issues, as well as safety
mechanism patterns and their documentation.



Design Patterns and Safety Mechanisms 47

3 Design Patterns and Safety Mechanisms
A pattern is defined by the Oxford Dictionary?! as:

o A repeated (decorative) design, an arrangement or design regularly
found in comparable objects

o A regular and intelligible form or sequence discernible in the way in
which something happens or is done:

e A model or design used as a guide (in needlework and other crafts); a
set of instructions to be followed (in making a sewn or knitted item), a
wooden or metal model from which a mold is made for a casting:

o An excellent example for others to follow.

As the definition shows, patterns are as old as time; with design and solutions being
copied and repeated for aesthetic as well as functional reasons. Interestingly enough,
some of the most widely cited works on architecture design patterns in the software
community are the works of a building architect, Christopher Alexander. In his book “The
Timeless Way of Building” [97], Alexander argues that “Beyond its elements, each
building is defined by certain patterns of relationships amongst its elements”. Alexander
demonstrated how one could abstract away the particular details of a building, and then
proceed to identify and capture those traits quintessential to the design — and its success,
or lack thereof. These patterns, which he elegantly defined as a “solution to a problem in
a context” in the same book, can then be used elsewhere.

With the advent of object-oriented programming — which, among others, championed the
notion of reusable high-level concepts — in the late 1980’s and early 1990°s, the software
community adopted Alexander’s concepts into what has since become known as Design
Patterns.

Design Patterns can thus generally be defined as an abstract representation of a (trusted)
solution for a general class of (repetitive) problems. Their main purpose is to support
system architects and designers by not only lowering costs through not reinventing
solutions but also increase reliability by reusing trusted solutions and, most importantly,
increase quality by frontloading good design paradigms into the system development.
Moreover, the concept of Design Patterns promotes good documentation of proven design
techniques and thereby facilitates and simplifies communication between practitioners.

This chapter introduces the concept of Design Patterns, enumerating examples for
different purposes, and discussing the capturing of patterns in Templates. This is followed

2 Oxford Dictionaries. “Definition of Pattern”. Oxford University Press.
http://www.oxforddictionaries.com/definition/english/pattern.



Design Patterns and Safety Mechanisms 48

by introducing Safety Mechanisms, the solution pattern category defined in the ISO2626
automotive functional safety standard, which is the focus of this thesis.

The primary aim of our approach is to make Safety Mechanism reuse within an
organization better (more systematic, repeatable, effective and efficient) by approaching
Safety Mechanisms as if they were Design Patterns. We understand that Safety
Mechanisms are — strictly speaking — not design patterns, and we are not primarily aiming
at capturing a new kind of Design Pattern. We will use the structure provided by the
design pattern template and general rigor of the process of defining a design pattern to
improve solution component capturing for reuse in a practical setting.

3.1 Research Methodology

This chapter constitutes the second part of the Descriptive Study I (DS-1) phase of the
research, as outlined by the Design Research Methodology (DRM), with the first part
being covered in the previous chapter.

Since its introduction to Software Engineering in the late eighties, a vast body of work
has been written about Design Patterns in Software and Systems Engineering. Our aim
was to find Design Pattern Literature relevant to Software and System Design and
Architecture in general — but with a special focus on safety-critical applications in
embedded systems, and derive such attributes as are relevant for the capturing of safety-
critical Design Patterns. These attributes would not only help capture Safety Mechanisms
but serve as requirements for any model-based approach aiming at enabling the reuse of
Safety Mechanisms in practice.

Our literature review was systematized by performing it in an approach adapted from
systematic mapping studies as introduced in [98]. A systematic mapping study is a
research methodology for reviewing and structuring a body of related work concerning a
research area - we had successfully used this approach in a similar research endeavor
involving a collaborative effort to identify requirements for a model-based Requirements
Engineering tool in [99]

The purpose of our review was to identify commonalities in the resulting Design Patterns’
Templates. A Design Pattern Template is defined as a construct for capturing Design
Patterns by collecting their most relevant Attributes. Attributes are usually captured in the
form of structured prose supported by diagrams. More details on Design Pattern
Templates are given section 3.4.

Our search was organized in two phases. The first phase was a broad effort to collect
works relating design patterns and safety and derive the common template attributes. In
the second phase we focused on safety mechanisms — and any efforts to collect them and
provide for their reuse in practice — and expanded to approaches targeting similar reuse
problems.
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We focused our search on three main digital sources for general literature: the IEEE
Explore Digital Library, Google Scholar and the ACM Digital Library. We initially used
search strings containing keywords such as “Design Pattern” or “pattern” in combination
with either “safety”, “reliability”, “dependability” or “security” to identify generally
relevant Design Pattern attributes. In the second phase we added the terms “library” or
“repository” or “framework” or “approach” and “reuse” to identify related work. We also
performed an extended manual search in the leading conferences on Design Patterns —
Pattern Languages of Programming (PLoP); as well as its European siblings EuroPLoP
and NordicPLoP — to increase our results and cover fundamental works. The results of
the second phase, focusing on reuse especially in the context of system solutions and

design patterns, are discussed in the next chapter.

The initial batch resulted in over a thousand papers, which we manually reduced via a
process of elimination based on the relevance of the title. For the papers where the titles
alone did not allow a decision, we read the abstract to determine their relevance. This
reduced the works down to a little over one hundred, including several books. We then
proceeded to prioritize these works based on precedence and citations, as we were more
interested in earlier works, which usually influenced later publications. For instance, a
very large number of Design Pattern papers published this millennium use the POSA
Template (or variations thereof), which was introduced by Buschmann et al. in 1996
[100], and which is itself largely based on the earlier works of Riehle and Ziillighoven
[101].

This chapter concludes the Descriptive Study I (DS-1) phase of the research, as outlined
by the Design Research Methodology (DRM). The next three sections give the most
relevant results of phase one of our review.

3.2 A Brief History of Design Patterns

The idea of software Design Patterns was first suggested by Cunningham and Beck in
1987 when they proposed a number of software Design Patterns to describe elegant
Smalltalk user interfaces [102]. Around that same timeframe, Coplien started to document
what he called idioms for C++; essentially a programming-language-specific Pattern
Template. This was used as an internal C++ guide at AT&T, where Coplien was working
at the time, before being published in a condensed form in 1992 as part of a book on C++
programming styles [103], and eventually in a more expanded form in 1997 [104].
Sharing the “Alexandrian” heritage and discussing many of the same issues as Coplien,
Coad independently catalogued patterns for object-oriented analysis and design in 1992
[105], with a focus on the concept of Design Patterns at a higher level of abstraction.

Parallel to these activities, Gamma started to document recurring design structures in
object-oriented software development as part of his doctoral work in 1991 [106]. He went
on to expand this work as part of the “Gang of Four” (Gamma, Helm, Johnson and
Vlissides) [107], culminating in the 1994 publication of the first book dedicated to the
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subject — “Design Patterns — Elements of Reusable Object-Oriented Software” [108]- a
seminal work which firmly established Design Patterns as a relevant field in software
development.

Much attention has since been given to Design Patterns. Several papers addressing
patterns had already been presented between 1990 to 1993 at the ACM OOPSLA (Object-
Oriented Programming Systems, Languages, and Applications) conference, with
increasingly dedicated focus to the topic, and counterparts such as the European
Conference on Object-Oriented Programming (ECOOP). 1994 also saw the organization
of the first annual PLoP (Pattern Languages of Programs) conference, whose revised
papers are normally published in book form, as part of the “Pattern Languages of Program
Design” series, e.g., [109].

In 1996, Buschmann et al. published the book “Pattern-oriented software architecture: a
system of patterns - POSA” [100], which included a catalog of relatively abstract
solutions to common design problems and signaled increased interest in architectural
patterns. The POSA template, largely based on the works of Riehle and Ziillighoven
[101], is currently one of the most widely used templates for software and system design
patterns.

Appleton provided a good documentation of the genesis and ancestry of Design Patterns
in Software in [110], which is a recommended read.

The adoption of the Design Pattern paradigm was not limited to software development.
The concept was applied to hardware design and development, e.g., [111], and included
importing useful elements of software development paradigms, e.g. importing object
oriented techniques into System-on-a-Chip (SoC) design [112]; using UML to capture
hardware design process patterns [113]; or using models to capture hardware Design
Patterns for reuse [114].

Combining hardware and software, embedded systems — discussed in section 2.2 — were
next in line. Building on his previous work in [115], Douglass introduced a noteworthy
catalog of Design Patterns for embedded systems [116], which focused on real-time
aspects such as concurrency, deployment, resource constraints and resource sharing, as
well as reliability.

The establishment of Design Patterns as an important area of research encouraged its
application to a variety of increasingly specialized and domain- and / or discipline-
specific contexts; with efforts targeting everything from fault tolerant software designs
[117]; to  time-triggered embedded systems [118]; telecommunications [119];
information security [120], [121]; and redundant design for safety [122]; among many
examples.

Last but not least, it is a natural leap of intuition from reusing a design principle, to reusing
the corresponding argumentation structure used to show fulfillment of the design targets.
McDermid and Kelly introduced the concept of safety case patterns [16], and Kelly went
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on to pioneer and champion the idea in his doctoral dissertation [123] and through later
collaborations, e.g., [51], culminating in the GSN standard [58], introduced in section
2.4.3. Based on Kelly’s work on general safety case patterns, Weaver suggested a
software-specific safety case pattern structure [124], Wu collaborated with Kelly on
safety case pattern abstractions for failure management patterns in safety, which they
dubbed “safety tactics” [44] (discussed in more detail in section 3.3), while Ye adopted
the concept for arguing the use of Commercial-Oftf-The-Shelf (COTS) components in
safety-critical development [125].

Whether one is documenting building design, or software design, each of these Templates
had to document their Design Patterns. The documentation changed according to the
design principles to be captured, the domain involved, and the characteristics they wished
to highlight, yet followed common general principles. As Riehle and Ziihlke stressed
[101], “patterns are not merely technical, but also capture the professional’s domain
specific understanding, guided by the underlying design metaphors”.

The following section introduces Safety Mechanisms, the pattern category defined in the
ISO2626 automotive functional safety standard, and the focus of this thesis. The section
after that illustrates the documentation of Design Patterns.

3.3 Safety Mechanisms

The choice of what is and is not a pattern is a matter of perspective. “One person’s
patterns can be another person’s primitive building blocks”, stipulated the Gang of Four
[108]. For instance, while arguably also patterns, this thesis does not consider class
encoding descriptions, such as linked lists and hash tables, or class relationship
characteristics, such as “polymorphism”. Similarly, we do not include high-level, system
safety engineering argumentation design patterns, such as ALARP — As Low As
Reasonably Practicable [126].

In this thesis we deal with the particular class of patterns known as Safety Mechanisms,
which target fault and failure management, as recommended by functional safety
standards and introduced in Section 2.3.3.

As areminder, a Safety Mechanism is defined by the ISO26262 International Automotive
Safety Standard [20] as a “technical solution implemented by E/E functions or elements,
or by other technologies (mechanical etc.), to detect faults or control failures in order to
achieve or maintain a safe state”. Safety Mechanisms are concrete instances of a category
of implementation-independent solution descriptions targeting safety. The solutions used
in a “Safety Mechanism” are in fact not limited to safety but may also be useful for all
manner of dependability or RAMSS — Reliability, Availability, Maintainability, Safety
and Security — issues.

In his book on Design Patterns for real-time embedded systems [116], Douglass dedicated
a chapter to safety and reliability patterns, such as “Triple Modular Redundancy” or
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“Sanity Check”. Wu und Kelly described a very similar grouping of architectural designs
or “Tactics” in [44] and proceeded to describe a design pattern and template for capturing
them. Tactics capture the abstract principles or primitives of a design pattern. Not wishing
to be bogged down by implementation details, they sought to capture the abstract notions
behind safety mechanisms using the concept of abstract architectural themes. Pioneered
by the likes of Riehle and Ziihlke [101], who differentiated between concrete patterns
and their overarching architectural motifs, and canonized by Bass et al. at the Software
Engineering Institute (SEI) at Carnegie Mellon University as architectural tactics [127],
the aim is to identify and collate the underlying primitives of a pattern independently of
specific implementations, of which there are many variations. This makes the cataloguing
easier, as there are obviously far fewer factics than actual Pattern instances [128]. Tactics
were proposed by SEI for six quality attribute categories (availability, modifiability,
security, performance, usability, and testability) [127].

As a quick reminder of the Fault-Error-Failure Chain discussed in section 2.3.2, faults are
defects or abnormal conditions in the system that can cause components to fail, for
instance, a bit-flip in a memory register causing an erroneous memory address. When
triggered, a fault will manifest as an error in the system, essentially a behavioral
discrepancy or invalid states, which can then propagate further, causing more errors.
Continuing the example, the fault results in an invalid address in a pointer variable. If the
error reaches the system boundary, it causes a Failure, which is the inability to perform a
function. In this case, a safety-relevant functionality crashes due to an invalid pointer.

A thorough survey of safety mechanisms which can be implemented in software was
carried out in [130], based on recommendations from functional safety standards, such as
the aforementioned 1SO26262 [20] and NASA STD 8719.13 — Software Safety Standard
[131], as well as Kelly’s work, but also on discussions with expert practitioners from the
automotive industry. Building on the abstract categorization of safety “tactics” for failure
management provided by Kelly and Wu in [44], the authors expanded the categories to
include numerous patterns. These are described abstractly and divided into three groups
based on separation of concerns, as seen in Figure 8 above. We will be basing our target
pattern group on this collection and categorization.

The top left corner of Figure 8 comprises avoidance mechanisms. Since errors are the
manifestation of faults, preventing them from occurring is only possible by avoiding their
triggering faults. The center group targets the detection of any errors triggered by faults
that could not be avoided. This group comprises two subcategories. Mechanisms which
rely on previous system information for their functionality are called “stateful” error
detection, e.g., control flow monitoring. Safety mechanisms which only need current
information are fittingly labeled “stateless”. The group on the right comprises
mechanisms to manage the errors — once they have been detected — and prevent them
from causing failures.
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Figure 8: Safety Mechanisms’ Categorization [132]

To understand the context of the Design Pattern documentation and approach presented
in this thesis, some existing pattern documentation forms are presented and compared in
the following section.

3.4 Design Pattern Templates

Alexander defined a basic construct for structuring pattern documentation, based on the
triumvirate of Problem, Context, and Solution. The software community adopted this
structure, and adapted it where necessary, by breaking down or decomposing these three
essential pattern characteristics into more concrete ones. This was done on a case-by-case
basis, to more accurately capture the significant aspects of the Design Patterns they were
trying to describe. For instance, the Confext could be broken down into separate entries
for what elements play a part in the pattern, that is, its Participants, as well as entries for
Structure and Applicability. Similarly, Solution descriptions could be decomposed into
descriptions of the implementation, as well as how its instantiation works, supported by
examples. The essential three building blocks — problem, context, and solution — can
always be identified at the heart of all the various Design Pattern Templates.

The attributes are held together by the pattern’s name, which should be unique and
meaningful, ideally conveying the purpose and or intent of the pattern. The
documentation includes a structure — that is, the attributes which capture each Design
Pattern and their relation to one another, if any — and a representation, which is how the
attributes are documented. The structure and representation of patterns is explored in the
following subsections.
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3.4.1 Design Pattern Structure

A quick survey of the first edition of “Pattern Languages of Program Design” — the Book
collecting the accepted papers submitted to the PLoP Conference, introduced in the
previous section — reveals how the software community adapted the newly established
paradigm of Design Patterns. Wolf and Liu, who documented patterns for server/client
frameworks [133], did so using Problem and Solution descriptions, with context
information divided among the two attributes. Riehle and Ziihlke analyzed functionality
and usage patterns of software tools to facilitate tool construction and integration [101].
They added an explicit Purpose attribute, as well as Compare, which they used to capture
interfaces and responsibilities. Rubel’s work on patterns for layered architecture [134],
aimed at supporting a natural decomposition of system requirements into a layered
architecture. He used mechanical control systems as an example, so he added the attribute
Forces to the Alexandrian Problem, Context and Solution. He also explicitly added
Design Rationale and a Resulting Context attribute to capture the impact of applying the
pattern, as well as an attribute to document Related Patterns. Adams, on the other hand,
worked on functional programming, and his function patterns [135] reflected this,
replacing Context with explicit attributes for Preconditions, History and Constraints, and
adding Aliases. Working on patterns in object-oriented database frameworks [136],
Lajoie and Keller did away with both the Context and Solution attributes, in favor of a
more detailed documentation in Intent, Applicability, Description, Diagram, Motivation,
Implementation, Category and Contract Example, supported by Discussion and See Also.
The Gang of Four (Gamma, Helm, Johnson and Vlissides) targeted general object-
oriented concepts and paradigms, and subsequently sought to capture as many attributes
as possible, in a comprehensive and explicit manner. Their Template [108] included 13
attributes: Name, Intent, Also Known As, Motivation, Applicability, Structure,
Participants, Collaborations, Consequences, Implementation, Sample Code, Known Uses
and Related Pattern.

Kelly, who included the tabular results of a similar survey in his doctoral thesis [123],
aimed for a general methodology to capture safety case patterns. Motivated by their
comprehensiveness and “freedom from explicitly software — especially (object-oriented)
— attributes”, as well as the “explicit representation of Applicability”, Kelly adopted the
pattern attributes suggested by the Gang of Four (GoF) nearly wholesale, replacing only
Sample Code, with Example Applications. In his later collaboration with Wu on “safety
tactics” [44], the attribute Template was whittled down considerably. Their Template [44]
kept the attributes Aim (same as Intent), Description, Rationale, Applicability,
Consequences and Related Tactics. 1t added Side Effects (to capture the impact on other
quality attributes), as well as Practical Strategies and Patterns to list actual
implementations.
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Table 4: Comparison of Design Pattern Templates
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Armoush [122] cataloged various types of redundancy patterns (some of his own design)
for reuse in safety-critical applications. Basing his Template on a mixture of earlier works
and that of Kelly [123], he documented Name, Other names (same as Also Known As),
Context, Problem, Structure, Implementation, Consequences, and Related Patterns.

Armoush also added 7ype (to differentiate between hardware-based, software-based, and
mixed redundancy patterns), Abstract (which is essentially a combination of Solution and
Rationale), as well as an attribute he named Implications, which aims to explicitly capture
the “impact of a Design Pattern on the non-functional requirement (safety, reliability,
modifiability, cost, and execution time)”. This is essentially analogous to the attribute
Side Effects, introduced by Wu and Kelly in their “Safety tactics” work [44], although
Armoush sought to concretize it, by expressing improvements to system reliability and
safety, as well as cost, modifiability and impact on execution time. Analyzing what is
arguably a closely-knit family of patterns, he chose to omit the related patterns attribute
altogether.

Table 4 gives a comparative overview of the structure of the aforementioned pattern
Templates. There are many other examples, yet the salient point is that regardless of the
targeted Design Pattern, the structure of the pattern Template revolves around the
Alexandrian three-points (Problem-Context-Solution), expanded and refined or
consolidated to suit the domain and needs of the user.

Having decided which attributes they were going to include in their pattern Templates,
hence capturing the structure of the Template, most pattern collectors stuck to
Alexander’s form of documenting the attributes, i.e., the representation, as seen in the
following subsection.

3.4.2 Design Pattern Representation

Figure 9 shows a pattern for rural planning in the vicinity of city limits, from Alexander’s
book “A Pattern Language: Towns, Buildings, Construction” [137].

In the zone where city and country meet, place
country roads at least one mile apart,

so that they enclose squares of countryside
and farmland that are at least one square mile
in area. Build homesteads along these roads,
one lot deep, on lots of at least half an acre,
with the square mile of countrvside or
farmland behind the houses.

Prose Diagram

Figure 9: Alexander’s pattern for planning rural community plots [137]
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As Kelly observed [123], Alexander’s architectural patterns and their various adoptions
into software Design Patterns share a common representation; namely that the attributes
are represented as structured prose, supported by diagrams, as seen in Figure 9. This
documentation scheme did not change; only the kinds of attributes (as discussed in the
previous section), and the type of diagram used to support them, varied with the domain
and purpose of the pattern Template. Thus, the “Gang of Four” pattern Template for
object-oriented programming [108] captured attributes textually in tabular form; that is,
in structured prose, supported by diagrams in three different notations. These were, in
turn, inspired by object-oriented paradigms; Class Diagrams and Object Diagrams, both
based on the Object Modeling Technique (OMT) [138], and Interaction Diagrams — based
on the Booch Method [139] as well as Objectory [140] — were used, with each pattern
containing at least a Class Diagram.

Kelly himself followed suite, structuring the various attributes he used to document his
safety case patterns in tabular form, with the attribute information captured textually. This
is supported by graphical safety case notations using GSN, essentially a diagram. The
next table shows a pattern documentation from Kelly’s doctoral thesis [123].

Table 5: Functional Decomposition Safety Case Pattern from Kelly’s Doctoral Work

[123]
Functional Decomposition Pattern
Author Tim Kelly
Created 22/02/99 01:56 ‘ Last Modified 22/02/99 02:36
Intent The intent of this pattern is to argue the safety of a system by appeal

(sic) to the safety of the functions implemented by that system.
Also Known As | Functional Safety “Divide and Conquer” Pattern

Motivation The motivation for this pattern is the need to decompose a high-level
goal (that is difficult to substantiate ‘as-is’) into sub-goals that are

hopefully easier to address.

Structure Gl
{System X} 15 safe
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| | Argument by claiming safety .I_ —

I of safety-related functions II | {System X} /
|' implemented by system | ! /
‘/./ \ mrm {Mnction Y}
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Participants G1 | Defines the overall objective of the pattern
S1 | Presents the strategy (functional decomposition) adopted to
support G1
C1 | A list of functions performed by System X that could impact
system safety required to expand S1
G2 | Expresses safety claim for each identified safety-related
function (over items in C1)
G3 | Goal required to validate the approach adopted
Collaborations e (I introduces the safety related functions of System X that
then form the basis for constructing G2 goals.

e Goal G3 is necessary to support the implication that solving
the goals G2 is sufficient to support G1.

Applicability This is a very general pattern and, as such, has a wide applicability.
In order to apply the pattern, it is necessary to instantiate C1 (Safety
Related Functions of System X). C1 should identify the list of all
functions of the system that have been identified as having a possible
impact on system safety. Functional Hazard Analysis is a possible
approach to identifying safety-related functions from the list of all
system functions.

Consequences | After instantiating this pattern, a number (n+1, where n=# of
functions) of unresolved goals will remain:

e G2 (nof)

e For each function it is necessary to support this claim that the
function is implemented safely, and appropriate measures
have been taken to mitigate or eliminate risks associated with
the function.

e @G3

e To support the functional decomposition of the overall goal
of safety into sub-goals of safety over each function it is
necessary to support this claim of independence - i.e. there
are no hazards generated by the interaction between
functions.

Implementation | In implementing this pattern, it is first necessary to instantiate C1

(identify the list of system functions)
Possible Pitfalls:

e Attempting to decompose G1 in sub-goals over functions
(G2) without adequately supporting the claim of
independence between functions (G3)

e Inappropriately instantiating C1 with simply safety functions
rather than safety-related functions. The distinction being
that safety functions are those functions that are obviously
concerned with achieving safety (e.g. protection
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mechanisms) and safety-related functions are any functions
in the system that have been identified, e.g. through
Functional Hazard Analysis, as potentially posing a safety
hazard. Safety functions are a sub-set of safety-related

functions.
Example
Gl
Engine Controller
operates safely
f ‘ I' (_]
II Sl II - .
| Arsument by claiming safety | = | Cntical Engine Controller '||
I|' of all safety-related functions | - | Flm:_:ttom (Functional /
| of system I.' \Reqmrements Document /
L f_,-—""-:—fft\‘.:;_:_-- - ____'____
" AN e T
T ¢ \ e e ____'h'
A ! \\\ \ T
G2 / \ —_
Fuel Management Function x,-"f ‘ \ i
operates safely / ca KL.
<> ; Thrust Reverser Function || G5
.ff operates safely There are no hazardous
y interactions between
G3 0 functions
Aarframe Commumications

Function operates safely

&

This goal structure shows the instantiation of the pattern for an aero-engine controller.
The top goal (G1) has been instantiated to refer to the system in question. S1 (the
argument strategy) remains unchanged. C1 is instantiated to refer to a Functional
Requirements Document (FRD) that clearly identifies the main functions of the engine-
controller. These functions have then been used as the basis for putting forward the
claims G2, G3 and G4, each expressing a goal of safety for a separate functional area.
(There are more functional areas than those included in this example). Beneath this
argument, it is then necessary (although not shown here) to support each of these

functional safety claims together with the independence claim — G5.

Known Uses Engine Controller for the PT390 Engine (Ref SJ/3.2/97)

Related Hazard Directed Argument Pattern: a pattern that can be applied at a
Patterns similar level in an overall safety argument, but which breaks down

an overall system safety goal by introducing (and claiming safety

against) the list of system hazards.
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More than a decade later, this method of documenting patterns still holds. For instance,
Armoush’s 2010 work on redundancy patterns [122] also captured attributes using
structured text, supported by schematics or diagrams to capture the pattern structure. An
example for such a structure diagram for the “Triple Modular Redundancy” pattern is
shown in Figure 10.

Module (Channel) 1
Input Data Acquisition System Data Processing .
(Input Processing) »  (Transformations) . Output Processing

Module (Channel) 2 L

Input Data Acquisition System Data Processing
(Input Processing) * (Transformations) |,  OulputProcessing === Voter Actuator(s)

4

Module (Channel) 3

Input Data Acquisition System Data Processing )
(Input Processing) ™ (Transformations) >  Output Processing

Figure 10: Structure Diagram of Triple Modular Redundancy Pattern used by Armoush
[122]

3.5 Summary

When cataloging specific pattern classes, the authors tend to hand-pick design pattern
attributes based on relevance, but also arguably their ease of documentation. More
importantly, pattern authors are mostly more interested in identifying purportedly new
design patterns, and describing them as generically as possible — independently of
implementation or technology — so they can be added to the general wealth of
Engineering, Technology, and Computer Science knowledge. In contrast, we are more
interested in the practical aspects of capturing and reusing system solutions in practice.

This chapter gave an overview on the related work in design patterns for safety and
introduced the design pattern category — Safety Mechanisms — we will be using as an
example to scope our approach.

The next chapter will introduce our approach, contrast to related work and define the core
elements, concepts and constructs necessary for our solution.
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4 MODPAL - The Model-based Design Pattern Library
Approach

The development of safety-critical systems is largely driven by trusted designs, proven
solutions and best practices, with reuse playing an increasingly significant role in the
development of complex systems. The previous chapters laid the foundational concepts
and bounding constraints needed for mature reuse of system solutions in practice.

This chapter investigates the four challenges presented in the introduction chapter and
proposes a solution to address them — in the form of a model-based approach for reuse in
practice, with step-by-step guidance for its instantiation into the practitioner development
environment, and a simple evaluation scheme to measure reuse maturity and guide
technical capability enhancements. The approach is then validated by multiple case-
studies demonstrating its feasibility and claimed benefits in the following chapters of this
thesis.

We will begin by briefly presenting our research methodology and then recap our problem
statement and research challenges, before contrasting related work, explaining why the
topic remains unresolved.

41 Research methodology

Chapters 4 through 6 constitute the Prescriptive Study (PS) phase of the Design Research
Methodology (DRM), according to Blessing and Chakrabarti, which we are following in
this thesis. In this phase, a solution is developed based on insights from the Descriptive
Study I (DS-I), presented in the previous 2 chapters. Chapter 4 presents the design of a
novel reuse framework for safety-critical systems, including a formalized safety
mechanism pattern template, artifact structure, and instantiation guidelines. Finally, an
evaluation scheme to measure the impact of the approach is defined.

Chapters 5 and 6 provide an initial evaluation of this support in academic and controlled
pre-industrialization environments, demonstrating its fundamental feasibility and
functionality. These evaluations — one using a generalized CASE tool extended with
reuse-focused features, and another within a domain-specific automotive modeling
framework — serve to iteratively refine the solution and validate its technical applicability
prior to industrial deployment.

While an initial formalization of the proposed reuse framework using a set-theoretic
representation is developed in this chapter (section 4.7), the formalization was not
pursued further in the evaluation phases. The formal models served primarily as
conceptual guidance for how to instantiate the approach in two distinct modeling
environments — the research-oriented MBSE/CASE tool (AF3) in chapter 5 and a domain-
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specific automotive safety modeling framework (SAFE-MF) in chapter 6 — but were not
central beyond this aspect to the empirical investigations. This decision was based on two
considerations. First, the utility of a full formal proof of applicability within these
prototypical environments was judged to be limited in terms of external validity and
practical impact, particularly since the frameworks themselves were still under academic
or pre-commercial development. Second, applying a formalized evaluation in the
industrial case study — intended to be conducted over an extended time period and hence
involving evolving tooling infrastructure and organizational processes — would have been
impractical, if not infeasible, due to the dynamic, multi-stakeholder, and large-scale
nature of the real-world setting.

Our approach aligns with established guidance in design research methodology, which
emphasizes the importance of contextual relevance, utility, and rigorous evaluation of
artifacts through iterative application in real-world environments. In particular, Hevner et
al. [141] argue that evaluation in context, i.e., using empirical methods such as case
studies, field studies, and expert assessment, is not only valid but essential for
demonstrating the practical value of a designed artifact in complex domains like
engineering or information systems, while livari [142] argues that design research must
balance formal rigor with practical utility.

Similarly, the DRM methodology we are following in this thesis supports a pragmatic
approach in which different types of rigor (formal, empirical, conceptual) are appropriate
at different phases of the research process [24]. As such, we believe that the decision to
prioritize empirical and longitudinal evaluation over continued formalization reflects a
methodologically sound, context-aware research strategy aimed at maximizing practical
relevance without sacrificing academic integrity.

4.2 Our Solution in Context

A short personal note: when the search for practical solutions to my “reuse in practice”
problem began (over 15 years ago, while still working in industry), I was struck by a
recurring theme in academic work: many proposed approaches were elegant in principle
but took place in highly sanitized, idealized settings; what Admiral Rickover famously
derided as “paper reactors” in his 1953%> memo. These solutions had limited scalability
or applicability in real engineering environments.

A deeper issue soon became apparent: most approaches were tightly bound to a specific
modeling languages or development framework. Their “complete” solutions were
constrained by what their chosen environments could express — and therefore, what they

22 This link (https://whatisnuclear.com/rickover.html) provides a reproduction of Admiral Rickover’s
famous ‘paper reactors’ memo, from June 5th, 1953. The original was published in The Journal of Reactor
Science and Technology, Volume 3, No. 3 (which is classified), but reproduced many times, e.g. in
Congressional testimony.


https://whatisnuclear.com/rickover.html
https://babel.hathitrust.org/cgi/pt?id=uc1.a0014447122&view=1up&seq=761&skin=2021&q1=The%20Journal%20of%20Reactor%20Science%20and%20Technology

MODPAL — The Model-based Design Pattern Library Approach 63

could capture. This reflects a form of cognitive bias known as Maslow’s Hammer?? [143].
In this context, both researchers and engineers frequently contort their tools to fit the
problem, then view the results as satisfactory — even when the tool may be a poor match
for the domain.

A clear example of this phenomenon is the proliferation of UML profiles (Computer
Science’s Hammer) across literature, used to represent virtually every type of engineering
activity; regardless of UML’s actual fitness for the task. Similarly, in industrial practice,
I have observed the widespread (and problematic) misuse of rapid-control prototyping
tools like Simulink in series software development for automotive systems. In such cases,
the expressiveness of the tool effectively becomes the ceiling of what knowledge can be
documented — and eventually, even perceived — by its users.

This thesis aims to break that cycle through a three-pronged approach:

1)  Tool-Agnostic Structuring: We do not restrict ourselves to any single
modeling language or development environment. Instead, we promote the use of
domain-adequate, context-rich models, as these inherently support more complete
and accurate knowledge capture.

2) Problem-First Thinking: We encourage practitioners to shift their
mindset from “What can I capture with my tools?” to “What must be captured to
support correct reuse?” The focus is on the actual problem space, not the limitations
of any particular toolchain.

3) Informed Tool Evaluation and Extension: We equip practitioners to
critically assess their tool environments: Are they capturing everything required for
the quality they aim to deliver? If not, how can tools be extended or adapted? This
enables systematic, prioritized improvement of reuse capabilities over time.

These three principles form the foundation of the approach presented in this thesis. The
method is piloted in the scope of Safety Mechanism Patterns (SMPs). Within that scope,
we target the encapsulation of reusable technical artifacts and supporting
argumentation, with the goal of enabling correct, efficient reuse.

Crucially, we define what information must be captured — rather than letting tool
limitations define what can be captured. This tool-agnostic mindset allows us to define a
pattern template in section 4.5 that is unconstrained by any specific framework, and
which can subsequently be used to evaluate and improve modeling tools and
environments. Our underlying hypothesis is that the richer and more context-adequate
a modeling framework is for the originally developed solution, the more
comprehensively it can support its reuse, and the higher the quality of the resulting
product.

23 Where every problem begins to look like a nail because the practitioner only has a hammer.
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These principles are motivated by the four recurring challenges identified in the reuse of
complex system solutions (previously introduced in Chapter 1):

. Challenge 1: The lack of a structured way to capture solution artifacts and
their critical context,

. Challenge 2: The absence of maturity models or definitions of reuse
completeness,

J Challenge 3: Difficulty integrating reuse methods into existing
engineering toolchains, and

. Challenge 4: The lack of support for evaluating and extending tools to
close reuse gaps.

Using the example of Safety Mechanisms, we will address Challenge 1 and Challenge 2
with the definition of a novel Design Pattern Template in section 4.5, and the subsequent
definitions of the MODPAL approach in this chapter. Challenges 3 and 4 are addressed
by definitions provided in this chapter, and validated using the use-cases in chapter 5 and
chapter 6. Finally, chapter 7 demonstrates the ability to address all challenges for a
generalized practical reuse problem in an industrial setting at scale.

4.3 Overview of Approach

We aim to bridge the gap between the systematic, well-structured (yet generic)
representations used to capture patterns in design pattern literature, and the many needs
of actually reusing the pattern in a practical setting, where domain models — often content-
rich — provide an excellent opportunity to capture the pattern information in the same
language and context it is going to be reused in. Most importantly, we wish to counter-
act the ad-hoc nature of current pattern reuse in practice, by using the structures known
from design pattern literature and general rigor of defining a Design Pattern, as seen in
the previous chapter, to derive a novel, systematic approach for pattern reuse in practice;
the Operationalization of Design Patterns.

To do so, we approach reusable system designs (e.g., Safety Mechanisms) as if they were
Design Patterns. This strategy enables more systematic, repeatable, and effective reuse
within an organization. While Safety Mechanisms are not themselves design patterns,
they serve as a well-scoped and complex enough class of solutions to demonstrate our
method. We thus adopt the rigor of defining a Design Pattern Template to drive the
systematization of reuse in practice.

However, merely defining yet another Design Pattern template does not solve the reuse
problem. Our contribution lies in developing a holistic approach that leverages model-
based capabilities to support tool-enabled reuse within a Systems Engineering context,
aligned with ISO 15288 [29]. Given the software-intensive nature of modern embedded
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systems, our method integrates established software engineering paradigms: Model-
Driven Engineering (MDE) [144], Component-Based Software Engineering (CBSE)
[145], and reuse repositories as presented in [146] and [147].

Our approach provides a library** of such solution patterns?>, which captures all the
relevant pattern information, allowing the identification and comprehensive (re-)use of
suitable architectural measures and designs, as well as their corresponding components
and safety cases, facilitating a cumulative if not compositional argumentation about the
achieved safety goals.

This chapter defines the structure of such a library and presents an approach, which
facilitates the reuse of technical solutions, through the scoped example of Safety
Mechanisms, by encapsulating all the information necessary for correct reuse in a pattern
library with tool support. Our approach not only adds new attributes to the ones known
in Design Pattern Template literature but captures the information from these attributes
into the used models themselves — contrary to the generic representations found in Design
Pattern literature. This decreases reliance on the hitherto typically verbose capturing of
Design Pattern attributes and reduces ambiguity, avoids the common pitfalls of
overlooked or misinterpreted textual descriptions, and grounds pattern reuse in practical
development artifacts.

We call our solution the MOdel-based Design PAttern Library (MODPAL) approach.
Throughout the remainder of this thesis, we will use the abbreviation MODPAL or the
shorthand "Pattern Library" to refer to this solution.

Deeply rooted in the user-centric nature of Design Patterns, our solution can be
summarized us:

1) A Design Pattern Template for Safety Mechanisms.
2)  The Pattern Library Approach, composed of:

a. An Artifact Reference Structure, which defines the relevant set of
concepts, attributes and relations to each other as well as to the
development artifacts they are usually linked to in practice, as
well as their representation forms and dependencies to be
specified during instantiation into any development environment.

24 A Library in Software Engineering is defined as a collection of non-volatile resources, such as pre-written
code and subroutines, classes, configuration data, documentation, message templates, etc.., used by
computer programs. In the context of Object-Oriented Programming, a library is a collection of
implementations of behavior, written in terms of a language, that has a well-defined interface by which
the behavior is invoked.

25 While our approach does build on the concepts of a software repository, we consider the term library to
be more appropriate to our approach, as we focus more on defining the collection of Design Patterns and
their behavior and impact on the system, and defining the interfaces and instantiation (i.e., invocation)
mechanisms (see definition above), and providing these as a resource to practitioners, than on the
Software Engineering mechanics of an actual software repository, which we leave to each practitioner to
solve as they see fit.
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Instantiating this structure within an existing development
environment allows practitioners to capture solutions within their
own tools, avoiding information loss in model-to-text
transformations.

The Pattern Library Approach Guidelines. Together with the
Artifact Reference Structure, these offer the core modeling
paradigms of MODPAL, including step-by-step guidance for the
instantiation and tailoring of the approach into a development
environment, as well as guides for both a Pattern Developer and
User roles, instantiated into a domain-independent development
environment in the first case study.

3) The MODPAL instantiation Case Studies (presented in Chapters 5 through
7), which validate the feasibility of the approach, support the evolution of its concepts
and guidelines, and demonstrate practical instantiations.

This chapter introduces the MODPAL approach using simplified examples. We begin by

defining a new Design Pattern Template for Safety Mechanisms. We then present the

structural model of the Safety Mechanism Pattern, detailing new attributes and operations
to illustrate its formalization potential and to define the basic Artifact Reference Structure.

This is followed by a workflow for instantiating patterns into development environments

and performing reuse evaluations. Finally, we introduce the evaluation scheme applied in
the case studies in subsequent chapters.

Given the foundational role of this chapter in establishing the technical basis of our work,

the Related Work section will follow, contrasting our approach with other efforts and

situating it in the broader academic landscape, before introducing the new Safety
Mechanism Pattern Template in section 4.5.

4.4 Related Work

This section is structured as follows:

We first distinguish our focus from previously discussed related work in Design Patterns,

particularly in terms of ~ow we propose to capture and reuse design solutions — directly
in engineering artifacts, rather than structured prose and diagrams.

We then review prior work focused on model-based collection and reuse of safety

mechanisms or similarly scoped design solutions.

Finally, we examine approaches that are comparable in breadth and ambition,

integrating design patterns into MBSE frameworks for knowledge retention and

systematic reuse.
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441 Patterns in Safety, and the Case for a Different Pattern
Representation

As discussed in detail in section 3.2, the concept of Design Patterns originated in
architecture, with Alexander’s pattern language [137] first articulating them as a way to
capture proven solutions in context, before they were popularized in Software
Engineering by the “Gang of Four” in the 1990s [108]. It was less than a decade before it
had been adapted by Kelly to the topic of Safety Cases. Although providing multiple
useful generic argument strategies, Kelly’s catalog [123] merely represents a cross-
section of useful solutions for unconnected parts of arguments. Weaver specifically
developed a safety pattern Template for software [124], with the crucial difference being
that this Template not only specifically targeted software aspects of the system under
development, but the set of included patterns were also specifically designed to connect
together in order to form a coherent argument. The solution was, however, not generic
and a number of weaknesses have since been identified with Weaver’s pattern Template,
as mentioned in [148]. First, the patterns take a fairly narrow view of assuring software
safety, focusing on the mitigation of known failure modes in the design. Mitigation of
failure modes is important, but there are other aspects of software assurance which should
be given similar prominence. Second, issues such as safety requirement traceability and
mitigation were considered at a single point in Weaver’s patterns. This is not a good
approach; as it does not reflect the building up of assurance relating to traceability and
mitigation over the decomposition of the software design. Finally, Weaver’s patterns have
a rigid structure that leaves little scope for any alternative strategies that might be needed
for novel technologies or design techniques.

Ye’s patterns for COTS components in safety provide some interesting advances on
Weaver’s, including the introduction of patterns for arguing that the evidence is adequate
for the assurance level of the claim it is supporting [148], a general weakness in the safety
case pattern regime. Ye’s work notwithstanding — or that of others who have addressed
the problem, like Rushby [149] — the problem remains unsolved, with Habli and Kelly
stating: “Although representing an argument using a notation such as GSN clearly
disambiguates the structure and elements of the argument, it cannot ensure that the
argument itselfis ‘good’ or sufficient for its purpose.” in a 2014 position paper advocating
the formalization of GSN [150].

Most importantly, these approaches all focus on documenting safety case templates for
known patterns, whereas the safety case templates themselves are the target. While still
quite useful as a prescriptive aide to guide developers to what the solution argument
structure should look like, safety case templates lack (by definition) the link to the actual
artifacts supporting the argumentation elements.

Vast lists of safety patterns were compiled, for example, by Douglass in [115] and [116],
as well as Pullum [151], Koren and Krishna [152], and Hanmer [153]. These Templates
focused on general descriptions of the patterns. Armoush’s work [122], while capturing
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many practical aspects of redundancy patterns, does not offer any support for the practical
application of the patterns in system architecture models in practice.

Similarly, the many Templates that have been presented in Chapter 3 have a common
purpose; namely, the generic documentation of patterns relevant for a domain or
contextual use. The authors analyzed their domains, identified relevant trends and themes,
and sought to document their findings as pattern Templates, presenting an important
addition to the wealth of engineering and computer science knowledge. The pattern
representations as structured text supported by diagrams — as introduced in section 3.4 —
are well suited for this purpose, because they are independent of technology or
implementation. This is useful for an academic or research context, where the purpose is

to define a new pattern and explain its usefulness in a generic manner, understandable to
all.

But what about the actual immediate use of patterns or reuse of systems solutions in a
practical environment, i.e., within an engineering organization?

This is the focus of this thesis, and the reason that we intend to capture the needed
information (defined in the attributes) of system solutions (initially scoped by the example
of safety mechanisms) using the actual development artifacts, and the same tools, which
will be used to develop the target system (and reuse it) in practice.

4.4.2 Related work combining Patterns and Model-driven approaches for
Reuse

With the advent of powerful modeling languages like UML in the late 90’s and SysML
in 2006 (see section 2.5.2.3. for more details), it was only a matter of time until Design
Patterns were combined with the power of model-based techniques. In fact, Douglass
himself documented his first patterns for real-time embedded systems using UML [115].
The following decade saw an explosion of capturing patterns using models. The examples
are abundant: using UML to capture hardware design process patterns [113] or to
document patterns for software product lines [154]; or using models to capture hardware
design patterns [114], yet the fact remains, that the focus was on leveraging the
capabilities of model-based techniques for the documentation of the patterns, rather than
capturing them for reuse in a practical setting.

An interesting solution more in this direction was presented by the OPENCOSS Project
in form of the Assured Reliability and Resilience Level (ARRL) approach [155]. In
essence, ARRL leverages Quality of Service (QoS) paradigms, arguing against Safety
Integrity Levels (SIL) and seeking to supplant them with ARRLs, which essentially
transform components into a compositional framework, where “ARRL level components
carry a contract and the evidence that they will meet this contract given a specific set of
fault conditions”. This should allow for a safer reuse of components.

While the notion has its charm, there are several limitations to this approach:
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e It assumes that the information is available in the models or components it is
applying ARRL to; this is often not the case.

e [t assumes that a transformation of the information, contracts and guarantees is
possible into ARRL, without loss of information. In practical settings, this is not
a trivial assumption.

e [t requires the adoption of a new framework, which will undoubtedly meet very
high resistance from industry, as well as substantial and not entirely drawback-
free changes to existing and established safety standards and practices.

On a more pragmatic note, Denney and Pai [156] offer automation support for the
generation of (partial) safety cases, by considering three inter-related tables — namely one
each for hazards, system requirements, and functional requirements — as idealizations of
the safety analysis and development processes. The argument structures are then
automatically populated by predefined mappings from the tables. While the approach is
useful for structuring requirements and argumentation, is for the most part formalized,
and has functioning tool support [157], it does not directly link design architectures or
product artifacts in its function; or address patterns; or how the aspects needed for reuse
are covered; nor does it show how the method may work in other fields.

Armengaud [158] proposed a conceptually similar approach for automating the assembly
of safety cases. His approach is based on linking ISO 26262 activities and work products
— for instance, evidence such as design and test artifacts — by means of information
models. However, the author does not address how these models structure the safety case
argument; nor does he address the reuse of patterns or safety mechanisms in safety.

A noteworthy contribution is presented in [159], where the authors developed a UML
profile, supported by tabular “role descriptions”, which facilitate the description of and
practical reuse of safety patterns. The approach is however, not without its shortcomings.
It does not show how all the information of a pattern is captured in the model and does
not support implementation. It also does not support argumentation or safety case
documentation. In fact, the approach only targets architectural reuse, yet as the authors
put it “the rules described in this work are not enough to ensure the application of a safety
pattern in an architectural model”.

More promising (and pragmatic) work in this direction was that of the HISE Group of
York University, presented by Graydon et al. in [160]. In it the authors present an
approach based on the automatic generation of assurance cases from design artifacts using
model weaving. In essence, the authors defined model transformations to weave various
elements relevant for arguing the safety of architecture design and product information
from the AADL?®, with a meta-model of GSN, to generate a safety case argument

26 The Architecture Analysis and Design Language (AADL), is an ADL standardized by the SAE (Society
of Automotive Engineers) in 2001. The AADL was developed for avionics and initially known as the
Avionics Architecture Description Language. It continues to be developed for avionics applications but
has not really found much support in the automotive domain, where complementary European-driven
concepts like the EAST-ADL and AUTOSAR have received higher acceptance and practical adoption.
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structure. One of the main advantages of the approach is that the weaving models are
bidirectional; allowing the generation of updated argument structures to match changes
in product information, but also allowing the reflection of changes in the argument
structure back to the product and architecture design. This facilitates the co-evolution of
architecture design and product information with the assurance case.

The approach is not without limitations. It is restricted to development environments
using (or based on) AADL, which is not widely adopted in the automotive domain; and
it does not address implementation artifacts or issues. Furthermore, the approach does not
address patterns but is focused on the generation of assurance cases. The approach can,
however, be used to support safety patterns, by adapting it to maintain the co-evolution
of the system design and product information side with the argumentation side of a safety
pattern library element. In that capacity it is most useful when applied to abstract high-
level patterns. For concrete Safety Mechanisms, such as those targeted in this thesis, it
would be much simpler and more precise to directly link the assurance case elements to
the design and implementation artifacts supporting them. In that scope, the York Model-
weaving approach would be too general in its current form, and on the other hand,
attempts to make it more precise would probably be over-kill and counter-productive. Its
strengths simply lie elsewhere.

More closely related are the works of Hauge [161] and Hamid [147]. Hauge introduces a
pattern language for safety design — called Safe Control Systems (SaCS) - with which he
proceeds to capture known approaches towards a safe system design. These include both
product-based as well as process-based safety concepts enabling a safe-design. Hauge’s
selection of what a “safety concept design” is builds on the work of Habli and Kelly in
[129], in which they introduce safety case patterns for generic safety concepts, i.e.,
repeatable argument patterns, using GSN. The SaCS language provides good coverage of
safety concept design, as demonstrated in the analysis given in [161], and expanded on in
[162]. Hamid introduces a holistic approach for model repository-centric reuse of
solutions for complex applications. His approach provides a methodology and tool-
support for developing model repositories, supporting two categories of users: ‘‘reuse’’
producers and ‘‘reuse’’ consumers, and is demonstrated via a preliminary prototype that
captures security and dependability pattern models. Hamid builds on his previous work
in [163], in which he introduces an approach he refers to as “SEMCO (System and
software Engineering with Multi-Concerns support)”, which is an integrated repository
of modeling artifacts aiming at enabling the co-evolution of models covering various
engineering concerns, e.g., safety, security.

Hauge’s work targets basic “patterns” in safety concepts, such as “Hazard Analysis”,
“Risk Analysis”, and “Establish System Safety Requirements” and how to combine them
into composite “Safety Requirements” patterns. Our work focuses on the practical reuse
of the category of technical solutions collected under the term “safety mechanisms”, as
well as the generalization of the concept for other types of model-based reuse. While
Hamid’s work offers a holistic and precise approach to building modeling repositories.
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Its reliance on model transformations, while supporting a more precise definition of his
holistic model repositories, can be somewhat cumbersome and inflexible to a practitioner,
and this reason made us opt for the relative flexibility of model-weaving. More
importantly, both Hauge and Hamid have come up with their own modeling languages
and tools. Similar to the ARRL and related approaches presented here, this assumes that
practitioners are willing, or even capable, of completely abandoning their
domain/industry-established tools in favor of an academic suite with little to no
commercial support. In contrast our approach provides a blue-print for practitioners to
tailor and instantiate it into their own tool suites for their own exact purposes, while
enabling them to evaluate the adequacy of those tools for their individual purposes and
providing a guide for eventual tool extensions/replacements.

Equally interesting for the broader perspective of combining multiple research threads for
reuse in a safety context is the work of Barbara Gallina. Her 2015 publication, “Towards
Enabling Reuse in the Context of Safety-Critical Product Lines” [164], introduces the
"Anti-Sisyphus" framework, which aims to facilitate reuse across process lines, product
lines, and safety case lines in safety-critical systems engineering. This approach seeks to
reduce the time and cost associated with creating safety cases by systematically
identifying and managing commonalities and variabilities in processes and products,
thereby enabling the reuse of safety arguments and evidence across different product
variants. The approach leverages modeling techniques such as feature diagrams for
product lines, SPEM 2.0 for process lines, and Goal Structuring Notation (GSN) for safety
case lines to enable semi-automatic generation of safety cases tailored to specific product
and process configurations.

While both Gallina's work and this thesis emphasize the importance of reuse in safety-
critical systems, they differ in focus and application. Gallina's framework is primarily
conceptual, addressing the reuse of safety artifacts at a high level without delving into the
operationalization within specific MBSE tools or industrial contexts. In contrast, this
thesis presents a practical methodology for embedding reusable design patterns directly
into MBSE environments, validated through longitudinal industrial studies. It emphasizes
the direct reuse of complex system solutions within an organization, focusing on tool
integration and organizational adoption, areas not extensively covered in Gallina's
publications.

Indeed, a 2015 initial survey of patterns in safety-critical development by Gleirscher and
Kugele [165] demonstrates that most research work on patterns tended to focus on clear
target types of problems; engineering step (requirements, design, implementation...),
artifact category (argumentation pattern, safety / security pattern, design pattern — like
redundancy...), as well as domain abstraction (e.g. software, hardware...), and used these
to organize the results.

The authors expanded on this work substantially in 2019 [17], presenting a
comprehensive survey of design and argument patterns used in the assurance of safety-
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critical systems. Their work aims to systematize the body of knowledge around reusable
safety patterns, particularly in specification, design, and argumentation (similar to our
earlier work), to identify gaps and future directions in safety engineering research.

They conclude that while safety patterns are widely employed across the development of
safety-critical systems, their use remains largely inconsistent, particularly in terms of
formalization, structure, and evaluation. Decomposition and behavior patterns emerge as
the most frequently applied types, especially within software-intensive systems, typically
supporting design strategies such as redundancy, separation, and monitoring. Argument
patterns—though increasingly researched—are still not well integrated with the
corresponding design patterns, with most focusing on compliance, confidence building,
and process-based assurance. The authors note that many patterns are domain-specific,
and cross-domain reuse is rare, limiting broader applicability. Furthermore, the
systematic connection between safety and security remains underexplored. Importantly,
the survey identifies a lack of rigorous evidence demonstrating the practical effectiveness
of safety patterns in strengthening safety and its assurance. To address these limitations,
Gleirscher and Kugele propose a taxonomy linking safety tactics to pattern categories and
call for future work to develop standardized, tool-supported libraries of reusable patterns
that can span disciplinary and domain boundaries [17].

We agree, a holistic Systems Engineering approach is needed. The following section
investigates related works and the intersection of Design patterns and Model-Based
Systems Engineering (MBSE).

4.4.3 Related work integrating Patterns with MBSE frameworks

In Systems Engineering, early advocates like Cloutier and Verma explored how patterns
could benefit system architecture. They published the results of a survey in 2007 [166],
proposing a Systems Pattern template, and observing that “Systems Engineering patterns
operate at a higher level of abstraction than Alexander’s original building patterns”.

Particularly notable in Cloutier’s body of work is his investigation into applying
architectural patterns and model-based system engineering (MBSE) principles to manage
complexity in systems engineering projects, providing foundational insights into
architecting approaches suitable for complex, integrated environments. Like the work
presented in this thesis, Cloutier recognizes the value of patterns as reusable knowledge
structures to address complexity and enhance reliability in systems engineering [167].
However, while Cloutier emphasizes patterns primarily in the context of capturing and
maintaining know-how from an architectural perspective to aid in systems design and
complexity management, this thesis specifically operationalizes patterns within a model-
based framework tailored explicitly toward systematic reuse of safety-critical system
solutions. The distinctive contribution of this thesis lies in its explicit formalization of
pattern templates and artifact structures to enable direct and practical reuse within an
organization — an area not covered in Cloutier’s published research.
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Moreover, Cloutier’s work on the applicability of patterns tends to address broad-scale,
domain-independent complexity in system architectures and emphasizes theoretical
exploration and conceptual applicability, as seen in [167] and [166], as well as the role of
patterns as Know-How carriers combined with MBSE to enhance its adoption among
practitioners; with Cloutier pointing out that, the same way engineers reuse their
knowledge based on previous experience, Alexander and his co-authors "did not invent
these patterns, they came from observation and testing; and only then were they
documented as patterns" [167].

Conversely, the contribution of this thesis is more practically embedded: it explicitly
addresses domain-specific constraints (i.e., automotive safety-critical systems) and
emphasizes practical instantiation and multi-year industrial validation. By
operationalizing pattern reuse through MBSE and evaluating it systematically through
expert surveys and longitudinal industrial studies, the current research provides tangible
support for engineers working under stringent safety and regulatory requirements; thereby
extending beyond Cloutier’s general conceptual treatment of patterns.

This is not to say that Cloutier and Verma’s research did not influence or benefit this
thesis. Their work with Muller on introducing the concept of Reference Architectures
[168], combined with that of Bass et al. [169], and Nagakawa et al. [170], was
foundational for the approach used to instantiate our method in the industrial use case.
More details on this aspect are provided in section 7.2.2.

Similarly to Cloutier and Verma, Haskins argued that writing and sharing patterns could
expand Systems Engineering to address not just technical but also social aspects of
systems [171]. These foundational works established that capturing architectural and
process “know-how” in pattern form can foster knowledge reuse across projects;
elevating the level of abstraction of Design Pattern capturing. Over the past decade, the
INCOSE community has formalized this idea as Pattern-Based Systems Engineering
(PBSE) — an approach to leverage MBSE models for reuse by treating proven sub-systems
and practices as configurable patterns. Schindel and Peterson introduced PBSE at an
INCOSE symposium, showing how MBSE techniques could be “leveraged” by patterns
to streamline system family development [172]. In parallel, researchers sought to
formalize Systems Engineering patterns. For example, Pfister et al. proposed a Design-
Pattern Metamodel for Systems Engineering, enabling pattern specification in a modeling
tool [173]. Likewise, Ernadote applied ontologies to define [174] and reuse Systems
Engineering patterns, demonstrating pattern-based approaches for system design with
formal semantic grounding [175]. These efforts all aimed to enhance MBSE by
embedding expert knowledge into MBSE artifacts so engineers can reuse validated
solutions instead of reinventing them, thus improving consistency and reducing design
effort. In summary, the community consensus, as projected early by Cloutier and Verma
[166], is that patterns can complement other reuse tactics by codifying an organization’s
tacit know-how (design heuristics, best practices, preferred solutions) in a transferable
form.
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On a more general note, Husung’s research, particularly his 2016 introduction of
“solution patterns” within the context of MBSE [176], and its 2023 follow-up focusing
on their systematic application in the example of a load cell [177], aligns conceptually
with our core idea of capturing reusable engineering knowledge to improve development
efficiency. However, while both efforts emphasize repeatability and traceable model-
driven engineering, Husung’s work remains largely illustrative and example-driven,
focusing on small, well-scoped engineering contexts and demonstrating the feasibility of
MBSE-integrated reuse through structured patterns. In contrast, our work advances this
concept significantly by tackling reuse at scale across complex safety-critical systems,
embedding this within real industrial toolchains, and validating it through longitudinal
industrial studies.

Extending that context, we reference the works of Dumitrescu and his research group. In
[178], they advance the field of pattern-based systems engineering (PBSE) by developing
a methodology that identifies and structures solution patterns from existing mechatronic
systems. This approach facilitates the meaningful reuse of design knowledge in the
development of intelligent technical systems. By employing a matrix-based
modularization technique within a model-based systems engineering (MBSE)
framework, the method externalizes tacit knowledge and represents functional chains
across disciplines. Their structured reuse strategy has been validated through application
to systems such as cooperating delta robots, demonstrating its practical utility in complex
system design contexts.

Husung’s more recent work investigates collaborative MBSE practices using SysML v2
and dataspaces to facilitate distributed engineering across organizational boundaries
[179]. While that work extends the relevance of MBSE into inter-organizational contexts,
the focus of this thesis remains internal to a single industrial organization. Specifically, it
addresses internal reuse challenges related to siloed development, loss of relevant
information, and difficulty managing emergent behaviors in increasingly integrated
automotive systems.

The most directly related work to our generalized concept is that of Quentin Wu
(University of Lorraine) and collaborators Gouyon, Levrat, and Boudau. Their 2020
publication "Use of Patterns for Know-How Reuse in a Model-Based Systems
Engineering Framework" [180] addresses the challenge of reusing engineering
knowledge within Model-Based Systems Engineering (MBSE), aiming to improve
efficiency amid increasing system complexity and competitive market pressures. Their
approach evaluates existing reuse strategies such as Commercial Off-The-Shelf (COTS)
components and set-based design (as used at Toyota), ultimately advocating for Design
Patterns — structured, reusable model templates — as the most effective mechanism for
capturing and transferring expert know-how.

Their primary contribution is the "Mining-Maturation-Implementation" (MMI)
methodology, initially developed by Wu in his 2019 PhD thesis [181]. MMI outlines a
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structured approach: mining past projects for reusable solutions; generalizing them into
abstract, tool-independent patterns using a custom meta-model; and implementing them
in new contexts via transformation into tools such as Capella. Illustrative figures in their
publications show pattern definitions and how they are instantiated across projects. This
reliance on a custom meta-model introduces a parallel modeling layer, requiring a dual
translation effort: first into the custom model, then into a target tool via dedicated
transformations. Potential gaps in the model transformations due to the varied
expressivity of practitioners’ tools are not systematically addressed. While domain-
adequate in principle, this approach remains disconnected from evaluating or extending
existing tooling, and follows the broader academic trend we have detailed in the past
pages of defining successful reuse in idealized modeling environments rather than
integrating into the practitioners' actual toolchains.

In contrast, our approach is explicitly tool-agnostic. We do not prescribe or require
migration to a new modeling framework or meta-model. Instead, we define what reuse-
critical information must be captured and evaluate how existing tooling environments
support this. This allows practitioners to extend their own environments in a targeted way
— prioritizing gaps and tailoring the solution to their organizational context.

Like our approach, Wu et al. emphasize the importance of avoiding tool lock-in and
promote reusable pattern libraries across modeling environments. They report that
pattern-based reuse helps engineers focus on design logic, not syntactic details [182]. The
aerospace case study — reusing generalized electrical system architectures - qualitatively
demonstrates benefits such as improved design speed and consistency.

While Wu et al. contribute a rigorous conceptual framework with academic validation of
pattern-based reuse in MBSE, our thesis diverges notably in both focus and integration
scope. Wu et al. emphasize theoretical generality and MBSE enablement across
environments, while our research targets direct reuse of complex system solutions
within a single large-scale industrial context. Our principal innovation is the embedding
of reuse-critical information into existing engineering artifacts via structured attribute
templates. This allows reuse to occur natively within the practitioner’s own tools, without
additional translation steps or model projection.

Moreover, our work includes extensive longitudinal industrial validation within a
leading automotive Tier-1 supplier. Over several years, our method has captured and
reused complex vehicle system solutions across architectural views (functional, logical,
technical, etc.), demonstrating measurable gains in design consistency, reduced
redundancy, and deployment efficiency. These outcomes go beyond the largely
qualitative evaluations presented by Wu et al, by demonstrating real-world feasibility and
impact quantitatively validated by a systematic expert survey.

Finally, it is important to highlight that the foundational ideas and methodological
contributions presented in this thesis significantly predate Wu et al.'s publications.
Specifically, the core methodological framework for operationalizing design patterns
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developed by the author and presented in this thesis — developed incrementally since its
initial conceptualization in 2013 [183] and published in a mature form at the Pattern
Languages of Programs (PLoP) 2018 conference [184] — was first to explicitly introduce
the operationalization of Design Patterns and leverage it to embed design pattern
information directly into engineering artifacts within practitioners' MBSE environments
with the goal of enabling and enhancing systematic direct reuse in practice.

In summary, Wu et al. provide a thoughtful and structured academic framework for
MBSE pattern reuse. While their contributions offer valuable conceptual framing, our
work is distinguished by its earlier development, deeper integration into tool-supported
environments, and direct industrial validation. In a subsequent 2021 publication [185],
Wu et al. introduce an organizational maturity model that assesses and enhances reuse
readiness, covering aspects such as training, governance, and culture. These elements
complement our technical method and are revisited in Chapter 7 in the context of our
longitudinal case study, where we reference Wu et al.'s maturity model as a potential
complement to our approach for organizations aiming to scale reuse capabilities
effectively.

4.5 A Design Pattern Template for Safety Mechanisms

In this thesis section we deal with the particular class of patterns known Safety
Mechanisms, introduced in detail in previous sections, which we will use to initially scope
our approach.

When cataloguing specific pattern classes, such as the work on redundancy patterns by
Armoush [122], the authors tend to hand-pick design pattern attributes based on relevance
but also arguably their ease of documentation for the pattern collector. In contrast, we
included all possible attributes relevant to the solution class we want to reuse, to leverage
the wide variety of models available in practice, especially domain-specific ones, in order
to most adequately capture specific information. This additionally underscores our
postulation that the more detail-rich and context-adequate or domain-specific the data-
model behind a tooling/modeling environment, the higher the number of attributes one
can capture in the models and the better the quality and degree of attribute capturing for
reuse.

In light of the nature of Safety Mechanism Patterns (SMP) as discussed in section 3.3,
and referring to the various relevant attributes we expounded on in section 3.4.1 — and
contrasted in the previous section — we chose the following thirteen attributes for our SMP
Design Pattern Template:

° Name
° Intent

° Motivation
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. Applicability

. Structure

. Participants

. Collaboration

. Consequences

. Implementation

. Implications

. Usage Classification
. Example

° Related Pattern

Each of these attributes is explained in detail in the next section, including what the
capturing of the pattern in practice in the automotive industry entails. This is followed by
a discussion of the criteria that went into the choice — as well as exclusion — of attributes.

4.5.1 Safety Mechanism Pattern Attributes

This section covers the characteristics selected for capturing the safety mechanism
patterns. The characteristics are identified by their name, with an abbreviation provided
in brackets after each name.

Name (n)

The name of a pattern should not only be unique but should capture the purpose and
actions of a pattern in an easily identifiable manner. If the pattern is new and not already
well-established in the practitioner community, then special care should be given the
choice of name, so that practitioners can then use it to quickly and unambiguously
communicate the concept and principle of their safety mechanism pattern, leading to the
name establishing itself in their community.

In practice: The reuse mechanism should provide means to store the pattern name. This
is easily done for automotive implementation artifacts, but this attribute should not only
be attached to the implementation artifacts; it should traceably extend to all other artifacts
relevant for the pattern reuse.

Intent (i)
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Reflects the purpose of the pattern. For instance, the pattern may allow the plausibilization
of a signal or provide conformity to a regulation. The pattern developer should use this
attribute to provide a clear understanding of what the pattern does to any potential users.

In other words, what is the purpose of the pattern? What does it actually do?

In practice: The purpose of Safety Mechanism Patterns is fault and error management.
The Intent should be captured in the pattern requirements, but also supported by practical
information reflected in a dysfunctional view — capturing the malfunctioning behavior of
components — as well as through failure propagation analyses. Furthermore, there should
be a possibility to link the Infent description with an accurate hazard description —
according to the ISO26262 standard, as seen in Figure 4 — as well as to the safety case.

Motivation (m)

While the Intent gives purpose and thus covers what the mechanism actually does, it may
still not be clear how this contributes to the fulfillment of the safety mechanism’s primary
goal. This attribute thus covers how a design pattern will solve a problem and hence the
rationale behind using it. For instance, an Alive Counter is a mechanism that appends an
incremental value to signals before sending them. This is its Intent. Its Motivation
however, is to make sure that the receiver does not get outdated data due to sender or
communication failure.

This attribute supports practitioners to understand — and thus correctly apply — the pattern
to suit their needs. It also constitutes the main argument as to why the mechanism is useful
in its context, making it a strong contributor to the pattern’s safety case.

In practice: The rationale of using a Safety Mechanism Pattern is best described using a
combination of requirements, argumentation (safety case), and practical information
based — again — on a malfunction description and failure propagation analysis.

Applicability (a)

Provides a description of the situation and conditions to which the Safety Mechanism can
and should be applied, as well as counterexamples. For Safety Mechanism Patterns, this
particularly includes structural constraints, as well as any assumptions or contextual
information necessary for the correct application of the pattern. In addition, it may also
be helpful to include information providing guidance on when to apply the pattern. A
good example would be Armoush’s Decision Trees [122] for selecting the appropriate
kind of redundancy pattern, depending on system design.

In practice: How well the applicability of a pattern is captured is directly related to how
well the development environment captures and provides contextual information. In the
absence of such a capability, much of this attribute’s information will be documented
using whatever implementation description is available, aided by textual entries.



MODPAL — The Model-based Design Pattern Library Approach 79

Structure (s)

Provides the representation of the elements of a pattern and their relationship (preferably
in graphical form). This includes the development components as well as their relation to
the requirements they should fulfill, the context in which they are stated and the
specifications they implement. Elements of the structure should be labeled clearly to
increase the understandability of the pattern.

In practice: The structure of a pattern’s implementation artifacts can be documented
relatively well using the graphical tools available today, albeit with varying degrees of
precision and detail. Linking these artifacts to requirements and other elements in domain-
specific context is the problem.

Participants (p)

This attribute provides a clearer picture of the objects involved in the function of the
Safety Mechanism. As such, it plays a complementary role to the Structure attribute by
providing a description of each of the safety mechanism pattern elements, including
potential instantiation information. The element descriptions should clarify their role
within the overall safety mechanism pattern.

In practice: Capturing the Participants of a pattern, as well as its Structure, is heavily
dependent on the tool or development environment offering a framework which includes
all the relevant elements necessary to describe the pattern.

Collaborations (cl)

This attribute shows how the pattern’s various elements (for example, sources of
contextual information, argument structure, requirements, logical components)
collaborate to achieve the stated goal of the pattern. Moreover, this attribute focuses on
capturing any links between the pattern elements that could not be captured clearly and
explicitly or were not the focus of the Structure attribute. Capturing this information
explicitly is essential for the correct use of the pattern by safety practitioners.

In practice: To capture the Collaborations of a pattern’s elements, the development
environment must not only offer a framework that allows linking these elements, it must
also provide a means to show how the interaction occurs. This could be covered, for
example, by a logical behavior description of the implementation artifacts, reinforced by
malfunctioning behavior description and failure propagation analysis, and held together
using a safety case, which describes how all these elements fit together and collaborate.

Consequences (cn)

Captures information pertaining to the instantiation and deployment of the pattern, as well
as to the impact it may have on the system. This characteristic particularly includes which
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activities need to be carried out when applying the pattern. This includes technical
instantiation of the pattern, and the establishing of links to other elements as well as any
process activities that need to be carried out by the safety engineer. The purpose here is
to ascertain that the user knowns exactly what the pattern does and how it used.

In practice: This attribute requires a mechanism for storing and reusing the pattern, which
can leverage all the capabilities of the development environment in use.

Implementation (im)

This attribute describes the implementation and should include its possible failure modes
or dysfunctional behavior as well as any constraints or possible pitfalls. It may also
include additional information about the application of the pattern. For instance, the order
in which the pattern elements are developed.

In practice: Capturing all details of this attribute will rely heavily on the tool capabilities.

Implications (ic)

This attribute covers the impact of applying the pattern on non-functional aspects of the
system. This may include traits such as reliability, modifiability, cost, and execution time.

In practice: This attribute is trickier to capture, because non-functional aspects are
traditionally more difficult to capture [35] and have less tooling support. A few integrated
design tools — especially those incorporating aspects of software Product Lifecycle
Management (PLM) — can handle some, not all of the aspects of this attribute. For
instance, when analyzed in 2014, PREEVision?’ could analyze and document component
costs, perform simple reliability analysis and evaluate some modifiability metrics for
software and system architectures. To handle the other aspects of Implications, the
development environment would also have had to cover timing analyses and failure
propagation at least. Some of these capabilities have since been introduced.

Usage Classification (uc)

This attribute categorizes the safety mechanism patterns according to their usage in
context of fault/error/failure mitigation techniques (avoidance, detection, handling) [44]
as depicted in Figure 8 and discussed in section 3.3.

In practice: This attribute is best captured by a dedicated element as part of a failure
propagation / safety analysis tool support.

Example (e):

27 MBSE Tool addressing Engineering Analyses & development tasks for automotive E/E Architectures
https://www.vector.com/int/en/products/products-a-z/software/preevision/
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Examples are an important aid for practitioners to better understand the pattern, especially
if visual. Their significance increases with the abstractness of the pattern. This section
should thus provide explicit examples that illustrate the instantiation of the pattern, which
is especially important if the other characteristic descriptions do not provide such an aid.
This attribute is optional, used only where needed. Multiple examples should be used to
depict diverse instantiations of the pattern if needed, whereas if only one example is
provided, then it should depict the most typical instantiation.

In practice: Examples are rarely used; practitioners rely instead on graphical diagrams
which are easier for others to understand.

Related Patterns (rp):

This section provides a listing of safety mechanism patterns that are related to the one
being captured. This may, for instance, include patterns that are derived from this pattern.

In practice: Truly capturing related patterns in a way that makes this attribute useful
requires a capable development environment, and a pattern reuse mechanism capable of
leveraging these capabilities.

4.5.2 Choice of Template Attributes

This section discusses the choice of characteristics, focusing especially on why some
attributes typically found in other related Templates were left out of ours.

Most of the related work we have reviewed follows one of two patterns:

1)  General Patterns: the authors define a Template of general attributes (e.g.,
the POSA template [100]) used to describe any Design Pattern, generalizing their
experience with their pattern, which often happens in a specific setting. While adding
to the general knowledge about design patterns, this approach leaves a good deal of
room for interpretation in applying the patterns to any specific setting, and does not
cover the role of development tools in the quality of attribute coverage.

2)  Specific Patterns: In contrast, the authors of such Patterns define a
framework to tackle an issue, and then define an attribute Template to match it. When
defining Templates for specific pattern classes the authors tend to hand-pick design
pattern attributes based on relevance, but also arguably their ease of documentation
within the framework predefined by the authors.

In contrast, we chose to include any potentially relevant attributes. This was done to
leverage the concept of using the wide variety of models, especially domain-specific ones,
available to practitioners, to most adequately capture specific information. This also
reinforces the proposition presented previously, namely that the quality of attribute
information capturing is directly related to how detail-rich and context-adequate or
domain-specific a modeling framework is.
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The characteristics described in the previous section describe the information that should
be captured in order to define a Template a safety mechanism properly and allow for its
reuse. These were chosen primarily to cover the attributes of Safety Mechanisms as
analyzed in section 3.3, and regardless of the documentation and representation
technique, instead focusing on information that should be captured for correct reuse.

As for the common attributes we omitted:

Also Known As
This attribute records alternative names that are used for the pattern.

While useful for documenting a pattern which may recur under different monikers in
various organizations or across multiple domains, this characteristic was purposefully left
out of our Template, because we target the practical use of the pattern within a
development environment. In that context, the ambiguity implied by multiple identifiers
for the same pattern is strongly discouraged.

Known Uses

This attribute typically captures known uses of the pattern. As with the Example section,
this aims at increasing the understandability of the pattern for practitioners.

For safety mechanism patterns, this information should be captured in the Rationale,
Motivation and Collaborations attributes, with any remaining details covered by an
example, making this attribute superfluous. If needed, the information about what product
designs use instances of a particular Safety Mechanism should be provided by the
traceability mechanisms of the practitioner’s development environment, into which
Pattern Library approach has been instantiated.

The next section gives more details on the structure of the pattern library.

4.6 A Pattern Library for Safety Mechanisms

Using a simplified categorization of safety mechanisms according to the most common
fault/error/failure management subtypes (avoidance / detection / handling) we define a
pattern library covering known solutions and architectural measures /constraints in a
seamless holistic model-based approach with corresponding tool support, introduced by
the author in [196]. The pattern library comprises the minimum set of elements needed
for correct reuse, i.e. the requirements the pattern covers, the specification of how one
plans to implement it and the architecture elements / measures / constraints required as
well as the supporting safety case template, and may include deployment or scheduling
strategies, which would then be integrated into existing development environments. This
enables an early analysis of hazards and risks, which is recommended by many safety
standards. Subsequently, fault types can be matched both to probable hazards but more
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importantly to the problem categories they fall into or are most similar to, from a system
architecture design viewpoint. Combining this with known architectural constraints and
patterns for solving them, we can thus reason about which types of architectural patterns
are relevant for the system under analysis. The fault types, along with their requirements,
are bundled with solution arguments, comprising components, their architectures,
deployment plans and schedules, into pattern libraries, which are rounded up by the
corresponding safety-case templates or skeletons to provide argumentation for achieving
the goals.

Underlying the approach is the consistent use of patterns from the categorization of hazard
types, over the abstract modeling of the respective safety concepts, and down to their
implementation in the system architecture description, with a focus on providing
argument chains in a seamless model-based environment, allowing the co-evolution of
integrated safety and system architecture models.

In this chapter, we mainly focus on defining the structure, mapping and instantiations of
elements from a library of reusable patterns, including the data models and workflow
required to support seamless integration into a model-based development environment.
Automation via tool-support is essential to achieve the intended advantages, and is thus
the focus of the evaluators investigated in the next chapters.

4.6.1 Pattern Library Elements

Figure 11 gives a sketch of a generic library element comprising development artifact
categories — requirements, specification, and implementation description, side by side
with the supporting argumentation artifacts. The left part of the schematic gives possible
development artifact elements of the reusable pattern, while the right part shows the
corresponding argumentation artifacts comprising a safety case skeleton — shown
exploded for clarity — with connections to the relevant development artifact categories.
The argumentation artifacts are displayed exemplarily in a graphical notation, in this case
GSN [58] — introduced in section 2.4.3. Both sides together comprise the pattern library
element, the building blocks of which are the four artifact categories requirements,
specification, implementation and argumentation.

While the left part of the schematic, comprising the various development artifacts
necessary for reuse, can entirely originate in one seamless tool — as will be shown in our
first evaluator in chapter 5 — this is not necessary. As long as the artifacts’ relations are
well-defined (see section 4.6.2), the development artifacts may reside in multiple
repositories and be in varying formats; the binding element is the safety case shown on
the right hand side, which gives the story and rationale behind the reusable pattern,
supported in-tool by the pattern library mechanism. This specific aspect is particularly
important for reuse in a safety-critical development context, and forms the cornerstone of
our approach.
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Figure 11: Generic Pattern Library Element, reproduced from [21]

Depending on the development environment used, the relation between artifact categories
will differ according to the definitions provided for how the different category views (if
available) interact. The pattern library mechanism can then be in general terms interpreted
as a weaving model, which binds the pattern elements together and allows their reuse.
Additional mechanisms for the instantiation, also depending on the development
environment, may be necessary. Based on the formal nature of the frameworks we made
the first instantiations in, the categories Requirements, Specifications, and
Implementations, are understood to be complete — covering both sides of the V-Cycle;
1.e., Requirements, for instance, are formalized enough in their formulation to allow direct
validation against them. This idealized understanding does not carry to the industrial case-
study presented in chapter 7.

In order to investigate the instantiation of the approach, it is necessary to first provide
some basic definitions of the pattern library and its elements. We start with an overview
and motivation for capturing patterns in their development artifacts.

4.6.2 Using models to capture Patterns

Model-based development has been increasingly popular in the development of
embedded software systems in the automobile industry over the past two decades [94],
which provides an excellent opportunity for capturing and linking product safety
information. As such, capturing patterns using models, optimally the actual development
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artifacts of the system under development, is much more practical and preferable to doing
so in text and diagrams in this context. There are several reasons:

. Using the models from the product’s development environment guarantees
that safety practitioners base their analyses and activities on the same artifacts as their
colleagues developing the system, i.e., the co-evolution of system and safety models.

J The different models in a product’s development artifacts are linked to
each other, if not directly by transformation, then at least within the development
process, for instance, through work-products and activities. Thus, much of the
information is purportedly captured in the existing models.

o If this is not the case, then it is a good question to ask why not? Is this
known to the developers and system engineers? How does this impact the quality of
the final product?

o If the information is indeed captured in the models, then why transform it
to texts and diagrams, only to have to transform it back again for reuse? This is
essentially a back-and-forth model-transformation, which always risks loss of
information.

o Last but not least, free-wheeling information in textual lists — not directly
linked to implementation artifacts — has a good track record of being ignored.

Using the models also supports linking the argumentation structures with the architecture
design and product information supporting them. This last aspect is very important, as:

. it increases the traceability of the product and system design information
and understandability of the argument structure;

and more importantly,

. it allows a co-evolution of the argument structure with the system design.

This allows an early identification of deficiencies in the argument, as well as facilitating
documenting and maintaining the safety case throughout the entire product life cycle.

As a quick reminder of the model-based architectural paradigms introduced in section
2.5.1, to achieve separation of concerns, it is useful to avoid the construction of large
monolithic models, which are by definition difficult to handle, maintain or reuse. This
simultaneously implies that these different models or model views — if not initially thus
defined — will require integration into a final coherent model. This linkage between the
different models may be provided by three means:
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o Model transformation: where there are clear and precise transformation
models between the different development views, such as those introduced by the
OMG’s MDA [72] approach, as presented in section 2.5.1.

. Model-weaving: while the concept is not really new, the term itself has no
universally accepted definition as yet, but [71] defines it as the operation of setting
fine-grained relationships between models or meta-models, with a focus on the
associated execution semantics for the application domain under consideration.

e  Modeling frameworks: such as the SPES MF [73] or UAF?¥[186],
leverage both model transformations and model-weaving to offer predefined links
between their different models, or modeling views, for different stakeholders
(separation of concerns) as well as granularity layers (divide and conquer), as also
introduced in section 2.5.1.

Model-weaving is especially useful to describe relations between different models (or
views) with no predefined relations, for instance; to link previously unrelated artifacts
from different views for a new purpose. The models to be linked may be unrelated models
addressing separate concerns; e.g., linking a requirements model from one tool with an
architecture model from another tool with an argumentation model in a third tool to
express safe design. This particular notion is especially useful, as it describes the disparate
tool landscape of today’s automotive domain.

It is important to note that transformation and weaving are different approaches, even if
a weaving model may in some cases resemble or even be a transformation model. For
each separate model or particular view of a system, there may exist a meta-model
representing a domain-specific language dealing with model’s particular concerns.
Transformations between or from these models may be difficult to define, while model
weaving links permit describing the aspects both separately and in combination. As
described in [187], transformation differs from weaving mainly in:

o Parity: A transformation commonly takes one model as an input and
produces another model as an output. This holds even if multiple input and output
models are considered. Model weaving links two input models using a weaving meta-
model. The combined result is the output.

o Automaticity: Transformations are essentially automatic operations,
while in weaving the user may need assistance through additional heuristics or
guidance.

2 UAF is a standardized framework developed by the Object Management Group (OMG) to support
enterprise architecture modeling across various domains, including defense and commercial sectors. It
integrates elements from existing frameworks like DoDAF, MODAF, and NAF to provide a
comprehensive approach to enterprise architecture.
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J Variability: Transformation conforms to a fixed meta-model (if there is a
transformation language) or at least a transformation model. In weaving, on the other
hand, a new weaving meta-model is created for each particular purpose or application,
so there exists in essence no canonical standard weaving meta-model.

By leveraging the “everything is a model” principle, model weaving offers several
advantages, as summarized in [188]:

o Specialized weaving models can link all the necessary information and
relationships between the considered models, thus avoiding unnecessarily
constructing large meta-models for capturing all the aspects of a system.

. Furthermore, the separate meta-models describing the concerns of separate
model can continue to be developed independently, while maintain the
interconnections by weaving models, essentially creating a “lattice of meta-models”
[71].

In fact, there are great similarities in the foundational concepts of model-weaving, model
federation, and data fabrics. All share a common goal of connecting disparate artifacts to
achieve an integrated whole. Model-weaving treats models as primary engineering
artifacts — in MBSE, “models are first-class citizens of the engineering process” [189] —
and weaves separate models together via explicit links. This models-as-first-class
paradigm directly inspired the concept of model federation in digital engineering, which
similarly links heterogeneous domain models to form a unified system-of-systems view
while each model remains in its native format [190]. In parallel, data fabrics in data-driven
engineering and machine learning provide a unifying architecture that “stitch/es]
together multiple heterogeneous data sources and types” into a single abstracted layer
[191]. Both model federation and data fabric approaches emphasize interoperability and
integration across heterogeneous systems, enabling information to flow consistently
across diverse models or data silos [192]. The result is a cohesive, federated environment
in which diverse models or datasets can coexist, interconnect, and collectively support
complex engineering analyses — a perspective that balances model-driven, digital, and
data-centric paradigms in modern MBSE.

Our approach is not limited to one kind of model-linkage, although our evaluation
examples focus on modeling frameworks, supported by model-weaving, as will be
discussed in further in later sections.

4.7 Artifact Reference Structure for Safety Mechanism Patterns

We begin with a quick reminder of the attributes we defined in section 4.5.1 for the Safety
Mechanism Pattern Template, and their symbols. Based on this, the following sections
will explain and define the approach and its use.
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The Safety Mechanism Pattern is described using the following attributes {Name (N),
Rationale (R), Motivation (M), Applicability (A), Structure (S), Participants (P),
Collaborations (CL), Consequences (CN), Implementation (IM), Implications (IC),
Usage Classification (UC), Example (E), Related Patterns (RP)}.

4.7.1 Basic Definitions of Safety Mechanism Patterns

A quick observation of the above attribute list for Safety Mechanism Patterns reveals that
each attribute (N, R, M, A, S, P, CL, CN, IM, IC, E, RP) is actually an information tuple. It
contains both the attribute’s name or identifier — a string — and the information content of
the attribute. The information content may vary depending on the form of expression,
degree of detail, level of abstraction, completeness of information and so on. As we will
later want to evaluate, merge or compare the information content of attributes, we will
consider this content information to be represented as a sef — whose content is abstract —
for simplicity.

Hence, a Safety Mechanism Pattern (SMP) is defined as an abstract object whose
content can be retrieved by the operator decomp, as follows:

decomp (SMP) = (N,R,M, A,S,P,CL,CN,IM,IC,UC,E, RP)

Equation 1: Basic Definition of Safety Mechanism Pattern (SMP)

where N, R, M, A, S, P, CL, CN, IM, IC, E, RP are the aforementioned attribute tuples. The
information content can only be precisely described once the approach has been
instantiated into a development environment, which then determines the actual content of
the set — and its form. Two operations are possible for each attribute:

e /d(attribute): which returns the name of the attribute as a string, and
e content (attribute): which returns the information content of the attribute as a set.

We can then expand the definition to the following general form:
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Let C be a set of atomic contents, and S' be the set defined by the following equation:
S' = P(C)*?

The set S of Safety Mechanism Patterns (SMP) is the set of all s € S' such that s is finite, and
for all n, i, m, a, s, p, cl, cn, im, ic, uc, rp € P(C), such that s = (n,i,m,a,s,p,cl,cn,im,ic,uc,rp),
the sets n, 1, m, a, s, p, cl, cn, im, ic, uc are not empty. For this set, we introduce the following
notations: name#(s) ¥ n

intent#(s) & i

applicability#(s) € a
motivation#(s) € m
structure#(s) € s

def

participants#(s) ¥ p

def

collaboration#(s) ¥ cl
consequences#(s) ¥ cn
implementation#(s) & im
implication#(s) ¥ ic
der

usageClassification#(s) & uc

relatedPattern#(s) ¥ rp

Equation 2: Basic Notations of Safety Mechanism Patterns (SMP)

In the above definition, the following specific notations were introduced:

. name#(s) denotes the information content of the name attribute of the set
s, as defined in section 4.5.1.

. intent#(s) denotes the information content of the intent attribute of the set
s, as defined in section 4.5.1.

J motivation#(s) denotes the information content of the motivation attribute
of the set s, as defined in section 4.5.1.

. applicability#(s) denotes the information content of the applicability
attribute of the set s, as defined in section 4.5.1.

. structure#(s) denotes the information content of the structure attribute of
the set s, as defined in section 4.5.1.
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o participants#(s) denotes the information content of the participants
attribute of the set s, as defined in section 4.5.1.

. collaboration#(s) denotes the information content of the collaboration
attribute of the set s, as defined in section 4.5.1.

. consequences#(s) denotes the information content of the consequences
attribute of the set s, as defined in section 4.5.1.

J implementation#(s) denotes the information content of the implementation
attribute of the set s, as defined in section 4.5.1.

. implication#(s) denotes the information content of the implication attribute
of the set s, as defined in section 4.5.1.

o usageClassification#(s) denotes the information content of the usage
classification attribute of the set s, as defined in section 4.5.1.

o relatedPattern#(s) denotes the information content of the related pattern
attribute of the set s, as defined in section 4.5.1.
Having introduced these basic definitions, we can proceed to investigate pattern relations
more precisely, starting with how patterns can relate to each other, as discussed in the
next section.

4.7.2 Restructuring to capture relations between Design Patterns

Recalling the attribute representations from section 3.4, Related Patterns are traditionally
documented as textual lists. Yet an analysis of the Safety Mechanism Pattern class
addressed in this thesis, and discussed in detail in section 3.3, led to the conclusion that
the attribute Related Patterns is not random or without structure but could be expressed
by object-oriented class and object relations, greatly improving the precision and usability
of the attribute information as well as traceability between related patterns.

This conclusion is not unsubstantiated. Zimmer introduced the necessity of defining
relationships between related patterns in [193], and Noble built on this work in [194],
defining a number of relationships between system design patterns such as uses, refines,
used by, combine, and sequence of.

Kelly and Wu arrived at a similar result in 2004 [44], when they used object-oriented
terms to describe the properties they observed for their safety tactics:

e Safety tactics can be refined. They can exist at various levels of abstraction.

e Safety tactics are not necessarily independent. The application of one tactic may
assume that another tactic has already been defined and applied.

e Safety tactics can be combined.
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In contrast to our work presented here, the definitions provided previously for these
relations are at a very abstract level, which does not support an expressiveness for
detailing what parts of the related patterns are refined, combined or used by other patterns.
A precise modelling of pattern relationships is thus not possible.

We continued this line of thought with the aim of more precisely describing the relations.
Our analysis led us to deduce that Safety Mechanism Patterns were specifically related to
each other — that is, there exists a dependency — in one of two manners. The formalization
follows, but the simple explanation is:

e Specialization: Patterns with similar purposes using the same basic design
principle can be collected under a generalized description, in an “Is-A”
inheritance-type class relation. Inversely, abstract descriptions of safety
mechanism patterns can then be further specialized into increasingly more specific
descriptions based on several criteria, such as context or implementation
technology. These subclasses retain all the Design Pattern attribute information of
the parent class and add to them as suitable or necessary.

A clear example is Redundancy. It can be described and its attributes can be captured at
a very high level (using duplicate or equivalent sources of information to increase
reliability and/or overcome single channel vulnerability). It can then be further
specialized according to implementation technology (HW-based, SW-based, Mixed) and
system context (availability of resources, such as control flow monitoring, or a dedicated
watch-dog) as presented in [122] and discussed in chapter 3.3.

e Inclusion: Design Patterns may include other Design Patterns in a special form
of “Has-A” object relationships, which includes attributes of both composition
and aggregation. As such, a Composite Design Pattern consists of a full attribute
Template specifying a complex function, which is nevertheless incomplete and
thus not usable without the aggregation of attributes from the included or used
pattern.

A straightforward example is also given by Redundancy, which features redundant
sources of information that require some form of Selection (switching, voting,
comparison, etc.). Selection is a category of design patterns in its own right. It is, however,
also included in any description of Redundancy. However, while the Design Pattern
Selection can exist on its own, Redundancy cannot be meaningfully defined without first
defining Selection.

We could, in fact, argue the existence of a third type: Combined Relation. Revisiting the
Redundancy example, we find that it, in fact, represents a situation in which both
Inclusion and Specialization relations can occur simultaneously. We need to define these
two basic relations first, in order to be able to correctly define combined ones.

Thus, instead of listing Related Patterns (RP) textually, we will capture them in two
distinct attributes leveraging the Specialization and Inclusion rules. The first attribute,
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Specialized Pattern (SP), expresses a connection between the pattern we are describing
and the pattern it is a specialization of. The second attribute, Included Pattern (IP), refers
to the pattern(s) without which our pattern cannot be coherently and fully described.

Let C be a set of atomic contents, and S' be the set defined by the following recursive equation:
S'=P(C)*? x P(S") x P(S)

The set S of Safety Mechanism Patterns (SMP) is the set of all s € S' such that s is finite, and
for all n, i, m, a, s, p, cl, cn, im, ic, uc € P(C), ip, sp € P(S), such that
s=(n,i,m,a,s,p,cl,cn,im,ic,uc,ip,sp), the sets n, i, m, a, s, p, cl, cn, im, ic, uc are not empty.

For all s € S, and all n, i, m, a, s, p, cl, cn, im, ic, uc € P(C), ip, sp € P(S), such that
s=(n,i,m,a,s,p,cl,cn,im,ic,uc,ip,sp), we introduce the following notations:

name#(s) € n

intent#(s) & i

def

applicability#(s) € a

def

motivation#(s) € m

def

structure#(s) € s

def

participants#(s) ¥ p

def

collaboration#(s) ¥ cl
consequences#(s) & cn
implementation#(s) & im
implication#(s) ¥ ic
usageClassification#(s) & uc

includedPattern#(s) & ip

specializedPattern#(s) & sp

Equation 3: Extended Notations of Safety Mechanism Patterns (SMP)

Revisiting Equation 2, and replacing the attribute Related Patterns RP, with the two
attributes Specialized Pattern SP and Included Pattern IP, yields the extended definitions
for SMP, shown in Equation 3, where:

o The first eleven notations remain the same as provided in Equation 2.
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o includedPattern#(s) denotes the information content of the included
pattern attribute of the set s.

. specializedPattern#(s) denotes the information content of the specialized
pattern attribute of the set s.

Similarly, revisiting Equation 1 yields the following extended basic definition for SMP.

decomp (SMP) = (N,R,M,A,S,P,CL,CN,IM,IC,UC,E,SP,IP)

Equation 4: Extended Basic Definition of Safety Mechanism Patterns (SMP)

Using the simple notations provided in Equation 3, it is possible to determine whether a
pattern is atomic or composite. Atomic patterns do not include other pattern and thus their
attributes form a consistent and complete description of a Safety Mechanism Pattern on
their own. Composite patterns are understood as “not-atomic”, and cover all three pattern
relations described in the previous section (inclusion, specialization, combined). Hence:

Lets € S, s is an atomic SMP iff:
includedPattern#(s) = @

specializedPattern#(s) = @

Equation 5: Simple definition of a single atomic pattern

To be able to perform evaluation and comparisons beyond an individual pattern, we will
need to update this definition using the attribute operations (id, content) defined in the
previous section. Where Iy denotes the projection on an attribute v of the content of a
Safety Mechanism Pattern, we redefine atomic patterns in general as follows:

V SMP: atomic(SMP) & (content o (decomP(SMP)))) =0

VY SMP: composite(SMP) & —atomic(SMP)

Equation 6: Generalized definition of atomic patterns

For composite patterns, the case is more complex. Since a pattern may now rely on other
patterns to carry out its task and completely relay all the information concerning its
functionality, we can no longer solely rely on the decomposition of the information
carried within the pattern to describe its entire functionality. We thus introduce a new
operator (attr) which returns the set of attributes that comprehensively and consistently
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describe a Safety Mechanism Pattern (SMP). If our pattern is atomic, this becomes a trivial
case, as this set is the list of attributes contained within the pattern itself.

We can thus provide a bounding preliminary definition of the attr operator, limited to
atomic patterns, and expressed by:

V SMP: atomic(SMP) < (attr(SMP) = decomp(SMP))

Equation 7: Initial definition of "attr" operator

To reach a more general definition of the attr operator — one valid for composite patterns
as well — we first have to understand how attribute information is shared between
composite patterns, necessitating a closer look at the Inclusion and Specialization
relations.

4.7.2.1 Inclusion Relation

SMP

Figure 12: Simple representation of design pattern Inclusion relation

We express the Inclusion relation by a double headed straight arrow, as seen in a simple
graph-like representation in Figure 12. In this depiction, the Inclusion relation means that
the composite pattern SMP; uses another Design Pattern SMPm. The composite pattern
SMPi consists of attributes which build on corresponding ones from SMPm and can only
have meaning if the Included Pattern SMPm exists. Thus, a complete and consistent
description of SMP; will aggregate information from SMPm. The Inclusion relation can
thus be generally defined as:

VY SMP;, SMP,,: SMP; » SMP,, < content (H,P(decomp(SMPi))) 3 SMP,,

Equation 8: General definition of Pattern Inclusion relation

To define what the Inclusion relation means for the individual pattern attributes, we must
define how the aggregation of information in the attributes of composite patterns is
performed. It is important to note, that not all attributes of the composite pattern are
aggregated with their corresponding ones from the included pattern. The Name, Example,
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Usage Classification, Specialized Pattern, and Included Pattern attributes are by nature
unique to the composite pattern and come only from SMP:. The aggregation of
information content from the remaining attributes is expressed by a new operator (aggr),
defined as:

VvV SMP:

aggrip(SMP,v) = U content (I'Iv (decomp(smp)))

smpe content(l'llp(decomp(SMP)))U{SMP}

forallv € {R,M,A,S,P,CL,CN,IM,IC}

Equation 9: Definition of aggregation of content in Pattern Inclusion

Using this definition, we now define another operator (comp) which creates the
aggregated composite attribute tuples:

Y SMP:comp (SMP,v) = (id (Hv(decomp(SMP))),aggr,P(SMP, v))

forallv € {R,M,A,S,P,CL,CN,IM,IC}

Equation 10: Definition of the "comp" operator

Based on the previous two definitions, we can proceed to capture the attributes of a
composite pattern by expanding the initial definition of the operator (attr), introduced in
Equation 7 and bounded for atomic patterns, to a more general form, expressed as:

V SMP: decomp (SMP) = (N,R,M,4,S,P,CL,CN,IM,IC,UC,E,SP,IP) &
attr (SMP) = (N,comp (SMP,R),comp (SMP,M),comp (SMP, A), comp (SMP,S),
comp (SMP, P),comp (SMP, CL),comp (SMP,CN),comp (SMP,IM),

comp(SMP,IC),UC,E,SP,IP)

Equation 11: Generalized definition of "attr" operator

Note that the definition of the (aggr) operator, given in Equation 9, means that if the
pattern SMP is atomic, the aggregation will return only SMP’s attributes. Applying this to
the general form of the (attr) operator, given in Equation 11, reduces the definition back
to the same expression as the form for atomic patterns, as given in Equation 7.
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4.7.2.2 Specialization Relation

Figure 13: Simple representation of design pattern Specialization relation

The Specialization relation, depicted by a curved arrow in the graph representation
shown in Figure 13, means that SMP; is a more general pattern of SMP; or, vice-versa, that
SMP; is a specialization of SMPi. The Specialization relation is defined by:

Y SMP;, SMP;: SMP; ~ SMP; & content (nsp (decomp(SMPi))) 5 SMP;

Equation 12: General definition of Pattern Specialization relation

The relation means that a Child-Pattern initially inherits all the attributes of its Parent-
Pattern. If we assume that the Child-Pattern’s attribute information is consistent (in a non-
formal sense), then inherently it cannot contain information contradicting the Parent-
Pattern. Furthermore, Child-Patterns must contain more information than their Parent.
Thus, the Specialization relation between two patterns SMP; and SMP; implies attribute
relations expressed by the following equations, where the first term expresses that all
information in the parent must be included in the child, while the second term infers that
the child must contain at least one attribute with more information content than its
corresponding counterpart in the parent pattern — otherwise they would be one and the
same.
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vV SMP;, SMP;:
SMP; ~ SMP; & <content (Hg(decomp(SMPi))) C content (1'15 (decomp(SMPj)))>

forall § € {R,M,A,S,P,CL,CN,IM,IC,UC, P}
AND there existsv € {R,M,A,S,P,CL,CN,IM,IC,UC,IP}

such that

SMP; ~ SMP; & (content (Hv(decomp(SMPl-))) < content (Hv (decomp(SMPj))))

Equation 13: Definition of attribute content relationships for Pattern Specialization

4.7.2.3 Combined Relations

Despite having consistent ancestors, highly specialized children of the constituent Design
Patterns of a Complex Pattern — one which includes other patterns — can readily be
incompatible. For instance, a general Redundancy pattern will include a generic Selection
pattern, yet their specialized children will not always be compatible. For instance,
Homogenous Duplex Redundancy (HDR) — two copies of the same component carried by
individual channels; and Majority Voters — the simplest and most common of voters,
where at least (N + 1)/2 variant results must agree. Despite having compatible ancestors,
these two patterns should not be used together.

It is possible to counteract this complexity by setting some ground rules to simplify this
situation.

Rule #1: Incremental specialization

When specializing a composite pattern, the specialization does not need to apply to both
the Complex Pattern attributes and the Included Pattern attributes simultaneously. In fact,
this should not be done simultaneously. As depicted in Figure 14, a step-wise
specialization of the Complex Pattern attributes (SMP; ~ SMPj), depicted on the left-hand
side, or the use of a  more specialized Included  Pattern
(SMPm ~ SMPn) without changing the content of the Complex Pattern, as seen on the
right-hand side, can guarantee a consistent specialization. The lower part of the diagram
depicts the undesirable concurrent specialization of both the Included pattern and
Complex pattern containing it, which can lead to inconsistencies.

Rule #2: Incremental consistency checks via divergence nodes

It still remains the design pattern developer’s role to ascertain the consistency of
composite patterns before using them. This is made easier by the capturing of
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Specialization and Inclusion relation information at higher abstraction levels. If a point
is reached when the Complex Pattern attributes (SMP;) necessitate the inclusion of a
specific refinement of the Included Pattern (SMPm), this specific Composite Pattern
(SMPn) should be saved explicitly, creating a new base type. This point now serves as a
divergence node from which further incremental specialization can occur, without fearing
inconsistency.

The rules can be explained through the Redundancy Design Pattern example.
Redundancy can be specialized from a high abstraction level to a very specific case while
keeping the Selection Pattern in an abstract form, or vice-versa. Once a specialized form
of redundancy is found that requires a specific specialized form of Selection, we can
define this pairing to be a new base type, from which further incremental specialization
can occur.

SMPp

Figure 14: Simple representation of combined design pattern relations

Given the definitions of Inclusion (Equation 8) and Specialization (Equation 12)
provided earlier, it is possible to formulate the combined relationship seen in Figure 14
as follows:
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vV SMP,, SMP;, SMP,,, SMP,:

SMP; » SMP,, >
SMP; ~ SMP; &
(SMP; » SMP,,) v
((decomp(SMPi) = decomp(SMPj)) A (SMP; — SMP,) A (SMPy, ~ SMPn))

\—. <<(decomp(5MPi) + decomp(SMP;)) A (SMP; » SMP,) A (SMPy, SMP,J)) /

Equation 14: General Definition of Combined Pattern relation

Given these definitions of the Safety Mechanism Pattern, we can now proceed to the
instantiation of the approach into model-based development environments.

4.8 Instantiation Guideline and Artifact Mapping

Model-based development, in one form or another, is gaining ground in the automobile
industry, as discussed in section 4.6.2. Different models, generating multiple artifacts, are
available and in use. Whether by design or, just as likely inadvertently, these artifacts
capture many of the SMP attributes we have defined in the previous sections. Using our
approach, we aim to guide the reuse of SMPs. This serves three purposes:

. In an application context, it gives guidance for the correct capturing of all
the attributes necessary for reuse.

J For the Integrated Development Environment (IDE) user context, it allows
the evaluation of whether all the necessary information is captured.

o For the IDE developer context, it allows the improvement of the tools to
cover any missing information.
In order to evaluate our exemplary development environments, we must first identify
which attributes are captured in which development artifact categories. This mapping is
investigated in this section.

We proceed to restructure the attributes of the Safety Mechanism Pattern to facilitate the
subsequent mapping onto the development artifact types which capture them and
highlight the elements necessary for the correct and complete documentation of Safety
Mechanism Pattern for reuse. The artifact types required to as introduced in section 4.6.1
are:

. Requirements (REQ): Requirements artifacts capture the purpose, function
and rationale of the Safety Mechanism and provide a means to validate the
Mechanism’s functionality.



MODPAL — The Model-based Design Pattern Library Approach 100

o Specifications (SPEC): Specification artifacts drive the implementation of
the Safety Mechanism while also capturing platform or technology specific
information as well as any related design decisions. They are used to verify the
Implementation.

J Implementation (/MPL): Depending on the development environment
used, Implementation artifacts can capture information that goes beyond their
immediate purpose, for example, boundary conditions or platform instantiation
information.

J Argumentation (ARG): Next to Safety Cases, Argumentation artifacts also
include tests, analyses and their results. They provide an overarching structure that
binds the elements of a safety mechanism together.

The artifacts from these categories can then be collected for each individual Safety
Mechanism into a Library element or container (SMLC) that captures all the relevant
information and provides the mechanism allowing the reuse of the pattern.

As a reminder, our aim is to capture all necessary information for pattern reuse, not only
such information as can be captured in the modeling artifacts. Hence, the role of the Safety
Mechanism Library Container (SMLC) is not limited to merely housing the artifacts from
the other categories. More importantly, any attribute information — which is relevant to
the function of the Safety Mechanism, but cannot be captured explicitly in the models
provided by the development environment — will have to be documented in the classical
textual form within the library container element. Minimizing this contingent will be a
prime directive of our approach and is a direct measure of how adequate the models
provided by the used development environment are.

We proceed to map the SMP design attributes to the artifact categories that do or could
potentially cover them, listed in order of importance:

J Name (N): The name of a pattern is captured primarily in the
implementation artifacts, but also in the corresponding argumentation package.
(IMPL, ARG)

. Rationale (R): The rationale or intent is best captured in the requirements
artifacts but can be supported by argumentation elements if they can contain a
structured safety case description. (REQ, ARG)

. Motivation (M): A structured safety case description is most suitable to
capture how a design pattern will solve a problem and hence the motivation to use it.
This can be supported by requirements artifacts or even supplanted by them, if no
structured safety case view is provided by the development environment and its
models. (ARG, REQ)

o Applicability (A): A description of the situation to which the Safety
Mechanism should be applied, as well as counterexamples, should be covered by
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specification artifacts, but can also be supported by implementation artifacts if the
models provide for it. (SPEC, IMPL)

. Structure (S): The representation of the elements of a pattern and their
relationship (preferably in graphical form) is captured into the implementation
description, as well as the specification, depending on the models used. (SPEC, IMPL)

o Participants (P): Specification and implementation artifacts support the
container element in capturing all the objects involved in the function of the Safety
Mechanism. (SPEC, IMPL, SMLC)

. Collaborations (CL): How the pattern’s various elements collaborate to
achieve the stated goal is captured best by a structured safety case, with potential
support provided by requirements and specification artifacts capturing the intended
behavior. (ARG, REQ, SPEC)

. Consequences (CN): Information pertaining to the instantiation and
deployment of the pattern, as well as to the impact it may have on the system, is
captured in specification and implementation artifacts with additional support and
structure provided by argumentation elements. (SPEC, IMPL, ARG, SMLC)

. Implementation (IM): Descriptions of the implementation itself, but also
its possible failure modes or dysfunctional behavior as well as any constraints or
possible pitfalls, is captured by implementation and specification artifacts, supported
by argumentation. (/IMPL, SPEC, ARG)

o Implications (IC): The impact of applying the pattern on non-functional
requirements can be captured in system and behavior specification models, with
additional support provided by argumentation. (SPEC, ARG)

. Usage Classification (UC): The kind of fault/error handling (detection,
avoidance, mitigation) the pattern provides should be part of the specification. (SPEC)

o Example (E): Providing an understandable representation of a known use
of the Safety Mechanism is an important aspect, which can be presented nicely by a
structured safety case, if the development environment has such a provision.
Alternatively, it can be aided by the specification and implementation artifacts,
supported by argumentation, if the models support it. (ARG, SPEC, IMPL)

. Related Patterns: Information pertaining to the related patterns can be
captured in the requirement, specification or implementation artifacts, but will
ultimately more likely have to be uniformly handled by the mechanism container.
(SMLC)

In which artifact, in what form and to what degree an attribute is captured, depends
entirely on the development environment used. That is, if the development environment
and the models one uses can express an attribute, then it is also possible to capture it in
the description of a reusable Safety Mechanism Pattern (SMP). The structure and
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implementation of the Safety Mechanism Library Container holding all this information
together and facilitating reuse, is also entirely dependent on the development
environment. The richer and more expressive a development environment and its models,
the more attributes one can capture and the better one can capture them. That, however,
is not without a caveat; if the models used in an environment were developed
independently and used without a holistic Systems Engineering analysis, the chances
increase that too much information or even conflicting information be captured in
competing artifacts. For instance, specification information captured in a Requirements
Engineering tool, e.g. DOORS, may conflict with design specification information
captured in a design tool, e.g. UML/SysML using Enterprise Architect. Despite the fact
that having independent sources of information — allowing for double-checking — is
viewed positively in safety engineering, it is only beneficial if the overlapping
information is consistent and comparable.

To more precisely describe the mapping of attributes to artifact categories, we need to
introduce some new operators and definitions. First we assume that the artifact categories
(REQ, SPEC, IMPL, ARG, SMLC), like the SMP attributes defined in section 4.7.1, can each
be understood to be a tuple, containing the artifact category’s name or identifier (/D) — a
string — and the information content of the encapsulated artifacts (CONTENT), which may
vary depending on form of expression, degree of detail, level of abstraction, completeness
of information and so on. For simplicity we will again consider the content information
to be represented as a set. Analogous to the attribute operator attr, we introduce the
operator ATTR, which returns the set of development artifacts which comprehensively
and consistently describe a Safety Mechanism Pattern (SMP). We similarly introduce the
artifact operators CONTENT and DECOMP, analogous to their attribute operator
counterparts content and decomp, respectively.

Revisiting the operations of Safety Mechanism Patterns provided in the previous section,
and restructuring to express the assignments we just performed yields a mapping of
pattern attributes to the development artifacts which should contain them. For simplicity,
Equation 15 gives the mapping for an atomic pattern. By applying the operations defined
in section 4.7.2, it is possible to extend the mapping to composite patterns.

To reap the most benefits from the approach, two rules should be followed when applying
this definition to a development platform:

o Attributes should be captured in one artifact category, and if possible, in only one
artifact. This is a measure of the clarity of the development environment with
respect to capturing Safety Mechanism Pattern attributes.

e The residual information content, captured in the SMLC category, should be
minimized, and if possible, completely eliminated. This is a measure of the
completeness of the development environment with respect to capturing Safety
Mechanism Pattern attributes.
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VY SMP: attr (SMP) = (N,R,M,A,S,P,CL,CN,IM,IC,UC,E,RP) &
(ATTR (SMP) = (REQ,SPEC,IMPL,ARG,SMLC) A A @)
where:
Y= (REQ = (Rrpgs Mreq CLREQ)) A
(SPEC = (Aspgc, Sspics Pspec) CLspec, CNsprc, IMsprc, ICsprc, UCspgc, Espec)) A
(IMPL = (Nyypy, Ammprs Simprs Piaprs CNivpr IMiypr, Eqvpr)) A

(ARG = (N4rg>RarG» Marg, CLarc, CNARGIIMARGIICARGIEARG)) A

( SMLC = (Nsmrc, Rsmic) Msmic, )
Asmicr Ssmrcr Psmier CLsmic) CNsmrc IMsmic, 1Csmicr UCsmicr Esmicy RPsmic)

and,
forall X € {N,R,M,A,S,P,CL,CN,IM,IC,UC,E},

content (HX (decomp(SMP))) =
CONTENT (nXREQ (DECOMP (SMP))) U
CONTENT (HXSPEC(DECOMP (SMP))) U
CONTENT (nXIMPL (DECOMP(SMP))) U

CONTENT (1y,,,,(PECOMP(SMP)))

V)
CONTENT (HXSMLC(DECOMP (SMP)))

Equation 15: Mapping Development Artifacts to the corresponding Pattern Attributes

The formalization developed in this section will guide the instantiations in the next two
chapters.

The next section shows how the approach can be evaluated after instantiation in a
development environment.

4.9 Evaluating the Development Environments

The evaluation of development environments solely along objective criteria is not
possible in our context, as the captured information content for each attribute differs
depending on the tools used, how the tools are integrated into the development
environment, and how the users perceive the tool.



MODPAL — The Model-based Design Pattern Library Approach 104

4.9.1 Evaluation Scale for Instantiation Case Studies

We will use a scale of 0 to 1 in quarter-point steps to evaluate if, and how well, an attribute

is captured in the development environment, according to the differentiation provided in
Table 6.

Evaluation | Description

0.00 The attribute cannot be captured in the development environment.

0.25 The development environment has no contingency to capture the
attribute, but it can be partially covered by abusing the tool, or is
inadvertently captured while documenting another attribute, e.g.,
capturing motivation, rationale and applicability in a single Requirements
Engineering tool entry.

0.50 The development environment expressly captures the attribute, but using
an inadequate mechanism, e.g., a text entry for describing complex
structure or component relations. Or the attribute is not captured, despite
the development environment having the capability to capture it.

0.75 The development environment has a dedicated mechanism for capturing
the attribute, but it misses some relevant information, or is not well
integrated with other attribute descriptions, or has other (to be
documented) problems affecting the quality of the attribute
documentation.

1.00 The development environment captures the attribute well. All necessary
information is documented.

Table 6: Evaluation Scale for Pattern Library Evaluators, reproduced from [184]

We will apply this scale to our case study evaluations in the next three chapters.

4.9.2 Threats to the validity of the evaluations in the next two chapters

In this section, we reflect on the validity of the evaluations conducted in the PS
(Prescriptive Study) phase of our research, using the established framework of threats to
validity: conclusion, internal, construct, and external validity. We emphasize that the
evaluations presented are of a limited academic nature, aimed at assessing the feasibility
and utility of the approach in its initial instantiation, rather than producing generalizable
results.

4.9.2.1 Conclusion Validity

Conclusion validity concerns whether the observed relationship — namely, the
improvement in task support by modeling environments — is statistically and
methodologically sound. In our study, evaluations were conducted using a consistent,
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clearly defined scoring scheme based on our catalogue of 13 attributes. Our evaluation
scale may introduce subjectivity; however, efforts were made to mitigate this through:

. Clearly defined evaluation criteria.

. Collaborative scoring by a team of researchers to reduce individual bias.

. Inclusion of independent tool users (e.g., research students) in the
evaluations.

These steps help ensure that the conclusions drawn regarding improvements in tool
support are grounded in a consistent and collaboratively verified evaluation process.

4.9.2.2 Internal Validity

Internal validity relates to whether the improvements observed can be attributed to the
targeted enhancements introduced, rather than to other confounding factors. Several
measures were taken to strengthen internal validity:

o The same scoring scheme and evaluation process were used before and
after the enhancements.

o Evaluations were conducted by the same team (with additional
independent users) to maintain consistency.

. The enhancements themselves were derived directly from shortcomings
identified in the first evaluation round, strengthening the causal link between
intervention and outcome.

As the evaluations were performed in controlled research settings with minimal external
interference, we consider the threat to internal validity to be low.

4.9.2.3 Construct Validity

Construct validity addresses whether the evaluations truly measure what they intend to —
namely, the capability of the evaluated modeling environments to support the safety
mechanism pattern capturing and reuse. Potential concerns include the subjectivity of the
scoring and the assumption of equal weight across the 13 attributes. We acknowledge
these issues and addressed them explicitly:

. Subjectivity of the Evaluation Scale: While the scale is inherently
subjective, our aim was not to perform a definitive comparative evaluation of the
tools, but rather to assess the instantiation of our approach and its localized impact.
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J Parity of Attribute Weights: Equal weighting of attributes may not
perfectly reflect their real-world importance. However, since all attributes are
necessary, and improvements were observed across all of them — not concentrated
in any specific subset — we believe this did not meaningfully affect the interpretation
of results. Further refinement of weighting (e.g., via expert surveys or impact
analyses) was outside the scope of this phase but may be relevant in future
applications.

4.9.2.4 External Validity

External validity concerns the generalizability of the findings. In this PS phase, we make
no claims of generalizability of the immediate applied practical benefits beyond the
specific settings in which the evaluations were conducted. The purpose of this phase was
to demonstrate that localized improvements in reuse could be achieved through a targeted
instantiation of our approach. This served as a motivation for the subsequent DS-II phase,
covered in chapter 7, where a longitudinal, real-world case study and a systematic survey
will address broader questions of generalizability and impact at scale.

410 Targeted Advantages and Benefits of our Approach

Contrary to previous work, our approach provides an explicit model-based representation
of technical system solutions within the context of their usage and the engineering
problems they solve, which can be instantiated into any model-based development
environment, offering several advantages [195]:

1) Improved problem characterization: It enables a more precise and
contextual understanding of the solution space than typical textual design pattern
templates.

2)  Natural model-based representation: It supports direct embedding of
reuse-critical information into the models used in practice.

3) Increased clarity and rationale: It provides practitioners with structured
guidance on selecting, tailoring, and applying reusable solutions.

4) Integrated argumentation and architecture: It aligns safety or
dependability arguments with architectural structures, improving traceability and
understandability.

5)  Support for co-evolution: It facilitates the synchronized development of
safety-related and systems engineering artifacts.

When instantiated into a real development environment, our approach provides both
immediate and long-term practical benefits:
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Guided capturing of reuse-critical solutions: Practitioners no longer need to
approach the reuse problem ad-hoc. By pre-defining what information is needed,
our method ensures that all necessary contextual and structural data is captured,
regardless of the tooling in use.

Claim 1: The approach enables systematic capturing of reuse-critical information for
technical solutions, independently of any specific tool-suite.

Assessment and improvement of existing tools: Defining the required
information upfront provides a basis for evaluating whether a tool or framework
supports all relevant attributes. This assessment highlights gaps and prioritizes
tool extension.

Claim 2: The approach enables systematic evaluation of how well current tools capture
reuse-critical attributes.

Claim 3: The approach enables structured and prioritized extension of tools to improve
reuse capabilities.

Tool and framework selection: The approach serves as a benchmark for
identifying more suitable modeling frameworks and tool-suites. An empirical
observation drawn from our case studies supports the idea that more detail-rich,
domain-adequate modeling environments enable more complete reuse.

Claim 4: The approach supports informed selection of better-suited tools or modeling
frameworks to address specific reuse challenges.

These claims are substantiated across the next three chapters:

In Chapter 5, the approach is instantiated into a domain-independent research
tool. We demonstrate a structured reuse library capturing multiple safety
mechanisms, and evaluate capturing effectiveness before and after tool
enhancements (with a measurable improvement from ~ 42% to 69%)).

In Chapter 6, we instantiate the approach into a domain-specific automotive
safety modeling framework. The increased domain adequacy enables immediate,
high-quality solution capturing for reuse, reaching 89% attribute coverage out-of-
the-box, without customization.

In Chapter 7, we generalize the method and demonstrate its application in a large
industrial case study over several years. This includes organizational as well as
technical enhancements, with empirically demonstrable impact on engineering
effectiveness and reuse maturity.

Together, these validations confirm that our approach is not only technically sound but
practically transformative, integrating academic methodology with real-world
engineering needs.
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411 Summary

The structured reuse of complex system solutions—exemplified here through safety
mechanisms—can be significantly improved by encapsulating all relevant information
into a consistent, model-based package. When this information is embedded directly into
engineering artifacts and supported by adequate tooling, it enables more effective and
robust reuse. To achieve this, automation, tool integration, and domain-adequate
modeling support are critical.

In this chapter, we introduced the MOdel-based Design PAttern Library (MODPAL)
approach and positioned it in the context of existing research. We began by defining the
research methodology and outlining the practical challenges faced in current reuse
practices. We then presented the conceptual basis of our approach, developed its artifact
reference structure, and detailed the associated attribute definitions. Guidelines were
provided to support instantiation into real-world tool environments, and an evaluation
framework was introduced to assess reuse maturity and effectiveness.

We also articulated the targeted advantages and practical benefits of our approach,
identifying both immediate and long-term impacts on engineering practice, tool
enhancement, and organizational decision-making.

The following two chapters validate this approach through instantiation into two distinct
development environments: AutoFOCUS3, a domain-independent research platform, and
SAFE, a domain-specific modeling framework for automotive safety. In Chapter 7, the
approach is generalized and applied to a longitudinal industrial case study focused on
reuse of vehicle system solutions within a large automotive organization.
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5 Instantiation in AutoFOCUS3 — a Research CASE Tool

This chapter presents the first evaluation of the approach, carried out within the domain-
independent research CASE tool AutoFOCUS3% (AF3). The work presented here is
based on research activities leading to specifications carried out within the integrated
development environment for the ITEA2 SAFE*° / EUROSTARS Safe-E project, with
proof-of-concept implementations in AF3. The results were well received by the
reviewing OEM advisory board and industry experts of the SAFE project and published
in publicly available deliverables and conference proceedings, as presented in section 1.7.
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The evaluation leverages preexisting capabilities in AF3 — such as logical architecture
description, model-based requirements engineering, model checking, optimized
deployments, and many others — to provide the artifacts for the safety mechanism
libraries, as illustratively shown in Figure 15.

To evaluate the instantiation, we first introduce AF3, followed by a description of the
integration of the approach into the tool-suite, and concluded with an explanation of the
usage workflow.

2 http://af3.fortiss.org
30 http://www.safe-project.eu
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The implementation results presented in this chapter were previously published by the
author in [196] and [197] and later in more detail in a Master’s thesis supervised by the
author [198].

5.1 Introduction to AUTOFOCUS3

AutoFOCUS3 (AF3) is a research computer-aided software engineering (CASE) tool,
which allows modeling and validating concurrent, reactive, distributed, timed systems on
the basis of a formal semantics [199]. Most importantly, AF3 provides a graphical user
interface that facilitates the modeling of embedded systems in different layers of
abstraction while supporting different views on the system model, including the
requirements-, component- and platform- view essential for the description of complex
systems. This support for views enables applying paradigms such as “separation-of-
concerns” — different views for different stake-holders/concerns — as well as “divide-and-
conquer” — different abstraction views allowing the decomposition of engineering
problems to facilitate solution — and is in line with the concepts introduced in section
2.5.1. This introductory section is based on publicly available descriptions of the AF3
suite, originating on the AF3 website and in papers published by AF3 development team
members.

Requirements

e
e

Logical
Architecture

Deployment

- Technical
Architecture

Figure 16: Modeling views in AF3, adapted from [200]

As explained in [201], AUTOFOCUS 3 uses a message-based, discrete-time
communication scheme as its core semantic model. In AF3, systems are modeled using
networks of components communicating via messages. Message exchange is
synchronized with respect to a global, discrete time-base. This computational model
supports a high degree of modularity. The discrete time base abstracts from
implementation details such as detailed timing or communication mechanisms because
the usage of timing information below that chosen granularity of observable discrete
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clock ticks is avoided. The message-based time-synchronous communication model
caters for both periodic and sporadic communication behavior.

Figure 16 shows the different views supporting seamless model-based development in
AF3. An AUTOFOCUS 3 system model is divided into several models providing
different levels of abstraction, while supporting different views on the system model
[201]:

e The Requirements Specification and Analysis View provides for specification,
documentation, and analysis of the requirements of a system.

e The Logical Architecture View of a system is defined by means of components
communicating via message passing through directed, typed channels, using a
clearly defined model of computation. Components can directly implement be-
havior or consist of other components that do so.

e The Technical Architecture View describes a hardware topology that is com-
posed of hardware units, e.g. CPUs of a multi-core board, hardware ports (sensors
or actuators), busses and a shared-memory component.

Furthermore, AF3 supports so-called integrated or weaving models as introduced in
section 4.6.2, which hold information from different levels of abstraction and thereby
connect them. The Deployment view is one example of such an integrated model, which
maps elements from the Logical Architecture to elements of the Technical
Architecture, providing traceability between modeling artifacts.

5.2 Capturing Safety Mechanism Patterns in AF3

Given its flexibility, expressiveness and support for multiple well-integrated modeling
views, AF3 is well-suited to support patterns reuse, and consequently there were attempts
— predating the work presented here — at integrating support for pattern reuse into AF3.
These earlier works were smaller in scope and had different goals. Namely, they
preliminary targeted the investigation of the practicality and usefulness of such a
capability. As with its counterparts in practical settings, the most useful of these attempts
focused on the obvious elements to be reused, in this case the logical architecture of
redundancy mechanisms, and were not interested in any other elements. This in essence
mirrors the fundamental problem our approach is trying to solve, namely the focus on the
central reusable artifact — which does not tell the whole story or allow for a correct reuse
in safety-critical context — to the detriment of all else.

This section will give a quick overview of the previous attempt and its drawbacks, as well
as the limitations it highlighted in AF3 in the context of Safety Mechanism Pattern reuse.
This is followed by a preliminary evaluation of AF3’s usefulness for capturing SMP, as
defined in the previous chapter. This preliminary evaluation guided the subsequent
activities to introduce support for safety mechanism reuse in the AF3 suite, as seen next.
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5.2.1 Previous Pattern Support in AF3

Earlier attempts at reusing architectural patterns in AF3 existed, such as [202], in which
the authors demonstrated how Homogenous Duplex Redundancy (HDR) and Triple
Modular Redundancy (TMR) could be integrated as patterns into AF3. The approach
works by allowing the user to right-click anywhere in the Logical Architecture view of
an open pre-existing AF3 model, and select one of the two patterns implemented
exemplarily to use. This then copied empty logical components — essentially a skeleton
conforming to the pattern — into the open AF3 model. The user could then copy his actual
components into the skeleton provided by the feature.

Before this work, AF3 had no pattern capability. The approach was successful in
demonstrating that design patterns can be supported in AF3 and that they are useful.
Practitioners who experimented with the feature gave positive feedback and voiced their
interest in having the functionality expanded.

The feature was however mainly limited by the capabilities of AF3 itself at the time and
hence that is the primary source of the major drawbacks:

e The approach is limited to copying logical component architectural snippets into
existing models, which then have to be filled by the user with their own functional
components.

e Updates to the existing patterns could only be carried out (at code level) by the
developer.

e Normal users of AF3 could not expand the feature with other patterns.

e The approach was limited to logical components. All other artifacts necessary to
support the reuse of the design pattern and capture the necessary attributes could
not be included into the reusable feature.

AF3 had no support for safety case argumentation. More importantly, it also had no
support for a reusable pattern library. The patterns featured here had to be manually hard-
coded into the tool, rendering this approach unusable to a normal tool user.

The lack of ability to integrate other artifacts generated in AF3 to support the correct reuse
of design patterns in a safety-critical context was also a particularly relevant drawback.
Indeed, the patterns implemented exemplarily here would have especially benefitted from
this support, because they are both variations of the N-Homogenous Redundancy design
pattern. Limiting their consideration to logical components greatly reduces the usefulness
of the captured pattern, as such descriptions are almost pointless, unless one can maintain
a link to a deployment strategy that ensures the redundant components are deployed on
different hardware resources.

The analysis of this work shaped our future activities regarding the introduction of support
for reusable pattern libraries in AF3, as will be seen in the following sections. But first,
we will evaluate how AF3 initially documented Safety Mechanism Patterns with its
feature set at the time.
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5.2.2 First evaluation of AF3 for capturing Safety Mechanism Patterns

It is important to note that the previous experimental pattern implementations — such as
the one described in the previous subsection — were carried out on a development branch
and were not included into the standard functional repertoire of AF3 due to their limited
usability. Hence, AF3 officially had no support for patterns whatsoever. Nevertheless, we
will assume the previous implementation was functional and, on that basis, evaluate how
AF3 could have handled the documentation of Safety Mechanism Patterns. This is done
by analyzing which of the attributes — defined in section 4.5.1 — can be captured into the
tool and to which extent, rated according to the evaluation scheme introduced in section
4.9.

Table 7: Evaluation of SMP coverage in AF3 before implementation of our approach,

reproduced from [184]

Attribute Symbol | Evaluation Remarks Score

Name N Captured in the feature. 1.00

Rationale R Could be captured by AF3, but was not part of | 0.50
the feature.

Motivation M Could be captured by AF3 along with other | 0.25
requirements, but was not part of the feature.

Applicability A Partially captured in the reusable Logical | 0.50
Architecture but needed further details.

Structure S Captured for the most part in the reusable Logical | 0.75
Architecture.

Participants P Implicitly captured for the most part in the | 0.50

structure of the reusable Logical Architecture,
but would have benefitted from increased
elucidation.

Collaborations | CL Implicitly partially captured in the structure of | 0.25
the reusable Logical Architecture, but would
have benefitted greatly from argumentation
descriptions.

Consequences | CN The usage was limited to copying Logical | 0.25
Architectures with predefined instantiation rules,
while all other attributes were missing.

Implementation | IM The components of the Logical Architecture | 0.75
captured most of the implementation
information, except the deployment rules.

Implications IC This part went completely missing, some of the | 0.25
impact on execution time and resources were
nevertheless inadvertently captured by AF3’s

semantics.
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Usage ucC This part is not handled in AF3 0.00
Classification
Example E The graphical interface of AF3 makes the | 0.50

captured Logical Architecture fairly easy to
understand, so we can consider it to be an
example. Some additional description would
have facilitated the understandability of the
pattern even more.

Related RP Not handled in AF3. 0.00
Patterns
Total Tally (out of 13) 5.50
Percentage 42.3%

It is important to note that the evaluation is only concerned with establishing a baseline
for AF3 capabilities before the implementation of our approach and should not be viewed
as an evaluation of earlier results, which had different goals anyhow.

5.2.3 Adapting AF3 to the pattern library approach

Based on the previous evaluation, AF3 was analyzed for reuse enhancement, leading to
the conclusion that the AF3 suite already had good potential to capture Safety Mechanism
Patterns and support their reuse. To achieve this potential AF3 had to be extended to
include two missing features. First, support for assurance argumentation and safety cases
— as discussed in detail in section 2.4 — was added. We then added a pattern library
mechanism allowing the bundling of development artifacts and argumentation elements
into a holistic approach for the correct reuse of SMP. This section will discuss the
introduction of these two features to AF3.

5.2.3.1 Addition of safety case support

As detailed in section 2.4.1, recent years have seen a marked shift in the regulatory
approach to ensuring system safety — away from a mere demonstration of compliance
with prescriptive safety codes and standards — and towards shifting the responsibility back
onto the developers and operators of the system, who should construct and present well-
reasoned arguments demonstrating that their systems achieve acceptable levels of safety.

A safety case is only as good as the information it captures, as discussed in section 2.4.4.
The integration of the product functional safety case into the tool suite containing the
actual development artifacts would greatly increase the argumentation strength. As AF3
already provided seamless model-based development capabilities, extending it to support
argumentation and safety cases was the logical next step.
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The first AF3 extensions introduced support modular GSN-based safety case
argumentation [200], in which our team made the following main contributions:

e The introduction of a model-based development approach integrating views for
the construction of a system and the argumentation about its functional safety.

e The provision of modular construction and argumentation principles within these
views, reflecting current requirements from the safety domain.

e The documentation and application of design decision, used simultaneously for
the construction of a system as well as the argumentation about its functional
safety.

5.2.3.2 Addition of Safety Mechanism Pattern-library
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Figure 17: lllustrative overview of candidate pattern library elements in AF3,
reproduced from [21]

To begin the implementation, we had to identify which AF3 artifacts would be parts of
the pattern library element. It is important to note that we did not wish to convert AF3
into a pattern documentation and reuse tool suite, but rather aimed at leveraging the many
preexisting features of AF3 for seamless model-based development to showcase the
approach and serve as a proof-of-concept. Its domain independence, along with its ease
of use and expansible feature set, is one of AF3’s strengths. With the addition of an
integrated Safety Case view, the potential for a high coverage of Safety Mechanism
Pattern attributes was guaranteed.
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An analysis of the AF3 feature set led us to identify potential artifact types and categories,
as well as their links, which could become elements of a pattern library. Expanding on
the generic structure given in Figure 11, we replaced the development artifact categories
on the left-hand side with artifacts from AF3, demonstrating what a pattern library in AF3
could look like, shown in Figure 17. This defined our pre-selection of mandatory
development and argumentation artifacts, necessary for a correct description of a pattern
and thus shaped our activities for the implementation of the approach, as explained in
detail in the following section.

5.3 Implementation of our approach in AF3 and resulting
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Figure 18: AF3 Pattern Library Element Data Model, reproduced from [196]

Having identified candidate AF3 artifacts, as discussed in the previous section, we
proceed in this section to focus on the structure and usage of AF3 elements forming a
library of reusable patterns, including the data models, library mechanism, and workflow
required to support seamless integration into the AF3 tool suite.

We designed a pattern library mechanism, which structures the development artifacts and
weaves them together with argumentation elements to support pattern capturing and
reuse. Figure 18 shows the structure model of the pattern library mechanism element in
AF3, comprised of development artifacts on the left-hand side, and the supporting safety
case on the right-hand side, needed to represent a Safety Mechanism. As discussed in
section 5.2.2, the safety case itself was recently added by the AF3 team. The structure
model of the Safety Mechanism Pattern Library and its weaving of development and
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argumentation artifacts to support pattern capturing and reuse is the author’s contribution,
shown in blue in the figure. The next sections discuss the implementation in detail.

5.3.1 Structure Model Elements

Figure 19 provides a closer look at the left-hand side of Figure 18, detailing the
development artifacts of the pattern library. The elements of the data model seen in the
figure are:

e SafetyMechanismPattern

This is a container object collecting information necessary for reuse, which is listed as a
Template of attributes and adapted to the context of safety mechanism patterns, as defined
in the previous two chapters. This element also provides direct traceability and allows for
a quick propagation and adaptation of changes across related patterns, increasing
confidence in reuse as well as the maintainability of the library.

e SafetyRequirement

This element details the requirement the pattern fulfils, as well as any safety related
attributes, e.g., Safety Integrity Level.

e SafetySpecification

A concrete description of the safety mechanism’s functional behavior and its interaction
with the environment, and serves as a basis for the implementation in a logical
component. It can be formal, e.g., in AF3 the behavior of safety mechanisms can be
captured in state automata.

e LogicalComponent

This element captures the implementation or concrete representation of a Safety
Mechanism at software level, whose definition includes transfer behavior, e.g., code
specification or a state automaton. It can be a composition of logical components which
collectively determine the Safety Mechanism’s behavior.

e LogicalArchitecture

This element defines the context of the safety mechanism pattern, by describing the
boundaries / interface of the LogicalComponent element implementing the mechanism as
well as giving a description of any other components involved.
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Figure 19: Pattern Library Element: Structure Model for Development Artifacts
reproduced from [196]

5.3.2 Structure Model Relations
The relationships between the model’s entities are as follows:

o fulfils

The use of the pattern fulfils the stated safety requirement(s).

e specifiedBy

This relation shows that a safety requirement is specified or brought to a more concrete
representation by one or more specifications of the implementation, providing the “how”
to the “what”. This relation is also bidirectional, because it could be that a solution
specification specifies one or more safety requirements.

e definedBy

A Safety Mechanism’s behavior is defined by its specification. This relation can also give
a description of the architectural context of the Safety Mechanism.

e determinedBy

The Safety Mechanism Pattern is determined by a unique structure or logical architecture.
e implementedBy

The Safety Mechanism is implemented at software level by a logical component.

e composedOf

A logical component can be composed of other logical components or simply direct
behavior descriptions, e.g., a code specification or a state automaton.

e composedBy
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This relationship shows that a logical architecture or context of a Safety Mechanism is
composed by at least two logical components, which interact with the Safety
Mechanism’s logical component. In its simplest form, one is an input and the other is an
output component.

e includes

This relationship indicates that a Safety Mechanism Pattern can include other patterns
within its structure. This entails inheritance of the respective safety requirements, safety
specification, logical component and the logical architecture of the related or reused
Safety Mechanism Pattern. The form and structure of inclusion has to be defined in a
case-by-case manner.

5.3.3 Mapping development artifacts to the Safety Case model

Having defined the development artifacts part of the structure model, a quick explanation
of their mapping to the corresponding elements in the SafetyCaseModel seen on the right-
hand side of Figure 18 is given next.

e SafetyRequirement — supportedby — Goal

The entry point to any reuse problem is a goal or requirement that has to be fulfilled,
which was solved before.

e SafetyMechanismPattern — supportedby — Strategy

The information captured in the Safety Mechanism Pattern and the information it contains
lays out a plan for solving the problem, i.e. a strategy, and helps explains the relation
between the elements of the pattern, most importantly their refinement and
decomposition.

e SafetySpecification — supportedby — Goal

A safety specification is mapped to the (sub-)goal entity in the Safety Case data model,
as it describes a refinement and decomposition of the higher-level goals towards
implementing a solution.

e LogicalComponent — supportedby — Solution
The logical component is the solution for the stated goal.
e LogicalArchitecture — supportedby — Context

The logical architecture provides context to the safety pattern and the logical component
and its implementation, without which the pattern is either meaningless or cannot be
described concisely.
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5.3.4 Guidelines for implementation and usage workflow

Our approach and the implementation support in AF3 envision two roles. A Safety
Mechanism Pattern Developer defines new patterns and documents them for later reuse
by a pattern User. We defined a workflow of activities to go with each role, which also
affects how the AF3 artifacts are handled and instantiated, as explained in detail in the
following subsections.

5.3.4.1 Pattern Developer Role
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Capture Logical Pattern has NO Complete missing
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Figure 20: Workflow steps for Safety Mechanism Pattern Developer Role in AF3,
reproduced from [203]

Figure 20 shows the steps a developer has to undertake to document a new Safety
Mechanism Pattern in AF3, some of which are optional. To support the Developer role a
comprehensive analysis of the numerous Safety Mechanisms provided in section 3.3 (and
seen in Figure 8) was carried out, which identified three archetypes of structures for
capturing Safety Mechanisms in AF3. To save a new Safety Mechanism, the Developer
has to decide which archetype best fits their need. The Developer is aided in this task by
a wizard, shown in Figure 21, which also assures that library elements cannot be created
without the mandatory information.

The individual steps for the Developer role are:

1- Create Safety Requirement

By designating a requirement as safety-relevant, a corresponding Safety Case is
automatically created.

2- Capture Safety Requirement

The Safety Requirement now has to be filled in with all relevant information. This is done
using MIRA — the Model-Based Integrated Requirements Specification and Analysis
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Tool in AF3, which also allows to check requirements for consistency and completeness,
as well as defining general maturity levels for requirements [204].

3- Capture Safety Specifications

Next, the Developer can specify the behavior of the Safety Mechanism formally, e.g.,
using tables or state automata. This allows for a formal verification of the implemented
Safety Mechanism, as well as the automated generation of test-cases, which can then be
used to check the system architecture specification against the requirements in a
continuous manner, as seen in [205].

4- Capture Logical Components and Architecture

The Developer can now begin with the actual implementation of the Safety Mechanism
Pattern, by defining logical components and their relations in the Logical Architecture
view in AF3. Referring to the description of AF3 provided in section 5.1, this includes
many aspects — such as typed directed ports — allowing for a detailed and precise
documentation of the pattern implementation.

If the pattern is implemented entirely in software and has no hardware aspects, the
Developer can skip to Step 7, otherwise we proceed to the next step.

5- Capture Technical Components and Architecture

Next, any hardware related implementation aspects are captured using the Technical
Architecture view in AF3. This allows the addition of hardware resources, such as
computation nodes and communication busses, as well as specifying the properties of
these nodes, such as power consumption, memory capacity.

6- Capture Deployment Rules

AF3 allows a precise definition of deployment rules to govern the allocation of logical
components to computational resources (nodes). Furthermore, it is possible to use the
Design Space Exploration®' capability of AF3 to generate deployments and schedules
optimized to fulfill multiple criteria, such as worst case execution time, memory
constraints, bus loads or power consumption, but also safety constraints, such as ASIL-
decomposition and random hardware failure probabilities, as we had demonstrated in
[206].

31Defined as a process of systematically finding a solution from a set of possible designs, with respect to a
set of given constraints.
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Figure 21: AF3 Safety Mechanism Pattern Developer Wizard Interface, reproduced
from [196]

7- Complete Safety Case Links

In order to make use of the integrated argumentation capability in AF3, the Developer
has to build the safety case — arguing the use and functionality of the Safety Mechanism
Pattern he is developing — and link all its elements to the corresponding development
artifacts in the other AF3 views (Requirements and Specification — Logical
Architecture — Technical Architecture — Deployment). More information about the
integration of Safety Cases in AF3 is provided in [200].

8- Complete missing / additional Pattern Information

Finally, the wizard guides the Developer to provide additional pattern information, such
as the pattern classification. As will be seen in the evaluation in section 5.4, although the
approach brought significant improvements to AF3’s capability of capturing Safety
Mechanism Patterns for reuse, some of the required pattern attributes are still nevertheless
not satisfactorily captured in AF3’s artifacts — especially implications and consequences.
We appended the library mechanism with the capability to add some short textual
information to enhance the documentation qualities of these attributes. This is meant as a
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stop-gap until AF3 capabilities improve enough to allow capturing the information solely
in modeling artifacts. These shortcomings are factored into the subsequent evaluation.

Throughout this process, the Developer is guided by the wizard, whose interface can be
seen in Figure 21, which makes sure that all mandatory information, necessary for the
correct documentation of the Safety Mechanism Pattern attributes, is provided into the
library element. The new Safety Mechanism Pattern can now be saved as an element of
the pattern library, where it is accessible to other AF3 pattern Users.

5.3.4.2 Pattern User Role

For the User role, we must differentiate between using the library element in an already
existing project, which we will call Augmentation, or in a Greenfield one — that is, a new
project that lacks any constraints imposed by prior work. The pattern library deployment
wizard offers both options to the User, who must select the suitable one based on their
needs and use-case.

Greenfield mode

In the Greenfield mode, the User is not bound to a pre-existing project or design, but
needs a redundant design for their function, application, or system. They wish to start
with a comprehensive structure model that includes all the necessary artifacts and then
fill in details and add other model elements to it later. The User select the pattern, which
is then copied with all its relevant artifacts and their relations into the AF3 project. The
User can now proceed to add information and modeling artifacts as he pleases.

Augmentation mode

In this mode, the User is allowed to apply the pattern to pre-existing AF3 modeling
elements. For instance, selecting a component then choosing to apply a redundancy
pattern to it. This entails more than the mere copying of components and artifacts from
the pattern library. The analysis of the structure of the Safety Mechanisms, as well as an
analysis of the usage roles and modes, led to the identification of three categories for the
instantiation and deployment of the artifacts captured in the library element. Taking the
usage scenario into account, these categories define how each artifact in the library
element will be added into the development environment. These categories are:

o Copy: Artifacts are copied into the environment as is. SafetyRequirements,
and SafetySpecification elements, along with all the SafetyCaseModel artifacts, are
treated in this manner, as they are clearly defined static elements that do need to be
changed upon usage.

. Instance: artifacts are to be instantiated upon usage. This may include the
input of some parameters by the users. LogicalComponent entities are always used in
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this manner. LogicalArchitecture elements are treated in this manner only if the usage
mode is Greenfield.

. Replace: Artifacts are replaced by ones existing in the model. This mode
applies to LogicalArchitecture elements and is obviously only usable when deploying
the library element into a preexisting model. E.g., logical components stored in the
library element to describe the interaction of the central safety mechanism component
with its environment are replaced by existing components from the model, to which
the library pattern / safety mechanism is to be applied.

The deployment of the library elements is guided by a wizard, whose function it is, among
others, to ensure that library elements are deployed seamlessly. To that end, the wizard
prompts the user at each step to link / map the components of the inserted library to their
counterparts in the existing model. E.g., a comparator deployment prompts the user to
select the two components whose outputs are to be compared, as well as the original
requirement, which prompted the deployment of the comparator safety mechanism from
the library in the first place. The development process still has to be monitored and
approved at key decision points by a human expert. The Augmentation mode is still a
work in progress, but it has been fully specified for implementation.

5.3.5 Extended Structure Model
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Figure 22: AF3 Pattern Library Extended Data Model, adapted from [196]

The structure model introduced in section 5.3.1 represents the absolute minimum set of
artifacts necessary to represent a Safety Mechanism Pattern in AF3. The library structure
1s, however, incomplete for the redundancy example without the TechnicalArchitecture
view, providing hardware resources, and without capturing the deployment rules, which
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determine how the software components are assigned to the hardware resources. This is
a new piece of information and gives rise to the need to extend the structure model with
optional elements beyond the basic ones previously shown in Figure 18.

To encapsulate more information, such as the deployment rule, or facilitate a refinement
of the specification to support the categories provided by ISO26262 in its functional and
technical safety concepts, we extended the structure model as shown in Figure 22, with
the new elements TechnicalComponent and TechnicalArchitecture.

The extended model shown here is only meant as an example. Other elements containing
information pertaining to the suitability of the safety mechanism, such as tests or analyses,
could also be introduced as needed. Also shown is an expanded safety case modeling
view, which supports extended GSN elements allowing the construction and reuse of
modular safety cases. These implementations are not the focus of this thesis. More details
are provided in [198], and Appendix A2.

5.3.6 Implementation examples in AF3

After having in essence analyzed all the Safety Mechanisms discussed in section 3.3 (and
seen in Figure 8), we chose to exemplarily implement several of them in AF3, such as:
loo2Voting; Comparison; RangeCheck; and HomogeneousDuplexRedundancy (HDR).

For brevity, this section will be limited to demonstrating RangeCheck, a fairly simple
pattern, and the HDR example, which is the most complex of them, representing a
composite pattern, which includes both the Comparison and RangeCheck patterns.
Additional examples are provided in more details in Appendix A3, with the AF3
implementations being covered in detail in [198].

5.3.6.1 RangeCheck

A range checker 1s a Safety Mechanism designed to detect invalid or corrupted data within
a given context, by testing whether the input value is within a pre-specified range. This is
a very useful plausibilization and data integrity check. For instance, if the controller of an
adaptive cruise control (ACC) system receives false data — due to function or
communication errors — signaling that the gap to the car in front has a negative value and
applies this value unaltered, this could lead to an unnecessary emergency braking
maneuver that could endanger the driver’s life and that of other road users.

Range checks can also be used with comparators that offer a tolerance margin, where the
comparison turns into a range check of the target value including its tolerance interval.
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Figure 23: AF3 implementation example — RangeCheck: LogicalArchitecture [198]

The structure of the RangeCheck pattern can be seen in Figure 23, which captures its
interaction with the environment using the LogicalArchitecture view. The corresponding
safety case is shown in Figure 24. Its elements are linked to the supporting development
artifacts using the library mechanism.
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Figure 24: AF3 implementation example — RangeCheck: SafetyCase [198]

Note how the safety case elements especially support capturing the Participants and
Collaboration attributes, by capturing contextual information such as component
description as well as the definition of minimum and maximum values for the range
checker, and integrating it into the general argumentation.
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Figure 25: AF3 implementation example — HDR: LogicalComponent, reproduced from
[196]

HDR, whose schematic was previously introduced in section 1.1, is a hardware-based
Safety Mechanism Pattern designed to counteract random hardware failures — relying on
the notion that it is highly unlikely for two identical components to suffer a random fault
simultaneously. HDR is especially useful in the context of embedded safety-critical
systems with no fail-safe state, where fault identification is nevertheless possible. It is

used to increase a system’s reliability — and subsequently safety — by duplicating the
critical component.
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Figure 26: AF3 implementation example — HDR: LogicalArchitecture, reproduced from

[196]
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The inner workings of the HDR pattern can be seen in Figure 25, which captures how the
logical component implements its functionality, including its interaction with the
included RangeCheck pattern logical component.

The interaction of the HDR Safety Mechanism with its environment is captured in the
LogicalArchitecture element shown in Figure 26, with the corresponding Deployment
view containing the TechnicalArchitecture platform view shown in Figure 27.

The ability to save the deployment rules in the pattern is very important, as it allows the
correct allocation of logical components to hardware resources, in this case assuring the
correct functionality of the Safety Mechanism Pattern.
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Figure 27: AF3 implementation example — HDR: Deployment to TechnicalArchitecture,
reproduced from [196]

The supporting safety case is shown exploded in Figure 28. Using the relations described
in the GSN*? standard [58] and implemented in AF3, it is possible to perform
completeness and consistency checks on the safety case, such as “solutions must stem
from goals and no other elements” or “no open goals remain”. Using the extended GSN
elements — supporting modular reusable safety cases — shown in Figure 22, the HDR
safety case also incorporates the safety cases of RangeCheck and Comparison, at the
appropriate location.

Not shown but also implemented with AF3, are the corresponding requirements of any of
the central LogicalComponent elements, e.g., the Comparator, as well as the formal
specification of mechanism behavior, allowing automatic test suite generation, as
discussed in section 5.1.

32 More details provided in Appendix Al.



Instantiation in AutoFOCUS3 — a Research CASE Tool 129

of I'%g N 0000 BHe8
@ Model Navigator 82 = O || @) ArgumentModule & = O [Z] Model Elements 32

@s X type filter text

» 33 Loo2Voting

G
> oo 2

5 Comparison The system must guarantee its functioning when a failure occurs. Qcaal
¥ > HOR Py ® Option Entity

P i Requirements Analysis © Away Goal

» O Component Architecture © strategy
b o{22 Platform Architecture

InContextOf

Sensor ¢
‘ Qe Assure ogeneuos -
\‘ Component to be duplicated
InContext
Toporte S"\WW\«

a:
g 5 o
Suwl\edﬂy Sul p%eﬂw SMN SuDD&dBY
%) O (%] O (x] O (%]
k tor

= [ | ™ Create Safety Mechanism Pattern Project | 1 Properties 52 | M Safety Argument Properties

Argument Module

sveon
'© Model Markers 23

IOk

Figure 28: AF3 implementation example — HDR: SafetyCase, reproduced from [196]

5.4 Evaluation of Safety Mechanism Pattern Coverage in AF3

In conformance with our approach’s stated target of avoiding the typically purely verbose
nature of capturing pattern attributes, our use of a model-based tool suite means that we
are able to integrate this information and capture most of it into the elements of the
structure model. There still are, however, some limitations:

e AF3 does not support a dysfunctional component behavior view — describing the
possible malfunctioning behavior of components — and as such, it is not possible
to capture the failure modes of components explicitly. In turn, this makes it diffi-
cult to precisely describe the Rationale and Motivation, as well as Applicability,
of a Safety Mechanism Pattern, for which failure modes are a key motivator and
essential piece of information.

e AF3 does not support failure propagation analyses. This decreases the quality of
capturing Applicability, Participants, and Collaborations, because these attributes
are all best explained through the improvement in failure handling provided by
the Safety Mechanism Pattern. This improvement cannot be captured explicitly in
a dedicated view.

e Qur pattern library implementation currently only supports pattern Inclusion rela-
tions, but not Specialization. Pattern Inclusion is only partially automated, as we
still have to manually define how the correlating artifacts in each pattern interact.
The link between the patterns guarantees a traceability and maintainability of the
complex (composite) pattern.

Nevertheless, we were confident that the quality of attribute capturing and pattern reuse
in AF3 had greatly improved with the newly added safety case support and our dedicated
Safety Mechanism Pattern Library to AF3. To test this, we once more performed the
evaluation previously carried out in section 5.2.2, with the following results:
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Table 8: Evaluation of SMP coverage in AF3 after implementation of our approach,

reproduced from [184]

Attribute

Symbol

Evaluation Remarks

Score

Name

N

Captured in the name of the Safety
Mechanism Pattern itself.

1.00

Rationale

R

This attribute is captured in the
SafetyRequirement entity and supported by
the Safety Case Elements. Somewhat limited
by missing dysfunctional view and generic
requirements artifacts in AF3.

0.75

Motivation

This attribute provides the rationale behind
using the pattern and is captured in the
SafetyRequirement entity, with any
additional, implementation-specific
information being captured in the
SafetySpecification entity, and supported by
the Safety Case elements. Also somewhat
limited by missing dysfunctional view in
AF3.

0.75

Applicability

Describes the architectural context of the
safety mechanism as well as instantiation
information and is captured by the
LogicalArchitecture entity and augmented by
the workflow described in section 5.3.4.
Somewhat limited by missing dysfunctional
view and support for failure propagation
analysis in AF3.

0.75

Structure

This attribute is captured by the entities
LogicalComponent and LogicalArchitecture
and their relation and supported by data
model of the pattern library approach.

0.75

Participants

Captured at an interaction level by the
LogicalArchitecture entity and at a structural
level by the structure of the Safety
Mechanism Pattern library.

0.75

Collaborations

CL

This attribute is captured by the structure of
the safety mechanism library and the safety
case supporting it. Somewhat limited by
missing dysfunctional view and failure
propagation analyses in AF3.

0.75
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Consequences

CN

The parts of this attribute describing which
components in the logical architecture or
inside the Safety Mechanism’s component
have to be instantiated or further developed
upon usage are captured in the structure
model as well as in the workflow described in
section 5.3.4. Limited by missing
dysfunctional view and failure propagation
analyses in AF3.

0.50

Implementation

Is for the most part captured in the
SafetySpecification entity as well as the
entities LogicalComponent and
LogicalArchitecture and their relation.
Somewhat limited by missing dysfunctional
view and failure propagation analyses in
AF3.

0.75

Implications

Is still not supported very well. Out of the
constituent aspects reliability, modifiability,
costs and execution time, only the latter two
could be improved due to the added ability to
capture deployment relations and
TechnicalArchitecture models in the pattern
library. Reliability analysis requires tool
support for dysfunctional description and
failure propagation.

0.50

Usage
Classification

ucC

States to which category of Safety
Mechanisms (Fault Avoidance, Error
Detection and Error Containment/Handling —
see section 3.3) the pattern belongs, and is
captured as a textual attribute in the library
element container, but would benefit from a
more general classification scheme which
also incorporates failure propagation analysis
and allows the automated inheritance of
practical functional and dysfunctional
behavior aspects.

0.50

Example

The graphical interface of AF3 makes the
captured Logical Architecture fairly easy to
understand, so we can consider it to be an
example. Some additional description would
have facilitated the understandability of the
pattern even more. We are considering

0.75
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adding some visual aids to the pattern library
wizard to help the user understand how the
pattern’s elements collaborate to carry out the
functionality.

Related Patterns |RP This attribute is captured in the data model 0.50
for inclusion relations by the recursive
aggregation relation of the
SafetyMechanismPattern entity. The
implementation is incomplete and ongoing —
limiting the propagation of pattern attribute

relations to a semi-automatic support.
Total Tally (out of 13) 9.00
Percentage 69.2%

The results show a significant improvement in AF3’s ability to capture Safety Mechanism
Patterns for reuse. We interpret this as a validation of the approach’s premise based on
predefining the information targeted for capture in the model-based development
environment independently of the environment itself.

The shortcomings exposed by the evaluation reflect limitations due to the domain-
independent nature of AF3, with many of the missing features being very specific to tools
specifically developed for safety-critical embedded systems application development.
Some of the ongoing implementation works may yet improve the results by a small
margin.

5.5 Summary

This chapter presented the first instantiation of the proposed reuse approach within the
AutoFOCUS3 research CASE tool. The goal was to assess feasibility and implementation
effort in a domain-independent modeling environment and to evaluate the impact of the
approach on the completeness and adequacy of solution capture. An initial baseline
evaluation of the tool’s native reuse capability was followed by a structured enhancement
of its meta-model and workflow using the MODPAL framework, resulting in a tool-
supported pattern library implementation for safety mechanisms.

The implemented data model, usage workflows, and role definitions were described in
detail, and a concrete implementation example was provided to illustrate practical
application (with further examples available in Appendix B). The results showed a
marked improvement—over 25% increase in attribute capture coverage—confirming the
feasibility and effectiveness of the approach within a generic tool setting.

While the evaluation necessarily involved a degree of subjectivity, the focus remained on
comparative impact rather than absolute metrics. As such, the results clearly demonstrate
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the added value of the structured approach and its ability to guide meaningful tool
enhancement for reuse.

The next chapter builds on these findings by applying the approach in a domain-specific
context, evaluating whether domain adequacy and modeling richness further influence
the effectiveness and ease of reuse framework instantiation.
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6 Instantiation in SAFE — an Automotive Safety Modeling
Framework

This chapter presents the second evaluation of the approach, done within the automotive
domain-specific SAFE Technology Platform. The work presented here is based on
research activities carried out by the author leading to specifications within the integrated
development environment for the ITEA2 SAFE?*?* / EUROSTARS Safe-E project, with
proof-of-concept implementations in AF3. The initial results were well received by the
reviewing OEM advisory board and industry experts of the SAFE project and published
in a publicly available deliverable [197], as presented in section 1.7. The evaluator builds
upon initial concepts developed by the SAFE/Safe-E project partners in [130] and [207].

The evaluation leverages the capabilities of the SAFE meta-model, which, by reusing
well-established constructs — such as EAST-ADL and AUTOSAR — and extending them
with safety specific information, allows a very precise description of automotive systems
in the context of safety-critical development. It was our assumption that such a highly
context-specific and content-rich platform would allow an even better capturing of Safety
Mechanisms than that possible in a domain-independent environment such as AF3.

To evaluate the instantiation, we first introduce the SAFE project and its meta-model and
technology platform, followed by a description of the work done to extend the SAFE
meta-model with safety case documentation capability. This is followed by an overview
of the existing safety mechanism description, and concluded with a mapping of our
approach onto the SAFE platform.

6.1 The SAFE Project

Increasing complexity due to new and emerging technologies as well as the imminent
introduction of the new automotive-specific functional safety standard 1SO26262 were
the main triggers for the SAFE/Safe-E project. Safety is a system aspect, which must be
considered during early design phases, first at system level, and then recursively at the
individual component levels, to guarantee correct development. The hitherto standard
practice of developing components independently — often by independent suppliers,
followed by “big-bang” integration by the automobile manufacturers had already reached
its limits towards handling the upcoming complex and interdependent systems, such as
new propulsion technologies and increasing levels of automation, and also reinforced the
divide between system development and safety engineering. The project aimed at
analyzing the emerging standard®*, and developing concepts for the ISO26262-compliant

33 http://www.safe-project.eu
3% Originally targeting a 2009/2010 start, the project finally began in July 2011, a few months before the
[SO26262 was introduced in November 2011.
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development of Safe Automotive soFtware architecturEs, the project’s acronym, while
reusing pre-existing established architecture descriptions such as AUTOSAR, to facilitate
integration and acceptance into the automobile industry. To cover such an ambitious
spectrum of topics, the project consortium consisted of 18 partners covering the
automotive supply chain — automobile manufacturers, Tier 1 suppliers, silicon suppliers
and tool developers, as well as academia — working together over the course of three and
a half years. Upon its successful conclusion at the end of 2014, the project was bestowed
with an award of excellence for its efforts in business impact and standardization by the
European research framework ITEA®®,

As discussed in section 2.3.1, the ISO26262 is an automotive-specific adaptation of the
generic basic standard (IEC 61508) for functional safety requirements in electrical and
electronic (E/E) systems. This adaptation can be applied to all operations during the safety
lifecycle of systems, their electrical and electronic components and software elements
include safety-related functions.

6.1.1 SAFE Meta-model Development Methodology

The increase in system complexity translates to complex software architectures that
require multiple views and abstraction layers to describe, and necessitate complex
analyses — as mandated by safety standards — involving a large and not seldom disparate
amount of information, as discussed in more detail in chapter 2.

In order to carry out these analyses in a model-based approach, it is necessary to capture
the required information in the meta-model. Seeing as the analyses, and thus the
information to be captured, range from abstract architecture description, through
requirements refinement and on to hardware metrics and SW/HW components, it
becomes necessary for the meta-model to be able to capture all this information [208].

The necessary information was collected by analyzing the ISO 26262 safety standard,
among other sources, and captured and refined in the form of requirements for the SAFE
Meta-Model. The requirements were then further refined and concentrated according to
the project scope. The refined requirements served as a basis for the specification and
implementation of the SAFE meta-model and Tool Platform, upon which the second
instantiation of our approach is constructed.

6.1.2 Reused frameworks

In order not to reinvent the wheel, existing modeling frameworks and architecture
description languages (ADL) where analyzed for suitability to the required purposes. The
next section gives a more detailed overview of EAST-ADL and AUTOSAR, the two
frameworks upon which the SAFE meta-model is built.

35 https://itead.org/project/safe.html
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6.1.2.1 East-ADL

Chief among these, the Electronics Architecture and Software Technology - Architecture
Description Language (EAST-ADL), which is an ADL based on concepts from UML,
SysML and AADL, but adapted for automotive needs and compliance with AUTOSAR.
EAST-ADL is optimized for top-down description in the automotive domain and is the
subject of numerous — past as well as ongoing — expansion and refinement research
projects. It was found to cover many (but not all) of the aspects required, especially those
pertaining to software architecture description. Most importantly, EAST-ADL offers
multiple abstraction levels and dedicated system views, as seen in Figure 29, to handle
various concerns and suit the needs of different stakeholders. The concept of abstraction
layers and system views was introduced in section 2.5.1.
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Figure 29: EAST-ADL Abstraction layers and System views model as applied to SAFE-
MF [209]

More recently — and well after the research works discussed here were finished — EAST-
ADL2 was introduced, as the second major iteration of the EAST-ADL architecture
description language, specifically designed to support the model-based development of
automotive embedded systems across all abstraction levels. Building on the original
EAST-ADL, version 2 refines and extends the language’s capability to represent the
complete automotive system lifecycle, from high-level vehicle features and functional
requirements to software, hardware, and implementation-level details. EAST-ADL2
emphasizes integration with AUTOSAR by aligning its lower abstraction levels with
AUTOSAR concepts, while maintaining higher-level constructs for requirements
engineering, functional modeling, variability management, and safety analysis. It enables
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traceability across abstraction layers, supports compliance with standards like ISO 26262,
and fosters reuse and consistency within large-scale, safety-critical automotive system
development projects.

EAST-ADL thus serves as a basis, from which the SAFE Meta-Model is introduced as
an extension package. This only got us halfway, as EAST-ADL remains a fairly abstract
high-level description, while all analyses and information pertaining to the development
of safety-critical product ultimately have to be assigned to components; in our case in
AUTOSAR, described in more detail in the next section.

6.1.2.2 AUTOSAR

AUTOSAR Interface ” AUTOSAR Interface ' AUTOSAR Interface AUTOSAR Interface
N s A S

_ &  AUTOSAR Middeware
AUTOSAR Runtime Environment (RTE)

*

Sfendurcized Stnderdized Standardized AUTOSAR Interface AUTOSAR Interface

Interface AUTOSAR Interface Interface

ECU Complex

Abstraction Device
Drivers
Standardized

lm:rl:}a

o

B ‘éﬁr;hrdz;&
Interface

avesau)
pazpiepues

Microcontroller
Abstraction

ECU-Hardware

gg_. 1 Gl

-

Figure 30: AUTOSAR System Architecture in 2015 as applied to SAFE-MF [210]

The AUTomotive Open System Architecture (AUTOSAR) is an open and standardized
automotive software architecture framework, jointly developed by vehicle manufacturers,
suppliers and tool developers, to facilitate and standardize software communication,
transfer and maintainability across hardware platforms [210]. AUTOSAR provides a
layered architecture that separates application software from hardware through well-
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defined interfaces, enabling portability, reusability, and interoperability across suppliers
and vehicle manufacturers (OEMs), as seen in Figure 30.

Newer versions of AUTOSAR offer both classic platforms — the original, which was the
only version available and considered at the time the SAFE-MF was being developed,
optimized for real-time embedded systems in traditional ECUs — and adaptive platforms
— geared towards so-called automotive high-performance computing®¢ for connected and
autonomous vehicles. It defines standard software modules, configuration mechanisms,
and a methodology for system software development, and is tightly aligned with industry
safety and quality standards such as ISO 26262 and ASPICE.

6.1.3 SAFE Meta-model Structure

Figure 31 shows a simplified overview of the SAFE meta-model as an extensions-
package of EAST-ADL, compliant to and implemented AUTOSAR components.
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Figure 31: SAFE Meta-model Extension [208]

Each of the packages in the safety extensions — whose class diagram is shown in the next
figure — is captured in an exhaustive 1SO26262-compliant artifact data model, with
complex relations guaranteeing consistency among the individual extensions, as well as
between the extensions and the linked EAST-ADL and AUTOSAR elements. This
complex structure of the SAFE meta-model underpins the extent of its expressiveness,
with a very high coverage of safety information required by the 1ISO26262. As explained
in [208], the salient point when considering the construction of the SAFE meta-model is
that EAST-ADL does not map directly onto AUTOSAR. There are large gaps in many
areas, much (sometimes conflicting) overlap in some areas, and some areas that simply

36 no relation to actual high-performance computing used in supercomputers and compute clusters to solve
advanced computation problems.
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do not directly match. Mapping EAST-ADL to AUTOSAR is thus best done within a
specific context; in this case the context is functional safety.
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Figure 32: SAFE Meta-model: Safety Extensions Class Diagram [197]

As such this gives rise to three kinds of artifacts in the SAFE meta-model:

existing artifacts perfectly suit the identified needs.

basis but some necessary information is missing.

covered in the existing modeling languages.

1:1 mapping onto existing EAST-ADL and AUTOSAR artifacts; the
Extensions of pre-existing artifacts; the existing artifacts provide a solid

New Artifacts; this necessary information was not available or adequately
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The last two types of artifacts present the majority of the work done in the SAFE project,
targeting the integration of safety information into the central meta-model and tooling
framework. We will be exploring two such extensions in the following subsections, which
are most relevant to Safety Mechanism capturing, starting with an extension carried out
by the author, Safety Case modeling.

6.2 Safety Case Modelling in SAFE

The 1S026262:2011 was one of the first safety standards to explicitly demand the
existence of a “safety case”, used to link safety goals to the solutions fulfilling them and
to demonstrate compliance with the standard. As explained in detail in section 2.4, safety
cases do not merely provide links from safety requirements to the artifacts fulfilling them,
but go beyond to providing a structure for the argument chain, which is often much more
complex than simple direct tracing between elements. Even simple safety cases may
involve linking many artifacts of different types into an argument chain to show how the
safety goal is fulfilled. However, this first version of the standard lacked detailed guidance
on constructing and evaluating these safety arguments, as discussed in [211].

As discussed in detail in section 2.4.2, given the varied and complex nature of the artifacts
a safety case for a complex system may have, introducing a dedicated view for safety
cases into the project’s model-based approach was a natural step, as it would facilitate
linking all the model-based artifacts provided by the SAFE meta-model.

We first started by analyzing safety case expression capabilities within EAST-ADL,
which we found unsatisfactory, and went on to extend the SAFE meta-model with safety
case elements based on GSN, as will be explained briefly in the next sections. More
details are provided in [197].

6.2.1 Safety Cases in EAST-ADL

EAST-ADL introduces different levels of abstraction within a hierarchical modeling
concept to facilitate handling the complexity of systems under development, as previously
seen in Figure 29. Besides the different abstraction levels, EAST-ADL includes several
dedicated packages, such as the variability package, the timing package, and the
dependability package which was of special interest for this work task. An overview of
the dependability package is given in Figure 33, featuring various sub-packages targeting
dependability concerns in the automotive domain. These include the basic artifacts
needed for expressing safety activities, such as hazards, hazardous events and safety
goals.
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Furthermore, EAST-ADL (referenced here in version 2.1.11 from 2013, as used in the
SAFE project) includes Safety Case description capability in the SafetyCase Sub-
Package, shown in Figure 34. It was our objective to reuse as much as possible of the
already existing content provided in EAST-ADL.
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Figure 34: EAST-ADL Safety Case [209]
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The main elements of the EAST-ADL safety case are [209]:

e Claim
A Claim represents a statement, the truth of which needs to be confirmed and
which has associations to the strategy for goal decomposition and to supported
arguments. It also holds associations to the evidences for the SafetyCase.

e Ground
A Claim is based on Grounds (evidences) - specific facts about a precise situation
that clarify and make good the Claim. Grounds represent statements that explain
how the SafetyCase Ground clarifies and make good the Claim. Grounds have
associations to the entities that are the evidences in the SafetyCase.

e Warrant
Warrant represents argumentation of the facts to the Claim in general ways. The
Warrant entity has associations with the decomposed goals and with the evidences
for the SafetyCase.

e The overall objective of an argument is to lead the evidence to the claim and
hence arguments are actions of inferring a conclusion from premised
propositions. An argument is considered valid if the conclusion can be logically
derived from its premises. An argument is considered sound if it is valid and all
premises are true.

The elements and their relations are in turn based on the Toulmin Model of
Argumentation defined in Stephen Toulmin’s 1958 work “Uses of Argumentation™ [212],
the main concept of which is shown graphically in Figure 35. The semantics — shortly
described — are: Data qualified by a Warrant (Argument) is deemed to satisfactorily
support a Claim, unless a Rebuttal can be found.

D S0 Q
Since K
Unless

D — Data W
W —Warrant
Q — Qualification R
C—Claim
R — Rebuttal

Figure 35: Toulmin Argumentation Concept Elements [57]
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Expressing context, which is a central concept of safety argumentation, and
differentiating assumptions from strategies or justifications, is difficult using this scheme.
Furthermore, Toulmin argumentation — as used here — follows a forward-facing
affirmative line of argumentation, i.e., the claim is valid unless refuted, which may be
useful when speaking of innocence in a court of law, but not conducive to good
engineering in the safety critical application domain. Safety engineers are indeed
encouraged to do the opposite, consider their systems as unsafe until proven otherwise.

We thus chose to discard the EAST-ADL safety case description and replace it with GSN.
This decision specifically provides us with the necessary argumentation elements, such
as context, assumption and justification elements, and also because of GSN’s neutral
argumentation semantics. Replacing the existing safety case extension in EAST-ADL
with GSN has already been suggested in several research projects, such as the proposed
safety case extensions for EAST-ADL in the ATESST?2 project®’.

6.2.2 Safety Cases in the SAFE Meta-model
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Figure 36: Safety Case class extension to SAFE meta-model [197]

37 Advancing Traffic Efficiency and Safety through Software Technology.
https://cordis.europa.eu/project/id/224442
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Using GSN as a reference, we extended the SAFE meta-model with a safety case package,
whose class proposed internal class diagram can be seen in Figure 36. The Safety Case
class is centered on the Safety Goal, which can be decomposed directly into 2 or more
goals or indirectly via the use of a strategy. Each goal shall resolve to at least one solution.
These rules, defined by the GSN standard [58], can be used in a model-based approach
to test safety cases for completeness and consistency. Contexts and justifications are
presented and assumptions can be included as well, with the safety goal forming the center
of the safety case structure. The GSN elements and relations shown in the figure were
previously introduced in section 2.4.3, with more details provided in Appendix Al.

Most importantly, with the introduction of safety case support to the SAFE meta-model,
the linking of development artifacts to safety case elements can be automated. For
instance, the Solution element, which represents any information that supports or proves
that the Goal it is connected to is in fact achieved, can contain information of many types,
as discussed in detail in section 2.4.2. Figure 37 presents how the Solution element can
be specialized to hold a wide array of information supporting the claim, simply via linking
it to general existing EAST-ADL classes that could supply this information.

GSN Argument
Classes ::
Solution
Solution :: Solution :: Solution ::
Analysis Report DesignSpecification Test Protocol
Solution :: Solution :: Solution ::
FMEAReport UnitTestProtocol FieldTestProtocol

Figure 37: Potential automation links form EAST-ADL elements to Safety Case Solution
[197]

SAFE meta-model artifacts which could potentially provide supporting information to
safety cases — and as such were prime candidates for automatic linking to the
corresponding safety case elements — were extensively analyzed. The analysis identified
many artifacts, highlighting the expressiveness of the SAFE meta-model and the large
potential benefits from automation via tool-support. The results are too large to include
in this thesis and can be found in section 8 of [197].
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Having thus introduced the capability of safety case expression into the SAFE meta-
model and highlighted the benefits of integrating and automating the links between safety
case elements and the development artifacts supporting them, we will next take a look at
the concept of Safety Mechanisms or “Tactics” in the SAFE meta-model, before finally
demonstrating the instantiation of our pattern library approach and evaluating it.

6.3 Safety Mechanisms and “Tactics” in the SAFE Meta-model

Similar to the integration of safety case modeling presented in the previous subsection,
the SAFE project targeted the integration of safety information pertaining to safety
mechanisms into the SAFE meta-model. The extension targeted the correct representation
of mechanisms from an architecture and modeling viewpoint, as well as linkage to
implementation components, for instance, AUTOSAR components, and inclusion of data
for code generation. The extension facilitates the decluttering of design and development
models, by providing a contingent for the description of Safety Mechanisms — called
“Tactics” by the SAFE colleagues — which would leave the models lean and free of
implementation information. This section will provide a brief overview of the safety
“Tactics” extension developed by the colleagues of the SAFE project, with more detailed
information in [130] and [207].
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Functional SafetyRequirement Tactic

- isSefetyGosl :Boolean
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1 +*handledSituaticn

Figure 38: Safety “Tactics” Class in the SAFE Meta-model [130]

Figure 38 gives a high level class description of the derivation and traceability as well as
classification of safety Tactics, according to the type of error management they offer
(avoid-detect-handle) [44], as introduced in section 3.3. The Tactic provides a container
for the classification, through which a dysfunctional view encompassing malfunction
modes for each tactic is captured, as well as the connection to malfunction instances
which are meant to be covered by the tactic.
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Traceability is guaranteed by the SAFE Meta-model satisfy mechanism linking hazard
description and subsequent analysis to the corresponding top level safety goal and onto
the concept to which the tactic and the requirements it fulfills belong.

On the other hand, the requirements are then refined through the multiple abstraction
layers supported in the SAFE Meta-model (through a mapping of system level views from
EAST-ADL to IS0O26262, for more details see the SAFE Meta-model description [132])
to the specification of Software Safety Requirements (SSR), which holds the tactic fine
description and carries the same name. This then links to implementation descriptions,
configurations and actual instances. As specified in [130], and demonstrated in [207],
using this structured description and the implementation specific information it captures,
it is possible to automatically generate code for the captured Tactics, with the generated
code complying with the specified target component architecture, for instance
AUTOSAR.
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Figure 39: Voter Tactic in SAFE Meta-model [130]

Figure 39 shows the class description of a Voter Tactic from the SAFE Meta-model. The
lower part of the figure shows the Tactic descriptor and the implementation specification
artifacts for both AUTOSAR components, and CHROMOSOME, an open-source
research middleware [213]. The instantiation of the Tactic classification mechanism
introduced in Figure 38, is seen in the upper half of Figure 39, as well as in the right hand
side of Figure 40, which presents a simpler Tactic, HealthMonitor, with
CHROMOSOME implementation only shown on the left hand-side of the figure.
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Figure 40: HealthMonitor Tactic in Safe Meta-model [130]

To fully appreciate the expressive power of the SAFE meta-model, we rearranged the
previous figure, such that the link between the classification aspects and the requirements
specification and implementation description be made explicit, through the inclusion of
the SAFE Meta-Model requirements structure representation.
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It is noteworthy that no direct link exists between the classification branch and the
implementation specification branch, which are connected only at the apex through
specialization of the requirements artifacts. To prevent model ambiguity through loss of
information and assure conformity between the two branches, a further categorization of
the functionality of the tactic was added to the tactic classification mechanism. This is
then matched to the tactic description Software Safety Requirement (SSR) using OCL3%.

6.4 Evaluation of Safety Mechanism Pattern Coverage in the SAFE
Platform

To better understand Tactic expression in the SAFE meta-model, we need to regroup the
artifacts from Figure 41 into abstract categories to more closely resemble the artifact
categorization introduced in Figure 11.

definedB
Requirements elineaby
satisfiedBy
* v supportedBy
Tactic | .. S
Description Classification
implementedBy SafetyCase
\ 4
Implementation

Figure 42: Abstract Artifact Structure for Tactic Library Approach in SAFE Meta-
model [197]

This regrouping gives us the following main high-level categories.

. Requirements

Requirement capturing in the SAFE meta-model builds on the already extensive
requirements expression capability of EAST-ADL, extending it with [SO26262-
compliant hazard description, as seen in Figure 4, and refinement and breakdown into
functional and technical safety concepts, as seen in the left hand side of Figure 41,
among many features. Coupled with support for malfunction behavior and failure
description, as well as failure propagation and cut-set analysis, this means that this
category is captured quite thoroughly.

. Tactic Specification (via Tactic Description and Tactic Classification)

38 Object Constraint Language is a precise text language UML extension used to provide constraint — as
well as object query — expressions for a meta-model, that cannot otherwise be expressed by diagrammatic
notation.
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Both categories comprise means of specifying the Tactic structure and relations,

including offering a classification of tactics into categories, and enriching the Tactic
description with information necessary for correct implementation.

Tactic Implementation

SAFE Tactics are linked to AUTOSAR or CHROMOSOME implementations, which
means that the implementation descriptions are very precise, with well-known
instantiation mechanisms, and plenty of information about their applicability and

consequences.

Extending these categories to be supported by the safety case extension of the SAFE

meta-model introduced in section 6.2, in a structured approach as shown in Figure 42, it
would be possible to capture most pattern attributes within the model elements.

Using this structure to map our pattern library approach onto the SAFE meta-model and

technology platform, we can evaluate the capturing of Safety Mechanism Patterns in
SAFE, as seen in the next table:

Table 9: Evaluation of SMP coverage in the SAFE Modeling Framework, reproduced

from [184]

Attribute

Symbol

Evaluation Remarks

Score

Name

N

Captured in the name of the Tactic and the
AUTOSAR or CHROMOSOME implementation
it links to.

1.00

Intent

This attribute is captured using the extensive
requirements expression capability of EAST-
ADL, extending using SAFE artifacts to cover
[SO26262-compliant hazard description, safety
concepts, support for malfunction behavior and
failure description and propagation.

1.00

Motivation

This attribute provides the rationale behind using
the pattern and is captured in the requirements
and safety concept artifacts of SAFE, and
supported by the Safety Case elements. This
combination provides for a strong coverage of
this attribute.

1.00

Applicability

Describes the architectural context of the safety
mechanism as well as instantiation information
and is captured by the Tactic Description
category, which includes not only clear links the
category of Safety Mechanisms (Fault
Avoidance, Error Detection and Error
Containment/Handling — see section 3.3) the

1.00
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pattern belongs to, but to the actual fault models
the patterns addresses. Furthermore, the links
from requirement to specification to actual
implementation artifacts means this attribute is
captured very well.

Structure

This attribute is captured by the Tactic
Description category, which clearly defines how
the pattern relates to other artifacts. The actual
implementations are standard AUTOSAR or
CHROMOSOME artifacts, so their internal
workings are well-known and documented.

1.00

Participants

Captured in the Tactic Description Category and
supported by the safety concept and safety case
artifacts in SAFE.

1.00

Collaborations

CL

This attributed is captured by the structure of the
Tactic element and the safety case supporting it.
It is further supported by the direct link to the
dysfunctional view and failure propagation
artifacts. A precise capturing is somewhat limited
by the lack of timing annotations in SAFE.

0.75

Consequences

CN

The parts of this attribute describing which
components in the logical architecture or inside
the Safety Mechanism’s component have to be
instantiated or further developed upon usage are
captured in the Tactic description and the
included implementation descriptions, which
allow a correct instantiation into multiple target
implementation  environments, such  as
AUTOSAR. This attribute is largely dependent
on tool support, and there are currently no tool
implementations covering the full-range of SAFE
specification and capability.

0.75

Implementation

M

Is captured very precisely by including
implementation-related information in the Tactic
Description, and then linking to standard, well-
defined and documented implementations in
target environments, such as AUTOSAR or
CHROMOSOME.

1.00
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Implications IC Is still not supported completely. Out of the | 0.75
constituent aspects reliability, modifiability,
costs and execution time, Reliability analysis
could be improved in comparison to the AF3
implementation — evaluated in section 5.4 — due
to the added ability to capture dysfunctional
description and failure propagation. A precise
capturing is further limited by the lack of timing
annotations in SAFE.

Usage ucC Is captured in the Tactic Classification artifact, | 0.75
Classification which not only clearly links the pattern to a
category of Safety Mechanisms (Fault
Avoidance, Error Detection and Error
Containment/Handling — see section 3.3), but to
the actual fault models the patterns addresses.
The benefit is nevertheless somewhat limited due
to the lack of Pattern Relation link to other
Tactics at the meta-model level, or indeed of any
description of what the pattern categories mean.
This denies the capacity for automated
inheritance  of practical functional and
dysfunctional behavior aspects between related
patterns in a category.

Example E Despite the great expressive power of the SAFE | 0.75
meta-model and technology platform, there are
still no standard tools implementing the entirety
of the SAFE scope. Tactics in SAFE have no
actual provision for examples. Assuming the
implementing tools will have some graphical
capability, the potential for capturing explanatory
examples will be very high, with the examples
being very detailed if needed, due to the
expressive power of the underlying meta-model.

Related Patterns | RP The Tactic categorization in SAFE is currently | 0.50
used to ensure consistency — via OCL — between
the requirements branch and the specification
branch of a Tactic, as seen in Figure 41: High-
level View on HealthMonitor Tactic [197]. It
does not contain any Pattern Relation link to other
Tactics at the meta-model level, or indeed any
description of what the pattern -categories

otherwise mean. This denies the capacity for
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automated inheritance of practical functional and
dysfunctional behavior aspects between related
patterns in a category.

Total Tally (out of 13) 11.25
Percentage 86.5%

The results show yet another significant improvement in the ability to capture Safety
Mechanism Patterns for reuse, compared to AF3’s — after improvement — as seen in
section 5.4. We interpret this as a validation of our hypothesis made in chapter 4, namely
that a more expressive and domain-specific environment, will allow a better capturing of
Safety Mechanisms Patterns. This result, in turn, validates our third postulated benefit of
the approach, which is to encourage practitioners to look beyond the limitations of their
current tool-chain and onto means for correctly capturing the information needed. This
bolsters the approach’s premise, based on pre-defining the information targeted for
capture in a model-based development environment independently of the environment
itself, and then capturing it evaluatively in the development environment.

The shortcomings exposed by the evaluation reflect limitations in the SAFE meta-model
and platform. For instance, testing and timing are both aspects not covered in SAFE, with
the impact being felt in the coverage of attributes such as Collaborations, Consequences
and Implications. Related Patterns are also not captured well in SAFE, as the Tactic does
not contain any Pattern Relation link to other Tactics at the meta-model level, or indeed
any description of what the pattern categories otherwise mean. This denies the capacity
for automated inheritance of practical functional and dysfunctional behavior aspects
between related patterns in a category. A deeper investigation into pattern relations for
this design pattern category, such as the contribution made by the author in section 4.7.2,
were not within the scope of work the authors of the SAFE Tactic extension focused on.

6.5 Summary

This chapter presented the second instantiation of the MODPAL reuse approach,
demonstrating its applicability beyond the original AutoFOCUS3 environment by
successfully instantiating it within the SAFE platform — a domain-specific modeling
framework for automotive safety. This cross-platform instantiation confirms that the
approach is not bound to a specific tooling ecosystem and can be transferred to other
development environments, reinforcing its generalizability and practical feasibility.
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A secondary objective was to explore the impact of domain adequacy on reuse
performance. The SAFE platform — featuring safety-focused modeling constructs and
integrated safety case support, the latter implemented by the author as part of a publicly
documented contribution to the corresponding ITEA2 European research project —
offered a richer, more semantically aligned environment. The comparative evaluation of
the SAFE instantiation against the extended AutoFOCUS3 implementation revealed an
additional 20% improvement in attribute capture (rising from 69% to 89%) achieved out
of the box, without requiring further adaptation or extension work. This underlines the
critical role of domain adequacy and content richness in enabling effective reuse.

As with the previous chapter, the evaluation is comparative and not intended to produce
absolute tool ratings. It confirms MODPAL’s adaptability and highlights the role of
modeling framework expressiveness in enabling systematic reuse. The next chapter
builds on these findings, applying the generalized approach in a real-world industrial
setting.
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7 Instantiation in COREPA?®*® — a Generalized Industrial Case Study

In this section we will discuss the generalization of the approach and its instantiation in an
industrial setting.

This case study establishes the general applicability and feasibility of our approach, along with
evaluations of improvements achieved and demonstrations of the guided and prioritized
evaluation and enhancement of development environment and tooling capabilities, and is rounded
up by a systematic expert survey.

Disclaimer: Much of the detailed information regarding this case study, which continues the
research efforts described in earlier phases, is proprietary and continues to be actively used by the
author's former employer, a globally leading automotive Tier-1 supplier. Consequently, we have
limited the material included in this chapter to information that has been officially released
through prior public channels, including conference submissions and industrial presentations.
Nonetheless, the results provided clearly illustrate the applicability, utility and positive impact of
our approach to a broader problem type: the development of a large-scale component and
architecture knowledge base for reusing automotive system solutions in an industrial context.

Statement on Survey Data Collection, Usage, and Anonymization

The survey responses collected for the evaluation and validation of the proposed approach were
obtained through a voluntary and pseudonymized survey conducted internally at a globally
leading automotive Tier-1 supplier — referred to from this point forward as the Company — for the
purpose of evaluating and improving an MBSE-enabled architecture knowledge capturing and
system solution reuse approach. Prior to survey distribution, all applicable internal guidelines
regarding surveys, data protection, and participant privacy rights were carefully followed, and the
necessary approvals from the designated internal authorities were obtained. Participants were
explicitly informed at the outset that their participation was voluntary, that their responses would
be anonymous to both the survey conductors and management, and that their answers would be
used strictly for evaluation purposes. No directly personally identifiable information was
collected.

The dissemination of findings through academic publication, aimed at verifying and
communicating the results, was explicitly planned and approved from the earliest planning stages
of the survey. A corresponding paper, referencing the survey and preliminary findings, was
submitted to an academic conference prior to the researcher’s departure from the Company,
evidencing the original intent for public academic dissemination. Although the paper was not
accepted for publication, this thesis continues that dissemination effort in line with the original
communicated intentions.

The data presented in the analysis chapters are aggregated and anonymized. For full transparency,
Appendix A5 includes the raw pseudonymized Likert-scale responses to survey items. No names,

39 COREPA refers to a component library and corresponding architecture knowledge capturing and solution reuse
framework in which the approach was initially instantiated and which was formerly used in this industrial setting.
The trademark associated with COREPA has since lapsed, and the name is referenced here solely for clarity and
continuity with prior academic publications by the author.
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direct identifiers, timestamps, or project-specific references are included, and participant order
has been reshuffled to further minimize any risk of re-identification. The use of this survey data
complies with established ethical research standards, including respect for participant
confidentiality, transparency of purpose, and academic integrity. No confidential business
information beyond the scope of the originally stated research objectives has been disclosed.

7.1 Research methodology

This chapter represents the Descriptive Study 1I (DS-II) phase of DRM, focused on evaluating the
developed support in an industrial, real-world context.

The work presented here follows the form of a longitudinal industrial case study conducted over
approximately eight years at a globally leading Tier 1 automotive supplier. In line with established
case study methodologies as discussed in [214] and [215], the study focused on a bounded case:
the application and evolution of a model-based framework within a specific organizational
context, enabling systematic reuse of architectural knowledge and defining a prioritized roadmap
of capability extensions leading to the synthesis of reference vehicle architectures.

Three characteristics define its longitudinal nature. First, the research was conducted over an
extended period, allowing for the observation of long-term effects and the co-evolution of the
framework and its context [215]. Second, the study involved multiple iterative phases, including
the initial instantiation of the reuse framework, its application via a scoring system to assess
development environments, targeted toolchain enhancements based on identified gaps, and
repeated re-evaluation cycles. These cycles enabled insights into the framework’s refinement over
time and its integration into evolving industrial practice [216]. Third, the study collected and
analyzed data from multiple sources — including artifact analysis, practitioner feedback, and a
final expert survey — to understand both process and outcomes in a dynamic real-world setting
[214].

In the final phase, a systematic survey was conducted among expert practitioners who had used
the approach over several years, capturing qualified insights on usability, effectiveness, and
organizational impact, thereby validating the support's real-world relevance and utility. Guidelines
derived from best practices in research methodology were collected and applied, as discussed in
section 7.3.1, with additional methodology and application rigor topics discussed where needed
in the subsequent section. The threats to the validity of the survey are discussed, together with
their mitigations, in section 7.3.4.

This multi-phase, time-extended evaluation reflects key principles of longitudinal industrial case
study research, emphasizing real-world relevance, iterative improvement, and sustained
observation over time, and rounds up our DRM-based research work.
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7.2 Instantiation of the Pattern Library approach in Industry

7.2.1 Background: COREPA Component Library

Driven by the incessant rise in the number of integrated control units, communication systems and
software components, managing architectural complexity in the automotive industry, let alone
mastering it, is becoming an increasingly difficult task. Combining the recent push towards
automated and autonomous driving systems with the rich array of functions and components the
Company offers, selecting the right set of functions necessary to fulfill the customers’ wishes and
needs, as well as the corresponding technical components and system design can quickly become
a daunting task without adequate methodical and tool support. As a leading automotive systems
supplier, the Company’s challenges are further increased by the sheer diversity of the designs its
numerous customers employ. The situation is exacerbated even further by the fact that these
complex functions are not the sole inhabitant of the technical components they are deployed on,
but must often harmoniously coexist with other advanced assistance functions and even share
resources with them as necessary.

The Company’s solution for managing the complexity and number of functions, components and
designs in which they can be combined centers around a reusable functional and technical
component library, COREPA (COmponent REadiness Preparation by Architecture analysis). In
its infancy, COREPA had the aim of capturing existing solutions (both functional and technical)
into models, and using these models to perform post hoc analyses of overlaps in both functional
and technical contexts, in order to recommend potential synergies and savings. The initial focus
of COREPA was on functionalities of one (of three) divisions of the company, which offered
Advanced Driver Assistance Systems (ADAS), braking solutions, and passive safety (e.g.,
airbags) and sensor solutions. A more future facing goal was to analyze anticipated future system
function bundles for a frontloading of potential synergetic savings into the development of the
relevant functionalities. One example of such a function bundle could be the set of functions and
technical components needed to achieve a 5-star rating in the Euro NCAP*’ standard crash test —
and their design(s) into a system architecture, as illustrated in the following figure.
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Figure 43: Features, Functions and Components in COREPA?!

40 European New Car Assessment Programme — an organization that evaluates vehicle safety performance through
crash tests and other assessments
4! Image by the author and copyright of the Company 2018, released since for multiple public events.
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Such a future analysis capability would enable an additional strategic goal: COREPA would play
a role in the definition of the technology roadmap for the Company’s products, by analyzing
synergies in product roadmaps, capturing key design drivers for future integrated systems and
identifying cornerstone future technologies. The reuse of available system design solution
descriptions — requirements, function descriptions, safety analyses and architecture designs — was
a secondary but increasingly important goal. System designs in COREPA are primarily modeled
using SysML, with functional components captured in a logical view, and technical components
in a physical view.

7.2.2 Approach to Instantiation & Research Foundations

In the longitudinal industrial case study presented in this chapter, the systematic reuse
methodology developed in this thesis was applied to an existing modeling component library at a
globally leading Tier-1 automotive supplier. The systems being combined in the modeling
component library were developed in isolated organizational silos, usually resulting in redundant
artifacts and significant inconsistencies, reducing efficiency and hampering combination and
effective reuse. Moreover, system architects typically attempted to anticipate systemic
interactions and emergent effects individually and without structured methodological support.
Such challenges were exacerbated by the growing complexity associated with increased functional
integration, automation, and connectivity in contemporary automotive systems. Initially, the
library employed informal and ad-hoc methods for combining individually developed systems,
performing a post hoc search for redundant components, and attempting to consolidate the domain
architectures and map the consolidated functional components onto technical assets. Together,
these issues formed a formidable set of contextual challenges.

During this industrial case study, the proposed reuse approach was initially applied in a limited
scope, discussed in section 7.2.3.1, strategically targeting an area where the potential for enhanced
reuse capability could be readily demonstrated through appropriate tooling support and
corresponding modeling extensions. This selective entry point was chosen for two primary
reasons. First, the implementation had to remain aligned with existing engineering
responsibilities, as the initiative was pursued alongside a full-time engineering role rather than
under a dedicated research assignment. Second, a focused, early-stage success was considered
crucial for building credibility and securing buy-in from both management and peers. The
resulting “quick win” not only demonstrated the feasibility of the approach but also laid the
groundwork for broader organizational interest in systematic reuse, enabling deeper and more
strategic iterations of the method.

Empowered by this success, the reuse approach evolved beyond its initial application, catalyzing
a foundational rethinking of both the reuse library and the company’s overarching MBSE strategy.
The ensuing discussions, running over the course of many years and in which the author played a
central role, contributed significantly to the formalization and harmonization of modeling
practices, including the standardization of core Systems Engineering processes and terminology.
As these initiatives gained traction, they supported the establishment of a company-wide systems
engineering capability development and qualification program — tailored in alignment with
INCOSE guidelines and recommendations — which the author co-created and led over multiple
years. The influence of this work extended to broader organizational dimensions, fostering critical
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discussions on collaboration practices and interdisciplinary integration. While these
transformations were initially driven informally by the author through peer-recognized expertise
in Systems and Safety Engineering and MBSE, they were later formalized through the author’s
appointment as Principal Expert for Systems Engineering and Architectures at the Vehicle and
Mobility Solution level within the organization.

On the technical reuse capability aspects — after the initial phase, a more systematic needs analysis
enabled by the model-based reuse approach introduced in this thesis indicated a clear need for a
structured, unified architectural framework to overcome the aforementioned set of contextual
challenges, one that is specifically aimed at enabling reuse and emphasizing commonalities.
Consequently, the concept of a reference architecture was introduced by the author and
operationalized within this industrial context. The definition and approach adopted in this thesis
integrate aspects from multiple established frameworks in literature—most notably, the
conceptualizations provided by Cloutier et al. [168] and Nakagawa et al. [170].

Cloutier et al. define a reference architecture as a generalized architectural framework
encompassing industry best practices, established patterns, and embedded architectural
knowledge, thereby serving as a reusable, standardized starting point for system design [168].
Adopting this perspective provided significant value, as it aligned closely with the need to
systematically capture, formalize, and embed tacit architectural knowledge and proven best
practices directly into the modeling library artifacts, transforming them from loosely organized
components into structured and reusable building blocks.

The main attributes that Cloutier highlights in defining a reference architecture include [168]:

Abstraction and Generality

A reference architecture is intentionally abstract to remain widely applicable. It defines essential
components, structures, and interactions, but avoids overly prescriptive or detailed specifications
that would limit applicability or innovation.

Reusability and Guidance

The core intent of reference architectures is to provide guidance for system architects and
designers, enabling efficient reuse of proven architectural solutions, thus avoiding repetitive
problem-solving.

Standardization and Best Practices

Reference architectures encapsulate industry standards, best practices, and proven methods within
a specific application domain, effectively reducing risk and fostering consistency across systems.

Knowledge Repository

They act as repositories of explicit architectural knowledge, capturing both design rationale and
experience-based solutions that practitioners can readily access, adapt, and apply to specific
implementations.
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However, the challenges faced within this particular industrial setting required going beyond
Cloutier’s general framework. Due to the parallel, siloed development of system solutions within
the organization, it became essential to explicitly address both the commonality and variability
across systems and domains. In this respect, the perspective of Nakagawa et al. [170] proved
particularly relevant. They describe a reference architecture as a set of standardized architectural
artifacts designed not only for reuse but explicitly structured to capture and manage domain-
specific commonalities and variabilities. This definition explicitly addresses challenges arising
from domain-specific redundancy and variability management — precisely the issue faced in the
case study due to parallel and isolated solution developments.

Thus, the reference architecture developed and instantiated in the case study effectively combined
these two perspectives. It provided standardized architectural patterns and explicitly embedded
design rationale and architectural knowledge (following Cloutier’s framework), and
simultaneously emphasized structured management and explicit maximization of system
commonalities (aligned with Nakagawa et al.). Consequently, the resulting reference architecture
facilitated highly structured, domain-specific reuse while dramatically reducing redundant
development artifacts. It also enabled a coordinated anticipation of systemic and emergent
behaviors that architects previously struggled to address individually. The architecture provided
a common platform to assess and ensure that systemic effects were correctly anticipated and
accounted for, crucial given the increasing complexity and interconnectedness of modern
automotive systems.

Furthermore, the reference architecture was enhanced through the reuse framework developed in
this thesis to provide automated calculations and synthesis of optimized deployment
configurations, significantly extending beyond traditional structural definitions of reference
architectures traditionally found in literature, as represented by Cloutier and Nakagawa and their
colleagues’ works, but also, for instance, by Bass, Clements, and Kazman [169], who primarily
emphasize standardized structural interfaces and software-level guidance. By integrating
automation and optimization capabilities, the implemented reference architecture thus
transcended purely structural standardization, offering active support for rigorous architecture
synthesis and optimization processes in practice.

In summary, the concept and instantiation of the reference architecture concept presented in this
chapter represent a purposeful integration of existing definitions. Cloutier’s emphasis on capturing
and embedding architectural patterns and knowledge, combined with Nakagawa et al.’s explicit
management of domain commonality and variability, provided a powerful framework to
systematically address previously siloed developments, reduce redundancy, enhance systemic
architectural integrity, and enable effective and automated reuse in complex, safety-critical
automotive contexts.

7.2.3 Applying the MODPAL approach to COREPA

7.2.3.1 Initial instantiation

Assessing the completeness or adequacy of the capturing of solutions in COREPA was a difficult
task, because there was no “definition of done”, i.e., no standardized structured definition of when
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a solution or component was described well enough in the models to allow analysis or reuse. Initial
queries to company experts attested between 70-80% adequacy and completeness, albeit
admitting that these were “only estimates”.

As part of a push to place the reuse aspect at the forefront of COREPA and increase the overall
maturity, we introduced the pattern library method to guide and provide structure for the reuse
process. We knew that many immediate workflow issues, e.g., partially automating deployment
calculations — with multi-criteria optimization including safety considerations — was possible, as
we had demonstrated this previously in [206]. The attribute catalogue used to capture Safety
Mechanisms for reuse was not adequate for this new context, and a new one had to be defined. To
lower the initial instantiation hurdle, we used the previous attribute catalogue as a starting point,
and condensed it during the investigation down to 7 standard attributes — well-known from Design
Pattern literature: (Name, Type, Description, Context, Applicability, Behavior, Implications).

A scoring scheme similar to the one used in the previous two use-cases — but adapted to this new
kind of reuse problem — was defined and an assessment was then carried out, similar to the
previous two case studies, to evaluate how well these attributes were covered by the current
models. The results were used to guide initial tool extensions to COREPA, including an initial
variant management (for different versions of the same functional component, e.g., a trajectory
planner) and arbitration capability, as well as a large undertaking to leverage modeling to integrate
multi-criteria architecture evaluation and deployment optimization into the COREPA capabilities.
This capability allowed automatic optimized deployment calculations of logical solutions to
technical components, leveraging formal Design Space Exploration (DSE) capabilities, the results
of which were published in [217]. The results of the evaluation of COREPA reuse adequacy —
before and after the completion of the first wave of tool extensions — are shown in the following
table:

Table 10: COREPA Evaluation Results before and after the first phase of applying the
approach, reproduced from [184]

Template Definition Evaluation Evaluation
Attribute before tool after tool
extensions extensions
Name Meaningful name of the item 1 1
Type Type of the item 1 1
Description | Short statement describing the item 1 1
Context Exemplary context in which the 0.75 1
item has been applied
Applicability | Specific usage limitations 0.25 0.5
Behavior Description of how the item 0 0.25
behaves as a black box
Implications | Impact on using this item on non- 0.25 1
functional requirements (safety,
execution time,...)
Total Tally (out of 7) 4.25 5.75
Percentage 60.7% 82%
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The result of this preliminary evaluation was pleasing as it showed significant improvement —
from 60,7% to 82% capturing quality. Tool improvements and extensions continued.

7.2.3.2 Expanded application of method & subsequent enhancements

Using this early success as a motivator, a more comprehensive attribute catalogue defining
multiple “reusable COREPA items” was defined, and the old evaluation was then revisited. The
exact attributes in this newer catalogue — along with the exact descriptions of the resulting
enhanced COREPA models, as well as those in newer iterations, are privileged intellectual
property of the Company in active use and can thus unfortunately not be included in this thesis.

The results of this new evaluation — the first of several to come — were more sobering; the
framework adequacy and completeness evaluation in capturing reusable items — before any of the
extensions carried out in the previous 2 years — dropped from 60.7% in the previous evaluation to
39.6%. The result of the older tool extensions — considered in the previous table — combined with
newer ones resulted in an evaluation of 72.9%, more clearly demonstrating how much work had
been done, and how much still needed to be done.

Subsequent iterations led to a cycle of expanded expectations towards the reuse capability,
assessments of the existing reuse capabilities, corresponding prioritized extensions of the tooling
and modeling frameworks, and repeated reevaluations. Stakeholder expectations were
systematically updated in regular interval every 2-3 years, while intermediate feedback was
regularly collected informally and integrated into ongoing tool and framework enhancements. The
newer attribute catalogues are used not only as a guide for which aspects of the framework to
develop next, but also as a gauge for the return on investment any framework development work
or tool extension would bring, by analyzing the projected improvement in the framework
evaluation vs. the expected effort/cost.

More importantly, the findings of these iterations extended beyond the direct tooling and reuse
model capabilities, and onto the necessary organizational enablement for reuse. These two
categories of enhancements are discussed in the following two subsections.

7.2.3.3 Enhancements to the MBSE Approach and Modeling Framework

Iterative applications of our method led to the identification of many key gaps in the existing
modeling approaches and precipitated substantial expansions of the existing MBSE approach and
modeling framework. Previously, the organization suffered from inconsistent terminology and a
fragmented modeling framework, impeding effective reuse. For instance, confusion between
technical and physical architecture concepts abounded, as the terms were used interchangeably.
Additionally, the term "functional architecture" was often misused to describe logical or solution-
specific views, prematurely situating modeling efforts in the solution space and neglecting critical
early-stage problem space explorations. Most modeling efforts were limited to a functional
architecture — in fact a logical view of the system, and a technical/physical architecture —
exclusively a physical view of the system, usually with part numbers. Relations between these
views were managed in an ad hoc fashion, with a high percentage of modeling capabilities left
unleveraged.



Instantiation in COREPA — a Generalized Industrial Case Study 162

Addressing these and other findings, a structured modeling framework with clearly defined and
consistently applied views was developed by the author, distinguishing clearly among operational,
functional, logical, technical, and physical views. In line with its strategic focus on Systems
Engineering excellence, the Company pursued a seamless model-driven engineering approach;
treating models as first-class citizens where relevant information is generated, not just stored. The
concepts of this multi-view modeling framework, seen on the next figure, form the foundation of
the Company’s central MBSE framework, with implementations driven by expert colleagues,
based on SAF*? [218], whose viewpoints are shown in the next figure.
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Figure 44: Viewpoints of SAF - see footnote [218]

The resultant framework fully embraces the separation-of-concerns and divide-and-conquer
paradigms, drawing on 1SO42010:2022 [80] and ISO15288:2023 [29] to define stakeholder
viewpoints as well as hierarchy and abstraction layers, as illustrated in the next figure. The
framework facilitated better reuse by ensuring earlier-stage synergies were recognized, such as
sharing resources among functionalities that could not operate concurrently (e.g., sensors,
software components and compute platform shared between highway automated driving and
automated parking features).

Another enhancement was brought about by introducing a distinct technical view. This technical
view allowed abstraction from concrete hardware components, enabling discussions around
abstract concepts such as compute nodes and communication channels. The approach emphasizes
frontloading design and analysis capabilities into the modeling framework. The resulting technical
metamodel enabled the application of formal methods to support automated allocation
relationships, eventually enabling complete synthesis of vehicle architectures from a predefined
pool of technical components.

“2The System Architecture Framework (SAF) is a domain-independent SysML-based system architecture framework
dedicated to support Model Based Systems Engineering (MBSE) of technical systems, which can be used
independently or complimentary to Enterprise Architectures. SAF is publicly accessible, and developed by the SAF
Working Group of GfSE - the German chapter of INCOSE.


https://gfse.org/
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Figure 45: Modeling Framework Views and Perspectives at the Company. Image by the author
and copyright of the Company, taken from a public event [219]

These enhancements enabled a significant shift from manual architecture definition, aggregation
and consolidation; a time-consuming and error-prone endeavor — toward automated generation
and synthesis, greatly improving the efficiency and effectiveness of architecture reuse at scale.
Additional details are provided in [220], and expanded on in [221] — both co-authored by us, where
more information is also provided about the COREPA viewpoints and modeling artifacts. An
explanation of the developed tooling capability, featuring a visualization of the workflow resulting
in multi-criteria pareto-optimized architecture deployment options generated by the tool is shown
in the next figure.
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Figure 46: Overview of developed architecture evaluation and synthesis tooling. Image by the
author and copyright of the Company, taken from a public event [219]

In 2020, the company decided to expand architecture and solution reuse efforts to encompass
entire vehicle architectures and beyond — onto infrastructure and solutions for fleets. During a
competitive internal evaluation process involving approaches proposed by different parts of the
organization, the developed method achieved clear and unanimous support, with a significant lead
over competing approaches, despite the broader politically dynamic context.
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As a consequence, the enhanced capabilities enabled by the extended modeling framework were
leveraged even further in the successor framework to COREPA, with the author continuing as
technical/scientific principal. In the successor project, which was active at the time of our
departure from the Company, and hence cannot be detailed here, the synergies start with a
consolidated feature catalogue. We drew primary inspiration for this concept from investigating
Product Line Engineering (PLE), as described in ISO/IEC 26580 [222]. Multiple reference
vehicles are defined operationally; by target markets, feature loading, and market segment.
Complex variant and model management allows the selected feature set to translate to modeling
assets in the functional view, where custom adjustments can be made and the consolidated
functional architecture generated, and onto the logical view where design assets are consolidated
and arbitrated, forming the basis for the synthesis of vehicle compute E/E architectures with
automatically calculated deployment/scheduling pairs. As a preparation to integrate these
capabilities into the Company’s cloud-enabled virtualization and collaborative development
framework, the architecture exploration and synthesis tooling suite underwent a successful
refactorization and initial migration; from a standalone executable running on powerful local
workstations, to a cloud-based service accessible by anyone, leveraging a data-driven globally
collaborative mindset.

7.2.3.4 Enhancements to Organizational Systems Engineering Capabilities

Beyond technical enhancements, the broader organizational capabilities in Systems Engineering
required significant development to effectively support systematic reuse. The automotive industry
generally — with the company being no exception — faced challenges related to inconsistent
terminology and a fragmented understanding of Systems Engineering practices (mostly limited to
the management of requirements databases and the creation of informal architecture diagrams
treated as suggestions which were quickly superseded by reality), and varied process maturity
across different product lines and business units. This inconsistency significantly hindered
collaboration and undermined the potential for reuse.

To address these issues, comprehensive efforts were undertaken to standardize and unify the
systems engineering processes across the organization, aligning with ISO 15288 guidelines and
including tailored processes for innovation phases to ensure that validated concepts could
smoothly transition to productization phases without redundant redevelopment efforts.
Concurrently, a unified systems engineering taxonomy and glossary were developed and widely
disseminated to foster a common language and understanding among diverse teams.

Furthermore, recognizing the critical need for personnel upskilling, an INCOSE-aligned Systems
Engineering Qualification Program was established and delivered company-wide. This initiative
significantly raised the collective MBSE and systems engineering competence within the
organization. This enhanced capability, along with the results of the systematic reuse framework
itself, facilitated a continuous reevaluation and learning process, uncovering critical gaps and
fostering more strategic development planning. This approach enhanced the perception and
acceptance of systematic reuse among engineers and management.

The impact of these organizational measures was assessed and confirmed through an expert survey
evaluating the impact of our reuse approach, conducted after many years of applying the



Instantiation in COREPA — a Generalized Industrial Case Study 165

framework at the company. The results (discussed in detail in the next section) demonstrated clear
correlations between individual MBSE competence and positive perceptions of the usability and
ease of adoption of the reuse framework. Furthermore, a strong correlation emerged between
organizational support for reuse (as measured by an Organizational Support Index, OSI) and a
positive outlook on reuse methodologies. These findings underscore the importance of aligning
technical enhancements with corresponding strategic organizational capability development — to
maximize the impact and sustainability of systematic reuse initiatives.

7.3 Expert Survey — Exploring the approach’s multi-year impact

Leveraging the systematicity of the pattern library approach in this industrial setting was a multi-
year endeavor, with first activities started in 2016, and significant work ongoing through 2024.
After almost eight years of ongoing research and continuous development and collaboration, we
wanted to investigate the usability, utility, and impact of the approach, and validate the claims we
had made — and believed to have been achieved by using the approach.

Given the highly specific setting of this industrial use-case, especially the fact that the respondents
are a very small group of experts who all know each other as well as the author, we decided an
anonymized web-based questionnaire-style survey would be the best form for this validation.

The survey was conducted as part of a systematic effort to assess and enhance reuse activities
across multiple levels of the organization. It aimed to evaluate the practical impact of the reuse
framework and identify areas for improvement based on expert feedback. In the context of ethical
research guidelines, this operational background had the added benefit of minimizing the risk of
response bias. Specifically, participants were not made aware that their responses would later
contribute to doctoral research, thereby avoiding any influence their awareness of the author’s
academic objectives might have had on their evaluations—whether through social desirability,
leniency, or excessive criticality.

This sub-chapter demonstrates our approach to the survey design and provides foundations for
our choices, showcases the survey itself and its results, and provides a discussion of the threats to
the validity of our findings and their mitigations.

Appendix A4 provides screen-copies of the actual survey discussed in this section, while tables
with the raw pseudonymized responses, aggregated intermediate tables and additional visual result
synthesizations are provided in Appendix AS.

7.3.1 Survey Design and Implementation

Survey designs typically involve choosing between open-ended questions—allowing respondents
freedom to express their perspectives without constraint—and closed-ended questions that
provide predefined answers, facilitating comparability and straightforward quantitative analysis,
as recommended by Fowler [223]. Patton [224] recommends open-ended questions because they
allow experts to "think aloud," capturing richer qualitative insights without prematurely directing
or limiting respondents’ thought processes. However, Kitchenham and Pfleeger [225] note that
they pose challenges in analyzing responses consistently, potentially limiting the statistical
reliability and comparability of survey results. Given the objective of rigorously comparing
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usability, understandability, and impact across multiple expert respondents in a structured
industrial context, we concluded that primarily using predefined response options would enhance
analytical comparability and consistency.

An additional aspect influencing the decision for a mostly closed questionnaire type online survey
was the fact that the author is known to all survey participants, and had an ongoing influential
work engagement with all of them to varying degrees at the time of the survey. As employing an
impartial 3" party interviewer was not practically feasible, this relation was judged to additionally
jeopardize any open-ended interviews.

To balance comparability with depth, we nevertheless incorporated one limited open-ended
response (“word/phrase” based) to the question on “the largest drawback or obstacle towards
leveraging the reuse framework”, explicitly inviting candid expert critique.

How long have you used MBSE (Model-Based Systems Suggestions for improvement

Engineering) in the context of function design and system

architecture development at vehicle level? * If you used only one word or phrase to describe to the most
pressing obstacle for leveraging the approach to capture and

() <3years reuse architecture knowledge in the organization and create new

7 solutions, what would it be? *
O 4-10 years (e.g., missing tool support, it's a bad approach, too complicated, ...)
O 11+ years

Figure 47: Examples of closed-ended (left) and open-ended questions (right) in our survey

As shown in Figure 47, we also provided explicit examples of critical feedback to this question
(such as "It’s a bad approach"). This reduces response ambiguity and signals clearly that critical,
honest feedback is genuinely desired, mitigating potential response biases, as reported by Olson
[226]. This mixed approach thus effectively combines comparability and openness, appropriately
tailored to our specific research objectives and industrial setting.

Based on the highly specific setting of the intended survey — an expert questionnaire with a limited
potential number of respondents, evaluating usability, understandability, and impact of multiple
years of using an MBSE-based reuse framework in a highly specialized automotive environment
in an industrial setting within one company — it was imperative to collect and consolidate best
practices of survey design, and use them as guiding principles to design, execute and evaluate the
survey.

Using a combination of literature searches, together with directed expert inquiries to respected
colleagues in academia working in empirical research, we decided to consolidate two categories
of sources for the selection of our guiding principles:

e First sources: highly-cited foundational works (hence acceptably older), laying the
groundwork for a large body of later research. These were used to derive basic principles.

e Specialized sources: a few highly-selective sources offering specialized insights into our
particular context (reuse, industrial survey, small number of participants expected, etc.).
These sources helped round up our guiding principles and ensure the quality and validity
of our survey and its findings.

The following sections will enumerate the guiding principles and their implementation, illustrate
how the survey was structured and executed, and give an overview of the survey questions.
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7.3.1.1 Guiding principles & their integration

Clearly Defined Survey Objectives

First and foremost, Kitchenham and Pfleeger [225] recommend beginning with a clear definition
and explicit documentation of the objectives of the survey, specifying what exactly the survey
aims to measure or understand. We followed this principle in the design of our survey, ensuring
each question directly aligns with the objectives, providing transparency and enhancing construct
validity.

We also applied this principle to the survey itself, by stating the objectives of the survey to the
participants on the first page of the questionnaire, and providing clear guidelines from the start,
as shown on the following figure.

— e Guiding points:
L L1

1. Your participation is completely voluntary. We need your honest, fair and unfiltered opi-

®

;; : nion to improve things
CVA/ICOREPA - 2. Your answers are anonymous to everyone (including the survey conductors and manage-
Approach A . lap 4 ment) and will be strictly used to provide an unbiased evaluation of the approach and guid-
Usability Survey & g ance on future steps.
P5 3. Please read the questions carefully. Some questions seem/sound similar or the same, but
April 30, 2024 "™ theyaren't We checked )
& 4. Don't second-guess yourself or overthink your answers. Your initial instinctual answer is
Hil Would you mind taking 10-15 ‘ o l probably the right one.
minutes to complete this form? It . =3 | 2 . . n ;
would be great if you can submit 9 Geiod “i-, f 5. Some questions allow multiple answers. This is indicated by a short hint under the ques-
your respanse by May 24, 2024, ) k‘, 2 2 tion
Thank you! - : . 5 i1 X
; ~ 6. Beyond a couple of general experience questions at the beginning, you will in no way be
“ d;%) 2 » requested to provide personal information about yourself or others. Please answer the
= s questions accordingly.
Purpose

In this survey we aim to assess the MBSE-enabled architecture knowledge capturing and

; ; Thank f time!
reuse approach introduced with COREPA, and expanded to CVA + Feature Catalogue. YO TREYRULNS

Figure 48: Opening page of survey with purpose statement and guiding points

Appropriate Sample Selection and Size

Given the fact that we knew our expert population was relatively very small, with less than 30
experts in total having used the method in some form over the years, we aimed to achieve a high
response rate as this significantly increases the reliability and generalizability of results in
specialized contexts, as well as to explicitly include diverse opinions, including potential critics,
to avoid selection bias, as recommended by Wohlin and Runeson [227]. With 15 respondents to
our survey (from approximately 25 who were still reachable), we believe we have achieved this
objective.

Anonymity, Confidentiality and Ethical Research Considerations

Especially as the author is personally known to the respondents as a leading expert with a
prominent position in the organization, we decided to anonymize (as far as possible) both the
participation, as well as the responses, of the survey respondents. As seen in Figure 48, we
communicated this clearly, along with the fact that no results or responses can be linked to any
individual, and that the responses were to be solely used to evaluate and improve the approach
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and that individual responses would not be communicated to management. These steps reduce
social desirability bias, and increase the validity of the survey results, per Podsakoff et al. [228].

While the survey responses were handled confidentially and not linked back to individuals, full
anonymization was not achievable due to the author’s familiarity with the respondent pool and
the potential for re-identification via indirect demographic or contextual information. As such, the
survey data is best characterized as pseudonymized, in line with data protection*’ and ethical
research guidelines, as defined by Israel and Hay [229].

In the interest of reproducibility and transparency, the raw pseudonymized Likert-scale responses
collected through the survey are included in Appendix AS5. Additional measures have been taken
to preserve participant confidentiality, including sanitizing the tables from any timestamps or
other digital watermarks which would endanger anonymity, and shuffling the participants to
prevent the order of responses from indicating affiliation with respondent groups.

Expert Weighting and Self-assessment Risks

In conjunction with the relatively low number of overall potential respondents, additional risks to
the survey results arise from the discrepancies often found in expert surveys, with individual
expert responses tending to vary wildly. However, while individual expert assessments might
differ substantially in individual responses, studies have concluded that combined ratings by
multiple experts remain a valuable tool to identify problematic questions and thereby enhance
questionnaire data quality [226].

Furthermore, Chen et al. [230] recognized that as not all experts contribute equally — due to
varying expertise, background, and experience — equal weighting of all experts’ responses can
dilute the validity of findings, especially when expertise varies widely among participants. They
proposed integrating subjective and objective metrics to derive a greatly enhanced expert
weighting approach, supported by a case study validation.

We have followed these recommendations in our survey design and evaluation of the results. We
explicitly requested participants to self-assess (subjective metric) their expertise related to survey
topics (e.g., MBSE, reuse practices). We then combined the subjective self-assessments with
objective evaluations (e.g., years of experience) to reduce bias and allow meaningful weighting
of responses based on expertise. Furthermore, we structured the survey with optional/variation
segments depending on respondents’ answers, especially to expertise and experience questions.
Such an approach significantly mitigates validity concerns related to respondent heterogeneity.

Minimizing Cognitive Load

As recommended by Dillman et al. [231], we kept questions clear, concise, and unambiguous, by
using plain language and avoiding double-barreled questions (asking two things in one question).
We also structured the survey and questions logically, starting from general to specific, to
minimize respondents' cognitive effort and reduce dropout rates. Additionally, we segmented the

43 European Union. (2016). Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 (General Data Protection Regulation). Official Journal of the European Union, L119, 1-88. Retrieved from
https://eur-lex.europa.eu/eli/reg/2016/679/0j
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survey to add additional or modified questions based on respondents’ answers to earlier questions,
in order to not confront respondents with questions not relevant to them. Additional information
on this structure is provided in the next section.

Balanced Question and Answer Design

As recommended by Olson [226], we included both positively and negatively worded questions
to avoid acquiescence (agreement) bias, and clearly differentiated each concept or construct
(usability, understandability, impact, etc..) into separate sections, ensuring each item specifically
targets one construct at a time, as seen in the original survey screen copy provided in Appendix
A4,

As with many exploratory evaluation surveys, some items included were intended to probe
participant perceptions in areas where connotations could vary. In particular, interpretive
ambiguity was observed for items involving concepts like "disruption," which may carry either
positive or negative implications depending on context. Where such ambiguity arose (only one
question), affected items were either excluded from quantitative aggregation or presented
descriptively, with their interpretive limitations acknowledged. This approach was taken to
preserve the integrity and transparency of the analysis.

Additionally, we refrained where possible from “middle-of-the-road” response options to force a
decision, while also providing respondents with lower experience with a “Not Applicable” option,
and clear instructions to select this response if they do not feel comfortable making an assessment,
to avoid tainting the data. Details of the response options and scoring scale will be explained in
section 7.3.2.1.

Triangulation of Results

Although explicit triangulation of quantitative analyses — such as our questionnaire data — with
qualitative methods (e.g., structured follow-up interviews or focus groups) is generally
recommended to enhance validity [224], it was intentionally not pursued in this study for two
primary reasons. Firstly, the author’s role as a known leader in the organization and among
participants could inadvertently introduce social desirability bias or other interaction biases in any
personal interaction. Face-to-face or even remote follow-ups conducted by the author might have
inadvertently influenced participants toward responses they perceive as favorable to the author,
thus compromising data authenticity [228]. Secondly, practical considerations relating to the
participants' workload were paramount. Given that the participants were expert engineers within
an industrial setting, the author prioritized minimizing disruption to their primary work
responsibilities. It was judged that any incremental benefits derived from explicit triangulation
would not sufficiently justify the additional effort and potential inconvenience imposed on these
practitioners, aligning with recommendations to carefully balance research rigor with respect for
participants’ operational constraints [225].

Encouraging Honest Feedback
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As shown in the opening notes in Figure 48, we clearly stated the importance of honest and critical
feedback, explicitly stating the value of both positive and negative responses, and avoiding
language that might bias respondents or subtly encourage particular responses, to minimize biases
and improve the validity of the survey results [226].

Pilot Testing and Survey Instrument Refinement

Based on recommendations by Fowler [223], we conducted pilot testing of the questionnaire with
three participants representing three archetypes of the target population: a senior expert with 15
years of experience; a former hands-on user now in a managerial role; and a colleague with only
limited exposure to the reuse framework.

Each session was conducted online with the author present in the sole capacity of answering any
questions or making any clarifications needed by the pilot survey participants. After each session,
adjustments were made to the wording, order, and grouping of questions based on participant
feedback. This step led to small but significant changes in the wording of some questions, as well
as to the structure and order of questions in the survey, significantly improving clarity and
response flow, helping to minimize interpretation variance and cognitive load, and hence
increasing the validity of the survey and its results [223], [225].

Addressing Validity Threats Explicitly

Last, but definitely not least, it has long become standard recommended practice [231] in all
empirical activities in Software and Systems Engineering to explicitly document and address
validity threats (internal, external, construct, and conclusion validity) in order to strengthen
methodological rigor and support the validity of the findings and claims.

We dedicate section 7.3.4 entirely to this topic, clearly articulating and justifying how the design,
execution and evaluation of our survey mitigate potential biases and validity threats.

7.3.1.2 Survey Execution

Based on insights gained during the pilot phase described above, a two-group phased design
survey rollout strategy was adopted to balance methodological rigor with contextual constraints,
as recommended in [225]. We started with a Core Group consisting of eight experts actively
involved with the reuse approach at the time of the survey — of which five responded.
Subsequently, the survey was expanded to an Extended Group of 17 additional experts who had
previously interacted with the reuse framework to varying degrees, though were not doing so
actively at the time of the survey; of these, ten provided valid responses.

This phased approach enabled consistency validation across user profiles (current vs. former
participants) and supported sensitivity checks regarding recency of engagement and depth of
involvement [225]. Anonymity was strictly upheld throughout, and respondents were explicitly
informed about ethical safeguards and the purpose of the survey’s [232].

To balance the need for academic transparency with ethical obligations to protect respondent
anonymity — particularly given the small, close-knit expert pool — raw response data was shuffled
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to prevent identification, and no commentary was made linking individual responses to group
membership. Only aggregate results at the group level will be reported, with cross-group
comparisons limited to overall metric trends.

7.3.1.3 Structure and layout of Survey

The structure of the expert survey was purposefully designed to ensure both analytical rigor and
a smooth respondent experience. Building on the guiding principles from the previous section, the
questionnaire follows a modular, conditional logic structure, which dynamically adapted to each
respondent’s background and experience level. This design reduced respondent fatigue, improved
data quality, and enhanced the usability of the instrument for the expert participants, all of whom
were actively or historically involved with the reuse methodology evaluated in this study.

Survey Flow and Participant Experience

The survey comprised several thematic segments, as visualized in the flow diagram shown in the
next figure. Participants were first presented with a general experience section, followed by
questions related to their previous engagement with solution reuse and with the specific reuse
methodology introduced and evolved by the author. Conditional logic was applied in this section:
if participants had prior reuse experience outside the framework, they were routed through a short
additional sequence inquiring about their role (user or responsible engineer) and whether they had
performed any evaluations of those reuse efforts. If so, they were asked to specify evaluation
criteria from a predefined list with the option to add free-text responses. However, as reported

later, no participant had conducted a structured evaluation, despite several reporting they had been
“in charge” of previous reuse efforts.

Starting Page
(Purpose + instructions)

Question segment: General

Full Question segments on Impact:
ll Usability question segment

* Effectiveness & Efficiency
High —'- * Quality Improvement
: * Knowledge Management

Experience Simplified

with t
MBSE/reuse i Usability

approach questions

experience & expertise in
(MB)SE & Application Domain

Question segments on

‘ ' additional factors:
* Adoption

i daaiaad  Question segment: Previous experience with Reuse * Organizational Support
with other reu: * QObstacles*
approaches (COREPA approach + other approaches)

* Open Ended Question

—— Optional Question segment: i
Previous Reuse Evaluation Criteria & Results

Figure 49: Diagram of Survey Structure and Flow as experienced by participants

Participants were then routed to one of two usability tracks based on their self-declared experience
with the reuse method and relevant technologies. Those with low experience were directed to a
simplified four-question usability segment, whereas more experienced respondents completed a
three-question segment with more consolidated, higher-level statements. This approach
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minimized interpretive error and response fatigue among less experienced users, thereby
enhancing internal validity as stated in [223] and [233]. The remaining sections — on efficiency
and effectiveness, knowledge management and quality impact, adoption potential, and
organizational culture and support — were presented uniformly across all respondents. All
questions included a "Not applicable (N/A)" response option, allowing respondents with lower
experience being to abstain from responding, further reducing respondent fatigue and
safeguarding data integrity [225].

The final item was an open-ended question asking participants to state — in a word or phrase —
what they perceived as the greatest obstacle to fully leveraging the reuse framework. This
placement was intentional: placing open-ended questions at the end of structured questionnaires
allows respondents to reflect more broadly without risking early response bias or influencing
preceding quantitative responses [234]. To signal the value of critical feedback and minimize
social desirability bias, example responses—including deliberately negative ones—were provided
within the question prompt.

Analytical vs. Experiential Clustering

To maximize both response quality and analytical validity, the survey design deliberately
differentiated between experiential clustering for participants and analytical clustering for post-
hoc evaluation. While respondents experienced a smooth, cognitively intuitive flow—progressing
from general experience to more specific usability, impact and organizational questions—
individual questions were analytically re-clustered during evaluation to align with thematic
research constructs such as usability, knowledge management impact, and organizational support.
Thematically, the questions fall into the following analysis categories:

o Subjective self-assessments,

e Objective experience qualifiers,

o Exploratory reuse questions,

o Usability,

o Efficiency and effectiveness,

e Perceived impact on knowledge sharing, quality, and adoption,

e Perceived knowledge management and data access facility,

e Organizational support (forming the OSI — discussed in detail in section 7.3.2.7),

e One open-ended question on perceived obstacles, meant to enhance the results of the
categories above or open new exploratory topics.

This distinction between survey-as-experienced and survey-as-analyzed follows well-established
principles in survey methodology [224], where structuring the respondent’s experience to
minimize cognitive load and maintain thematic coherence improves response accuracy and
reduces fatigue, as supported by Krosnick [235], and Tourangeau et al. [236]. Additionally,
embedding analytically distinct questions within semantically neighboring sections served to
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reduce priming effects and response biases, supporting a more neutral and reflective evaluation
by participants [228].

Navigation Features and Clarity Mechanisms

The survey was delivered electronically using a professional-grade tool that incorporated several
features known to improve data reliability and participant satisfaction. These included section
headers and thematic segmentation, progress indicators, and explicit indicators for whether single
or multiple responses were allowed for a given question. These elements have been shown to
improve engagement and reduce dropout, especially in technical or domain-specific surveys
involving professional respondents, per Couper et al. [237].

Survey Familiarity and Shared Vocabulary

Because all participants were drawn from within the same organization and selected based on their
direct involvement with the reuse methodology over several years, the need for explanatory
glossaries or terminological clarifications within the questionnaire was deemed unnecessary.
Participants shared a high level of contextual familiarity with the concepts and tools discussed.

7.3.1.4 Survey questions and possible responses

Following the starting page shown in Figure 48, the survey questions were structured into the
following segments from the perspective of the respondents, i.e., the experiential clustering (as
shown in Figure 49). For the sections efficiency and effectiveness, quality impact, adoption
potential, and organizational culture, the experiential and analytical clusterings map 1:1. For the
self-assessment and experience sections, as well as the knowledge management section, the
analytical cluster each question is mapped to is given in braces after each question. This mapping
was not included in the actual survey and hence not visible to the respondents, and solely listed
here for clear understanding of how the later evaluations were carried out.

General User Experience

This section covers the participants’ general experience, as well as expertise with (Model-Based)
Systems & Software Engineering, and the application domain of vehicle systems, vehicle
architecture design and optimization.

Table 11: Survey questions regarding general user experience

Question Possible Responses

How many years have you been working <4 years
in the field of Systems & Software
Engineering?

4-9 years

{Objective experience qualifier} 10-15 years
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16+ years
What is your level of experience with the | <5 years
analysis, synthesis and optimization of
5+ years

architecture variants at vehicle level?

[Up to 2 responses allowed]
{Objective experience qualifier}

I have been responsible for the architecture
design of vehicle systems (and their
deployment optimization) which have been
successfully implemented and fielded.

What is your level of knowledge of MBSE
(Model-Based Systems Engineering) in
general?

[Up to 2 responses allowed]

{Subjective self-assessment}

New to the topic, especially in this context.

Familiar with a modeling tool (e.g.,
Rhapsody/PREEVision) and language/method
(e.g., SysML or Arcadia/Capella), i.e. can use it
myself with little or no assistance to

solve my primary use-cases.

Power-user of a modeling tool (e.g.,
Rhapsody/PREEVision) / language (e.g.,
SysML or Arcadia/Capella), i.e. can use most
tool features, customize

functionalities to my needs, and help others get
started with using the tool.

Familiar with multiple modeling paradigms,
tools and frameworks.

I build/extend tools and develop modeling
frameworks.

How long have you used MBSE (Model-
Based Systems Engineering) in the context
of function design and system architecture
development at vehicle level?

{Subjective self-assessment}

<3 years

4-10 years

11+ years

Experience with solution reuse in
specifically

general and the COREPA methodology

Table 12: Survey questions concerning experience with reuse

Question

Possible Responses

Have you previously (before your
involvement with COREPA) been
involved in any initiatives related to

Yes, involving a pragmatic informal approach
emphasizing efficiency.

solution reuse or reference
architectures (defined as modular

Yes, involving a systematic framework with
enforcement of reuse rules.
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building blocks with a guideline to No.
create entire architectures using them)
within the organization?

{Exploratory reuse question + control
for usability flow}

If answer to previous question is YES, proceed, otherwise jump to NO section.

Were you responsible for Yes, I was responsible.
defining/introducing/enforcing the reuse

No, I was a user.
or where you a user of the approach?

{Exploratory reuse question}

If answer to previous question is YES, proceed, otherwise jump to NO section.

Did you perform any evaluations of the | Yes.

(7
reuse approach used’ No.

{Exploratory reuse question}

If answer to previous question is YES, proceed, otherwise jump to NO section.

Which criteria did you evaluate the Effectiveness
reuse approach against? Usability
[Please select all that apply] Knowledge Sharing

Quality Improvement

Exploratory reuse question .
(Exp g4 i } Integration with existing workflow/methodology

Adoption

Support and resources

“NO” Section

How long have you used the solution Less than 1 year.

reuse/ reference architecture
) ) 1-3 years.
methodology introduced in
CVA/COREPA? 3+ years

{Subjective self-assessment}

If answer to previous question is “Less than 1 year”, automatically assume the answer
to the next question is “1 reference vehicle” and end question segment, otherwise
proceed to next question.

How many different reference vehicle 1 reference vehicle.

architectures did you develop using the 2-4 reference vehicles.

methodology?

4+ reference vehicles.

{Objective experience qualifier}

The remainder of the questionnaire followed the format of statements, to which the respondents
had to provide varying degrees of agreement or disagreement. As previously stated, we avoided
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“middle-of-the-road” evaluation options to force a trending solution and enhance the quality of
the collected data. Additionally, we also provided respondents with lower experience with a “Not
Applicable” option, as well as clear instructions to select this response if they do not feel
comfortable making an assessment, to minimize their cognitive load and to avoid tainting the data.

As explained in the previous section, respondents who indicated having no prior experience with
reuse were directed to the simplified 4-question usability segment, while all others were directed
to the consolidated 3-questions version.

For brevity, we have consolidated the statements of each segment into one column, with the other
column giving one instance of the possible responses according to a modified Likert-Scale, which
were the same for all statements in each segment. For a full continuous version of the
questionnaire, please see Appendix A4.

(Simplified) Evaluation of the methodology for usability

Table 13: Simplified usability questions

Statements Possible Responses
= [t was easy for me to learn how to use and Strongly agree
apply the methodology.
Agree
= The support, instructions and guidance &
provided for the methodology are easy to
understand. Somewhat agree

®* The documentation provided for the methodology | Somewhat disagree
is adequate.

. . : . Disagree
= Reusing solutions has caused disruptions in our

architecture design process.

Strongly disagree

(Consolidated) Evaluation of the methodology for usability

Table 14: Consolidated usability questions

Statements Possible Responses

* It was easy for me to understand and apply the method | Strongly agree
using the support provided.

Agree

Somewhat agree
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The method integrates (or is integrated) well with our
development workflow.

The method behaves (can be applied and used
to generate results) consistently across different
projects and scenarios. (Can be skipped if you
have only used it in one project. - please select
N/A)

Somewhat disagree

Disagree

Strongly disagree

N/A — cannot make a statement

Efficiency and effectiveness

Table 15: Survey questions on efficiency and effectiveness

Statements Possible Responses
= The method has increased the efficiency of Strongly agree
reusing existing knowledge for creating and
Agree

exploring architecture solutions.

Reusing solutions has saved time in the
architecture development process.

The results of applying the method provide
insight to my stakeholders and capture
automotive solution architecture knowledge
within the organization.

Somewhat agree

Somewhat disagree

Disagree

Strongly disagree

N/A — cannot make a statement

Knowledge Management

Table 16: Survey questions on knowledge management

Statements

Possible Responses

The method promotes knowledge sharing among
team members. {Impact on knowledge sharing}

The method promotes knowledge sharing in the
organization. {Impact on knowledge sharing}

It was EASY to collect the information needed
to properly apply the methodology and

Strongly agree

Agree

Somewhat agree
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leverage its strengths.
{Knowledge sharing and data access facility}

The team was able to collect ALL of the information
needed to properly apply the methodology and
leverage its strengths.

{Knowledge sharing and data access facility}

It was possible to collect ENOUGH
information to leverage some strengths of the
methodology and create value.

{Usability bonus question}

Better access to data would vastly improve my
ability to leverage the reuse methodology to
easily generate architecture solutions.
{Knowledge sharing and data access facility}

Somewhat disagree

Disagree

Strongly disagree

N/A — cannot make a statement

Quality Improvement

Table 17: Survey questions on the impact of the method on quality improvement

Statements Possible Responses
= Reusing existing architecture knowledge has led to Strongly agree
improvements in the quality of our architecture
. Agree
solutions.
Somewhat agree
. The reuse approe.lch has helped in identi‘.fying Somewhat disagree
issues early and increasing confidence in the .
architecture results. Disagree
Strongly disagree

N/A — cannot make a statement

Adoption

Table 18: Survey questions on the impact of the method on adoption potential

architecture knowledge capturing and reuse.

Statements Possible Responses
= | would recommend the methodology to other Strongly agree
teams in our organizations trying to improve their
Agree

Somewhat agree
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» Itis likely that the method will be adopted by other | Somewhat disagree
teams addressing similar issues.

Disagree

Strongly disagree

N/A — cannot make a statement

Organizational Culture and Support

Table 19: Survey questions regarding the perceived organizational support

Statements Possible Responses
=  QOur organizational culture encourages Strongly agree
collaboration and knowledge sharing.
Agree
= Leadership supports and promotes initiatives Somewhat agree
related to solution reuse, concretely by providing Somewhat disagree
resources and timelines allowing investment in .
reuse infrastructure, deployment and application. Disagree
Strongly disagree

N/A — cannot make a statement

Open-Ended Suggestions for Improvement

If you used only one word or phrase to describe the most pressing obstacle for
leveraging the approach to capture and reuse architecture knowledge in the
organization and create new solutions, what would it be?

(e.g., missing tool support, it's a bad approach, too complicated, ...)

7.3.2 Survey Scoring and Evaluation Scheme

7.3.2.1  Scoring Scale for Survey Questions

To quantify expert responses systematically, each predefined statement response was assigned a
numerical score as follows:

. Strongly Agree: 6 points
o Agree: 5 points

. Somewhat Agree: 4 points
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. Somewhat Disagree: 3 points
. Disagree: 2 points
. Strongly Disagree: 1 point

. Not Applicable (N/A): Omit question from scoring calculations
This scoring scale is adapted from standard Likert* scale evaluation practices, modified here to
exclude a neutral midpoint intentionally to encourage respondents to indicate a clear preference
[223], while maintaining the recommended symmetry between individual responses to minimize

extremity bias.

7.3.2.2 Calculation of Survey Result Scores — the Metrics

To evaluate the survey results comprehensively, we aggregated the scores by summing each
respondent's points across all statements within each evaluation segment into the following
Metrics: Usability, Effectiveness and Efficiency, and Impact — the latter divided across 3
subsegments: Knowledge Management, Quality Improvement, and Adoption. We then calculated
the mean score for each segment across respondents to enable comparative analysis, with higher
mean segment scores indicating stronger agreement and thus more positive evaluations by the
respondents.

7.3.2.3 Handling of "Not Applicable" (N/A) Responses

The "N/A" option allows respondents lacking sufficient experience to abstain from providing
potentially unreliable assessments, thereby safeguarding data integrity [225]. These responses will
be excluded from the scoring computation, and only valid numerical responses will be averaged,
ensuring scores accurately represent informed judgments.

7.3.2.4 Weighting of Expert Responses

Chen et al. [230] noted that as not all experts contribute equally — due to varying expertise,
background, and experience — equal weighting of all experts’ responses can dilute the validity of
findings, especially when expertise varies widely among participants. They note that to enhance
evaluation reliability, responses can be weighted based on the experts' self-assessed experience
captured in the initial survey segments.

Weighted mean scores (WMS) can be calculated as follows:

Y.(Individual Response Score; X Individual Expert Weight;)

WMS =
Y.(Individual Expert Weight;)

Equation 16: Calculation of Weighted Mean Scores for each survey section result

44 Rensis Likert. 1932. "4 Technique for the Measurement of Attitudes". Archives of Psychology. 140: 1-55.
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7.3.2.5 Calculation of individual Expert Weighting Factors

We first calculated expert weighting factors by combining the scores of self-assessment questions
from the "General User Experience" and "Solution Reuse and COREPA methods experience"
sections, with the assumption that higher expertise scores imply greater expertise and should carry
proportionately more weight in aggregated analyses.

However, as surmised by Cooke and Goosens [238], self-assessments are prone to various biases,
including overconfidence, social desirability, and self-enhancement. These biases can lead to
discrepancies between perceived and actual expertise, with studies [230], [239] showing that
individuals often overestimate their abilities, which can distort survey results if not moderated by
objective data, such as years of experience, educational background, or number of
publications/patents on a subject matter, which provide tangible evidence of an expert's
qualifications.

Indeed, our analysis of the responses to the survey's self-assessment questions by the pilot group
revealed a notable tendency among experts to overestimate their experience when confronted with
more subjective or ambiguously defined questions (e.g., ‘How well do you know topic X?’ or ‘How
long have you been using our method?’). This tendency is interpreted not as an indication of
intentional overstatement or bad faith, but rather as an unintentional cognitive bias, likely
influenced by social desirability and presentism — the tendency to overemphasize recent or salient
experiences. To address this, we introduced additional, objectively framed questions (e.g., ‘How
many years of professional experience do you have with topic X?’). Together with qualified
response options (e.g., not just years of experience, but a significant type of experience for bonus
points) this was designed to reduce interpretive variability and provide a more stable basis for
calibrating self-reported expertise.

Consequently, combining subjective self-assessments with objective metrics is essential for
deriving calibrated expert weightings in surveys. The Classical Model of structured expert
judgment integrates experts' performance on calibration questions to assign weights, thereby
enhancing the reliability of aggregated judgments [238]. Additionally, Liu and Hu [240] propose
a method that combines subjective weights with objective weights, optimizing the variance to
achieve a balanced weighting scheme. Chen et al. [230] also recommend integrating subjective
and objective metrics to derive a greatly enhanced expert weighting approach and propose a two-
tiered method for deriving calibrated expert weights.

To apply these recommendations, we decided to employ two individual weighting factors for each
expert. A Subjective Weighting Factor, calculated based solely on the responses to subjective
survey questions; and a Calibrated Expert Weighting Factor, calculated by following this
formula:

Calibrated Expert Weighting Factor (CEWF) =

(0.6 X Subjective Weighting Factor) + (0.4 X Combined Objective Experience Factor)

Equation 17: Calculation of Individual Expert Weights

Where:
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. the Subjective Weighting Factor is calculated by normalizing the combined mean
response scores (each ranging 1 — 5, indicating increasing expertise levels) to 3 subjective
survey questions: “What is your level of knowledge of MBSE (Model-Based Systems
Engineering) in general?”; “How long have you used MBSE (Model-Based Systems
Engineering) in the context of function design and system architecture development at vehicle
level?”; and “How long have you been using the solution reuse/ reference architecture
methodology introduced in COREPA?”.

. the Combined Objective Experience Factor is calculated by normalizing the
combined mean response scores (each also ranging 1 — 5, indicating increasing expertise
levels) to 3 survey questions of a more objective and quantifiable nature:
“How many years have you been working in the field of Systems & Software Engineering?”;
“What is your level of experience with the analysis, synthesis and optimization of architecture
variants at vehicle level?”; and “How many different reference vehicle architectures did you
develop using the methodology?”.

o the coefficients for subjective and objective factors (0.6 and 0.4, respectively) were
empirically derived from the variance observed in the self-assessment responses of the three
pilot participants, in accordance with [240].

To assess the impact of self-assessment on expert weightings while minimizing potential
distortions, three sets of metrics will be computed, presented and used in the evaluations: (1)
unweighted baseline metrics — to deliver an unfiltered raw participant ratings, (2) metrics adjusted
solely using subjective self-assessment weightings — as controls for perception bias, and (3) metrics
adjusted using the calibrated expert weighting factor introduced above, integrating both
subjective and objective components to increase confidence in the ratings.

7.3.2.6 Scoring scale for self-Assessment relevant questions

The question whose responses were relevant for the self-assessments were given scores ranging 1
— 5; reflecting increasing expertise levels. The questions, responses and corresponding scores are
shown in the following table.

Table 20: Corresponding numerical scores for the responses to survey questions relevant for

self-assessment
Question Possible Responses Score
a-5)
How many years have you been <4 years 1
working in the field of Systems &
Software Engineering? 4-9 years 2
10-15 years 3.5
16+ years 5
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What is your level of experience < 5 years 1
with the analysis, synthesis and
optimization of architecture >+ years 35
variants at vehicle level? I have been responsible for the +1.5

architecture design of vehicle systems
[Select up to 2 responses] (and their deployment optimization)
which have been successfully
implemented and fielded.
What is your level of knowledge of | New to the topic, especially in this 1
MBSE (Model-Based Systems context.
Engineering) in general? Familiar with a modeling tool (e.g., 2
Rhapsody/PREEVision) and
[Select up to 2 responses] language/method (e.g., SysML or
Arcadia/Capella), i.e. can use it myself
with little or no assistance to
solve my primary use-cases.
Power-user of a modeling tool (e.g., 3
Rhapsody/PREEVision) / language
(e.g., SysML or Arcadia/Capella), i.e.
can use most tool features, customize
functionalities to my needs, and help
others get started with using the tool.
Familiar with multiple modeling 4
paradigms, tools and frameworks.
I build/extend tools and develop +1
modeling frameworks.
How long have you used MBSE <3 years 1
(Model-Based Systems
Engineering) in the context of 4-10 years 3
function design and system
architecture development at vehicle | 11+ years 5
level?
How long have you been using the | Less than 1 year. 1
solution reuse/ reference
architecture methodology 1-3 years. 3
introduced in COREPA? 3+ years 5
How many different reference vehicle | 1 reference vehicle. 1
architectures did you develop using
the methodology? 2-4 reference vehicles. 3
4+ reference vehicles. 5
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7.3.2.7 Consideration of the impact of environmental factors on survey results

Responses to the "Organizational Culture and Support" segment provide context on environmental
factors influencing respondents' perceptions and potential biases. Generally, such responses
should be considered supplementary metrics for qualitative interpretation, rather than inputs for
direct numerical weighting. This guidance is supported by Schein [241], who emphasizes that
organizational culture data are best used as interpretive context, and by Denison and Mishra [242],
who argue that cultural indices should not be treated as direct statistical inputs but rather as
explanatory factors.

Nevertheless, for quantitative analysis integration purposes, an Organizational Support Index
(OSI) may still be calculated by averaging respondents' ratings. This index can then be used to
qualitatively assess alignment or discrepancies between perceived organizational support and the
primary evaluation segments, aiding contextual interpretation [243]. In this context, large
discrepancies indicate potential organizational barriers or facilitators, informing practical
interpretations and recommendations. Additionally, this index can also be used to provide
additional visualization of the impact of these environmental factors on the overall survey results.

To facilitate interpretation, the OSI can be evaluated around the midpoint of our Likert scale (3.5)
as a reference:

e Scores < 3.5 indicate a perceived unsupportive environment.
e Scores > 3.5 indicate a perceived supportive environment.

This normalization does not alter expert weights but serves as a lens to interpret the context behind
expert evaluations. For example, a high score from a respondent in a low-support environment
may indicate strong framework performance under challenging conditions, while the opposite
could suggest results influenced by a highly supportive context. This approach preserves
methodological clarity and aligns with best practices in mixed-methods organizational research,
as discussed in [241] and [242].

7.3.2.8 Numerical interpretation of survey results

We will interpret the segment (usability, efficiencyleffectiveness, or impact) mean scores and
subsequent weighted scores using the following guidelines:

o >4.5 — 6.0: This score range for a metric indicates highly positive evaluations for
that segment and strong expert endorsement.

o >3.5 — 4.5: This score range for a metric indicates moderately positive evaluations
for that segment and can be used to identify areas for potential improvement.

. 1.0 — 3.5: This score range for a metric indicates overall unfavorable evaluations
for that segment. Significant revision and improvements would be recommended for these
areas.
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7.3.3 Results, Observations and Findings

This section presents and analyzes the results of the expert survey conducted at the conclusion of
the longitudinal industrial case study. It is structured into five subsections: (1) presentation of the
quantitative results; (2) direct interpretation of survey findings; (3) broader implications for
industrial practice; (4) robustness and sensitivity checks across groups and participant
characteristics; and (5) consistency and outlier analyses to ensure internal data validity.

7.3.3.1 Quantitative Results

Following the survey design, pilot validation, and phased execution, as well as the evaluation and
scoring schemes described earlier, this section presents the quantitative results of the expert
survey. Both raw and weighted data are systematically reported to ensure transparency and
reproducibility.

Detailed tables containing per-expert aggregated numerical scores, along with the raw
pseudonymized Likert-scale responses, are provided in Appendix AS. In this section, cumulative
results are summarized numerically, presented in tabular form, and synthesized through
appropriate visualizations (e.g., clustered 3D column charts, heatmaps, and boxplots) to facilitate
clear interpretation and subsequent analysis [223], [225].

Aggregated metrics are reported per expert for each evaluation segment: Usability and Efficiency
& Effectiveness, and the Impact on Knowledge Sharing, Quality Improvement, and Adoption, as
well as the perception of Organizational Support. To protect participant anonymity, segment-level
results are presented without linking scores to individual survey items.

As introduced in Section 7.3.2.5, three sets of evaluation results are presented: (1) unweighted
baseline metrics, (2) metrics adjusted using subjective self-assessment weightings, and (3) metrics
adjusted using a calibrated expert weighting factor that integrates both subjective and objective
experience measures.

In addition, cumulative results are presented separately for two groups: the Core Group
(comprising experts actively engaged with the reuse approach at the time of the survey, with five
responses from eight contacted) and the Consolidated Group (comprised of the Core Group, plus
the Extended Group of experts with prior, but not current, involvement, with 10 responses from
17 contacted).

Finally, supplementary visualizations, together with interpretation references linked to the
Organizational Support Index (OSI), are provided in the ensuing subsections to support a
comprehensive analysis of the findings.
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Cumulative Results

Table 21: Final Results of Survey

Core Group results Combined Results
Normalized Self-Assessment 0.69 0.61
Experience Score
Normalized Objective Experience 0.55 0.56
Score
Calibrated Experience Weighting 0.64 0.59
Factor
Organizational Support Index 3.30 3.40
(OS)) (3.5 = neutral, higher is
positive)
Unweighted Self- | Calibrated | Unweighted | Self- | Calibrated
score assessed | weighting score assessed | weighting
Usability 4.23 4.43 4.57 4.41 4.51 4.57
Effectiveness and Efficiency 4.67 4.79 4.89 4.71 4.82 4.87
Combined Impact 4.69 4.81 4.89 4.75 4.83 4.90
Impact sub-segments:
Knowledge Sharing 470 | 490 7502 480 | 494
Quality Improvement 4.88 4.93 4.96 4.86 4.93
Adoption Endorsement 4.50 4.61 4.68 4.60 4.63 4.67

The table above presents aggregated evaluation metrics for both the Core Group (n = 5) and the
Combined Group (n = 15), across three weighting schemes: unweighted scores, scores weighted
by self-assessed expertise, and scores further calibrated through combined subjective and
objective experience metrics. Segment-level metrics are shown for Usability, Effectiveness and
Efficiency, and the perceived Impact of the reuse approach on Knowledge Sharing, Quality
Improvement, and Adoption. In addition, normalized experience scores and the Organizational
Support Index (OSI) are reported to provide contextual insight into respondent expertise and
organizational alignment. This structured view enables clear cross-group and cross-metric
comparisons. Detailed interpretation follows in the next section 7.3.3.2.

Aggregated Segment Results

Figure 50 provides a detailed visual comparison of Usability scores across all 15 experts,
segmented into unweighted values, self-assessment weighted scores, and fully calibrated weighted
scores. This visualization illustrates the variance in perceived usability of the reuse approach and
how expert weighting affects the overall evaluation outcome; both positively (e.g., Expert 4), as
well as negatively (e.g., Expert 15). Each clustered column group represents a single expert’s
responses, enabling fine-grained comparison across evaluation schemes.
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Figure 50: Weighted and unweighted usability evaluations across all 15 experts

For consistency and brevity, only the Usability segment aggregated results are shown here;
equivalent charts for all other metric segments (Effectiveness and Efficiency, Knowledge Sharing,
Quality Improvement, Adoption) are provided in Appendix A5.3.

To conclude the presentation of raw and weighted results, the following integrative visualization
provides a consolidated view of unweighted expert-level evaluations across all five core metric
dimensions — Usability, Effectiveness & Efficiency, Knowledge Sharing, Quality Improvement,
and Adoption.
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Figure 51: Unweighted expert evaluations overlayed with contextual factors



Instantiation in COREPA — a Generalized Industrial Case Study 188

These segment scores are depicted as clustered bars for each expert. Superimposed line graphs
further contextualize the scores by plotting key influencing factors captured through the
survey: the Organizational Support Index (OSI), the self-assessed and calibrated experience
weights, and the calibrated MBSE expertise score. This juxtaposition facilitates an initial visual
inspection of potential relationships between individual perceptions and contextual factors. While
no interpretive conclusions are drawn here, the figure serves as a foundation for the analytical and
correlation-based insights discussed in the following sections.

7.3.3.2 Direct Interpretation of Quantitative Results

Building on the preceding presentation of raw and weighted quantitative results, this section offers
a direct interpretation of the survey findings, with visualizations that illustrate overall trends and
contextualize individual expert evaluations. It also sets the stage for exploring deeper
organizational implications and actionable insights derived from correlation analysis and
qualitative expert feedback.

The survey results present a consistently strong expert evaluation of the reuse methodology
across all measured dimensions, with weighted and unweighted segment scores indicating
generally high agreement on usability, effectiveness, impact, and adoption potential. Notably, the
only metric exhibiting a very slight deviation from this pattern was usability — specifically in the
unweighted scores (4.23) and in the self-assessed weighted scores (4.47) within the Core Group.
The extended group had a significantly more positive unweighted evaluation, bringing the
combined unweighted score to (4.41). Ultimately, this deviation is completely mitigated when
considering the calibrated weighted results, which show identical scores (4.57) across both
expert groups.

Across all other evaluation segments, the methodology received uniformly high scores:
unweighted metrics ranged from 4.5 to 4.88, self-assessment weighted scores between 4.51 and
4.94, and calibrated weighted scores peaked between 4.57 and 5.02; out of a maximum score
of 6. This strongly confirms the overall robustness, utility, and organizational impact of the
approach as perceived by experienced experts — a rare level of agreement in industrial surveys
involving subjective expert judgment.

The boxplot shown in the next figure provides a distributional overview of responses across key
survey segments, revealing both areas of consensus and those with greater divergence among
participants. As expected from earlier analyses, the lowest median scores and strongest
consistency occur in relation to the exploratory questions around ease of access to necessary data,
confirming that poor data availability was a major obstacle across the board. In stark contrast,
nearly unanimous agreement was observed for the statement “Better access to data would vastly
improve impact”, underscoring the practical limitations faced by participants when attempting to
apply the reuse methodology. Among the evaluated metrics, usability and knowledge sharing
exhibit the broadest interquartile ranges, indicating varying user experiences, likely due to
differences in MBSE maturity and organizational context. Conversely, impact on quality
improvement shows a highly condensed distribution around high scores, pointing to strong
consensus about the method’s contribution in this area. Similarly, evaluations of effectiveness and
efficiency and adoption endorsement show tight clustering around agreement, reinforcing the
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overall positive assessment of the method’s value. This visual dispersion supports earlier
statistical findings and sets the stage for deeper exploration of the contextual factors influencing
metric variability.
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Figure 52: Boxplot of response distributions in key survey segments

Furthermore, the integrative chart (Figure 51), shown at the end of the previous section, juxtaposes
each expert’s segment evaluations with contextual weighting factors (Organizational Support
Index, MBSE expertise, and calibrated experience), highlighting strong internal consistency.
Additionally, it provides a clear visual indication of potential relationships between contextual
characteristics and survey outcomes. These relationships are investigated more rigorously in the
following subsection through correlation analysis.

7.3.3.3 Broader Implications for Industrial Practice and Recommendations

Correlations

The most striking insight from the correlation analysis lies in the strong positive associations
between MBSE expertise and every segment score. The heatmaps in Figure 53 and Figure 54
(Core Group and Full Set, respectively) show high correlations between calibrated MBSE
expertise and key metrics — particularly usability (r=0.67 and r=0.67), effectiveness & efficiency
(r=0.57 and r=0.63), and knowledge sharing (r=0.78 and r=0.83). This reinforces the hypothesis
that MBSE capability is a central enabler for solution reuse: those with higher MBSE literacy not
only perceive the methodology as more usable but are more likely to report concrete benefits in
application.
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Figure 53: Core Group Correlation Heatmap for Survey Metrics and Key Contextual Factors
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Figure 54: Correlation Heatmap across all 15 Experts for Survey Metrics and Key Contextual
Factors
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The Organizational Support Index (OSI) — which aggregates perceptions of managerial support
and process alignment — also demonstrates meaningful correlations, particularly with perceived
usability (r=0.72 Core, r=0.71 Full Set) and effectiveness (r=0.82 and r=0.83). This indicates that
organizational readiness and encouragement for reuse strongly influence experts’ willingness and
ability to apply the methodology effectively.

Interestingly, the correlations between reuse evaluations and objective experience (e.g., years of
application) were weaker than those tied to MBSE competence, suggesting that it is not tenure
alone, but domain-specific system modeling literacy, that drives successful adoption. These
findings provide robust support for targeted upskilling initiatives focused on MBSE techniques
rather than relying solely on experience accumulation.

As the distribution shown in the boxplot earlier (Figure 52) suggests, respondents' views on
knowledge-sharing impact were more varied than for other metrics, hinting at organizational and
cultural variation in how reuse benefits are realized. This observed variation fits with the
respondents’ affiliations with different parts of a large organization with primarily decentralized
operations, impacting individual experiences and perceptions.

Lack of Evaluation of Prior Reuse Activities: A Revealing Gap

One of the most striking findings from the exploratory section of the survey concerns the absence
of prior formal evaluation of reuse efforts within the participating experts’ past experiences. Of
the fifteen experts surveyed, seven reported no prior experience with solution reuse initiatives.
Among the remaining eight, only a single participant indicated involvement with a systematic
reuse framework; the others referred to informal, pragmatic efforts focused primarily on
efficiency. Most notably, none of the respondents — despite four having been directly
responsible for the definition or enforcement of reuse approaches — reported having
conducted any structured evaluation of these efforts.

This absence of evaluation suggests a broader issue in industrial systems engineering practice:
although reuse is widely acknowledged as an important efficiency lever, systematic assessment
of reuse initiatives appears to be the exception rather than the norm. This finding aligns with
prior literature identifying a general lack of performance metrics and validation practices in early-
stage reuse initiatives, especially in domains where legacy systems, fragmented tooling, and
organizational silos inhibit holistic oversight, as reported by Frakes & Kang [244] or Li et al.
[245]. Furthermore, it underlines the critical need for integrated measurement frameworks and
formalized success criteria, which are often recommended in academic models of reuse maturity,
such as that of Wu et al. explained above [185], but rarely implemented in practice.

The fact that none of the experienced reuse participants could recall applying even basic
evaluation criteria — such as usability, effectiveness, or integration with workflow — underscores
a cultural and methodological blind spot that hampers organizational learning and sustained reuse
capability development. It reinforces the broader implication that without structured feedback
and systematic evaluation mechanisms, reuse efforts risk remaining ad hoc and unscalable,
limiting their strategic value. In contrast, the structured evaluation enabled by the reuse framework
introduced in this thesis — particularly the expert survey and its quantitative rigor — represents a
replicable model for elevating reuse from informal practice to an evidence-driven discipline.
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Challenges and Obstacles for Reuse in Practice: A View from the Trenches

The quantitative evaluation is further reinforced by open-ended responses to the final survey
question regarding perceived obstacles. Nearly all respondents emphasized one critical challenge:
the lack of access to (re)usable, structured knowledge and architectural data within the
organization. This consistent qualitative theme is mirrored in the quantitative data: as shown in
Figure 55, all fifteen experts strongly agreed that better access to relevant internal knowledge
would have significantly improved the methodology’s impact — regardless of their experience
level or OSI score.
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Figure 55: Expert respondents' evaluation of knowledge management and facility of access to
necessary data to leverage approach

Notably, nine out of fifteen responses referenced this data access issue explicitly, citing challenges
such as “missing architectural knowledge from business units,” “lack of support in gathering
needed information,” or simply “data access missing.” A second cluster of comments pointed to
insufficient Model-Based Systems Engineering (MBSE) maturity, with remarks including “/ack
of MBSE adoption,” “missing internal champions,” and “MBSE gap.” Two isolated comments
highlighted organizational resistance and time constraints, respectively — yet even these echoed
broader themes of cultural and structural friction. A final highly experienced respondent used his
response to complement*® the method, reinforcing that the primary limiting factor was not the
method itself, but the organizational readiness to support and scale it.

This insight exposes a critical structural barrier to reuse: while methodological soundness is
essential, it is not sufficient. In large, siloed organizations, achieving meaningful reuse requires
not only technical methods but also organizational commitment to architectural transparency,
harmonized modeling practices, and structured knowledge management.

4 “one order of magnitude more efficient than anything else in the company”
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These lessons align closely with and extend the findings of Wu et al. [182], whose academic work
on reuse maturity modeling identifies three foundational requirements for successful reuse in
MBSE contexts: process formalization, structured reuse integration, and a commitment to
continuous improvement. During the longitudinal case study, these recommendations were
independently implemented by the author and colleagues through iterative application, tooling
enhancements, and targeted organizational interventions — often preceding or exceeding said
recommendations.

Moreover, the efforts extended beyond the scope of Wu et al.’s framework, encompassing
organizational alignment, upskilling programs, strategic tooling development, and practical
governance integration — as discussed in detail in section 7.2.3.4, thus demonstrating a broader
and more integrated approach to institutionalizing reuse in a complex industrial environment.

However, we wish to explicitly note Wu et al.’s contributions proposing a phased maturity
assessment model for evaluating and enhancing an organization’s capability to support reuse in
the context of MBSE, which offers a well-structured and practically relevant framework. Their
model, expanded on in a 2021 publication [185], distinguishes multiple levels of reuse maturity
(shown in the next table), each defined by clear evaluation criteria and increasing degrees of
formalization and integration into engineering processes. The findings and recommendations are
largely supported by the author’s own observations and practical experiences, as well as the
findings of the survey results, affirming the relevance of their approach.

Table 22: Maturity levels for assessing reuse capabilities in organizations according to Wu et

al. [185]
Axis
Identification Library classification Reuse
0 | No identification of reusable elements | No library classification No reuse from previous projects
Opportunistic identification of Awareness: "l already saw something | Opportunistic reuse by
1 reusable elements from previous like this"; Opportunistic oral sharing | copy/paste from previous
projects, without method (uncomplete | of reusable elements: "we already projects, without method,;
vision) done this way", use of paper board... | manual adaptation
. I Planned sharing of formalized Planned reuse by copy/paste
Planned identification of reusable T . ¥ copy/pa
— . elements (communication, from previous projects, without
S | 2 | elements, without method (uncomplete .. . " E
= vision) archiving...) identified as reusable method; manual planned
= (texts, models...) adaptation
Z
= . . . e Defined reuse method: defined
= Defined identification method: Defined capitalization method: .
2 P . . . . selection of reusable elements
3 | classification in function of defined sharing organized around a sharing ..
= e ) = = and transitions between defined
abstraction levels structure . _
abstraction levels
Quantified measure of defined Quantified measure of defined Quantified measure of defined
4 | identification method efficiency capitalization method efficiency reuse method efficiency (direct
(identification time, costs...) (classification time...) reuse or adaptation time...)
3 Optimization: continuous Optimization: continuous Optimization: continuous
© | improvement of identification method improvement of classification method | improvement of reuse method

Combined with the practical aspects of our work, Wu et al.’s maturity assessment model
represents an excellent starting point for organizations seeking a structured way to introduce or

advance reuse practices within Model-based Systems Engineering environments.

While the survey results paint a largely optimistic picture, the structural challenge of reuse
overhead remains a persistent obstacle. Achieving true reusability in practice demands
substantial upfront investment in abstraction layers, parametrization mechanisms, and
architectural scaffolding — investments which often conflict with project-driven cost and



Instantiation in COREPA — a Generalized Industrial Case Study 194

schedule pressures. In many cases, reuse goals are compromised when projects are forced to
deliver prematurely, resulting in “platforms” that are essentially bespoke solutions with limited
generalizability. This phenomenon, rooted in systemic organizational dynamics rather than
methodological shortcomings, must be addressed at the strategic management level — a point
further explored in the concluding chapter.

Survey Conclusion

Taken together, the empirical results and their alignment with practical interventions implemented
over nearly a decade illustrate not only the viability of the proposed reuse methodology but
also its systemic impact when embedded within a strategically aligned organizational
context. The correlations between key contextual factors — such as MBSE competence and
perceived usability, or organizational support and adoption outlook — further validate the critical
role of capability development and cultural alignment in enabling successful reuse. These insights
offer actionable guidance for practitioners seeking to institutionalize reuse within complex
engineering environments. To reinforce the credibility of these findings, the following subsections
assess the robustness, sensitivity, and consistency of the survey results before turning to an explicit
discussion of potential threats to validity.

7.3.3.4 Robustness and Sensitivity Checks

The phased two-group survey design inherently supported robustness and sensitivity checks [225].
Initial analysis of the Core Group established baseline conclusions regarding method usability,
effectiveness, and perceived organizational support. Subsequent analysis of the Extended Group
— comprising respondents with varying degrees of recent involvement — enabled validation across
different levels of familiarity and operational recency [224].

Comparison revealed only minor variations between the groups, with overall segment metrics
remaining stable. Subtle shifts in correlations — primarily involving self-assessed competence and
perceived usability or adoption — affirm the robustness of the findings. This consistency provides
additional confidence in the validity of conclusions drawn from the survey [225].

Visual comparison of correlation matrices derived separately for the Core Group and the
Combined Group (see Figure 53 and Figure 54) further supports the stability of relationships
among evaluation metrics. Despite differences in group composition, the internal structure of
associations — particularly between self-assessed expertise, perceived method usability, and
organizational support — remained largely intact. This structural coherence suggests respondents,
regardless of subgroup, conceptualized the framework’s value comparably, reinforcing the
internal robustness of the findings [225], [224].

7.3.3.5 Consistency and Outlier Checks

Internal consistency of responses was systematically evaluated during data analysis. The clear
survey structure and predefined scoring methodology allowed consistency to be readily assessed.
Furthermore, the two-group phased design discussed in section 7.3.1.2 inherently enabled a deeper
examination of response stability.
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One question ("Reusing solutions has caused disruptions in our architecture design process"),
planned to be qualitatively exploratory, was briefly considered for inclusion in the quantitative
analysis, before a deliberate decision was made to exclude it from all analysis — both quantitative
and qualitative. The reason for this complete exclusion was interpretive ambiguity — particularly
across language and culture differences amongst the international participants — regarding whether
disruption was seen positively (English speakers) or negatively (German speakers). This exclusion
has negligible impact on the analysis in general, as this question was limited to the simplified
Usability question set, which less than half of the respondents were exposed to. Additionally, its
inclusion would have quantitatively skewed the results marginally upward. Moreover, its
exclusion ensures a balanced spread between the two usability sections, with each now containing
four questions: three distinct and one shared.

Only one individual-level inconsistency was identified: a participant reported minimal MBSE
familiarity yet simultaneously indicated extensive application of the method. Due to an unintended
breach of anonymity — initiated in a fortunate coincidence by the participant voluntarily disclosing
their survey completion to the author immediately after submission — the inconsistency was
confirmed through direct discussion. The participant acknowledged a mis-click, and with explicit
consent, the response was corrected. Beyond this isolated event, no anomalies or outliers were
observed, reinforcing dataset reliability, as discussed in [232] and [223].

Consistency was further assessed structurally by comparing the correlation architecture between
the Core and Combined groups. Preservation of inter-metric relationships—such as strong links
between reuse familiarity and adoption, and stable associations between MBSE competence and
perceived effectiveness — suggests a coherent internal response pattern. No inversions or
anomalous shifts in correlation directionality were observed [225], [223].

A supporting consistency check comes from the low ratings on the adequacy of the documentation
provided for the methodology. These candid responses align with internal awareness of minimal
documentation, confirming that respondents were not merely being polite and reinforcing the
credibility of the overall feedback.

Minor attenuation of certain relationships (e.g., between reuse familiarity and method usability)
was noted in the Extended Group compared to the Core Group. This likely reflects differences in
operational immediacy rather than true inconsistency. The phased design’s ability to surface such
nuances adds analytical depth while affirming overall coherence and reliability [224].

7.3.4 Threats to Validity

7.3.4.1 Conclusion Validity

Threat:

The relatively small sample size (15 respondents from a population of approximately 25 experts)
introduces concerns about the statistical reliability of the conclusions, as smaller samples increase
the risk of random error influencing results.
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Mitigation:

Although the sample is modest, the respondents constitute a majority (62.5% of active users, and
60% of all users) of all individuals exposed to or using the reuse framework in this highly
specialized setting. Additionally, all respondents had a minimum of four years of experience in
Software and Systems Engineering, and with four respondents (out of 15) having more than 16
years of experience, and three respondents with 10-15 years of experience, and assuming a normal
population distribution among the other respondents — the median experience of the respondents
exceeds 10 years; supporting their designation as experts. Literature emphasizes that achieving
high response rates among limited expert populations significantly reduces random variability
and increases conclusion validity [225]. Furthermore, aggregating expert opinions — especially
weighted based on self-assessed expertise and calibrated with objective values — meaningfully
enhances the reliability and validity of conclusions, even from smaller samples [230]. Therefore,
the conclusion validity threat due to sample size is adequately mitigated by high response rates,
high experience of the respondents and appropriate expert weighting.

7.3.4.2 Internal Validity

Threat:

There remains a potential internal validity threat stemming from respondent biases, especially
social desirability bias, where participants might provide overly positive responses due to
personal relationships or awareness of the survey author's identity and role, as well as a desire to
portrait the organization and its activities in positive light.

Mitigation:

To explicitly mitigate social desirability bias, the survey was fully anonymized, ensuring the
author could not determine who had responded, respondents' identities, or link individuals to
responses. Anonymization (insofar as it is possible in this setting) is known to significantly reduce
the tendency for socially desirable responses by increasing participants' perceived confidentiality
and comfort to express genuine opinions [228]. Moreover, the survey invitations were sent broadly
and inclusively to all framework users, specifically including respondents who had previously
expressed criticism or reservations about the methodology or had difficult personal relationships
with the author. This inclusive strategy ensures the representation of critical perspectives and helps
balance potentially overly positive feedback [225].

While personal messages from survey authors and researchers might inadvertently introduce a
subtle emotional appeal potentially influencing respondents' neutrality, nevertheless, empirical
evidence indicates that clearly stated personal requests for sincerity and neutrality enhance
respondent authenticity by explicitly signaling that honest, even negative, feedback is welcome
[226].

Given that the author is known in a leadership role to all participants, a decision was made to
include a personal plea at the beginning of the survey, intended positively as a request for fairness
and clarity, and ensuring the anonymity of the survey, guaranteeing that no individualized results
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will be shared with managers or supervisors, and requesting absolute neutrality in the responses
to enhance the approach and its impact, as shown in Figure 48. We believe this strategy can
therefore be viewed as mostly beneficial for transparency and genuine engagement, and further
reduces internal threats.

As explained in detail in the Guiding Principles section 7.3.1.1 (cf. Explicit Triangulation), we
evaluated performing additional validation through qualitative follow-up interviews or other
triangulation methods, which could have further strengthened confidence in mitigating remaining
subtle biases. We decided not to pursue such further steps, primarily as the expected incremental
improvements in the survey results would have been outweighed by the loss of anonymity and
return to potential social desirability biases. Furthermore, the expected improvement would not
justify the additional effort and expert time consumed. We believe our results are sound enough
and trust our findings.

7.3.4.3 External Validity

Threat:

Given the specific industrial and highly specialized context (a global automotive Tier-1 supplier,
company-specific MBSE-based reuse framework), an argument might be made that the
generalizability of results to other contexts or industries may be limited.

Mitigation:

External validity in highly specialized, industrial settings typically focuses less on broad
generalizability and more on contextual transferability of insights and methods [246]. The
survey’s detailed questionnaire, explicitly evaluating specific usability, understandability, and
impact aspects of the reuse framework, ensures that results clearly specify contexts and conditions.

Thus, external validity is sufficiently addressed by clearly defining context, enabling practitioners
in other safety-critical or MBSE-driven domains (such as aerospace or medical systems) to judge
potential applicability to their settings.

Given that the approach would have to be specifically instantiated into any new domain and/or
reuse context, we believe this threat is sufficiently addressed to allow a conclusion of
generalizability of the approach to other contexts or industries with similarly positive impact.

7.3.4.4 Construct Validity

Threat:

A potential concern exists regarding whether the questionnaire correctly and comprehensively

nn

captures the constructs "usability," "understandability," and "impact" of the reuse framework.

Mitigation:
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The questionnaire was carefully structured, explicitly asking respondents to evaluate each
construct independently and providing multiple clearly defined questions per construct (e.g.,
explicit items related to ease of use, clarity, usefulness). Olson [226] shows that explicit
structuring and detailed definitions of survey items significantly reduce ambiguity and improve
the reliability of captured constructs. Furthermore, Konda & Mandava [18] highlight the validity
of clearly defined constructs in expert surveys, especially for assessing the effectiveness of reuse
frameworks. One exploratory question — never intended for quantitative analysis, and limited to
participants with no prior reuse experience — was excluded due to interpretive ambiguity across
language groups, thereby preserving the semantic consistency and cultural neutrality of the
measured constructs. Thus, the construct validity is supported by clearly defined questionnaire
items tailored to the attributes which were to be measured.

7.4 Summary

This chapter, representing the DS-II phase of this DRM-based thesis, marks the culmination of
over a decade of academic research and sustained industrial application. It documents the
generalization and subsequent large-scale, real-world instantiation of the reuse methodology
developed in this work within a complex organizational and technological environment, carried
out over an extended time frame at a globally leading automotive Tier-1 supplier.

Spanning more than eight years, the longitudinal case study highlights not only the technical
advancements achieved, but also the critical accompanying enhancements in organizational
systems engineering capabilities and institutional support. A systematically designed expert
survey provides robust quantitative and qualitative confirmation of the methodology’s impact,
revealing a rare level of agreement among experienced practitioners.

Despite confidentiality constraints, the findings present compelling evidence of the method’s
industrial viability and sustained relevance. The chapter illustrates a rare depth of industrial
validation, positioning the work as both methodologically rigorous and practically transformative.
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8 Conclusion, Limitations and Outlook

8.1 Summary of the Research

This thesis addresses a persistent and pressing challenge in the development of complex systems:
the lack of systematic and effective reuse practices for technical solutions, particularly in safety-
critical domains such as the automotive industry. Although reuse is widely recognized as a means
of improving quality, reducing effort, and accelerating development, practical reuse often remains
ad-hoc, artifact-centric, and disconnected from the broader system context in which solutions must
operate. Practitioners frequently focus on reusing isolated elements (e.g., code, diagrams) while
overlooking the requirements, assumptions, rationale, and evidence needed for safe and
meaningful reuse — especially in multidisciplinary and regulated environments.

To address this problem, the research identifies four core challenges:
1)  Systematically capturing solutions with critical contextual information for reuse.

2)  Providing an approach that ensures completeness, consistency, and effectiveness
of captured solutions.

3) Integrating the reuse approach seamlessly into practitioners’ existing tools and
environments.

4)  Providing guidance for evaluation and support for prioritized tooling enhancement
and selection.

In response, the thesis proposes a novel approach: the MOdel-based Design PAttern Library
(MODPAL). The MODPAL approach operationalizes the idea of design patterns — long used as
a way to capture reusable knowledge — by embedding structured reuse information directly into
the models and artifacts already used by practitioners. This concept of operationalizing design
patterns bridges the gap between classical pattern templates and the practical realities of
engineering environments. The result is a structured, tool-agnostic yet context-sensitive
methodology for reuse that is both rigorous and usable in real-world settings.

MODPAL consists of several interrelated components:

o A Design Pattern Template tailored for Safety Mechanisms, enabling the
consistent and complete capture of reusable solutions.

. An Artifact Reference Structure, defining the attributes, relationships, and
representation forms needed to support correct reuse in any model-based development
environment.

o A set of Guidelines for instantiating the approach within an organization’s tools
and practices, including defined roles (e.g., pattern developer and user).

. A reuse evaluation scheme that enables systematic assessment of how well reuse-
relevant attributes are captured and supported within a given tool environment.
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The thesis makes four main claims regarding the advantages of this approach:

1) It enables systematic capture of reusable solutions, countering the current ad-hoc
practices.

2) It allows organizations to evaluate how well their current tools support reuse-
relevant attributes.

3) It provides a means to guide and prioritize tooling enhancements for improved
reuse support.

4) It supports selection of suitable toolchains or frameworks by evaluating their
adequacy for capturing domain-relevant reuse attributes.

These claims are validated through a series of case studies:

o Chapter 5 applies the approach in a domain-independent research CASE tool,
showing a measurable improvement in reuse capability through targeted tool enhancements.

o Chapter 6 demonstrates instantiation in a domain-specific automotive safety
modeling framework, where domain adequacy enabled high coverage of reuse-relevant
attributes with minimal effort.

o Chapter 7 generalizes the approach to a large-scale industrial setting, where it was
used over multiple years to enable the systematic reuse of complex vehicle system solutions,
culminating in an expert survey confirming its effectiveness and organizational impact.

The structure of the thesis closely follows Blessing and Chakrabarty’s Design Research
Methodology (DRM):

e Chapter 1 (Clarification) defines the problem and outlines the research goals.

e Chapters 2 & 3 (Descriptive Study I) provide a contextual analysis of safety-critical
system development practices and design pattern reuse.

o Chapters 4-6 (Prescriptive Study) develop the MODPAL approach and demonstrate its
feasibility in multiple tooling environments.

e Chapter 7 (Descriptive Study II) generalizes the approach and provides industrial
validation in a longitudinal case study.

e Chapter 8 (Conclusion) reflects on the contributions, findings, limitations, and future
directions.

Through this structure, the thesis delivers both a theoretical advancement — operationalizing
design patterns for reuse — and a practical framework with validated impact across multiple levels
of abstraction, organizational roles, and tool environments
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8.2 Contributions of the Thesis

The contributions of this thesis span three domains: conceptual, methodological, and empirical.
Together, they define, implement, and validate a novel approach to enabling systematic solution
reuse in engineering practice — grounded in industry needs and evaluated across research and
industrial contexts.

8.2.1 Conceptual Contributions

The thesis introduces the concept of operationalizing design patterns as a practical mechanism
for system solution reuse. While design patterns have long served as a vehicle for capturing expert
knowledge in software engineering, their application in the structured reuse of technical system
solutions has remained largely theoretical or superficial. This work reconceptualizes pattern-based
reuse by embedding it directly into engineering artifacts — enabling practitioners to capture, share,
and apply reusable system knowledge within their existing development environments.

This constitutes a conceptual shift from traditional textual pattern cataloging toward a model-
anchored, tool-integrated reuse strategy, where reuse is not limited to single artifacts, but
includes surrounding rationale, constraints, assumptions, and structured argumentation. The
notion of capturing this reuse knowledge directly “where the work happens” — in a way that aligns
with how Engineers model, implement, and justify system behavior — is a defining conceptual
contribution of the thesis.

8.2.2 Technical and Methodological Contributions

At the methodological level, the thesis defines and implements the MODPAL (MOdel-based
Design PAttern Library) approach, a structured, tool-agnostic reuse framework built on
systems engineering foundations.

Key technical contributions include:
o A Design Pattern Template for Safety Mechanisms

Developed through an extensive literature review and refinement process, this template
extends existing design pattern schemas with attributes tailored for the reuse of safety-relevant
technical solutions. It provides a completeness benchmark and reuse “definition of done.”

° An Artifact Reference Structure

This formal structure captures the relationships between pattern attributes, engineering
artifacts, and modeling constructs. It defines how reuse knowledge can be embedded directly
into architectural models and safety case elements.

° Reuse Workflow and Instantiation Guidelines

The thesis provides concrete guidance for instantiating the MODPAL approach into any
development environment — including structured roles for Pattern Developers and Users,
modeling conventions, and validation checks to ensure argumentation soundness.
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. Tool Support and Practical Integration

A major methodological innovation lies in the embedding of the reuse framework into actual
engineering tools. Unlike prior approaches requiring specialized platforms or format
translations, MODPAL integrates reuse directly into practitioners’ modeling environments,
avoiding the need for migration or retraining.

) Reuse Environment Evaluation Framework

The approach also includes a structured method for evaluating the reuse readiness and
extensibility of existing modeling toolchains. This provides practitioners with actionable
guidance for improving their development environments in a targeted way.

8.2.3 Empirical Contributions
The thesis is distinguished by its depth of practical validation. Contributions include:
. Technical Validation in Academic Case Studies

In Chapter 5, MODPAL was instantiated into a generic research CASE tool (AutoFOCUS3),
demonstrating feasibility and producing measurable improvements in reuse maturity. With
seven Safety Mechanisms implemented and over 40 others evaluated, the completeness and
applicability of the approach in this scoped context was confirmed.

. Validation in a Domain-Specific Framework

In Chapter 6, the approach was applied to the SAFE automotive modeling platform, where its
domain adequacy enabled high attribute coverage (89%) with minimal extension effort. This
validated the core hypothesis that domain-specific modeling frameworks improve reuse
quality.

. Longitudinal Industrial Evaluation

In Chapter 7, the approach was generalized and applied in a multi-year industrial case study
at a globally leading Tier-1 supplier. The methodology was used to structure the reuse of
architectural solutions across programs and was integrated into real workflows. A survey of
15 experts — weighted and calibrated for role, expertise, and organizational context —
confirmed the approach’s usability, effectiveness, and impact.

. Evidence of Strategic and Organizational Impact

Correlation analysis from the expert survey revealed that successful reuse adoption correlates
strongly with MBSE maturity and organizational support, but less so with experience or
tenure. These findings offer actionable insights into the systemic enablers of reuse at scale.

Taken together, these contributions represent a significant advancement in how system solutions
— thoroughly developed and evaluated through the scoped example of safety mechanisms, before
generalization in an industrial setting — can be reused systematically, effectively, and at scale. The
work not only defines a rigorous and practical methodology, but also demonstrates its value across
both research and real-world settings.
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8.3 Key Findings and Impact

This section summarizes the key observations, insights, and broader implications drawn from the
research and its industrial application. It brings together practical findings from the longitudinal
case study, highlights systemic enablers and barriers for reuse, and outlines the organizational and
methodological impact observed across multiple years of deployment.

8.3.1 Observed Improvements in Engineering Practice

Over the course of the multi-year industrial case study, a number of recurring improvements in
systems and software engineering practice were observed — many of which can be attributed to
the structure, discipline, and insight prompted by the reuse methodology:

o Reduction of friction losses: By introducing a structured reuse process, the
approach facilitated the consistent restructuring of design and development artifacts, which in
turn reduced inconsistencies and misalignments, ultimately lowering the technical debt across
projects.

o Reduction of accidental complexity: Inadequate tooling and fragmented
workflows were gradually improved, with the reuse approach serving as a catalyst for targeted
tool enhancements.

o Reducing the encoding gap: The method helped to bridge the gap between domain
concepts and generic modeling languages or tools, reducing loss of intent and enabling more
automation.

. Improved integration readiness: Practitioners were encouraged to take a more
holistic view of the reuse process, which led to more deliberate workflows, improved
integration into configuration management and CI/CD pipelines, and fewer downstream
1ssues.

o Time-to-market gains: The existence of reusable architectural solutions enabled
teams to respond more effectively to new product requirements and customer RFQs — both
through systematic reuse and, when necessary, through controlled “clone-and-own”
adaptation.

These gains — albeit in some cases qualitative — represent a strong indicator of the systemic
benefits that structured reuse can bring, especially when aligned with sound model-based systems
engineering practices and upskilling.

8.3.2 Tooling and Modeling Framework Adequacy

The reuse methodology also served as a diagnostic and evaluative lens for assessing the
capabilities of the modeling environments in use. The case studies revealed that:

o Modeling frameworks significantly influence reuse maturity: Domain-specific
frameworks (e.g., SAFE-MF) enabled higher degrees of reuse readiness than domain-agnostic
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ones (e.g., AF3), confirming the hypothesis that richer and more context-aware meta-models
support better information capture.

. Tooling impacts reuse effectiveness: Development tools and meta-models
typically reflect their original intent (e.g., fast code generation, simulation), often at the
expense of reusability. As such, reuse requires explicit support through tooling enhancements
or selection of frameworks with reuse in mind.

. Best-in-breed federation: The findings advocate for a shift from monolithic, one-
size-fits-all modeling frameworks to a loosely coupled federation of tools and models,
emphasizing openness, semantic interfaces, and modular interoperability — aligning with
modern MBSE initiatives like SysML v2 and OPENMBEE®.

8.3.3 Organizational and Cultural Factors

The longitudinal case study (Chapter 7) offered deep insight into systemic barriers to reuse in
large organizations. The survey results revealed the following key factors:

o MBSE maturity is a critical enabler: A particularly significant finding from the expert
survey was the strong correlation between Model-Based Systems Engineering (MBSE)
expertise and positive assessments across nearly all evaluation metrics — most notably,
perceived effectiveness, usability, and impact of the reuse methodology (r=0.67 to 0.83).
This suggests that MBSE capability — comprehensively covering skills and expertise,
tooling and frameworks, and processes and governance — is not merely supportive, but a
key predictor of reuse success in complex engineering environments. Notably, these
correlations were stronger than those tied to years of professional experience, underscoring
that domain-specific modeling literacy, rather than tenure alone, is the primary enabler of
successful reuse adoption. This highlights the strategic value of targeted MBSE upskilling
initiatives over traditional seniority-based capability assumptions.

e Organizational support is essential: The Organizational Support Index (OSI) also
showed strong correlation with positive reuse assessments. This confirms that reuse cannot
be driven purely by technical approaches; process alignment, managerial backing, and
cultural acceptance are equally important.

o Lack of knowledge access remains the biggest barrier: Across all experience levels and
roles, survey participants highlighted poor access to reusable, structured knowledge as the
single most important obstacle to effective reuse.

This underscores the need to combine rigorous technical reuse methodologies with structured
knowledge management practices, and to prioritize transparency and architectural continuity
across projects and organizational boundaries as a strategic management priority.

46 Originated as a NASA/JPL-led initiative, OPENMBEE brings together expert industry practitioners and toolmakers
to reimagine MBSE around the core principles of model-centrism, openness, modularity, interoperability, and a
best-in-breed ecosystem. www.openmbee.org
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8.3.4 Reuse as a Catalyst for Broader Change

Perhaps the most significant finding from the industrial experience was the way in which the reuse
methodology acted as a catalyst for broader improvements:

o Better tool selection and extension: Reuse challenges directly led to concrete
tooling improvements, encouraging teams to systematically assess their modeling frameworks
against reuse needs.

. Evidence-driven practice: Structured definition and evaluation mechanisms
introduced through the methodology — such as reuse completeness checks, expert user surveys,
and guided pattern capturing — created new avenues for performance tracking and continuous
improvement.

. Upskilling and capability building: The development and industrial application
of the reuse methodology coincided with, and actively contributed to, broader organizational
efforts aimed at enhancing systems engineering maturity. While these initiatives involved a
wide set of stakeholders and competencies, the methodology and its growing visibility played
a catalytic role; helping to reinforce the need for consistent systems engineering terminology,
motivating structured upskilling programs aligned with INCOSE standards, and supporting
the harmonization of modeling frameworks across organizational units. This alignment
between methodological innovation and organizational capability building appears to have
amplified the practical effectiveness of the reuse initiative.

o Domain discovery over tool limitation: Practitioners became more confident in
addressing domain challenges without being constrained by the limits of their tools. This
mindset shift enabled better system understanding and more robust design decisions.

These impacts affirm that reuse methodologies can play a central role not just in artifact reuse, but
in driving systemic improvements in engineering culture, capability, and infrastructure.

8.4 Threats to Validity and Limitations

This section discusses the key limitations of the research and summarizes relevant threats to
validity. Detailed treatments of evaluation validity are provided in sections 4.9.2 (Prescriptive
Study evaluations) and 7.3.4 (expert survey in the Descriptive Study-II phase). Here, we offer a
condensed overview of the main concerns and boundaries of the work.

8.4.1 Threats to Validity

For the technical evaluation in the Prescriptive Study phase (Chapters 5 and 6), primary threats
included the subjectivity of attribute-based evaluation scales and limited formal statistical
grounding. These were mitigated by consistent evaluation criteria, collaborative scoring, and
validation by independent users. The goal was to assess feasibility and localized impact, not to
produce generalizable statistical findings.
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In the Descriptive Study II phase (Chapter 7), the most significant threat was the relatively small
final sample size (15 experts). However, the response rate was high, covering 60% of all exposed
users, with respondents representing a highly experienced and diverse expert population. Bias was
further mitigated through anonymous survey design, inclusion of critical voices, and calibrated
expertise-weighted analysis. Construct and external validity were addressed through detailed,
context-specific questionnaires and transparency about the scope of the findings.

8.4.2 Limitations of Safety Mechanism Reuse Scope

While the approach was validated for Safety Mechanism reuse, it does not currently support fully
compositional safety case automation or behavioral formalization. Safety argument integration
remains partially manual, relying on expert review. The envisioned modular reuse of Safety
Elements out of Context (as defined in ISO 26262) or COTS integration with pre-certified safety
cases, though conceptually supported, is not fully implemented within the current framework.

Furthermore, error propagation modeling, compositional timing analysis, and the automated
verification of assumptions between pattern instances and system models are considered out of
scope for this thesis. These areas offer opportunities for future research and formalization.

8.4.3 Limitations for General Applicability and Industrial Transferability

Though the approach has demonstrated successful industrial deployment, broader applicability
depends on organizational and technical factors. Key enablers include sufficient MBSE capability
and maturity; aligned modeling practices; and accessible, structured system solution and
architecture knowledge. Organizations lacking these prerequisites may face significant barriers to
adoption.

Moreover, instantiation requires non-trivial investment in abstraction, formalization, and model
restructuring. The approach also presupposes openness or extensibility of the existing toolchain.
In tightly siloed or legacy-dominated environments, this may pose a challenge. Care must be taken
to preserve consistency and avoid fragmentation when adapting the approach.

Finally, while the methodology generalizes beyond safety mechanisms, tailoring to other solution
classes or domains demands committing to additional — potentially substantial — work. These up-
front investment efforts must be considered, planned and integrated into long term objectives.

In summary, while the thesis demonstrates strong internal validity and contextual generalizability,
certain methodological, technical, and organizational boundaries remain. These should inform
both interpretation of results and future adoption efforts.

8.5 Outlook and Open Questions

A recent (2023) study by Pandey et al. [14] highlighted a key disconnect between academic
conceptualizations of design patterns and their practical application in the automotive industry,
where reuse typically occurs in conjunction with broader architectural structures and domain-
specific constraints. The methodology and empirical work presented in this thesis directly address
this gap by enabling the structured integration of system-level artifacts — including architectural
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models, development elements, and safety cases — into a cohesive, tool-supported framework. In
doing so, the approach operationalizes design patterns in a form that aligns with actual industrial
needs and practices, bridging the divide between theoretical rigor and engineering utility.

While the feasibility, effectiveness, and potential of systematic reuse in model-based systems
engineering have been demonstrated, long-term success depends not only on technical soundness,
but on sustained organizational commitment, structural enablers, and the strategic alignment of
stakeholders across domains and development phases.

A central insight from the longitudinal industrial case study is the persistent challenge of
fragmented and inaccessible historical engineering knowledge. Even when technical
capabilities exist, reuse at scale remains hindered by organizational silos, inconsistent modeling
practices, and poorly governed knowledge management. Addressing these foundational issues is
not merely a question of methodology, but of governance, resourcing, and cultural change. The
emergence of federated modeling architectures, as supported by technologies and initiatives
such as SysML v2, OPENMBEE, OML?, or other semantic interoperability frameworks, offers
promising avenues to better align reuse efforts across tools and teams. However, these require
active coordination, shared ontologies, and long-term planning.

In this context, Al-assisted reuse represents a significant opportunity. Language models and
generative techniques can already support the identification, extraction, normalization, and
contextual adaptation of reusable assets from legacy datasets. As modeling standards become
more formalized and interconnected, Al-driven approaches can help bridge gaps in traceability,
propose candidate reuse elements, and even suggest structural improvements to artifacts.
However, such capabilities will only be effective if the surrounding engineering environment is
semantically rich, well-structured, and consistently maintained — goals that depend directly on the
successful adoption of the kinds of targeted modeling rigor advocated in this thesis.

To that end, reuse maturity models such as the one proposed by Wu et al. [185] offer a useful
framework for evaluating organizational readiness. The author’s experience suggests that
combining such models with tangible, user-centered methodologies — like the one developed here
— provides a practical path toward long-term reuse institutionalization. Still, one critical limitation
of maturity models is that they typically overlook the behavioral economics of reuse adoption,
especially at executive levels.

A critical consideration for any organization aiming to adopt systematic reuse is the recognition
that meaningful institutionalization requires not only technical tailoring, but also substantial up-
front investment. Tailoring the approach to new domains or solution classes entails not only
methodological effort, but also resource allocation, stakeholder alignment, and the cultivation of
new capabilities. These investments can create a counterintuitive dynamic: in the short term,
diverting key resources to develop reusable frameworks often leads to an observable drop in
delivery productivity, as these teams step away from direct project contributions. Rollout efforts
can introduce further slowdowns, as teams adapt to new structures and practices. Crucially, if
organizations abandon the reuse initiative during this transitional dip, they usually end up

47 OML (Open Modeling Language) is an OWL2-aligned semantic modeling language designed to define, share, and
integrate complex domain knowledge across tools and systems. It supports precise, machine-readable ontologies
for model-based engineering and digital engineering applications.
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reinforcing “short-termism” — because halting the initiative yields an immediate productivity
rebound, falsely validating the decision to give up. This negative reinforcement loop has been
observed across industries, and presents one of the greatest cultural obstacles to sustained reuse
adoption. Overcoming it requires not only strategic commitment but also clear communication of
long-term goals and success metrics, so that organizations are equipped to navigate the temporary
setbacks that often precede lasting improvement.

Executive decision-makers must therefore be equipped not only with ROI projections and
maturity scores, but also with a realistic understanding of these behavioral tipping points. The
challenge lies not only in designing better reuse mechanisms, but in preparing organizations to
endure the temporary discomforts that accompany lasting transformation.

Finally, although this thesis demonstrated the applicability of the approach across multiple
toolchains and problem domains, several open research questions remain — particularly
regarding compositional safety argumentation, or the formal integration of fault modeling or
timing behavior into pattern definitions, but also the broader issues of reuse in large organizations
discussed above. These topics represent promising directions for future research.

8.6 Cauda

This thesis is the culmination of a non-linear journey spanning over a decade of academic research
and sustained industrial application. Combining theoretical and methodological contributions with
a practical framework and a rare depth of industrial validation positions the work as both
methodologically rigorous and practically transformative. The resulting insights not only validate
the proposed methodology but also offer actionable guidance for organizations striving to scale
reuse effectively in complex, real-world engineering environments.
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A1 Appendix 1 — Additional Details on the Goal Structuring

Notation — GSN

The following sections describe the basic structure and usage of the GSN standard, with the
majority of the information and texts originating in the GSN Community Standard Version 1.0
[58], published in November 2011. This information is included here as it is relevant for
facilitating readers’ understanding of some of the implementation examples and results presented
in this thesis. For the latest version of the GSN standard, please visit the Safety Critical Systems
Club website. All other text blocks were generated by the author for the ITEA2/EUROSTARS
SAFE/Safe-E Project Deliverable D3.1.3/D3.4 [57] and its update D3.1.3b/D3.4b [197], and have
been copied from those documents directly into this appendix.
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The Goal Structuring Notation — Elements and Example Argument Structure [58]

A1A1

Safety Case Elements

GSN uses the following basic elements to describe the role of artifacts within a safety case:

Goal

e rendered as a rectangle,
e presents a claim forming part of the argument.
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¢ One or more sub-goals may be declared for a given goal. This structure then asserts that if
the claims presented in the sub-goals are true, this is sufficient to establish that the claim
in the main goal is true.

Strategies

e rendered as a parallelogram,
e describe the nature of the inference that exists between a goal and its supporting goal(s)

e and are used to describe the nature of the inference which is asserted as existing between
sub-goals and the parent goal.

Solutions

e A solution, rendered as a circle, presents a reference to an evidence item or items.
e Multiple solutions may satisfy a goal.
e Multiple goals may be satisfied by one solution.

Contexts

e Claims can only be asserted to be true in a specified context. Context elements are used to
make this relationship clear.

e A context, rendered as an oblong rectangle with rounded out sides, presents a contextual
artifact. This can be a reference to contextual information, or a statement.

e  Where used, contexts define or constrain the scope over which the claim is made.

Assumptions

e An assumption is an intentionally unsubstantiated statement. The scope of an assumption
is the entire argument. Having connected an assumption to a goal, the assumption is taken
to be connected to the entirety of the argument supporting this goal.

e Therefore, it is not necessary to restate the assumption in the supporting argument.

e rendered as an oval with the letter ‘A’ at the bottom-right.

Justifications

e rendered as an oval with the letter ‘J” at the bottom-right,

e presents a statement of rationale,

e and does not alter the meaning of the claim made in the goal, but provides rationale for its
inclusion or its phrasing.

e Should an equivalent justification be required elsewhere in the argument, it will need to
be re-stated or re-linked.

Furthermore, it is possible to represent undeveloped entities, rendered as a hollow diamond
applied to the center of an element, indicating that a line of argument has not been developed. It
can apply to goals (as below) and strategies.
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A specific instance of undeveloped entities is an undeveloped goal, rendered as a rectangle with
the hollow-diamond ‘undeveloped entity’ symbol at the center-bottom, presenting a claim which
is intentionally left undeveloped in the argument.

A1.2 Safety Case Element Relations and Possible Expressions

The core elements described in the previous section are linked using the following types of
relationships:

SupportedBy

e rendered as a line with a solid arrowhead, allows inferential or evidential relationships to
be documented.
e Inferential relationships declare that there is an inference between goals in the argument.
Evidential relationships declare the link between a goal and the evidence substantiating it.
e Permitted connections are:
o goal-to-goal,
o goal-to-strategy,
o goal-to-solution,
o strategy to goal.

InContextOf

e rendered as a line with a hollow arrowhead, declares a contextual relationship.
e Permitted connections are:

goal-to-context,

goal-to-assumption,

goal-to-justification,

strategy-to-context,

strategy-to-assumption

and strategy-to-justification.

0O O 0O O O ©O

A1.3 Steps for building a safety case goal structure

The works of Kelly and McDermid, such as , and culminating in the GSN standard, are based on
well-revised argumentation works and suggest a multi-step approach to formulating goal
structures and hence building safety cases, as seen in the following subsections.

Top Down: When classically working from Safety Goals

For a classic staged approach to safety arguments, Kelly defines six steps in the top-down
development of a goal structure:
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1. Identify the goals to be supported;

2. Define the basis on which the goals are stated;

3. Identify the strategy used to support the goals;

4. Define the basis on which the strategy is stated;

5. Elaborate the strategy (and proceed to identify new goals — back to step 1), or step 6;

6. Identify the basic solution.

Bottoms-Up: When working from existing evidence

When analyses evidence already exists or when an existing safety case needs updating, it is
possible to adapt Kelly’s six steps for top-down GSN development, into a process which can be
used to develop a goal structure from the bottom up:

1. Identify evidence to present as GSN solutions;

2. Infer ‘evidence assertion’ claims to be directly supported by these solutions, and present these
as GSN goals;

3. Derive higher-level sub-goals that are supported by the evidence assertions;
4. Describe how each layer of sub-goals satisfies the parent goal (i.e. strategy);
5. Check that any necessary contextual information is included;

6. Check back down the structure for completeness;

7. Join the resulting goal structure to a known top goal or a set of sub-goals.

Using these methods in conjunction with the steps explained in our approach, it is possible to
generate and document safety cases from model elements directly.

A1.4  On using Safety Cases

Safety cases can have more than one role, depending on when and how they are generated and
used. Each of these roles defines what types of tests can be performed and to which means.

Descriptive Safety Cases

Use:

When goal structures are generated to argue about existing products or during products
development a safety case evolves which describes the safety of the system under development
and the fulfillment of its safety goals. This safety case describes the status quo and aims at
providing a clear and justifiable argument that the safety goals are met.

Testing:
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Using the set of relation rules identified earlier, e.g., each Goal must resolve to a Solution, in a
model-based development environment it is possible to perform completeness and consistency
checks on this type of safety case.

Prescriptive Safety Cases

Use:

In conjunction with the use of patterns, once a decision is made to solve a known problem or use
a trusted solution pattern or purchase a COTS component, the developer can directly create an
instance of the (partial) safety case template or skeleton for the known pattern/component. It thus
becomes possible to know what the safety case should look like and to use this as development
guideline.

Testing:

Using the generated safety case skeleton as a reference, the developer can test existing solutions
against it to see whether their arguments hold.

The extent of the testing depth and automation rely on how high the integration of the safety case
elements into the development artifact landscape is.
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A2 Appendix 2 — Classification of safety mechanisms at a logical
level

This appendix provides deeper details into the implementations of the MODPAL approach in the
AF3 Tool presented in Chapter 5.3.6. After the first implementations proved the feasibility of the
approach, and were published in [196], the implementation work was expanded in the context of
a Master’s thesis [198] supervised by the author. The following text relays combined research
supported by the author in a supervisory role, copied from that Master’s thesis. Some minor
corrections were made to rectify typos, grammar or linguistic mistakes impacting the
understandability of the texts. The source citations were reduced to a bare minimum to avoid
cross-contaminating this thesis’s bibliography. Please refer to the master’s thesis for a full list of
the references used there.

Classification of safety mechanisms at a logical level

Safety mechanisms can be classified under three categories: failure detection, failure avoidance
and failure handling. However, they can also be categorized at a logical level depending on the
structure of their component and surrounding architecture. The result of applying such
categorization was the mapping of the safety mechanisms to the following categories: one logical
component, composition of logical components and redundant component safety mechanism.
Before this classification was obtained, previous taxonomies were proposed.

For the first classification of safety mechanisms at a logical level a checklist was employed, to
see which properties they cover. After applying the checklist to the list of safety mechanisms used
in this master’s thesis, the results were registered in tables. They can be observed in table A.1 and
table A.2. The goal of these tables was to analyze the set of safety mechanisms, in order to find a
way to group them in classes, depending on the properties that they have in common.

A2.1 Initial categorization of safety mechanisms at a logical level

This categorization is orthogonal to the one mentioned in the beginning, shown in [248]. The
derived categories are listed and explained as follows:

Category 1
This category is characterized for:

e The safety mechanism is composed by one logical component.
e Its functional behavior will not change in the course of time.
The number of inputs remains unmodified. The safety mechanisms mapped to this category are:

o Challenge Response Check o  Maximum Age Monitoring
o Comparison o Message Read Back Check
e Cyclic Redundancy Check (CRC) o Parity Check

e Data Timeout Monitoring e Replication

e Gradient Check e Reporting

Logical Control Flow Monitoring
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Category 2
This category distinguishes from the others in:

e The safety mechanism is composed by one logical component.
e Its functional behavior will not change in the course of time.

e The number of inputs varies depending on which were set to be active by the user. In
other words, inputs can be optional.

The safety mechanisms mapped to this category are:

e Partitioning ® Range Check

Category 3
This category is characterized for fulfilling the following properties:

e The safety mechanism is composed by one logical component.
e The functional behavior of the safety mechanism must be defined by the user.
e The number of inputs remains unmodified.

The safety mechanisms mapped to this category are:

o Control Flow Interlock e Reset
e Data Sequence Monitor e  Watchdog
Category 4

This category is characterized for:

e The safety mechanism is composed by one logical component.
e The functional behavior of the safety mechanism must be defined by the user.
e The number of inputs varies depending on the implemented functionality.

The set of safety mechanisms matching these properties is comprised by:

e Alive Supervision e Error Filtering
e Data Interlock o HW-Self--Test
e Deadline Supervision o  SW-Self-Test

e Default Value

Category 5
This category is determined by the following properties:

e The safety mechanism is composed by at least two logical components.
e Logical components can be new or reused (another safety mechanism).
e For each new logical component the user must define:

— The type of functional behavior, fixed or variable.

— Number of inputs, marking the ones that could be optional.

— The logical components to which it is connected through a channel.
If a safety mechanism is reused, the following conditions have to be fulfilled:

— The safety mechanism must be selected from the existing ones, otherwise it
must be added to one of the categories.
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— Inputs and outputs must be linked to the respective logical components.

The safety mechanisms mapped to this category are:

e [-out-of-2 Voting e Heterogeneous Duplex Redundancy
o 2-out--of-3 Voting e N-out-of-M Voting
o 3-Level Safety Monitoring o Sensor Correlation
e Actuator Monitoring e Sensor Rationality
Category 6

This category is characterized for:

The safety mechanism is composed by at least two logical components.
The comprising logical components must be defined by the user. Therefore, the
following aspects have to be determined for each logical component:

- The type of functional behavior, fixed or variable.

- Number of inputs, marking the ones that could be optional.

- The logical components to which it is connected through a channel.

— If'the logical component is initial or final, where initial is denoted as the logical
component that receive an input from the architecture in which is integrated. On
the other hand, final is used to denote the logical component that delivers the
processed data as output to the architecture.

— At least one initial and final logical component has to be defined.

The safety mechanisms mapped to this category are:

e Degradation e Protected Single Channel
e Monitor Actuator e Sanity Check
Category 7

This category is determined by the following properties:

The safety mechanism is composed by at least two logical components. One of the main
components is called duplicated, which is a copy of an existing component (source)
from the architecture in which the safety mechanism is going to be added. Therefore, a
precondition tied to this category is the existence of a source component. The other main
component is the deciding component, which decides, depending on the values received
from both components mentioned before, the output to be delivered.

Additional logical components to the main ones have to be defined by the user, or in the
case that they are reused safety mechanism, they have to be selected from the existing
categories. In case of a new logical component that following tasks have to be carried
out:

— The type of functional behavior, fixed or variable.

— Number of inputs, marking the ones that could be optional.

— The logical components to which it is connected through a channel.
The duplication can be repeated n--times. The user of such safety mechanism must de-
termine how much deciding components are going to be applied and how they are going
to be connected within the safety mechanism logical architecture.

The safety mechanisms mapped to this category are:

e N-out-of-M Redundancy

Acceptance Voting e N-Self-checking

Homogeneous Duplex Redundancy
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e N-Version-Programming e Recovery Block with Backup Voting
e Recovery Block o Triple Modular Redundancy

The following tables capture the hierarchical classification of the two collected pattern groups into
seven initial categories.
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Table 23: Registered properties of safety mechanisms collected from [248]
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Table 24: Registered properties of safety mechanisms collected from [122]
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Legend
+  SM: Safety Mechanism

+ OC: One logical Component

+ CC: Compositions of logical Components Category 1 Category 5
« D: Duplication of logical components Category 2 Category 6
« FB: Fixed functional Behaviour ® gory gory

+ UB: User defined functional Behaviour Category 3 Category 7
« FQ: Fixed Quantity of inputs/outputs

= VQ: Variable Quantity of inputs/outputs @ Category 4

* R: Reused safety mechanism
+«  WR: Without Reused safety mechanism

Figure 56: Initial hierarchical categorization of safety mechanisms at logical level

A2.2 Final categorization of safety mechanisms at a logical level

To have seven categories signifies that developers as well as users of safety mechanism patterns
must handle an amount of highly detailed information at the time of documenting and/or using
them. On the other hand, at the time of evaluating the work, needed to implement the
functionalities in the CASE-tool AutoFOCUS 3 (AF3), it was realized that the integration was
going to be too laborious. The construction of the wizard (procedure) used to apply a safety
mechanism would be a nonessential investment of time and resources, due to its complexity. In
the case of implementing the reuse process by following such classification, would also mean an
unnecessary time employment on the part of users when interacting with AF3. To implement
seven different varieties of a procedure implies that users must learn them, in order to successfully
reuse a safety mechanism in a safety--critical embedded system.

To reduce the level of detailed contained within the categories, a couple of abstractions were
carried out over the first classification. As a result, the number of categories was reduced to three:
one logical component, composition of logical components and redundant component safety
mechanism. This classification will have a significant influence over the proposed augmentation
reuse process because it will determine how and in which order the logical components must be
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instantiated, by making use of the existing logical components of the architecture of the embedded
system.

The mapping of the safety mechanisms handled in this master’s thesis to their respective category
at a logical level is described below:

Category 1 — One logical component

This category is comprised by safety mechanisms composed by one logical component,
independent from the surrounding architecture. The following safety mechanisms fall under this
category:

o  HW-Self-Test

o Alive Supervision
e Logical Control Flow Monitoring

Challenge Response Check

o Maximum Age Monitoring

e Comparison

o Control Flow Interlock * Message Read Back Check
e CRC e Parity Check

e Data Interlock * Partitioning

e Data Sequence Monitor e Range Check

e Data Timeout Monitoring e Replication

e Deadline Supervision e Reporting

o Default Value ® Reset

e FError Filtering o  SW--Self-Test

e Gradient Check

Category 2 — Composition of logical components

This category is comprised by those safety mechanisms which internal structure consists in the
interaction of several logical components. The contained logical components can belong to one of
the three categories presented here. It means that safety mechanisms can also be part of those
comprising logical components of the internal architecture of the main logical component. The
following safety mechanisms can be classified under this category:

e [-out-of-2 Voting e Sensor Correlation
o 2-out-of-3 Voting e Sensor Rationality Check
e Degradation

Category 3 — Redundant component

This category comprehends safety mechanisms that are used to employ redundancy within
embedded systems. This classification has the same structure as the one from second category,
because the safety mechanism is composed by several components. The difference is that one of
those logical components is a replica of an existing one from the architecture of the embedded
system. This means that the internal logical structure of the safety mechanism depends on the
existence of an external logical component in order to function correctly. The safety mechanisms
that match this description are:

e 3-Level Safety Monitoring e Actuator Monitoring
e Acceptance Voting e Analytic Redundancy
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Heterogeneous Duplex Redundancy
Homogeneous Duplex Redundancy

Monitor A

ctuator

o  M-out-of-N
o N-Self-Checking

o N-Version
e Protected

Programming
Single Channel

Recovery Block

Recovery Block with Backup Voting
Safety Check

Safety Executive

Triple Modular Redundancy
Watchdog

In the next figure the final consolidated hierarchical classification of safety mechanisms at a logi-

cal level is shown.

Le

gend

SM: Safety Mechanism

OC: One logical Component

CC: Compositions of logical Components
RC: Redundant Component

Category 1
® Category 2

Category 3

Figure 57: Final hierarchical categorization of safety mechanisms at logical level



Appendix A3 240

A3 Appendix 3 Additional Implementation Examples in AF3

This appendix provides additional examples of the implementations of the MODPAL approach in
the AF3 Tool to the ones presented in Chapter 5.3.6. After the first implementations proved the
feasibility of the approach, and were published in [196], the implementation work was expanded
in the context of a Master’s thesis [198] supervised by the author. The following text relays
combined research supported by the author in a supervisory role, copied from that Master’s thesis.
Some minor corrections were made to rectify typos, grammar or linguistic mistakes impacting the
understandability of the texts. The source citations were reduced to a bare minimum to avoid
cross-contaminating this thesis’s bibliography. Please refer to the master’s thesis for a full list of
the references used there.

A3.1 Comparison pattern

The comparison pattern was selected to show an example of the simplest safety mechanism that
can be documented and reuse as a pattern. This type of safety mechanism patterns can be found
as an internal logical component that is used within another safety mechanism. For instance, the
Homogeneous Duplex Redundancy pattern integrates the range check and comparison pattern.

Now it will be shown, how this safety mechanism pattern can be documented by applying the
documentation process proposed in chapter 3. The first step is to record the safety requirements,
which gave origin to the development of the safety mechanism. The CASE-- tool AF3 already
offers the functionality to document requirements. It also provides the possibility of establishing
trace links to other requirements, which are the product of a refinement. In the next figure can be
observed how this can be done in AF3. There is information highlighted in red because it is the
necessary data needed to advance in the documentation process. The requirement has to be marked
as a safety requirement. In the comparison pattern this is the requirement that has to be fulfilled
by the safety mechanism, and it is described as follows:

e RI: Values provided by system interface must be checked against implausible values.

The R is used to denote a requirement, and this notation is going to be used in the following pattern
examples.

The second step in this documentation process consists in adding the related safety case to the
pattern. AF3 offers the functionality to construct the safety case. With this inclusion the main
elements (goals) of the safety case can now be supported through the existence of concrete
evidence (requirements list). Before it is shown how the safety case is added to the safety
mechanism pattern, it is important to clarify the abbreviations used within the safety case
argument of AF3. G is to denote a goal, S to the denote strategy, C for context, J for justification,
A for assumption, S» for solution. More information can be found in [58]. This notation is going
to be considered valid for the rest of the examples shown in this master’s thesis.
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G) R1 - Values provided by system interface must be checked against implausible values. &2 =0

Requirement (No comment)
Requirement ® =

~ General
General information

Type | Requirement

Title IVaIues provided by system interface must be checked against implausible values. I

Description | In legical components the system has to check if the values are erreneous or not by comparing them te a value determined by the user/
developer of the pattern.

Rationale |Detection of erroneous values and avoid the ocurrence of unnecessary risks.

Author | Developer

Ils Safety Reguirement @ I

Source  Stakeholder

Document Reference
Page

Status | |dentified

Regquirement | Checklist
B Properties "lp New Safety Mechanism Pattern Project 23 n Safety Argument Properties =8

New Safety Mechanism Pattern process steps:

Step 2 Information

ISKEF| L Add Safety Requirements « I In this step you have to add at least one safety-
relatedrequirement in order to proceed to the next step.

Step 2: | Add Safety Case |

Step 3: Add Logical Componet

Step 4: Add Technical Component

Step 5: Add Deployment

Step 6: Add Pattern Data

Figure 58: Requirement of comparison pattern

The next figure depicts the corresponding safety mechanism safety case. In it, it can also be
observed that the safety case argument is completed and that the user can go on with the
documentation process by enabling the option to add logical component and the placeholders of
the required architecture.

The elements are described next thoroughly due to readability reasons:
e GI: The system must detect erroneous data values.
e G2: Implausible values must be detected in interface port.

e (3: Values to be checked must be compared against a determined value given by the user
by using OP (operator).

e S1: Detect erroneous data values by applying a comparison safety mechanism.
e JI: Comparison is used to detect inconsistent data values.

e (I: Reference value for validation.

e (2: Value to be compared from other component.

e (3: OP Definition {lt, lte, eq, neq, gte, gt}
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e AI: itis assumed that an output receiver exists. This assumption is valid within

the whole safety case.
e Snl: Comparator (Logical component)
e Sn2: Selected operator.
The relationships between the elements are listed next:
e G1 is supported by S7
e S1is supported by G2, G3
e G2 is supported by Snl
e G3is supported by Sn2
e S1isin context of J1
e S1isin context of A1
e G2isin context of C1, C2

e (G3isin context of C3

@ Comparison Argument Module 23

Gl1:
The System must detect erroneous data values

@
SuppltedBy ’—"’_,___,_...-—'4' @
5 L) nContextOf
Q. - ® e.lect erroneous data \.ralu_es by appliying a —
N InContextOf ccmparlson;afety mechanism DP‘ Definitio
O

@ /
C1: SuppgrtedBy Supporte
‘\Df i
InContext|

O O ®
G2: G3:
Implausible values must be detected in interfaces poft. Values to be checked must be compared,..

— O = ®
Value to be d..Incontextof fa/ ’a/
pliortedBy pliortedBy
() )

51: Comparator

Argument Module
El properties sﬂp New Safety Mechanism Pattern Project £3 | B Safety Argument Properties
Mew Safety Mechanism Pattern process steps:

Step 3 Information

faenps Add Safety Requirements ’/ In this step you have to add the logical component
corresponding to safety mechanism pattern and its sub-
I5tep 2: Add Safety Case J I compenents have to bealso specified with a code

specification or a state automaton.

Step 3: | Add Logical Componet |

Figure 59: Safety case argument related to comparison pattern
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Once the safety mechanism is added the trace links between goals and included
requirements from step 1 can be established. In figure 4.3 it can be seen how this is done
in AF3. In this case there is only one requirement, therefore the traceability link is:

e GI®RI

@ *Comparison Argument Module &3

Gl1:
The System must detect erroneous data values

L
SuppoytedBy /_/J A
4 19 nContextOf
Q - ® etect erroneous data values by appliying a =
comparison safety mechanism :
e ° OP Definitio
O

@ /
C1: SuppertedBy Supporte
Reference va ‘\Df InContextOf
InContext &

W

G3:
Values to be checked must be compared,..

L
G2:
—_— Implausible values must be detected in interfaces port.
Argument Module

=] Properties "p New Safety Mechanism Pattern Project n Safety Argument Properties &3

| Primary GSN element's attributes | WMEHM 5 s

Is Private [

R1 should be referenced here
Undeveloped entity O /

Related safety requirement Mo requirement assigned

Figure 60: Trace link to safety requirement of comparison pattern

In the figure above, it can be observed that the functionality required to establish the trace
link to the requirement is not available, because the option to do it is disabled. Therefore,
it is shown “no requirement assigned”.

After the safety goal was successfully documented within the safety mechanism pattern,
the process can be continued with the execution of the third step, which is the
documentation of the safety mechanism pattern specifications. In AF3 there is the
possibility to add a formal specification, which is the same as configuring/creating the
logical component and its architecture, see step 4. Nevertheless, in the following bullet
points the specifications of the comparison pattern are described:

e Specl: The comparison of values must be done each time that a value is provided
by another module.

e Spec2: The user must select the operator for the comparison, belonging to the
domain {lt, Ite, eq, neq, gte, gt}.

e Spec3: The output of the comparator must be a Boolean value, respectively {true,

false}.
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The next sub--step is to link each specification to its respective requirement, from which
the specification is derived; the resulting links are listed as following:

o Specl ® RI
o Spec2 ® RI
o Spec3 ® RI

In this case the three specifications are link to the only requirement defined for the
comparison pattern. It can be seen that they are described more concretely. They will be
the bases used for the implementation of the logical component. However, the work in
step 3 is not completely done, each sub--goal of the safety case argument, that matches
the characteristics of a specification, must be linked to its respective specification. The
resulting links are listed next:

e G2 ® Specl
e G3® Spec?

e G2 ® Spec3: this is a link that cannot be seen clearly in the safety case argument,
but it can be implied that after comparing a value by making use of a Boolean
operator the result or output of the logical component is going to be also a
Boolean.

The next step in the documentation process is the fourth step, which consists in
constructing the logical component, needed to execute a function to check if a
received/provided value is plausible. The other sub--step is to set the placeholders and
description for those logical components that are needed by the safety mechanism in order
to work correctly. In the next figure, it can be seen that the logical component that
comprises the comparison pattern was constructed successfully, because now the user can
continue the documentation process. It can also be observed a couple of logical
components that belong to the required logical architecture, which are the InputProvider
and the OutputReceiver, which are marked with an Z, to let the user know that they have
to be instantiated at the time of reusing the safety mechanism. The functionality that
allows marking those logical components as to be instantiated is not available in AF3 yet.
For this reason, the next figure is used to show how it could see in the future.

After the building of the logical component, the Comparator, it has to be linked to its
respective specification in order to keep the traceability property along the safety
mechanism pattern as determined in chapter 3. In this case the component is connected
to all specifications, because is the only component that was added:

e Comparator ® Specl
e Comparator ® Spec2
e Comparator ® Spec3
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This notation it is also going to be considered valid for the following safety mechanism
patterns. The work that is still to be done is to establish a connection between the safety
case argument and the logical component, to show how solutions are supported by
concrete evidence. This means that the following connections have to be created in order
to keep traceability:

e Snl ® Comparator

e Sn2 ® Comparator

@ Comparison Component Architecture &3

_rOperator

ValueToCompareTo q
™ "
(& comparator Result © OutputReceiver
" e N B -
@ InputProvider brovidedVatd

Component Structure | Component Resource Table | Variables Bounds Table
B Properties sﬂp MNew Safety Mechanism Pattern Project &3 n Safety Argument Properties
New Safety Mechanism Pattern process steps:

Step 4 Information

Step Lt Add Safety Requirements v In this step you have to add the so called
technicalarchitecture or the Platform Architecture. To

Step 2: Add Safety Case J proceed at least one hardware component has to exist.

Step 3: Add Logical Componet «

Step 4: Add Technical Component

Figure 61: Logical component and surrounding architecture of comparison pattern

Once the relationships between logical component and safety case argument are
completed, the developer can decide to define the technical component in which the
comparator has to be deployed. The focus of this master’s thesis is to show how the safety
mechanism pattern must be documented to achieve the minimum level of completeness
for its adequate use. Therefore, the documentation process for the comparison pattern and
the following patterns will be limited to steps 1 —4 and 7.

The fifth step consists in defining the technical component in which the logical
component is going to be deployed, by following the deployment rules defined in the
sixth step. As stated before, these are optional steps.

An imperative task that must be carried out in the documentation process is the one related
to the seventh step, which is the recording of the relevant and additional data that cannot
be documented through those models created in the previous steps.

In the following figure, it can be observed how this information is recorded in AF3.
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"‘p Comparison Pattern Data £3

Overview

Fill out the following additional data regarding the safety mechanism pattern. Fields marked with * must be filled out in order to proceed with pattern documentation

process.

Also known as: Comparator, Plausibility Check

Failure Detection
Applicability:* | "1t is applicable for data elements (values) that are required or provided by interfaces defined by port prototypes. It context is comprised by two

logical components that could be located in the same technical component or in different technical components. Theses two logical components are
the Input Provider and the Output Receiver, which were mentioned in step number 4. The Input Provider will determine with which type of input the
comparator component is going to work. For example, if it is with integers or doubles.

I Consequen(es:'l If the comparison pattern is applied, erroneous values coming from the input providers will be detected. On the other hand this could cause that the

right operation of the embedded system could be compromised, because it could be interrupted. Another consequences of detecting errors is that
they will not be propagated to the following modules or channels integrated in the embedded system. This check could also mean to sacrifice a bit
of performance. because extra operations have to be done before continuina with the rest of the tasks involved. as conseauence the aeneral

Implications: | Not available

Sample:

Known uses: | ACC speed plausibility check.

Safety Mechanism Pattern Data

1 properties "l; New Safety Mechanism Pattern Project &3

New Safety Mechanism Pattern process steps:

Steps completed!

“Now press “save SMP" to add the safety mechanism
pattern to the library.

Step 1: Add Safety Requirements «

Step 2: Add Safety Case «

Step 3: Add Logical Componet J

Step 4: Add Technical Component

Step 5: Add Deployment

Step 6: Add Pattern Data V|| savesme |

Figure 62: Additional data to be recorded with the comparison pattern

The stored data from the figure above is presented as following:

Also known as: Comparator, Plausibility Check
Classification: Failure Detection

Applicability: 1t is applicable for data elements (values) that are required or
provided by interfaces defined by port prototypes. Its context is comprised by
two logical components that could be located in the same technical component
or different technical components. These two logical components are the Input
Provider and the Output Receiver, which were mentioned in step number 4. The
Input Provider will determine with which type of input the comparator
component is going to work. For example, if it is with integers or doubles.

Consequences: 1f the comparison pattern is applied, erroneous values coming
from the input providers will be detected. On the other hand, this could cause
that the right operation of the embedded system could be compromised, because
it could be interrupted. Another consequence of detecting errors is that they will
not be propagated to the following modules or channels integrated in the
embedded system. This check could also mean to sacrifice a bit of performance
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because extra operations have to be done before continuing with the rest of the
tasks involved, as a consequence the general execution time of the function will
increase.

e Implications: not available due to a lack of information to carry out the
corresponding analysis. This attribute was also denoted as optional. To see an
example of how the information should be registered within this attribute, see
Homogeneous Duplex Redundancy pattern (section 4.1.4).

e Sample: see Figure 61.

e Known uses: Adaptive Cruise Control (ACC) speed plausibility check.

A3.2 Range Check pattern

@ R1 - Data values must be checked against a valid range of permitted val... &3 @ R2 - The specified interval to catch erroneous data values can be extend... =0

Requirement (No comment)

*E

Ceneral information
1D} | R1

Type | Requirement

Title I Data values must be checked against a valid range of permitted values. I

Description | Data values must be within a specified interval, otherwise the data is considered as erroneous.

Rationale  Detect erroneous data values that could compromise the safe operation of the embedded system.

Author loper
Ils Safety Requirement (] i

Source |Stakeholder

Document Reference

Status | |n Analysis
Reguirement | Checklist

= Properties "lp New Safety Mechanism Pattern Project &3 m Safety Argument Properties =8

New Safety Mechanism Pattern process steps:

Step 2 Information

IS':EF| 1 Add Safety Requirements ‘/ I In this step you have to add at least one safety-
relatedrequirement in order to proceed to the next step

Step 2: | Add Safety Case |

Step 3: Add Logical Componet

Step 4: Add Technical Component

Step 5: Add Deployment

Step 6: Add Pattern Data

Figure 63: Requirements of range check pattern

This pattern is shown as a variation of the one component safety mechanism pattern
because some of the inputs, that the logical component uses, are optional. This permits
users of the pattern to have a certain level of flexibility when incorporating this safety
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mechanism in an embedded system. It can be considered as an alternative to the
comparison pattern.

The documentation process of the range check pattern begins with the first step, which
is the recording of the requirements related to the development of the safety mechanism.
In the figure above, the documented requirements in AF3 can be observed.

The requirements are also listed as follows:
e RI: Data values must be checked against a valid range of permitted values.

e R2: The specified interval to catch erroneous data values can be extended by
adding a tolerance. This requirement allows making more flexible the value of
the data around the interval limits.

Once the requirements are successfully added to the pattern, the documentation process
can continue with the execution of the second step, which consists in the modeling of the
safety case argument that will be supported through the development artifacts of the safety
mechanism pattern. The recorded safety case for this pattern can be observed in the next
figure.
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Figure 64: Safety case argument related to range check pattern

The elements of the safety case are presented thoroughly as follows:

e G1I: The system must detect erroneous data values. A goal is normally used to
introduce the idea of failure detection as a property that the system has to fulfill,
like in the case of the comparison pattern.
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e G2: This goal refines G1, because it states a more detailed of which failure
detection modality is going to be applied.

e (3: Data values must be included within a specified interval.

e G4: Erroneous data values must be caught by the range check function.

e SI: Detect erroneous data values by applying a range check safety mechanism.
e (I: A component provides the value to be validated.

e AI: It is assumed that some logical component should exist to receive the result
of the plausibility check.

e (3: Definition of the max value.
e (4: Definition of the min value.
e Snl: Range check function (logical component).

e Sn2: Validation of the max and min values given by the user. The relationships
between the elements are listed next:

e (1 is supported by G2

e G2 is supported by S17

e S1is supported by G3, G4

e G3is supported by Sn2

e G4 is supported by Snl

e §1isin context of C1, C2, A1
e G3isin context of C3, C4

Once the safety case documentation is completed, trace links must be established between
the goals and the requirements of the safety mechanism, in order to support part of the
safety case with concrete evidence (List of requirements). The links are listed as follows:

e GI®RI
e G2®R2

After the first traceability between the safety case and the development artifacts were
created the documentation process can go on with the third step, which is the recording
of those specifications derived from the requirements presented before. Even though there
is not functionality that allows documenting the specification in AF3, this information
has to be stored somewhere because it is the detailed representation of the safety
mechanism needed to implement the logical component. The specifications of this pattern
are:
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e Specl: Data values are checked against a valid range of values, where min is the
lower accepted value and max the upper limit of the interval.

e Spec2: the user of the pattern gives Range values, which have to be subject to a
validation of the interval limits. {max > min}

e Spec3: the tolerance given by the user of the pattern has to be added to the range
check as following: check provided value (pv) in range pv >= min — (min*t) and
pv <= max + (max*t), where ¢ is the tolerance.

e Specd: the result of applying the range check is delivered as a Boolean value,
respectively {true, false}

A sub--step that must be carried out, is the linking of these specifications to their
respective requirement, which is done as following:

o Specl ® RI
o Spec2 ® RI
o Spec3 ®R2
o Specd ® RI

Once this level of traceability is reached, the developer can proceed to the next sub--step,
which is the connection of the sub--goals of the safety case with the corresponding
specifications of the safety mechanism pattern. The resulting trace links are:

e G4 ® Specl
e G4 ® Spec?
e G3 ®Spec3
o G4 ® Specd

Having documented the specification as part of the pattern, it is time to proceed to the
next step, which is the fourth step. 1t consists in constructing or in this case modeling the
logical component that is going to be integrated in the embedded system and the required
surrounding architecture, in order to guarantee its correct functioning. In the next figure,
it can be observed the result of executing this activity in AF3.

There are elements modeled in the component architecture shown in the next figure that
are marked with an 1. These logical components should be instantiated through existing
components of the embedded system, when the augmentation reuse process is applied.
Otherwise, they must be developed by the user if the greenfield reuse process is chosen.
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@ Range Check Component Architecture 23

@ InputProvider providedyalte @ Range Checker Output @ OutputReceiver

Compeonent Structure | Compeonent Resource Table | Variables Bounds Table
== Properties S“P New Safety Mechanism Pattern Project 3 n Safety Argument Properties
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Step Lt Add Safety Requirements v In this step you have to add the so called
technicalarchitecture or the Platform Architecture. To

Step 2: Add Safety Case J proceed at least one hardware component has to exist.

Step 3: Add Logical Componat !/

Step 4: Add Technical Component

Figure 65: Logical component and surrounding architecture of range check pattern

There are a couple of sub-steps that must be executed while documenting the logical
component. First, trace links must be created between the logical component and the
specification that is being addressed by the safety mechanism, as follows:

e Range Checker ® Specl
e Range Checker ® Spec2
e Range Checker ® Spec3
e Range Checker ® Spec4

In this way when a failure occurs, it can be traced back to one of the specifications and
from there up to the safety requirement. The other sub-step consists in establishing
traceability between the safety case and the pattern, in which the solutions are supported
by the logical components. The resulting links are:

e Snl ® Range Checker
e Sn2 ® Range Checker

In the next figure, it is shown how this trace link can be established with the functionality
offered by AF3. However, this functionality is not available in AF3 yet, because the
option to set the trace link is disabled, as it can be seen in the figure. The so-called internal
evidence should reference the logical component (Range Checker) added to the
component architecture of the range check pattern.
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Figure 66: Trace link to logical component of range check pattern

As it was stated before, this master’s thesis is focused on showing how developers can
achieve the minimum level of completeness at the moment of documenting a safety
mechanism pattern. Therefore, the fifth and sixth steps are not carried out for the range
check pattern. However, it is important to emphasize that these steps are about defining
the technical component (hardware) in which the logical component defined in step 4 is
going to be deployed.
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process.
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Figure 67: Additional data to be recorded with the range check pattern
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The last step of the documentation process is the seventh step, which consists in filling

out a set of additional information, which is going to be useful at the time of using the
pattern. This information can also be documented in AF3, as shown in the figure above.

The content of each pattern attribute is described as follows:

Also known as: Plausibility Check
Classification: Failure Detection

Applicability: 1t is applicable for data elements (values) that are required or
provided by interfaces defined by port prototypes. It context is comprised by two
logical components that could be located in the same technical component or
different technical components. Theses two logical components are the /nput
Provider and the Output Receiver, which were mentioned in step number 4. The
Input Provider will determine with which type of input the range check
component is going to work and validate. For example, if it is with integers or
doubles.

Consequences: If the range check pattern is applied, erroneous values coming
from the input providers will be detected. On the other hand, this could cause
that the right operation of the embedded system could be compromised, because
it could be interrupted. Another consequence of detecting errors is that they will
not be propagated to the following modules or channels integrated in the
embedded system. This check could also mean to sacrifice a bit of performance
because extra operations have to be done before continuing with the rest of the
tasks involved, as a consequence the general execution time of the function will
increase.

The idea of having a tolerance in this safety mechanism is to offer flexibility when values

are very closed to the limits of the intervals, because a value near those limits could not

represent such a significant risk for the further operation of the embedded system.

Implications: not available due to a lack of information to carry out the
corresponding analysis. This attribute was also denoted as optional. To see an
example of how the information should be registered within this attribute, see
Homogeneous Duplex Redundancy pattern (section 4.1.4).

Sample: see figure 4.8

Known uses: ACC speed plausibility check, ACC distance plausibility check. In
the ACC embedded system a speed plausibility check is done, it consists in
verifying if the current measured speed remains under a certain limit compared
to old measurement. After the comparison, the speed value is delivered or not to
the component in charge of regulating the speed of the vehicle.



Appendix A3 255

A3.3 1-out-of-2—-Voting pattern

The I—out—of-2—Voting (1oo2--Voting) can be denoted as a composition of components
safety mechanism pattern. This means that the documented logical component of the
safety mechanism pattern is composed of several logical components, which are going to
be presented in step 4 of the documentation process. This safety mechanism is usually
used as a deciding component when redundancy is applied in an embedded system.

@ R1 - The propagation of erroneous values must be prevented when a red... @ R2 - A voting function must detect the erroneous data values and forwa... 3 =g

Reguirement (No comment)

® =

General information
I

Type Requirement

Title | A voting functien must detect the erroneous data values and forward the ones that fulfil a certain quality crilerial

Description

Rationale |Discard invalid values that could compromise the correct functioning of the embedded system.

Author | Developer
Ils Safety Requirement o I

Source |Stakeholder
Document Reference

Status Identified
Requirement | Checklist

= Properties "lp New Safety Mechanism Pattern Project 58 ;m Safety Argument Properties =g

MNew Safety Mechanism Pattern process steps:

Step 2 Information

I Step 1: Add Safety Requirements « I In this step you have to add at least one safety-
relatedrequirement in order to proceed to the next step.

Step 2: | Add Safety Case |
Step 3: Add Logical Componet

Step 4: Add Technical Component

Step 5: Add Deployment

Step &: Add Pattern Data

Figure 68: Requirements of 1o02-—-Voting pattern

The first step consists in recording those safety requirements involved in the development
of the safety mechanism, as shown in the figure above, where one of the requirements of
the /oo2--Voting pattern is shown documented in AF3.

These recorded requirements are:

e RI: The propagation of erroneous values must be prevented when a redundant
channel is being used.

e R2: A voting function must detect the erroneous data values and forward the
ones that fulfill a certain quality criteria.

As it can be observed in the next figure, the button to add the safety requirement is already
disabled, because at least one requirement was added successfully. For this reason the
button to add the safety case was set as enabled to proceed with the next step of the
process.
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The second step comprises the inclusion of the related safety case to the pattern, in order
to be able to back up the history behind the argumentation chain of the safety case. The
safety case structure related to the /o0o2--Voting pattern can be observed in the next

figure.
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Figure 69: Safety case argument of 1002-—-Voting pattern

The elements of the safety case argument presented in the figure are described as
following for a better readability:

GI: Avoid propagation of invalid values to the system.

G2: The propagation of invalid values must be prevented when using a redundant
channel.

G3: Channel values must be compared to detect erroneous data.
G4: A quality function must be applied to detect erroneous values.

S1: Prevent erroneous values propagation by applying a voting safety
mechanism.

J1: Through voting mechanism erroneous values are detected, and backup values
can be forwarded, otherwise it serves as failure detection safety mechanism.

AI: Main channel, which is a component that is normally providing the system
e.g. with processed values, or values from a sensor, etc.
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e A2: Redundant channel, which is the back up running system, which also
processes data, but is not the one that is normally used, but stays as backup.

e A3: It is assumed that some logical component should exist to receive the result
of the voting.

e Snl: 1--out--of--2--Voter

e Sn2: Quality function defined by the user to be utilized within the voter.
The relationship between the elements are listed next:

e G1 is supported by G2

e G2 is supported by S17

e S1is supported by G3

e S1 is supported by G4

e S7isincontext of JI, A1, A2, A3

e G3is supported by Sni

e G4 is supported by Sn2

After laying out the safety case, trace links must be established between the goals of the
safety case and the requirements of the safety mechanism pattern:

e GI®RI
e G2®R2

The third step of the 1002--Voting pattern documentation process is to record those
specifications that give a more concrete and exact description of the pattern, which are
used as the basis for the implementation of the logical component. They are listed as
follows:

e Specl: The propagation of invalid data values, originated in the main
channel/component, must be prevented by replacing them through the values
computed by a redundant channel/component, in which a 1--out--of--2--Voter
component is added.

e Spec2: The voter must prove the quality of the values with an user--defined
function.

e Spec3: The quality computed for each of the values must be under a given
tolerance.
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After recording the specifications, they have to be linked to their respective requirement
due to traceability reasons, and the resulting connections of this pattern are:

o Specl ® RI
o Spec2 ® R2
o Spec3 ® RI

In the same way this specification must be linked to sub--goals of the safety case, as
shown next:

e G3® Specl
e G4 ® Spec?

e G3 ® Spec3: even though the tolerance is not mentioned explicit in G3, it is part
of the voter functionality.

Going on in the process it can be proceed to document the logical component and its
surrounding architecture, which is the fourth step. In the next figure it can be observed
the voter component and the required surrounding architecture.

(C] loo2Voting Component Architecture &3 =0

LT
0]
A _q
T © voter Oulput. © OutputReceiver
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Compenent Structure | Compenent Resource Table | Variables Bounds Table
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New Safety Mechanism Pattern process steps
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et Add Safety Requirements “ In this step you have to add the so called
technicalarchitecture or the Platform Architecture. Te
Step 2: Add Safety Case J proceed at least one hardware component has to exist.
IStep 3 Add Logical Componet “ I
Step 4: | Add Technical Component |

Figure 70: Logical component and surrounding architecture of 1002-—-Voting pattern

The architectural components required by the 1002--Voting pattern are marked with 7 in
the figure, in order to let know the user of this pattern that it needs to be instantiated when
e.g. the augmentation reuse process is applied.
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At the beginning of this section it was stated that this pattern was different in a logical
level, because it is composed internally by other logical components, which are shown in
the next figure. In it, the letter D is used to denote those components that need fo be
developed by the user when the pattern is used. The functionality that allows marking
those logical components as to be developed is not available in AF3 yet. They are
nevertheless depicted in the figure, to show how it could see in the future. The voter
component in this case is the one who have to check the computed qualities against a
given tolerance, in order to decide which output is fit to be sent as output.
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I Step 3: Add Logical Componet «I
Step 4: Add Technical Component

Figure 71: Internal view of Voter component

After the logical component of the pattern was defined, it has to be linked to its respective
specifications due to traceability reasons, as follows:

o Voter ® Specl, Spec3
o UserQuality(A) ® Spec2
o UserQuality(B) ® Spec2

These components must be also linked to the respective elements of the related safety
mechanism, in order to support the solutions through concrete evidence. The resulting
trace links are listed as follows:

o Snl ® Voter
o Sn2 ® UserQuality(A)
e Sn2 ® UserQuality(B)
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It is important not to forget that the surrounding logical components, which are required
by the safety mechanism in order to work correctly, must also be linked to its
corresponding element in the safety case. In this case, the context elements have to be
linked to those architectural components:

e Al ® SourceA
e A2 ® SourceB
e A3 ® OutputReceiver

The fifth and sixth steps are optional, which consist in documenting the information
regarding the technical component, in which the safety mechanism is going to be
deployed, in order to achieve a more complete level of documentation.

To finish the documentation of the 1002--Voting pattern, a seventh step has to be carried
out, which comprises the recording of additional data, which is going to be considered
useful at the moment of reusing the safety mechanism. In the next figure, the
documentation of this information in AF3 can be observed.

%M, 1002Voting Pattern Data 83
Overview
v Safety A

Fill out the following additional data regarding the safety mechanism pattern. Fields marked with * must be filled out in order to proceed with pattern documentation
process.
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occur, because the same random hardware failure, e.g. erroneous measurement of a sensor, does not occur normally at the same time. On the other
hand. the performance of the embedded svstem is affected neaativelv. so that it consumes more time and resources to execute its functionalitv.
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Safety Mechanism Pattern Data
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Step 1: Add Safety Requirements Now press “save SMP" to add the safety mechanism
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Step 5: Add Deployment

IStep 6: Add Pattern Data «‘ IVSave SMP I

Figure 72: Additional data to be recorded with the 1oo2-—-Voting pattern
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The content of this pattern attributes from the figure above is shown completed as
following:

Also known as: Voter
Classification: Failure handling

Applicability: This safety mechanism requires two distinct inputs in order to
operate. If they are e.g. to be sensors, the logical component of the sensor should
be included in the component architecture. Voting could also happen between
values computed locally and values computed by another ECU.

Consequences: 1f the computed quality for each of the provided inputs does not
stay under a given tolerance, the voter will send an error message to the output
receiver, which can cause a malfunctioning of the embedded system or an
interruption of its service. But normally it is very difficult that this case occurs,
because the same random hardware failure, e.g. erroneous measurement of a
sensor, does not occur generally at the same time. On the other hand, the
performance of the embedded system is affected negatively, so that it consumes
more time and resources to execute its functionality. Nevertheless, this is
something that users have to know and take into account if they want to achieve
a certain level of safety within the embedded system.

The voting component inside the logical component could be also considered as a single

point of failure, because if it malfunctions, then voting cannot occur and therefore the

safety of the embedded systems cannot be guaranteed.

A3.4

Implications: not available due to a lack of information to carry out the
corresponding analysis. This attribute was also denoted as optional. To see an
example of how the information should be registered within this attribute, see
Homogeneous Duplex Redundancy pattern.

Sample: see Figure 70 and Figure 71.

Known uses: Voting patterns, like the 1002--Voting are used inside many other
safety mechanism patterns, e.g. N--Version Programming, which in this case will
be 2-- Version Programming.

Homogeneous Duplex Redundancy pattern

This pattern was selected to show how redundancy is documented as a safety mechanism

pattern. Moreover, this example will serve to present how the greenfield reuse process is
done with the assistance of AF3, because the Homogeneous Duplex Redundancy (HDR)
pattern makes use of a couple of safety mechanism patterns within its logical architecture.
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As it was shown in the previous examples, the documentation of the pattern commences
with the first step, which consists in recording the requirements, respectively the safety
requirements. How they can be documented within AF3 is shown in the next figure.

The requirements of this pattern are also listed next for a better readability:

e RI: The system must count with a redundant component that guarantees the
operation of the system when a failure occurs.

e R2: The processed input and output values provided by the interfaces must be
checked against implausible values.

e R3: The selection regarding which component/channel must be carried out by a
switch/deciding component.

@ R1 - Redundant compenent &3 m R2 - Plausibility check @ R3 - Switch component =8

Requirement (No comment)

=

General information

o[]

Type Requirement

Title ||Redundant component |

Description  They system must count with a redundant component that guarantees the operation of the system when a failure occurs.

Rationale A compenent is duplicated to offer an alternative, in case that a failure or error is detected in the main component. In this way the risks of
having a single point of failure are mitigated.

Author loper
Is Safety Reguirerment [ &ff

Source  Stakeholder

Document Reference

L' ge
Status | |dentified
Requirement | Checklist
= Properties ‘“p New Safety Mechanism Pattern Project 28 _- Safety Argument Properties =8

Mew Safety Mechanism Pattern process steps:

Step 2 Information

IStep L Add Safety Requirements «I In this step you have to add at least one safety-
relatedrequirement in order to proceed to the next step.

Step 2: | Add Safety Case |
Step 3 Add Logical Componet

Step 4: Add Technical Component

Step 5: Add Deployment

Step 6: Add Pattern Data

Figure 73: Requirements of the homogeneous duplex redundancy pattern

Due to the nature of this pattern, it is important to emphasize that requirements of the
reused safety mechanisms, for example, range check pattern, must be included to the set
of requirements as well. The developer in charge of documenting the pattern must analyze
the list of imported requirements to avoid their repetition.
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The second step in the documentation process consists in recording the safety case that is
supported through the development artifacts, such as requirements, of the safety
mechanism pattern. The safety case argument is depicted in the next figure.

To make the elements from the figure above and their description clear to the reader, they
are listed next:

e G1I: The system must guarantee the further functioning when a failure occurs.

e G2: A component or data processing channel must be duplicated.
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Figure 74: Safety case argument of homogeneous duplex redundancy pattern

e G3: A channel must be selected between the main channel/component and the
redundant one to deliver an output free from errors.

e G4: The quality of the existing channel and duplicated inputs and outputs must
be subjected to a plausibility check.

e G5: The quality for each input and output must not exceed certain value limits.
e G6: Erroneous data values must be detected.

e §SI: Assured by applying the homogeneous duplex redundancy safety
mechanism. In other words, a second redundant component must be included to
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handle the occurrence of an error and secure the further working of the embedded
system.

AI: Component to be duplicated. It is a component that processes an input and
delivers some output.

A2: Sensor that provides the input to the component/channel to be duplicated.

A3: Actuator that becomes the output processed by the component to be
duplicated.

Snl1: Duplicated component. It is an exact implementation of the component to
which the pattern is going to be applied.

Sn2: Switch component that is responsible for deciding which output is going to
be used.

ASnl: Range checker, is a safety mechanism pattern used to carried out the
evaluation of the processed input and output of both components/channels.

ASn2: Comparator, which is also a technical solution reused to detect erroneous
data values.

Compared to the safety mechanism patterns presented before, it can be seen that the

solution range checker and comparator are away solutions referenced from the respective

safety case arguments. Therefore, they have to be also included as safety case arguments
within the safety case of the homogeneous duplex redundancy pattern. Away solutions
are explained well in [58].

The relationships between the elements are listed next:

G1 is supported by S1
S1 is supported by G2
S1 is supported by G3
S1 is supported by G4
G4 is supported by G5
G4 is supported by G6
G2 is supported by Snl
G3 is supported by Sn2
G5 is supported by ASnl
G6 is supported by ASn2
S1 is in context of A1, A2, A3
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After documenting the safety case related to the pattern, trace links between the goals and
the requirements from step 1 must be established, as it is shown next:

e GI®RI
e G4®R2
e G4®R3

Once the safety cases were included the process can continue to the execution of the third
step, which is the recording of the specifications:

e Specl: An existing component in the embedded system architecture must be
duplicated.

e Spec2: the quality of the processed inputs and computed outputs of the respective
component (main and redundant) must be checked by using a range checker. The
user must give other inputs for the range checker.

e Spec3: The outputs of the corresponding range checker must be compared to
observe if the data processing for each component is done faultless. The
comparator must receive four inputs, two processed inputs and two computed
outputs.

e Spec4: The result obtained from the external comparator, which contained the
range checker and the comparator, serves as input for deciding component
(switch), which determines with which channel/component the embedded
system is going to fulfill their tasks to.

e Specs: In case of obtaining a negative evaluation of the value qualities from both
channels/components, it must be marked as an error.

Due to traceability reasons a sub--step has to be carried, which consists in building trace
links between those specifications and their corresponding requirements, like it is shown
next:

o Specl ® RI
o Spec2 ® R2
e Spec3 ® R2
o Specd ® R3

e Spec5 ® R2, R3

In the same way these specifications must be connected to their counterpart in the safety
case argument, which are those sub--goals resulted from a goal splitting or the
employment of a strategy. These trace links are:

e G2 ®Specl
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o G5®Spec2
e G6® Spec3
o G3®Specd

e G3, G6 ® Specs

The specifications related to the used patterns have to be also added to the set of
specifications.

After it is done, the progress of the documentation process can go on, in which the fourth
step is executed. The result of documenting the logical component and the required
architecture of the safety mechanism are depicted in the next figure.

@ HDR Component Architecture 58 =g

O]
d * &
sknsorData @ ComponentToBeDuplicated
b .

ProcessedOutput
Processkdinput  ProcessgdOutput

O O O Ll I
@ ComparatorExt = O @ @ Actuator
DutputComp Dutput
SensgrData O O O

1 f

Bo(e ssedOutputD

Proce ss‘ld InputD Process e*o utput

e

@ DuplicatedComponent

Compeonent Structure | Component Resource Table | Variables Bounds Table

= Properties S“P New Safety Mechanism Pattern Project &3 m Safety Argument Properties =g
MNew Safety Mechanism Pattern process steps:
Step 4 Information
il Add Safety Requirements J In this step you have to add the so called
technicalarchitecture or the Platform Architecture. To
Step 2: Add Safety Case gf proceed at least one hardware component has to exist.
IStep :h Add Logical Componet \, I
Step 4: Add Technical Component
Step 5: Add Deplovment

Figure 75: Logical components and surrounding architecture of the HDR pattern

The elements marked with an 7 in the figure above, are those who need to be instantiated
by existing logical components of the embedded system, in which the safety mechanism
is going to be integrated. This is in case that the augmentation reuse process is applied.
There is a component, called ComparatorExt, which contains the respective range
checkers for each processed input and each computed outputs. Then a comparator is used
to detect erroneous data values. In the next figure, it can be seen how this ComparatorExt
is internally modeled at a logical level.

Once the logical component and the required architecture are modeled and recorded, each
of the elements has to be linked to its respective specification as follows:
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e  DuplicatedComponent ® Specl
o  ComparatorExt ® Spec2, Spec3, Spec5
o  Switch ® Spec4

The logical components documented with the HDR pattern must be linked to the solutions
of the safety case due to traceability reasons, as shown next:

e Snl ® DuplicatedComponent
o Sn2 ® Switch

e ASnl ® Range Checker

o ASn2 ® Comparator

The required logical components modeled in this pattern must be also linked to its
respective element from the related safety case:

e A2 ® Sensor
e A3 ® Actuator

e Al ® ComponentToBeDuplicated
@ HDR Compeonent Architecture =0

= g T_Pinput = - _Plnput
ProcessddOytput
®*— » ® RangeCheckPlnput @ RangeCheckPOutput
Processedinput
Use of Range Check pattern OutputRClnput OutputRCOutput
S
* O
G Comparator + Output
. )
ProcessddinputD g Bt
OutputRJOutputD
® RangeCheckPlnputD c] RangeCheckPOutputD
OufputRClinputD
ProcessedQutputD
L
Component Structure | Variables Bounds Table
=] Properties “lp New Safety Mechanism Pattern Project &4 - Safety Argument Properties =0

Mew Safety Mechanism Pattern process steps:

Step 4 Information

Senpl Add Safety Requirements J In this step you have to add the so called
technicalarchitecture or the Platform Architecture. To

Step 2 Add Safety Case J proceed at least one hardware component has to exist.

Step 3 Add Logical Componet J

Step 4| Add Technical Component |

Cerm £ I

Figure 76: Internal view of the ComparatorExt logical component
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The fifth and sixth steps are skipped as it was done in the previous examples of safety
mechanism patterns.

S, HDR Pattern Data & |

Overview

ty Mechanism Pattern

Fill out the following additional data regarding the safety mechanism pattern. Fields marked with * must be filled out in order to proceed with pattern documentation

process.

Also known as: ﬁomogeneous Redunda;cy Pattern, Standby-Spa:e Patt&\. Bynamic Red\Tndancy Pattern, TwoiChannel Redundancy Pattern

Classification:*§ | Failure Detection & Failure Handling

Applicability:*§ [This pattern is used to increase the safety and reliability of the system by duplicating the same channel/component to deal with the random faults.

The component to be duplicated is the active one, meanwhile the duplicated one remains in standby modus, but it does not mean that it is not
computing or processing data. This pattern can be applied to any level of system design.

Eonsequences:'l This pattern is not appropriate for systematic failures, because the implementation of both components/channels is identical. If a failure is caught

Implications:

Sample:

Known uses:

by the pattern the switch component will switch to one of the faulty channels, and it will lead to a complete system failure. The other negative
aspect of this pattern is that information could be lost when a switch between main and redundant channel is carried out, the data in question is
related to the alreadv orocessed inout.

- Reliability: According to the nature of the fault, it can be classified into two types: random which is handled by this pattern and systematic
which cannot be handled here. For each module, the failure rate is equal to the sum of random and systematic failure rate: Formula.

- Safety: The homogeneous duplex pattern includes two design techniques: test by redundant hardware and fault detection and diagnosis
(comparator and acceptance test). Accordina to the hardware and software reauirements in the standard |EC 61508-2. 3. the recommendations for

See component architecture

The Submarine Command System (SMCS), Intelligent-Dual Sequential Ignition (iDSI)

Safety Mechanism Pattern Data

1 properties .lp New Safety Mechanism Pattern Project &3

New Safety Mechanism Pattern process steps:

Steps completed!

Step 1t Add Safety Requirements « Now press “save SMP" to add the safety mechanism
pattern to the library.

Step 2: Add Safety Case «

Step 3: Add Logical Componet «

Step 4: | Add Technical Component —

Step 5: Add Deployment

Step 6: Add Pattern Data « Save SMP

Figure 77: Additional data to be recorded with the HDR pattern

The documentation of the homogeneous duplex redundancy finishes when the seventh
step is carried out, which consists in recording relevant data that will become useful at
the moment of using this safety mechanism pattern, as seen in the figure above. In the
figure, it is shown how this information is recorded in AF3. The content of this pattern

attributes a

re shown as follows:

e Also known as: Homogeneous Redundancy Pattern, Standby--Spare Pattern,
Dynamic Redundancy Pattern, Two--Channel Redundancy Pattern

e Classification: Failure handling, Failure Detection

e Applicability: This pattern is used to increase the safety and reliability of the
system by duplicating the same channel/component to deal with the random
faults. The component to be duplicated is the active one. Meanwhile, the
duplicated one remains in standby modus, but it does not mean that it is not
computing or processing data. This pattern can be applied to any level of system
design.
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o Consequences: this pattern is not appropriate for systematic failures, because the
implementation of both components/channels is identical. If a failure is caught
by the pattern, the switch component will switch to one of the faulty channels,
and it will lead to a complete system failure. The other negative aspect of this
pattern is that information could be lost when the switch between main and
redundant channel is carried out. The data in question is related to the already
processed input.

On the other hand, it is assumed that it is very unlikely that a random failure occurs at the
same time in each channel (main and redundant). For this reason, this type of failure is
well handled by the pattern.

o Implications: the following information regarding this attribute was copied from
[122].

— “Reliability: According to the nature of the fault, it can be classified into two types:
random which is handled by this pattern and systematic which cannot be handled here.
For each module, the failure rate is equal to the sum of random and systematic failure
rate:

A=A+ A
= R(t) :‘ e_(ﬂf) — e_(/_]-r"'ls)t — RTRS

Therefore, the reliability modeling will be represented as two serial components.

R, R, }—

Figure 78: HDR pattern reliability modeling [122]

Assume that the switch circuit is carefully designed with reliability =~ 1. Then, the
homogeneous duplex pattern will continue to work correctly as long as one of the two
channels has no fault, but the two channels are identical and have the same architecture
and the same systematic failure rate. So, the reliability modeling for this pattern will be
as shown in the next figure.

R,

Rmmp 1 ]E{s —

R,

Figure 79: Reliability modeling for HDR pattern [122]

This gives:
Ryew = Rcomp (Rig + ZCRr(l — Rr))Rs
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Assume that the comparator was carefully designed with Rcomp = 1.
Rnew ~ [R‘i% + 2 CRr(l o Rr)]Rs
=>» The percentage relative improvement in reliability is

RRI = Zuew—Rold o 1009

1= Rya
R7+2CRy(1-Ry)Rs— RyR
RRI :( r T( r) S s X 1000/0
1— RyRs

— Safety: The homogeneous duplex pattern includes two design techniques: test by
redundant hardware and fault detection and diagnosis (comparator and acceptance test).
According to the hardware and software requirements in the standard IEC 61508--2, 3,
the recommendations for these techniques are shown in the next table.

Techniques SIL1 [SIL2 |SIL3 [SIL4

Test by redundant hardware R R R R

R HR [HR

Fault detection and diagnosis
(Comparator and Acceptance Test)

Table 25: recommendations for safety integrity levels [122]

According to the last table, the average recommendations of this pattern for the different
safety integrity levels are shown in the next table.

Pattern SIL1 [SIL2 [SIL3 [SIL4

Homogeneous Duplex Pattern WR R MR MR

Table 26: Recommendations of HDR pattern for safety integrity levels [122]

To compute RSI:
PUF(old) =1-R=1 _RTRS

The probability that the system will give an erroneous result that leads to unsafe failure
1s

PUF(new) =1- Rnew =1- Rr:o?’rm(R1g + ZCRr(l - Rr))Rs
=» The percentage relative safety improvement is

P -P
RSI — UF(HE’,W) UF(Clld) X 100%

0= Pyr(ola)
RS = (1_Rcmnp(R%+2CRr(1_Rr))R5)_ (1-RyRyg) % 100%
0= (1-R,R;)
RS] = Reomp (RF+2CRr(1=Rr))Rs— Ry R % 100%
1-R/R;

Under the assumption that the comparator was carefully designed with Rcomp = 1.
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(RE+2CRr(1~Ry))Rs= RrRs
1—R, R

RSI = x 100%

It is clear from the equations above that the relative safety improvement is equal to the
relative reliability improvement.

- Cost: The cost of this pattern can be classified in two parts:

o Recurring Cost:

m  Since there are two identical channels, then the recurring
cost will be increased by 100% comparing to the basic
module.

m  The recurring cost will also include the cost of the
comparator and fault detector component, which depends
on the type of implementation, in addition to the cost of
the switch circuit.

o Development Cost: The development cost for the two modules

(channels) is equivalent to the development cost of a single
channel, because they are identical.”

- Modifiability: In general, the level of modifiability of this pattern is similar to the basic
system (single channel) since it consists of two identical channels. The only difference
exists in the comparator and fault detector. If it is required to modify the system, then the
designer should take this modification into consideration and the comparator should be
modified to use the new information in the fault detection process.

— Impact on Execution Time: During the normal operation without faults,
if the comparator circuit was implemented as a hardware circuit that is
running in parallel with the two channels, then there is no change in the
time of execution. But if this component includes software acceptance
test, then the time of execution will be affected by the time needed to
execute this test. In the presence of a fault, the execution time will depend
on the speed of fault detection and the required time to replace the active
channel with the standby channel.

o Sample: see Figure 75 and Figure 76.

e Known uses: The Submarine Command System (SMCS), Intelligent--Dual
Sequential Ignition (1iDSI)
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Reuse of the range check safety mechanism

The HDR pattern example is going to be used to show how the greenfield reuse process
is executed in AF3. As it was stated before, this pattern makes use of the range check
safety mechanism. To include it, the developer must initiate the corresponding wizard by
making right click within the component architecture, or over the logical component,
where the safety mechanism is going to be integrated. This action is shown in the next
figure.

® comparatorExt 53 |

|&= Copy ®C
o Cut S a

Paste EA
¥ Delete ® |
Add to Library

| Insert Safety Mechanism from Library I

Pack Component

L L T L
& comparator @ Output
outD

Figure 80: AF3 Popup menu with the option to insert a safety mechanism

Once the submenu is selected, the wizard depicted in the next figure is started.

000 Wizard for the insetion of a Safety Mechanism from Library

Safety mechanism selection
First select the safety mechanism that you want to insert and then select how you want to reuse it.

Select safety mechanism Pattern helpful information:
Comparison Also known as:
RangeCheck Plausibility Check
1-out-of-2-Voting
Homogeneous-Duplex-Redundancy Classification:

' Failure Detection
Select safety mechanism reuse process

Applicability:

It is applicable for data elements (values) that are required or provided by
interfaces defined by port prototypes. It context is comprised by two
logical components that could be located in the same technical component
or in different technical components. Theses two logical components are
the Input Provider and the Output Receiver, which were mentioned in step

() Greenfiled reuse process

Augmentation reuse process

Conseguences:

If the range check pattern is applied, erroneous values coming from the
input providers will be detected. On the other hand this could cause that
the right operation of the embedded system could be compromised,
because it could be interrupted. Another consequences of detecting errors
is that they will not be propagated to the following modules or channels
Implications:

Not Available

Sample:
To be developed.

Known uses:

ACC speed plausibility check, ACC distance plausibility check. In the
Adaptive Cruise Control (ACC) embedded system a speed plausibility check

Cancel ' Finish

Figure 81: AF3 Wizard for the reuse of safety mechanism
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The safety mechanism to be reused has to be selected by the developer, and then he/she
must choose the way, in which the safety mechanism is going to be added at a logical
level. Either through the augmentation or through the greenfield reuse process. The reuse
process was automated in AF3; this means that the steps to be followed by the user at the
moment of using a safety mechanism pattern are carried out in part automatically. The
development artifacts, such as requirements and specifications, and the related safety
mechanisms are added to the safety mechanism in an automated manner. However, if
there are conflicts between e.g. the requirement of the safety mechanism that is being
reused and the one in which it is being integrated, these have to be solved by the user, in
this case the developer of the HDR pattern. In the next figure it is shown how the logical
component, as well as the placeholders for the required architecture of the range check
pattern, are included within the ComparatorExt logical component of the HDR pattern.
Once the reuse of the range check is done we obtain the internal structure depicted
previously in Figure 76.

[C] *ComparatorExt 28 =g

® InputProvider brdviddd¥atid © Range Checker Output
CrtputREimpot 1 EmputRCOutput
G Comparator Gt pist

utD

=] Properties "‘F New Safety Mechanism Pattern Project &2 =g

ad
0 G OutputReceiver

Compenent Structure | Variables Bounds Table

New Safety Mechanism Pattern process steps:

Step 4 Information

s Add Safety Requirements v In this step you have to add the so called
technicalarchitecture or the Platform Architecture. To

Step 2: Add Safety Case q/ proceed at least one hardware component has to exist

Step 3: Add Logical Componet !/

Step 4: | Add Technical Component |

Figure 82: Insertion of the logical component of the range check pattern in the HDR
pattern

@k *Model Navigator 53 =g

Finally, in the figure to the right, it is depicted how the Hs X

¥ =% Homogeneous-Duplex-Redundan

development artifacts of the used pattern are added to the | e R A,
i RangeCheck SMP Reguirems

development artifacts of the HDR pattern. P SMP Requerments.
v G HOR Component Architecture
(@ Actuator
v® ComparatorExt
v G Comparator

G InputProvider
@ OutputReceiver
> G Range Checker
ComponentToBeDuplicated
G DuplicatedComponent
(@ sensor
» (3 swicth

w M safery Case for new Safety Mec
E M RangeCheck SMP Safety Cas
- alely Case

Figure 83: View of the range check development artifacts
added to the HDR pattern
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A4 Appendix 4 — Survey Questionnaire

The following pages show a screen printing of the actual survey used in chapter 7.3.

21.06.24, 14:05 CVA/COREPA Approach usability survey

CVA/COREPA Ap-
proach usability
survey

21. Juni 2024

Hil Would you mind taking 10-15 mi-
nutes to complete this form? It would
be great if you can submit your re-
sponse by May 24, 2024. Thank you!

21.06.24, 14:05 CVAICOREPA Approach usability survey
* Erforderlich

Purpose

In this survey we aim to assess the MBSE-enabled architecture knowledge capturing and
reuse approach introduced with COREPA, and expanded to CVA + Feature Catalogue.
Guiding points:

1. Your participation is completely voluntary. We need your honest, fair and unfiltered opi-
nion to improve things.

2. Your answers are anonymous to everyone (including the survey conductors and manage-
ment) and will be strictly used to provide an unbiased evaluation of the approach and guid-
ance on future steps.

3. Please read the questions carefully. Some questions seem/sound similar or the same, but
they aren’t. We checked ;)

4. Don't second-guess yourself or overthink your answers. Your initial instinctual answer is
probably the right one.

5. Some questions allow multiple answers. This is indicated by a short hint under the ques-
tion.

6. Beyond a couple of general experience questions at the beginning, you will in no way be
requested to provide personal information about yourself or others. Please answer the

questions accordingly.

Thank you for your time!
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21,0624, 14:05

21.06.24, 14:05

CVAICOREPA Approach usability survey

General User Experience

In this section we are interested in understanding the respondents' overall experience

How many years have you been working in the field of Systems &
Software Engineering? *

O <4 years
O 4-9 years
O 10-15 years

O 16+ years

What is your level of experience with the analysis, synthesis and
optimization of architecture variants at vehicle level? *

Wihlen Sie hochstens 2 Optionen aus.

D <5 years
D 5+ years

| have been responsible for the architecture design of vehicle systems (and

D their deployment optimization) which have been successfully implemented and

fielded.

CVA/COREPA Approach usability survey

What is your level of knowledge of MBSE (Model-Based Systems
Engineering) in general? *

Wahlen Sie hachstens 2 Optionen aus.

D New to the topic, especially in this context.

Familiar with a modeling tool (e.g, Rhapsody/PREEVision) / language (e.g,,
D SysML or Arcadia/Capella), i.e. can use it myself with little or no assistance to

salve my primary use-cases.

Power-user of a modeling tool (e.g., Rhapsody/PREEVision) / language (e.g.,
D SysML or Arcadia/Capella), i.e. can use most tool features, customize

functionalities to my needs, and help others get started with using the tool.

D Familiar with multiple modeling paradigms, tools and frameworks

D 1 build/extend tools and develop modeling frameworks

How long have you used MBSE (Model-Based Systems
Engineering) in the context of function design and system
architecture development at vehicle level? *

() <3years
O 4-10 years
O 11+ years
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21.06.24, 14:05 CVA/COREPA Approach usability survey

Experience with solution reuse in general and the
CVA/COREPA methodology specifically

Have you previously (before your involvement with CVA/COREPA)
been involved in any initiatives related to solution reuse or
reference architectures (defined as modular building blocks with a
guideline to create entire architectures using them) within the
organization? *

O Yes, involving a pragmatic informal approach emphasizing efficiency

O Yes, involving a systematic framework with enforcement of reuse rules.

ONO

Where you responsible for defining/introducing/enforcing the
reuse or where you a user of the approach? *

() 1was responsible

O | was a user

Did you perform any evaluations of the reuse approach used? *

O Yes
O No

21.06.24, 14:05 CVAICOREPA Approach usabllity survey

Which criteria did you evaluate the reuse approach against? *
D Effectiveness
] usability

All of the above

Knowledge sharing

Quality improvement

Adoption

Support and resources

O
O
O
] Integration with existing workflow/methodology
O
O
O

Sonstiges

How long have you been using the solution reuse / reference
architecture methodology introduced in CVA/COREPA? *

O Less than 1 year
O 1-3 years
O 3+ years
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21.06.24, 14:05 CVAICOREPA Approach usabllity survey

How many different reference vehicle architectures did you
develop using the methodology? *

O 1 reference vehicle
O 2-4 reference vehicles

(O) 4+ reference vehicles

21.06.24, 14:058 CVAICOREPA Approach usability survey

Evaluation of the methodology for usability

It was easy for me to learn how to use and apply the
methodology. *

O Strongly agree
O Agree
Somewhat agree

Somewhat disagree

Strongly disagree

O
O
O Disagree
O

The support, instructions and guidance provided for the
methodology are easy to understand. *

O Strongly agree
O Agree

O Somewhat agree
O Somewhat disagree
O Disagree
O

Strongly disagree
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21.06.24, 14:05 CVA/COREPA Approach usability survey

The documentation provided for the methodology is adequate. *
O Strongly agree

O Agree

Somewhat agree

Somewhat disagree

Disagree

O O O O

Strongly disagree

Reusing solutions has caused disruptions in our architecture
design process. *

O Strongly agree

O Agree

Somewhat agree
Somewhat disagree

Disagree

O O O O

Strongly disagree

21.06.24, 14:05 CVAICOREPA Approach usability survey

Evaluation of the methodology for usability

It was easy for me to understand and apply the method using the
support provided. *

O Strongly agree

O Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

N/A - cannot make a statement

o o O O O
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21.06.24, 14:05 CVA/COREPA Approach usability survey

The method integrates (or is integrated) well with our
development workflow. *

O Strongly agree

O Agree

O Somewhat agree
Somewhat disagree

Strongly disagree

O
O) Disagree
O
O

N/A - cannot make a statement

The method behaves (can be applied and used to generate
results) consistently across different projects and scenarios. (Can
be skipped if you have only used it in one project. - please select
N/A) *

O Strongly agree

O Agree

O Somewhat agree
Somewhat disagree

Strongly disagree

O
O Disagree
@)
O

N/A - cannot make a statement

21.06.24, 14:05 CVAICOREPA Approach usability survey

Effectiveness

The method has increased the efficiency of reusing existing
knowledge for creating and exploring architecture solutions. *

O Strongly agree

O Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

O o0 O O O

N/A - cannot make a statement
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21.06.24, 14:05 CVAICOREPA Approach usability survey

Reusing solutions has saved time in the architecture development
process. *

O Strongly agree

O Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

o O o O O

N/A - cannot make a statement

The results of applying the method provide insight to my
stakeholders and capture automotive solution architecture
knowledge within the organization. *

O Strongly agree

() Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

o O O O O

N/A = cannot make a statement
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21.06.24, 14:08

21.06.24, 14:05

CYACOREPA Approach usability survey

Knowledge management

The method promotes knowledge sharing among team members.
*

O Strongly agree

O Agree

(O somewhat agree
O Somewhat disagree
O Disagree

(O strongly disagree

O N/A - cannot make a statement

The method promotes knowledge sharing in the organization. *
O Strongly agree

O Agree

O Somewhat agree

(O somewhat disagree

O Disagree

O Strongly disagree

O N/A - cannot make a statement

CVAICOREPA Approach usability survey

It was EASY to collect the information needed to properly apply
the methodology and leverage its strengths. *

O Strongly agree

O Agree

O Somewhat agree
() somewhat disagree
(O Disagree

O Strongly disagree

O N/A - cannot make a statement

The team was able to collect ALL of the information needed to
properly apply the methodology and leverage its strengths. *

Strongly agree
Agree

Somewhat agree

Disagree

Strongly disagree

O
O
@)
O Somewhat disagree
O
O
O

N/A - cannot make a statement
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21.06.24, 14:05 CVAICOREPA Approach usability survey

It was possible to collect ENOUGH information to leverage some
strengths of the methodology and create value. *

O Strongly agree

O Agree

O Somewhat agree
Somewhat disagree
Disagree

Strengly disagree

O O O O

N/A - cannot make a statement

Better access to data would vastly improve my ability to leverage
the reuse methodology to easily generate architecture solutions. *

O Strongly agree

O Agree

O Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

O O O O

N/A - cannot make a statement

21.06.24, 14:05 CVA/COREPA Approach usability survey

Quality improvement

Reusing existing architecture knowledge has led to improvements
in the quality of our architecture solutions. *

O Strongly agree
Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

O o O O O O

N/A - cannot make a statement
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21.08.24, 14:05

21.08.24, 14:05

21,06.24, 14:05

CVA/COREPA Approach usability survey

The reuse approach has helped in identifying issues early and
increasing confidence in the architecture results. *

O Strongly agree

O Agree

O Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

O O O O

N/A - cannot make a statement

CVA/COREPA Approach usability survey

Adoption

| would recommend the methodology to other teams in our
organizations trying to impraove their architecture knowledge
capturing and reuse. *

O Strongly agree

O Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

o o0 O O O

N/A - cannot make a statement

CVA/COREPA Approach usability survey

It is likely that the method will be adopted by other teams
addressing similar issues. *

O Strongly agree
O Agree

O Somewhat agree
O Somewhat disagree
O Disagree

O Strongly disagree
O

N/A - cannot make a statement
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21.06,24, 14:05

21.06.24, 14:05

21.08.24, 14:05

CVA/COREPA Approach usability survey

Organizational culture and support

Our organizational culture encourages collaboration and
knowledge sharing. *

O Strongly agree
Agree

Somewhat agree
Somewhat disagree
Disagree

Strongly disagree

N/A - cannot make a statement

o oc o O O O

CVA/COREPA Approach usability survey

Leadership supports and promotes initiatives related to solution
reuse, concretely by providing resources and timelines allowing
investment in reuse infrastructure, deployment and application. *

O Strongly agree

O Agree

O Somewhat agree
O Somewhat disagree
O Disagree

O Strongly disagree
O

N/A - cannot make a statement

CVA/COREPA Approach usability survey

Suggestions for improvement

If you used only one word or phrase to describe to the most
pressing obstacle for leveraging the approach to capture and
reuse architecture knowledge in the organization and create new
solutions, what would it be? *

(e.g., missing tool support, it's a bad approach, too complicated, ...)

Microsoft Forms

office.com

2. aspxTorigi if i suby =design&id=j1VLjS57ukCtH-BNeeYmWsJGKT1dphtFoOHXnjs

23/23






A5 Appendix 5 — Survey results

A5.1 Raw Responses

Note: In the interest of reproducibility, the following appendix section contains the raw
pseudonymized Likert-scale responses collected through the survey. No aggregation has been
applied here, but pseudonymization measures have been taken to preserve participant
confidentiality, including sanitizing the tables from any timestamps or other digital watermarks
which would break anonymity, and shuffling the participants to prevent the order of responses
from indicating affiliation with respondent groups.



Sanitized and analytically clustered survey responses (Table 1 of 2)

Table 27
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Sanitized and analytically clustered survey responses (Table 2 of 2)

Table 28
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Aggregated Numerical Scores

A5.2

Table 29: Survey Results: Aggregated Numerical Scores

744 €6°C €T'e 3557 ov'9 [357% SL'Y 8T's 629 S6V 344 X s 0€9 SLT uondopy pa1ysiam pajeiqijed
YA w'e 8b'c 687 86'S ov'y o'y 687 £v'S ov'y 0€ LLL s 859 w'e uondopy pajysiam Jusawssasse-4|as
00°S 05V 00V 0Sv 00°s 0S5V 0S5V 00°s 00°S 0S5V 00V 0S‘S 00 0SS 0S‘€ $9.100S uoiidopy parysiamun
[4i%4 €6°C €C'e S0°s v0'L SEY 8T's 8C's 769 05°S €LC %] 9L's €L'S V/N 1uawanoidw| Ayljeny parysiam pajeiqijed
96°T w'e 8b'c £v's 859 o'y 63V 638V 86'S 638V w'e LLL [8'S 86°S V/N wawanoiduwi Aieny parySIam Jusawssasse-4|as
05 05V 00 00'S 0s‘s 0S5 00‘S 00°s 0SS 00°S 0S5V 05‘S 0Sv 00°S V/N $2400G Judwanoadw) Ayjenp paiysdiamun
08°T €6°C €8°C 95°s v0'L SEY 8C's 8T's vSL 05‘S [4%4 0€'6 ¥0'L €L's SL'T Sulieys agpajmou pa1ysiam pajeiqijed
LT w'e 0°E 86'S 859 ov'y 638V 63 75’9 3% 99°C 8v'8 LT'L 86'S w'e Supeys aspajmouy paiysIam JusWISSIsse-4|as
00Y 05V 0S€ 0S‘S 0s‘s 0SY 00°S 00°s 009 00°S 0S€ 009 0s's 00°S 0S‘€ $21025 Suneys aspajmouy| payysiamun
08°T [2:¥4 96°C 6€'S ST'L 15 €6’V 8C's 1.9 €T’'s €8°C 8L8 €89 €L'S 0Tz Aouaiyy3 pue ssauBAIBYT PaIYSIam pajeiql(ed
VLT 0€‘e 6T'c 08‘S 8L'9 LSV LSV 68V 08‘S LSV GS'e 10'8 969 86°S 19°C Aouadiyy3 pue sSaUBAISYT PAIYSIIM JUSWISSISSE-J|9S
00 €€y L9°€ €€’s L9°S 9 L9V 00‘s €€'s L9V 9% £9°S €€'s 00°S £9°C $91025 Adua1y)3 pue SSBUBAINBYT Palysiamun
08°T €6°C €0°€ 357 9€'L 98°€ 6V wy 099 €T's [444 [2K] 9L's 0€9 LLT Aijigesn paiysiam paresqiied
17 w'e 9z's 68V 889 16°€ 9Ty 16°€ TL'S 1SV 6LC LLL 18'S 859 02T Aij1gesn paiysIam JudWSsassy-4S
00Y 05y SL'E 05y SL'S 00 147 00 sz's 19 19'€ 0S‘S 0SSy 0SS 1414 21005 Ajjigesn paiysiamun
SOUIBN
110 €2°0 8€0 80 9.0 €0 8€0 8€0 090 6€0 [440) 260 190 0 870 asiyadxa pajelqi|ed ISgN
ov'0 090 080 080 00T 090 090 090 080 090 090 00T 080 090 090 JUdWSSsasse-4|3s asiyadxa ISAN
L2'0 6€0 8v°0 090 9.0 LS50 €9°0 €90 SL°0 890 9€0 260 9.0 890 Vads} Jope4 duaLadx3 pajesqi(ed
L2'0 L0 o0 050 080 €50 £90 £90 L8°0 €L°0 020 00T 0.0 090 L0 Jo1de4 S13141[END dA13(q0
L2°0 Vads} €50 £90 €L°0 090 090 090 L9°0 090 L¥'0 /80 080 €L°0 090 1039B4 32U3142AXT JUBWSSISSY-H[3S
00€ 00°€ 05T 0S‘€ 0Sv 0S€ 0S‘€ 0s‘e 0S‘€ 00y 0S5V 05y 00‘€ 0S€ 00T (1S0) xapuj woddns |euoneziuesio
$J030e4 |en}xajuo)

ST Wadx3 [pT Madx3 (g1 Madx3 [T Madx3 Tt Madx3 [oT Madx] |6 Madxg [guadxg |[£madx3 [9uadxy [guadxy |puadxy [guadxy [zwadxy [T uadx3




A5.3  Supplementary Visualizations (3D Clustered Charts by Segment)

Effectiveness and efficiency enhancement scores
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Figure 84: Aggregated weighted and unweighted Effectiveness and Efficiency evaluations for
all 15 experts



Knowledge sharing impact scores
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Figure 85: Aggregated weighted and unweighted Knowledge Sharing evaluations for all 15
experts

Quality improvement impact scores
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Figure 86: Aggregated weighted and unweighted Quality Improvement evaluations for all 15
experts



Adoption endorsement scores
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Figure 87: Aggregated weighted and unweighted Adoption evaluations for all 15 experts




  d e c o m p   ( S M P ) = ( N ,   R , M ,   A ,   S , P , C L , C N , I M , I C , U C , E ,   R P )


  S ′ =   P ( C ) 12  


  n a m e # ( s ) ≝ n


  i n t e n t #  ( s ) ≝ i


  a p p l i c a b i l i t y #  ( s ) ≝ a


  a p p l i c a b i l i t y #  ( s ) ≝ a


  m o t i v a t i o n #  ( s ) ≝ m


  m o t i v a t i o n #  ( s ) ≝ m


  s t r u c t u r e #  ( s ) ≝ s


  s t r u c t u r e #  ( s ) ≝ s


  p a r t i c i p a n t s #  ( s ) ≝ p


  p a r t i c i p a n t s #  ( s ) ≝ p


  c o l l a b o r a t i o n #  ( s ) ≝ c l


  c o l l a b o r a t i o n #  ( s ) ≝ c l


  c o n s e q u e n c e s #  ( s ) ≝ c n


  c o n s e q u e n c e s #  ( s ) ≝ c n


  i m p l e m e n t a t i o n #  ( s ) ≝ i m


  i m p l e m e n t a t i o n #  ( s ) ≝ i m


  i m p l i c a t i o n #  ( s ) ≝ i c


  i m p l i c a t i o n #  ( s ) ≝ i c


  u s a g e C l a s s i f i c a t i o n #  ( s ) ≝ u c


  u s a g e C l a s s i f i c a t i o n #  ( s ) ≝ u c


  r e l a t e d P a t t e r n #  ( s ) ≝ r p


  r e l a t e d P a t t e r n #  ( s ) ≝ r p


  S ′ =   P ( C ) 12   ×   P ( S ′ )   ×   P ( S ′ )


  n a m e # ( s ) ≝ n


  i n t e n t #  ( s ) ≝ i


  i n t e n t #  ( s ) ≝ i


  a p p l i c a b i l i t y #  ( s ) ≝ a


  a p p l i c a b i l i t y #  ( s ) ≝ a


  m o t i v a t i o n #  ( s ) ≝ m


  m o t i v a t i o n #  ( s ) ≝ m


  s t r u c t u r e #  ( s ) ≝ s


  s t r u c t u r e #  ( s ) ≝ s


  p a r t i c i p a n t s #  ( s ) ≝ p


  p a r t i c i p a n t s #  ( s ) ≝ p


  c o l l a b o r a t i o n #  ( s ) ≝ c l


  c o l l a b o r a t i o n #  ( s ) ≝ c l


  c o n s e q u e n c e s #  ( s ) ≝ c n


  c o n s e q u e n c e s #  ( s ) ≝ c n


  i m p l e m e n t a t i o n #  ( s ) ≝ i m


  i m p l e m e n t a t i o n #  ( s ) ≝ i m


  i m p l i c a t i o n #  ( s ) ≝ i c


  i m p l i c a t i o n #  ( s ) ≝ i c


  u s a g e C l a s s i f i c a t i o n #  ( s ) ≝ u c


  u s a g e C l a s s i f i c a t i o n #  ( s ) ≝ u c


  i n c l u d e d P a t t e r n #  ( s ) ≝ i p


  i n c l u d e d P a t t e r n #  ( s ) ≝ i p


  s p e c i a l i z e d P a t t e r n #  ( s ) ≝ s p


  s p e c i a l i z e d P a t t e r n #  ( s ) ≝ s p


  d e c o m p   ( S M P ) = ( N ,   R , M ,   A ,   S , P , C L , C N , I M , I C , U C , E ,   S P , I P )


  i n c l u d e d P a t t e r n # ( s ) = ∅


  s p e c i a l i z e d P a t t e r n # ( s ) = ∅


  s p e c i a l i z e d P a t t e r n # ( s ) = ∅


  ∀   S M P :       a t o m i c  ( S M P ) ⇔  ( c o n t e n t  (   𝛱  I P  ( d e c o m p  ( S M P ) ) ) ) = ∅


  ∀   S M P :       c o m p o s i t e  ( S M P ) ⇔ ¬ a t o m i c  ( S M P )


  ∀   S M P :       c o m p o s i t e  ( S M P ) ⇔ ¬ a t o m i c  ( S M P )


  ∀   S M P :       a t o m i c  ( S M P ) ⇔  ( a t t r  ( S M P ) = d e c o m p  ( S M P ) )


      ∀   S M P  i ,       S M P  m :   S M P  i ↠     S M P  m ⇔ c o n t e n t  (   𝛱  I P  ( d e c o m p  (   S M P  i ) ) ) ∋   S M P  m


  ∀   S M P :


    a g g r  I P  ( S M P , 𝜈 ) =   ⋃  s m p ∈   c o n t e n t  (   𝛱  I P  ( d e c o m p  ( S M P ) ) ) ∪  { S M P }  c o n t e n t  (   𝛱  𝜈  ( d e c o m p  ( s m p ) ) )


    a g g r  I P  ( S M P , 𝜈 ) =   ⋃  s m p ∈   c o n t e n t  (   𝛱  I P  ( d e c o m p  ( S M P ) ) ) ∪  { S M P }  c o n t e n t  (   𝛱  𝜈  ( d e c o m p  ( s m p ) ) )


    𝜈   ∈    { R , M ,   A ,   S , P , C L , C N , I M , I C }


  ∀   S M P : c o m p    ( S M P , 𝜈 ) = ( i d  (   𝛱  𝜈  ( d e c o m p  ( S M P ) ) ) ,   a g g r  I P  ( S M P , 𝜈 ) )


    𝜈   ∈    { R , M ,   A ,   S , P , C L , C N , I M , I C }


  ∀   S M P :   d e c o m p    ( S M P ) =  ( N ,   R , M ,   A ,   S , P , C L , C N , I M , I C , U C , E ,   S P , I P ) ⇔


  a t t r    ( S M P ) = ( N ,   c o m p   ( S M P , R ) , c o m p   ( S M P ,   M ) ,   c o m p   ( S M P , A ) ,   c o m p   ( S M P , S ) ,


  a t t r    ( S M P ) = ( N ,   c o m p   ( S M P , R ) , c o m p   ( S M P ,   M ) ,   c o m p   ( S M P , A ) ,   c o m p   ( S M P , S ) ,


  c o m p    ( S M P ,   P ) , c o m p    ( S M P , C L ) , c o m p    ( S M P , C N ) , c o m p    ( S M P , I M ) ,


  c o m p    ( S M P ,   P ) , c o m p    ( S M P , C L ) , c o m p    ( S M P , C N ) , c o m p    ( S M P , I M ) ,


  c o m p ( S M P , I C ) , U C , E ,   S P , I P )


  c o m p ( S M P , I C ) , U C , E ,   S P , I P )


  ∀     S M P  i ,     S M P  j :     S M P  i ↷     S M P  j ⇔ c o n t e n t  (   𝛱  S P  ( d e c o m p  (   S M P  i ) ) ) ∋   S M P  j


  ∀     S M P  i ,     S M P  j :  


    S M P  i ↷     S M P  j ⇔  ( c o n t e n t  (   𝛱  𝛿  ( d e c o m p  (   S M P  i ) ) ) ⊆ c o n t e n t  (   𝛱  𝛿  ( d e c o m p  (   S M P  j ) ) ) )


    S M P  i ↷     S M P  j ⇔  ( c o n t e n t  (   𝛱  𝛿  ( d e c o m p  (   S M P  i ) ) ) ⊆ c o n t e n t  (   𝛱  𝛿  ( d e c o m p  (   S M P  j ) ) ) )


  𝛿   ∈    { R , M ,   A ,   S , P , C L , C N , I M , I C , U C , I P }


  𝜈   ∈    { R , M ,   A ,   S , P , C L , C N , I M , I C , U C , I P }


    S M P  i ↷     S M P  j ⇔  ( c o n t e n t  (   𝛱  𝜈  ( d e c o m p  (   S M P  i ) ) ) ⊊ c o n t e n t  (   𝛱  𝜈  ( d e c o m p  (   S M P  j ) ) ) )


  ∀     S M P  i ,     S M P  j ,   S M P  m ,     S M P  n :


    S M P  i ↠   S M P  m ⇒


    S M P  i ↠   S M P  m ⇒


   (      S M P  i ↷   S M P  j ⇔    (     (   S M P  j ↠   S M P  m ) ∨    (  ( d e c o m p  (   S M P  i ) = d e c o m p  (   S M P  j ) ) ∧  (   S M P  j ↠   S M P  n ) ∧  (   S M P  m ↷   S M P  n ) ) ) ∧   ¬  (  (  ( d e c o m p  (   S M P  i ) ≠ d e c o m p  (   S M P  j ) ) ∧  (   S M P  j ↠   S M P  n ) ∧  (   S M P  m ↷   S M P  n ) ) ) )


   (      S M P  i ↷   S M P  j ⇔    (     (   S M P  j ↠   S M P  m ) ∨    (  ( d e c o m p  (   S M P  i ) = d e c o m p  (   S M P  j ) ) ∧  (   S M P  j ↠   S M P  n ) ∧  (   S M P  m ↷   S M P  n ) ) ) ∧   ¬  (  (  ( d e c o m p  (   S M P  i ) ≠ d e c o m p  (   S M P  j ) ) ∧  (   S M P  j ↠   S M P  n ) ∧  (   S M P  m ↷   S M P  n ) ) ) )


  ∀   S M P :   a t t r    ( S M P ) =  ( N ,   R , M ,   A ,   S , P , C L , C N , I M , I C , U C , E ,   R P ) ⇔


   ( A T T R    ( S M P ) =  ( R E Q , S P E C , I M P L , A R G , S M L C ) ∧ 𝜓 ∧ 𝜑 )


   ( A T T R    ( S M P ) =  ( R E Q , S P E C , I M P L , A R G , S M L C ) ∧ 𝜓 ∧ 𝜑 )


  𝜓 ⇔  ( R E Q =  (   R  R E Q ,   M  R E Q ,     C L  R E Q ) ) ∧


   ( S P E C =  (   A  S P E C ,     S  S P E C ,   P  S P E C ,   C L  S P E C ,   C N  S P E C ,   I M  S P E C ,   I C  S P E C ,   U C  S P E C ,   E  S P E C ) ) ∧


   ( S P E C =  (   A  S P E C ,     S  S P E C ,   P  S P E C ,   C L  S P E C ,   C N  S P E C ,   I M  S P E C ,   I C  S P E C ,   U C  S P E C ,   E  S P E C ) ) ∧


   ( I M P L =  (   N  I M P L ,     A  I M P L ,     S  I M P L ,   P  I M P L ,   C N  I M P L ,   I M  I M P L ,   E  I M P L ) ) ∧


   ( I M P L =  (   N  I M P L ,     A  I M P L ,     S  I M P L ,   P  I M P L ,   C N  I M P L ,   I M  I M P L ,   E  I M P L ) ) ∧


   ( A R G =  (   N  A R G ,     R  A R G ,   M  A R G ,     C L  A R G ,   C N  A R G ,   I M  A R G ,   I C  A R G ,   E  A R G ) ) ∧


   ( A R G =  (   N  A R G ,     R  A R G ,   M  A R G ,     C L  A R G ,   C N  A R G ,   I M  A R G ,   I C  A R G ,   E  A R G ) ) ∧


   (    S M L C = (   N  S M L C ,     R  S M L C ,   M  S M L C ,       A  S M L C ,     S  S M L C ,   P  S M L C ,   C L  S M L C ,   C N  S M L C ,   I M  S M L C ,   I C  S M L C ,   U C  S M L C ,   E  S M L C ,   R P  S M L C ) )


   (    S M L C = (   N  S M L C ,     R  S M L C ,   M  S M L C ,       A  S M L C ,     S  S M L C ,   P  S M L C ,   C L  S M L C ,   C N  S M L C ,   I M  S M L C ,   I C  S M L C ,   U C  S M L C ,   E  S M L C ,   R P  S M L C ) )


  X ∈  { N ,   R , M ,   A ,   S , P , C L , C N , I M , I C , U C , E } ,


  𝜑 ⇔  (    c o n t e n t  (   𝛱  X  ( d e c o m p  ( S M P ) ) ) =   C O N T E N T  (   𝛱    X  R E Q  ( D E C O M P  ( S M P ) ) ) ∪   C O N T E N T  (   𝛱    X  S P E C  ( D E C O M P  ( S M P ) ) ) ∪   C O N T E N T  (   𝛱    X  I M P L  ( D E C O M P  ( S M P ) ) ) ∪   C O N T E N T  (   𝛱    X  A R G  ( D E C O M P  ( S M P ) ) ) ∪   C O N T E N T  (   𝛱    X  S M L C  ( D E C O M P  ( S M P ) ) ) )


  W M S =      ∑   (   I n d i v i d u a l   R e s p o n s e   S c o r e  i ×   I n d i v i d u a l     E x p e r t   W e i g h t  i )   ∑   (   I n d i v i d u a l   E x p e r t   W e i g h t  i )

