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Abstract

Many artifacts that we use, for example, washing machines, TVs, mobile phones, and
cars, run software. Software has a high impact on our daily life. Thus, it should be error
free. The first version of a software is almost never free of errors. To eliminate errors,
companies spent an enormous time on the validation of their software. For example,
formal verification is used to find errors and to finally show that safety critical software
does not contain errors with respect to the specification. Software originating from a
company which runs an extensive validation phase during software development can be
installed on our systems without any further checks.

In the past, users often installed software from large companies. Typically, they had
installed different software from that company before and experienced its quality. Due to
the long-term business relationship, users could estimate the quality of software produced
by these companies. However, the software usage behavior changed. For instance, users
regularly download applications on their mobile phones from software markets like Google
Play. Applications are no longer only written by large companies but often by unknown
software producers, which may be a private person or new in the market and from whom
one never purchased a software product before. There is no reason why one should trust
that these producers build error free software products. We need other approaches to
determine whether a software product received from such producers is free of errors.

In this thesis, we develop techniques that eliminate the trust in the software pro-
ducer and still convince a consumer that a bought software product is free of errors.
Our techniques are based on formal verification, are fully automatic, and are configurable
to the property of interest as well the verification technique. The underlying idea of
our techniques is that the producer performs the expensive verification and uses the proof
information obtained by the verification to simplify and speed up the consumer’s reinspec-
tion. We present techniques from two research directions. First, we present configurable
program certification approaches which follow the classical idea of certification. The pro-
ducer attaches some witness information, for example, some parts of the proof, to the
program. The consumer solely needs to validate the certificate. This means, he needs to
check that it is a proper witness. Second, we suggest the Programs from Proofs approach.
This approach uses the proof information to restructure the program such that the veri-
fication of the restructured program is simpler. After restructuring, for example, removal
of infeasible paths or splitting of syntactical paths, the consumer can run a simple and
efficient dataflow analysis. Finally, we discuss the integration of Programs from Proofs
with configurable program certification. For all our approaches, we show that they are
adequate. A successful reinspection implies that the program adheres to the checked prop-
erty and the reinspection succeeds when the producer does not try to cheat. Furthermore,
we implemented prototypes for our approaches and used them in an extensive, practical
evaluation.
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Zusammenfassung

Viele Gegenstiande des tiglichen Gebrauchs filhren Software aus. Software hat einen
starken Einfluss auf unser tégliches Leben und sollte daher fehlerfrei sein. Anfénglich ist
Software aber selten fehlerfrei. Firmen betreiben einen hohen Validierungsaufwand, um
Fehler in der Software zu eliminieren. Zum Beispiel wird formale Verifikation eingesetzt,
um Fehler zu finden und schlussendlich zu zeigen, dass sicherheitskritische Software den
Anforderungen geniigt. Software, die aus dem Hause einer Firma stammt, in der eine
aufwindige Validierungsphase Teil des Entwicklungsprozesses ist, kann bedenkenlos auf
unseren Systemen installiert werden.

Frither haben Verbraucher vorwiegend Software aus grofen Softwarehdusern instal-
liert, von denen sie bereits Software benutzt und die Qualitdt dieser Software erfahren
haben. Aufgrund der langzeitigen Geschéftsbeziehung konnten Verbraucher die Software-
qualitéit dieser Hersteller abschitzen, aber die Softwarenutzung hat sich verindert. Heute
installieren Verbraucher zum Beispiel regelméfig Anwendungen auf ihren Handys, die sie
auf Plattformen wie Google Play finden. Zusétzlich werden solche Anwendungen nicht
mehr ausschliefslich von grofien Firmen geschrieben, sondern immer hiufiger auch von
unbekannten Entwicklern, Privatpersonen oder Marktneulingen, sodass nicht unbedingt
zuvor Software von diesen Herstellern bezogen wurde. Daher kann nicht erwartet werden,
dass der Verbraucher auf die Fehlerfreiheit der Software vertraut, und es werden andere
Verfahren bendétigt, um den Verbraucher davon zu iiberzeugen, dass gekaufte Software
fehlerfrei ist.

In dieser Arbeit entwickeln wir Techniken, die ohne Vertrauen in den Softwarehersteller
auskommen und dennoch den Verbraucher davon iiberzeugen, dass sein gekauftes Soft-
wareprodukt fehlerfrei ist. Unsere Techniken basieren auf formaler Verifikation, sind au-
tomatisch und kénnen an die einzuhaltende Spezifikation und die zu verwendende Verifi-
kationstechnik angepasst werden. Die Idee unserer Techniken ist wie folgt. Der Produzent
beginnt mit einer aufwindigen Verifikation und nutzt die Informationen aus der Verifika-
tion, um die Nachpriifung des Konsumenten zu vereinfachen und zu beschleunigen. Wir
verfolgen zwei unterschiedliche Forschungsansitze. Das Konzept der konfigurierbaren Pro-
grammezertifizierung nutzt die Idee klassischer Zertifizierung. Der Produzent liefert das
Programm mit einem Zertifikat aus. Das Zertifikat enth&lt Informationen, zum Beispiel
Teile seines Verifikationsbeweises, die bezeugen, dass der Produzent die Verifikation erfolg-
reich durchgefiihrt hat. Somit muss der Verbraucher nur priifen, ob das Zertifikat giiltig
ist, also tatséchlich bezeugt, dass die gewiinschte Verifikation erfolgreich absolviert wurde.
Das Konzept Programs from Proofs nutzt dagegen die Informationen aus der Verifikation,
um ein einfacher zu beweisendes Programm zu erzeugen. Zum Beispiel werden nicht aus-
fihrbare Pfade entfernt oder Pfade voneinander separiert. Somit muss der Verbraucher in
seiner Nachpriifung lediglich eine einfache Datenflussanalyse durchfiihren. Des Weiteren
betrachten wir auch eine Integration der beiden Ansitze. Aufierdem beweisen wir fiir
alle Techniken, dass sie nutzbar sind. Das heifst, eine erfolgreiche Nachpriifung des Ver-
brauchers bedingt, dass das Softwareprodukt die gepriifte Eigenschaft erfiillt. Weiterhin
ist garantiert, dass die Nachpriifung erfolgreich ist, wenn sich der Produzent an die Regeln
h&lt. Neben diesen theoretischen Eigenschaften haben wir die Techniken mittels eines Pro-
totypens intensiv evaluiert.
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Introduction

[.1  Software Markets Easily Accessible to Everybody]. . . . . . 2
1.2 Assuring Correctness Properties in Global OTF Markets| . 4
1.3 Thesis Contribution| . . . . . .. ... ... ... ........ 9
1.4 Thesis Outhnel . ... ... ... oo, 10

Software plays an important role in our daily life. Still, software runs in classical en-
vironments, e.g., on computers. More importantly, the number of non-classical devices
executing software grows enormously. Today, many of our household appliances, e.g., our
washing machines, are controlled by software. Our TVs are connected with the internet.
Mobile phones can be extended with software applications. Furthermore, the number of
assistant systems in cars, typically written in software, rises. Considering current trends
like e.g. smart homes or smart meters, our dependence on software will even further in-
crease in future. Due to the broad application area and the high impact on our daily lives,
more than ever software must work as intended. It should be error free.

The first version of a software program is almost never error free. Since the beginning
of software development, people proposed and used software validation techniques, which
try to find software errors. Nowadays, developers can select from a broad set of vali-
dation techniques like e.g. software model checking [JMO9b|, program analysis [NNHO05|,
symbolic execution [Kin76], or testing [SL12|. Nevertheless, software validation still takes
a significant proportion of the software development time. In principle, the time spent
on validation depends on the characteristics of the software projects. For larger, safety
critical projects, validation can take up to 80% of the development time pp. 16 f].
Thus, software validation is a major cost factor in the software development process.

While the software quality problem remains — software programs still contain errors —,
software development changed over the years. In the early stages, monolithic software
is developed in companies. Ideas like e.g. component-based design [HCOI] and service
oriented architectures [Erl05] caused software and its development to become modular.
Existing components can be reused in different software projects and some functionality of
a software can even be realized by a call to an external service, e.g., a web service developed
in a different company. Simultaneously, modularity also eases the development of open
source software, which is often built by a community. In some open source projects, users
may become part of the community and actively contribute to the open source software.
Recently, customization of software becomes more and more important. Using the concept
of software product lines [PBvdL03|, companies do not longer develop a single software
solution, but develop variations for different functionality which can be configured to a
customized software solution. Furthermore, accompanied by the increasing popularity of



CHAPTER 1. INTRODUCTION

smartphones and tablets, more and more people extend the vendor defined functionality of
their devices. To fit their needs, they search for suitable software (applications) on market
platforms like e.g. Google Play and install software, which possibly cooperates with already
installed software. Since such market platforms are mostly open to everyone, users run
software from different vendors, which are not necessarily companies but possibly also
private persons.

As throughout the years, software users still do not and also in future will not like to
experience (too many) software errors. To avoid the experience of errors, users aim at
selecting software with high quality. Often, software that is thoroughly validated against
certain correctness properties comes with such a high quality. Hence, users try to esti-
mate whether a supplied software is thoroughly validated. Since the number of software
applications run by today’s users increases, in total more time must be spent for the
estimation. Additionally, we claim that judging thoroughly validation in today’s global
software markets, which are accessible to suppliers all over the world, is more difficult.
We explain this claim in the next section in more detail.

1.1 Software Markets Easily Accessible to Everybody

In this section, we discuss two examples for global software markets, which are easily
accessible to suppliers, private persons as well as companies, spread all over the world.
We start with an already existing class of markets, the smartphone application markets.
Thereafter, we present our future vision of these global software markets. Based on the
insights obtained from these markets, especially our vision of the future market, we then
explain why estimating software quality in global software markets is difficult.

1.1.1 Smartphone Application Markets

Google PlayEI and Apple’s AppStoreEI are two popular market platforms for smartphone ap-
plications. Customers can search, buy, and download applications for their smartphones.
Application developers can offer their applications on these platforms. In contrast to
Google Play, applications are only published in the AppStore after they passed a review
process. Thus, both platforms already realize software markets that are open to nearly
anyone. Nevertheless, they are limited. In principle, applications can cooperate. For ex-
ample, Android apps offered in Google Play use (implicit) intents to call the functionality
of other apps. To obtain a larger functionality, applications can be composed. However,
the customer must build the composition on his own, e.g., search for components or check
whether components can cooperate with each other. The customers can only search for
existing applications. On-the-fly computing tries to overcome these drawbacks.

1.1.2 The Vision of On-The-Fly Computing

App stores are real world examples for markets in which software solutions from all over
the world can be offered by nearly anyone. To participate as a producer, one must only
be able to create an app. However, these markets lack an important trend, namely
customization. Still, customers can only select existing solutions.

'https://play.google.com/
2https://www.apple.com/appstore
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During our research within the CRC 901 “On-The-Fly Computing’ﬂ we already con-
sidered future markets, so called on-the-fly markets (OTF markets), which offer solutions
for the individual customer needs. We assume that these future markets are highly dy-
namic. Participants may enter or leave the market at any time, change, e.g., extend,
their offerings or prices. Furthermore, participants, except for maybe customers, act en-
trepreneurial and strategically. Our CRC’s vision is that based on a customer request an
individual, high quality solution, software plus execution (environment), for the customer
is automatically built on demand (“on-the-fly”). The software solution is composed of
existing software services which are freely traded on global software markets. While the
composition process is under control by the one who builds the software solution, he relies
on the quality of the composed, single services received from the market. Probably, a high
quality of the composed software solution can only be achieved when each single software
service in the composition is of high quality. Next, we discuss why reliably estimating
the quality of these single services is especially difficult or even impossible in on-the-fly
markets.

1.1.3 The Quality Problem in On-The-Fly Software Markets

Two characteristics of on-the-fly markets intensify the quality problem on software services
in these markets. Due to its dynamics, participants, e.g., producers of software services,
may have entered the market recently and may also stay only for a short period of time.
Furthermore, its liberal accessibility results in a large and heterogeneous set of producers.
Software services constructed by different producers vary in their quality. One producer
may be less experienced than another producer. Furthermore, producers also plan their
software service quality strategically. For example, if a producer wants to earn a lot of
money in a short period of time and afterward leaves the market, he will strategically
decide not to invest in validation and to offer services with low quality. In contrast,
producers which aim at long-term business relationships may validate more thoroughly
to produce high quality services. At worst, a producer is malicious. His goal is to harm
consumers. Thus, he provides a faulty software intentionally.

For a consumer, the one who builds the composition, it is difficult to estimate the
quality of a software service produced by a particular producer. Since in on-the-fly markets
many producers offer software services, often a consumer purchases a software for the
first time from that particular producer and he only purchases once from that producer.
Consumers cannot use their past experience to estimate the quality and to establish a
trust relation. Additionally, when a producer entered the market recently, the consumer
likely cannot profit from experiences of other consumers. In such a case, no consumer or
only a few consumers rated the producer’s quality so far. No reliable reputation for the
producer and his quality exists.

To convince the consumer of the quality of a software service, trust and reputation do
not work. We require additional mechanisms and techniques. In the following, we discuss
existing mechanisms and techniques that try to convince the consumer of the software
quality, i.e., that try to convince him that a software service adheres to certain correctness
properties. Furthermore, we propose our general approach to convince a consumer that
a software service adheres to certain correctness properties, introduce requirements on
concrete instantiations, and sketch the three concrete instances dealt with in this thesis.

3http://sfb901.uni-paderborn.de/
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1.2 Assuring Correctness Properties in the Context of
Global On-The-Fly Markets

A very simple way to convince the consumer is to implement the software in a safe pro-
gramming language. The idea of a safe programming language is that programs that do
not adhere to certain correctness properties cannot be expressed in the language. For
example, type and memory safe programming languages like Java ensure that no type
violations or memory access violations may occur during program execution. We think
that such an approach works well for low-level correctness properties. However, it is at
least difficult to use it for arbitrary safety properties like e.g. the result of the function
call ged returns the greatest common divisor of the two input parameters.

A different class of approaches looks at the concrete execution paths of a software pro-
gram. Techniques like sandboxing [CDK05| p. 2070], which e.g. limits a program’s access
to certain resources whenever it is executed, or the execution in a virtual machine ensure
that a software program does not harm the system or other programs. However, they do
not assure functional correctness properties. Other techniques like result checking [WB97]
and certifying algorithms [MMNSII] validate that the program’s output is compliant with
the intention of the program. Runtime verification [LS09] proves that a single execution
of a software program adheres to a correctness property (specification). A monitor, which
is generated from the property of interest, inspects the run and decides adherence. In
online monitoring, the monitor observes the current execution of a program. All these
techniques have in common that they detect a violation of a correctness property, but
only late at runtime. When no mechanism is applied to recover from a violation, errors
will still be observed indirectly by abortion of the program. Furthermore, applying these
techniques often results in a runtime overhead. These techniques can be used to protect
against harmful software programs, but they are poorly suitable to convince a consumer
of the correctness of a software program.

Of course, the consumer could validate the software program himself using e.g. one of
the techniques [JMO09b, [INNHO5, [Kin76] mentioned earlier. We would prefer automatic,
formal verification [DKWO0S8| because these techniques often guarantee that a program
adheres to the correctness property of interest. Additionally, they can be used by the con-
sumer, typically a non-expert. Nevertheless, we think that this solution is inappropriate.
First, validation is the task of the software producer. For example, a consumer cannot fix
a found error. Furthermore, the producer likely uses validation when he wants to build
high quality software. Thus, every consumer would repeat the validation process the pro-
ducer already performed. Second, we already mentioned that validation can be quite time
consuming. Such a consumer validation is particularly infeasible in on-the-fly markets, in
which a software program is composed with others on demand. Typically, the composed
software should be executed almost immediately after the composition. We conclude that
the producer and the consumer must cooperate. The producer must convince the con-
sumer that he did the validation and that his validation confirms the correctness of the
program. Next, we consider protocols which might be used to convince the consumer.

Digital certificates [DH76| can be used to certify the originator of the software or its
integrity. For example, the software producer signs the software with his private key to
prove that he is the originator. The consumer can check the origin with the help of the
producer’s public key. However, digital certificates do not assure that the software adheres
to certain correctness properties. The consumer still needs to trust the provider. Thus,
digital certificates are not suitable for our context.
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The amanat protocol [CSVQT7, [CSV13] is a cryptographic protocol to convince the
consumer that the producer’s software program adheres to certain correctness properties.
The idea is that a third party, an amanat which is controlled by the consumer, validates the
software program, builds the executable and signs the executable as well as the validation
verdict with a private key only known by the consumer and the amanat. Before the
signed executable and validation verdict are sent to the consumer, the producer checks
them and only forwards them to the consumer when the amanat does not reveal the source
code to the consumer. We think this protocol is difficult to realize in on-the-fly markets.
A consumer does not purchase from every producer in the market. Only on demand,
he might be interested in a software product of a producer. It does not make sense to
establish the amanat protocol among any producer consumer pair separately. This could
even be impossible due to the large set of market participants. In contrast, having one
amanat for all consumers is likely insecure. The private key must be shared. Thus, getting
the private key would become much easier for the producer. Additionally, validation is
still performed by the consumer. Hence, we decided against the amanat protocol.

Proof-Carrying Code (PCC) [NL96, Nec97] is a protocol to ensure that a program
from an untrusted producer is correct w.r.t. certain correctness properties. In its basic
form, the producer performs a formal verification and sends the consumer the software
program together with the proof. Then, the consumer checks whether the received proof
shows that the received program fulfills the correctness property of interest. We think
that this idea is well-suited to assure correctness properties in global on-the-fly markets.
The producer does the difficult verification, while the consumer only performs a fast
inspection of the proof. The PCC idea is already used in various approaches (see e.g.

INL96, Nec97, WNRN04, MWCGS9, [CW00, [SYY03, [Cha06a, Ros03, APHOSE,
[AAPHO06, BIP06, HNJ*02, [CMZ15, BDDHI16, [ACAE(R|). Nevertheless, the usage of
these approaches in on-the-fly markets is limited.

First, some approaches, e.g., PCC [NL96|, foundational PCC [App01], and verified
PCC [WNKNO04], use semi-automatic verification procedures like theorem provers. Ver-
ification must be performed by an expert. Reconsidering the heterogeneous class of de-
velopers, we cannot expect that all of them are experts. We believe that the producer
verification and the consumer validation must be automatic.

Second, PCC approaches are sometimes restricted to certain properties. For example,
in the original PCC approach [NL96| the safety property is hard-coded in the verification
condition generator, a component of the verification and validation process. In founda-
tional PCC [App01], the safety property is encoded in the program semantics. Similarly,
in typed assembly language [MWCG99] the property is incorporated into the type sys-
tem. We assume that in on-the-fly markets consumer are interested in different correctness
properties. We think that providing the infrastructure for all approaches which might be
used to assure a property is cumbersome. It is better to have one single approach for all
properties.

Third, the verification is often restricted to a certain analysis or analysis type. For
example, Henzinger et al. [HNJT02] use predicate model checking. Rose [Ros03] considers
dataflow analyses and Albert et al. [APHO5b, [AAPHO6|, Besson et al. [BJP06], or Seo
et al. [SYYO3| rely on abstract interpretation. However, we suppose that no analysis
(type) is always suitable to verify a certain class of properties. The analysis should be
interchangeable.

For on-the-fly markets, we require automatic and flexible PCC alike approaches, which
cannot only be configured to the property of interest, but must be adaptable to the
verification technique most suitable to prove the validity of the property. Our principle



CHAPTER 1. INTRODUCTION

Program ES- - - -------4-------1 -+ Property
3 Derive
Configuration C - { -=~-~ - - - --- Configuration Cy
Resource- s ded
. ucceede:
Consummg Run Program
Analysis i
Simple
el Validation
Failed
Program Discard Program
Expansion
Enhanced Transfer Enhanced
Program ~TTTTTTTTTTTTATTTTOTTATTTTTOOOT * Program
J N J
Producer Consumer

Figure 1.1: Configurable, abstract protocol to convince a consumer that an untrusted
program is safe

for asserting correctness properties in on-the-fly markets, which is described in the next
section, takes all these aspects into account.

1.2.1 Ouwur Principle

In this section, we describe our high level solution to convince the consumer that a received,
untrusted program is safe. We think it is unacceptable that the consumer carries the
burden to validate a program that a producer wants to sell or distribute. Hence, like e.g.
Proof-Carrying Code [NL96, Nec97| our solution is a protocol between two parties, the
producer and the consumer, in which the major workload for program validation is shifted
to the producer. From our point of view, such a workload shift is acceptable because the
producer directly profits from the salary of the service. Additionally, the producer should
validate his program anyway. Furthermore, the producer’s validation is not really under
time pressure. It can be done offline and needs not be done on demand. In contrast
to existing approaches, which are semi-automatic or restricted to certain properties or
analyses, we envision a solution which is automatic and broadly applicable. Instead of
realizing different protocols for various properties, we have one solution for all properties,
which can also be used by a non-expert. To achieve the broad applicability and the
automation, we suggest to build our solution on existing, configurable and automatic
software analyses [Kil73] [CCTT], [BHTO8|. Figure shows the course of our
proposed protocol for the case that the producer verification is successful. So far, this
protocol is generic. To instantiate the protocol, the three rectangles with the black borders
must be replaced by concrete approaches.

First, the producer and the consumer agree on the correctness property or the pro-
ducer simply fixes a property. Additionally, the producer must choose a configuration Cp
suitable for the analysis of the determined property. Based on the configuration Cjp, the
producer starts a resource consuming analysis of the program w.r.t. the property. In prin-
ciple, a protocol instance may use any configurable approach for the resource consuming
analysis of the producer that runs automatically and does not simply output true (prop-
erty satisfied) or false, but also provides some kind of proof for its answer. We do not
restrict proofs to be mathematical proofs. Instead, we allow any kind of formal reasoning,
e.g., a fixpoint [APHO5D], an inductive invariant [MP95] p. 87 f|, the precision of the final
abstract model [BLNT13|, a description or guide for the proof search [NROI, [TA10], or a
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model of the explored state space [HIMS03]. The only restriction is that the information
must be usable to simplify the validation procedure on the consumer side.

Note that the protocol finishes when the producer analysis fails to show correctness of
the program w.r.t. the property. In this case, either the program is faulty and must be
corrected before the process can be restarted or the configuration is improper to show the
validity of the property. The process must be restarted with a more suitable configuration.
Figure shows the course of the protocol when the producer analysis succeeds. Then,
the producer uses a program expansion component which enhances the program, i.e., it
adds some information of the proof, which should simplify the program validation. A
very common approach of a program expansion is to attach additional information to
the program. For example, Proof-Carrying Code [NL96, [Nec97] attaches a mathematical
proof. Other approaches annotate the program with additional information. For example,
one could use JML annotations [LBR99] or construct proof outlines [OG76]. We also allow
unorthodox program expansions. In this thesis, we consider a protocol instance which uses
the proof to restructure the program and thus implicitly encodes the proof information in
the restructured program. The result of the program expansion is the enhanced program,
e.g., the program plus attachment, the annotated program, or the restructured program.
This enhanced program is shipped to the consumer.

We require that our protocol (instances) can deal with corruption. Corruption may
be caused by a malicious attacker or simply by a failure during transportation of the
enhanced program. After the consumer receives a possibly corrupted enhanced program,
he first derives a configuration Cy for his validation, which fits to the producer’s analy-
sis configuration C's. Then, the consumer uses a simple validation that is configured by
the configuration Cy, the enhanced program received by the consumer, and the property
the producer and consumer agreed on. Again, different approaches can be used for the
validation. Typically, they depend on the type of the enhanced program. Examples are
type checking of the proof [NLI6| [Nec97|, (partial) reverification [BLN™13|, and checking
that the attached proof object fulfills certain properties [HIMSO03|. In all cases, the sim-
ple consumer validation must run automatically and must have two possible outcomes:
succeeded or failed. Note that the outcome failed can have several reasons, e.g., the vali-
dation is not able to check the property, the validation takes too long and is aborted due
to a timeout, or the validation exceeded its memory. Based on the validation outcome,
the consumer decides how to treat the program received by the producer. A successful
validation implies that the program is accepted by the consumer, i.e., it is installed or
run. In contrast, a program is discarded whenever its validation failed.

Next, we discuss the requirements that each protocol realization should fulfill to be-
come practically usable.

1.2.2 Requirements

In the following, we introduce five important properties each realization of the protocol,
the principal discussed in the previous section, should provide. Additionally, we discuss
the relevance of the properties. Next, we describe the five properties in alphabetic order.
Their ordering does not rank the importance of each individual requirement.

Automation After the property and the analysis configuration are determined, both, the
producer process (analysis plus program expansion) and the consumer validation,
run fully automatic.
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Efficiency The simple, consumer validation is more efficient than the resource consuming
analysis of the producer, i.e., the consumer validation consumes less resources than
the producer verification. We are especially interested in the resources execution
time and memory.

Generality Each protocol instance should be usable to assure various properties. Hence,
the instance’s process must be configurable to an analysis type and domain which
is appropriate to prove the validity of the property.

Relative completeness When the producer’s resource consuming analysis generates a
valid proof, i.e., a proof that shows that the input program adheres to the given
property, then the simple, consumer validation must accept the enhanced program
constructed by the producer’s expansion step.

Soundness If the simple, consumer validation succeeds, the program that the consumer
received will be correct w.r.t. the property that was checked during validation. In
Proof-Carrying Code this property is often known as being tamper-proof.

Soundness and relative completeness protect the consumer’s and producer’s interests.
The consumer wants that the received program does not violate the safety property. The
soundness property guarantees that accepted programs fulfill this property. In contrast,
the producer is interested in selling his programs, i.e., the consumer should accept the
producer’s programs. Especially, if the producer is reliable and does not cheat, i.e., he
developed a program that adheres to the property of interest and even proved the pro-
gram w.r.t. that property, the consumer should accept the producer’s program. Relative
completeness ensures that well-behaving producers are not discriminated. Thus, these two
properties form the basis for the participation of consumers and producers in the process.
Additionally, they can be seen as a contract between the consumer and the producer, in
which the consumer affirms that he buys the producer’s program when the producer adds
evidence that the program adheres to the desired property. Hence, they establish trust
between consumer and producer.

Efficiency ensures that applying the protocol (instance) is profitable for the consumer.
Each approach which realizes the protocol and in which the consumer validation is less
or equally efficient than the producer verification becomes unnecessary. In these cases, it
is simpler for the consumer to verify the program himself. Moreover, we plan to design
approaches for the application in the on-the-fly scenario. In this application scenario, often
a software solution is composed on demand. Validating the correctness of the individual
components in the composition must be fast and should not take hours or days.

We think that it is common understanding that the consumer, e.g., an end-user, is
not an expert in formal methods like verification. Furthermore, we observed that more
and more software is developed by individuals or smaller companies instead of large,
global players. It cannot be assumed that every producer has expert knowledge in formal
methods. To keep an market open to these developers, the protocol instance should be
applicable to producers and consumers who are non-experts in formal methods. Automa-
tion and generality aim at making an instance applicable to non-experts. On the one
hand, we cannot expect from a non-expert that he guides the analysis or validation. To
be applicable for non-experts, analysis and validation must be automatic. On the other
hand, non-experts likely lack an overview on existing approaches or the knowledge which
approach works best for a specific property and program. For non-experts, it is much
easier to use a single approach for all properties. At best, they also should not be both-
ered with a correct configuration of that approach. Consumers do not need to configure
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their validation. The validation configuration is derived from the producer’s configura-
tion. For producers, we imagine that they can select the configuration required to analyze
a property from an existing set of configurations that fit to that particular property.

1.2.3 Discussed Instantiations

The protocol displayed in Fig. allows various design options. For example, different
approaches for the resource consuming analysis, the program expansion, and the simple
validation can be chosen. However, the selected approaches must be compatible. The
proof produced by the resource consuming analysis must fit to the proof format expected
by the program expansion instance. Moreover, the output of the program expansion must
match the enhanced program format required by the simple validation approach. In this
thesis, we propose two instantiations of the protocol, the principle shown in Fig.
configurable program certification and Programs from Proofs. Furthermore, we discuss
how to integrate these two instantiations into a third instantiation.

All three instantiations use the same resource consuming analysis for the producer.
This analysis computes an overapproximation of the reachable program states on an ab-
stract level and produces a model of this overapproximation, named abstract reachability
graph (ARG). The precision of the overapproximation can be configured by the choice of
the abstract domain and the type of the analysis.

Configurable program certification uses the ARG in its program expansion to build a
certificate, a witness for program correctness. The certificate contains parts of the proof,
the ARG, and is explicitly attached to the program. The combination of the program
and the certificate is the enhanced program. The simple consumer validation checks
whether the certificate is a valid witness for program correctness w.r.t. the property and
the received program.

In contrast, in the Programs from Proofs approach the information for a fast and
simple validation is implicitly encoded in the program. More concretely, the program
expansion uses the ARG to restructure the program s.t. the property can be verified by
a simpler, less precise analysis. For example, it excludes infeasible paths or it refines the
syntactical partitioning of the program paths, i.e., it syntactically separates some paths.
This restructured program is the enhanced program in Fig. Given the enhanced pro-
gram, the simple consumer validation applies the same analysis approach as the producer,
but he starts it with the enhanced, i.e., restructured, program and a less precise analysis.

The program expansion in the integration of the two previous instances is a mixture of
implicit information encoding and explicit information attachment. Like in the Programs
from Proofs approach, the program is restructured. Simultaneously, a certificate in the
style of the configurable program certification approach is constructed, which witnesses
the correctness of the restructured program. Thus, this certificate and the restructured
program become the enhanced program. Now, the simple validation of the consumer
utilizes the certificate validation from configurable program certification to validate the
attached certificate on the restructured program.

1.3 Thesis Contribution

In this thesis, we design techniques to assure that software programs offered in on-the-fly
markets meet their correctness properties. Based on the insights of the previous section,
our techniques must be automatic and flexible PCC alike approaches in which property

9
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and analysis (type) can be set. To achieve this goal, all our techniques apply the abstract
protocol (Fig. proposed in the previous section. More concretely, we develop concrete
techniques for the three protocol instances, configurable program certification, Programs
from Proofs, and the integration of configurable program certification and Programs from
Proofs. All three instances have already been briefly sketched in the former section.

For configurable program certification we develop six variants. We begin with a direct
and basic approach. Starting from the basic approach, we consider two, orthogonal lines
of optimizations, which we later also combine. The first line of optimizations aims at the
reduction of the information attached to the program. We propose two instances, one is
generally applicable and the other has a higher reduction. However, the higher reduction
comes at the costs that it is only applicable to a smaller, although practically often used
class of analyses. In the second optimization, we partition the additional information in
such a way that parts can be validated independently of others. This second optimization
can be combined with both instances of the first optimization. In contrast to configurable
program certification, we consider one efficient technique which realizes the Programs from
Proofs approach. The integration of the two approaches is also configurable. Any variant
of the configurable program certification can be used in the integration. Furthermore, two
different approaches exist for the integration. Both approaches use the same technique
for the Programs from Proofs related part, but differ in the construction of the certificate
for the restructured program. One transforms the proof generated by the analysis into a
proof for the restructured program and applies standard configurable program certification
techniques. The other first generates the certificate for the original program and then
transforms the certificate into a certificate for the restructured program.

Next to the development of the various techniques, we study their properties. In
particular, we look at the five properties, automation, efficiency, generality, relative com-
pleteness, and soundness, which every instance of the abstract protocol in Fig. [I.T] should
fulfill.

For each of the techniques which we present, we prove that it is sound and relatively
complete. For the Programs from Proofs technique we must split the proof of relative
completeness into multiple proofs for various classes of analyses. However, relative com-
pleteness could only be shown for a large class of standard analyses. Based on the insights
of relative completeness and the technique’s realization of the abstract protocol from
Fig.[I.1] we discuss if or when the technique is fully automatic. Our configurable program
certification techniques are only fully automatic for a large class of standard analyses.

To show efficiency and generality of our techniques, we performed an extensive eval-
uation. All our techniques were performed on a large set of programs mainly taken from
well-known software benchmarks. We considered five different analysis types and at least
18 different analyses per technique. During evaluation, we assured various properties. To
mention only a few, we checked that no uninitialized variables are used, no assertions
are violated, all array accesses are in the bounds, or a program calls external methods in
a particular order. Based on the evaluation results, we identified the factors that make
our techniques efficient. Furthermore, we used the evaluation to compare the techniques
among each other and to compare them with existing state-of-the-art techniques.

1.4 Thesis Outline

The rest of this thesis is structured as follows. In Chapter [2] we introduce the basic con-
cepts like program (model) and its semantics, formalization of properties and correctness of
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programs w.r.t. these properties. Moreover, we present the producer’s resource consuming
analysis, which is built on a configurable, abstract interpretation alike analysis framework.
Subsequently, Chapters [ and [] describe the configurable program certification instance.
We start with a very basic realization in Chapter [|and discuss optimizations of the basic
approach in Chapter [} Furthermore, we show either with the help of formal proofs or
via experimental evaluation that all configurable program certification variants (partially)
fulfill the five described properties. Additionally, we compare the configurable program
certification instance with existing certification approaches based on witness validation.
Thereafter, we present the second instance Programs from Proofs in Chapter [5} Like
for the first instantiation, we prove that or experimentally evaluate if and when the five
requirements are fulfilled by the Programs from Proofs instance. We also compare the
Programs from Proofs instantiation with other approaches including our previous instance
configurable program certification. After we considered these two instantiations, in Chap-
ter [6] we explain how to integrate them into a third instance. As before, we use formal
proofs and experiments to evaluate the combined instance against the five requirements
from above. In the last chapter of our thesis, we conclude this thesis with a comparison
of the three instances and suggest future improvements and extensions of our protocol
instantiations.
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In our approaches, we want to check if a program is correct with respect to some property.
Before we can check if a program is correct with respect to some property, we need
to understand what this means. Understanding program correctness with respect to a
property incorporates at least the comprehension of the following three aspects:

1. the concept of a program, including its representation and semantics, (Section ,
2. the notion of a property (Section [2.2.1)), and

3. the meaning of correctness (Section [2.2.2)).

As described in the previous chapter, in our approaches the producer and the consumer
check if a program is correct with respect to some property. We develop the consumer
checking in the subsequent chapters, but for the producer checking we build on existing
verification techniques. To apply our approaches in a broad context, we need an adaptable
producer verification. Our solution for adaptation lets the producer configure his verifica-
tion (see Section — of course only within a certain design space. For producer checking,
the configured verification is executed by a generic analysis (cf. Section , which also
constructs the proof, an abstract reachability graph (see e.g. [BHIMOT|) required by the
subsequent step of our approaches.

2.1 Programs

Any written definition of a program, e.g., program code, is first of all a sequence of char-
acters. Statements, keywords, variables and operators are all subsequences of characters.
However, a sequence of characters is a rather impractical representation of programs. It
does not provide any additional information about the structure of a program nor about
the expected behavior of the program, which is important for verification. To guarantee
more flexibility in the configuration of the producer verification, we use a program model
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to describe the structural aspect of a program. On top of the program model, we then
define a program’s behavior, the program semantics.

2.1.1 Program Model

Various representations for programs exist. All of them were developed for different pur-
poses. To name only a few, abstract syntax trees (ASTs) (see e.g. [ALSUQ7]) are a
hierarchical representation of a program structure typically used in compilers. The AST
structure is mainly imposed by the grammar of a programming language. Program de-
pendence graphs [FOW84] provide the control and data dependencies between operations.
Control flow graphs [AII70] describe the syntactical paths of a program.

To verify program correctness with respect to some property, we want to apply some
sort of operational reasoning, a common procedure in verification [KRAQ09, p. 12]. For
operational reasoning, we consider which operations are executed in which order. Hence,
we require a representation of the syntactical program paths, which also describes the
program flow. Program flows are often represented by graph like structures named e.g.
flowcharts [CC77|, flow graphs [KU77|, control flow graphs [AII70], and control flow au-
tomaton [BHTO7]. Operations or operation sequences are associated with nodes or edges.
We decided to follow the notion of the verification framework on which we build the
producer verification [BHTO7] and use control flow automata to describe programs.

For a broad applicability of our approaches, we do not fix a concrete programming
language. In contrast, we want to allow that arbitrary programsﬂ can be described by
our program model. From now on, let Ops be the set of all program instructions, all
operations a program may use. Moreover, let £ be the set of all program locations, e.g.,
all possible values of the program counter. We define the set G of all control flow edges
to be G := L x Ops x L. The set G specifies all statements any program may execute.
To describe a program, a control flow automaton provides the program’s locations as
well as its statements, which also model the control flow between the program’s location.
Additionally, the beginning of a program is defined by a special program location.

Definition 2.1 (Control Flow Automaton (CFA)). A control flow automaton (CFA)
modeling program P = (L,Gcra,lo) consists of a set L C L of program locations, a
set Gopa € L x Ops x L of control flow edges, and a program entry location [y € L.

Figure[2.I]shows our example program SubMinSumDiv in pseudocode plus its CFA. We use
program SubMinSumDiv throughout the thesis to demonstrate all our approaches. Thus,
the example program is rather artificial and it intermixes different computations, which
will be separated by the Programs from Proofs approach. Depending on the values of
variables x and y, program SubMinSumDiv subtracts the minimum of x and y from 10
(x < 0), sums up the integer values from x to y (x > 0Ay > 0), or when x > 0Ay <0 it
computes the negated quotient of the euclidean division, which is increased by two if y is
not a divisor of z. The following equation shortly summarizes this behavior.

—min(zr,y) +10 if 2 <0
x

S ife>0Ay>0
z = 1=y
—z divy fz>0Ay<0nT=[7]

(—xdivy)+2 else

I Note that when we think of a program, we have in mind a program that is written in some imperative
language.
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0: z:=0;
1: if (x<0)
2: if y<x
3: zZ:=-7;

else
4: Z:=-X;
5: z:=z+10;

else

6: if y>0
7 s:=1;

else
8: S:=-y;
9: while x >y A x # 0
10 : if y >0
11: Z:=Z+X;

olse X :=x-5;

12 z:=z+1;
13: X:=X-8;
14 :

Figure 2.1: Example program SubMinSumDiv and its CFA

The CFA of example program SubMinSumDiv on the right of Fig. provides for every
program counter value i — the numbers in front of the pseudocode statements — a control
flow location [;. For each assignment, an edge, which is labeled by that assignment, is
contained in SubMinSumDiv’s CFA. Furthermore, for each if and while statement, two
assume edges are included in SubMinSumDiv’s CFA, namely one edge for each evaluation
of the condition. The labels of those assume edges describe which evaluation of the
condition is true. Hence, one edge is labeled by the condition and the other edge is labeled
by the negated condition. Edges start in the control flow location corresponding to the
statement’s program counter value. They end in the control flow location corresponding
to the program counter value of the next statement to be executed.

So far, we introduced the basic program model. For termination of our approaches, this
basic model is too general. The main problem — for the consumer checking as well as for
the presented producer’s verification — is that a program may have infinitely many control
flow edges, i.e., the CFA definition is infinite. Typically, the set of program locations is
finite when the set of control flow edges is ﬁniteﬂ Furthermore, we do not necessarily
need a finite set of program locations. Hence, we define a finite CFA based on its set of
control flow edges.

Definition 2.2 (Finite CFA). A control flow autornaton P = (L, Gcra,lo) 4s finite if its
set of control flow edges is finite, i.e., In € N : |Gepal < n.

Next to infinite programs, our basic program model also allows nondeterministic CFAs.
For example, given a program location [ and an operation op the successor for [ and op in a
CFA may be ambiguous. Many well-known programming languages like C [ISO11] do not
support such nondeterministic specifications. To retranslate a CFA into a programming

2Commonly, program locations are the predecessors and successors of control flow edges.
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language representation, e.g., like our Programs from Proofs approach does, we need to
assure that the CFA is deterministic when the programming language itself does not
support nondeterminism.

Definition 2.3 (Deterministic CFA). A control flow automaton P = (L,Gcra,lo) is
deterministic if V(1 0p,1"), (I,0p,1") € Gepa : U =1".

Up to now, we only introduced the program representation, the program syntax. We
continue with a program’s meaning, its semantics, which describes the behavior of the
program.

2.1.2 Program Semantics

The first approaches [McC63| [Lan64, [Flo67), [Hoa69] that formally defined program seman-
tics appeared in the 1960s. Three different types of semantics were proposed.

Denotational semantics was introduced by McCarthy [McC63|. It describes the mean-
ing of a program by a mathematical function that maps input states, the states on
which the program is started, to output states, the states after the execution of the
program.

Axiomatic semantics was used first by Floyd [Flo67] on flowcharts and two years later
it was described Hoare [Hoa69] for programs. It defines the program semantics by
pre- and postconditions. If a state s fulfills the precondition before the execution
of program P, the state resulting from the execution of program P on state s will
fulfill the postcondition. To derive pre- and postconditions, axioms and derivation
rules for the different constructs are provided.

Operational semantics determines the meaning of a program by executing it on a
virtual machine. The executions’ sequences of transition steps determine the pro-
gram semantics. As an early approach, Landin [Lan64] presented the mechanical,
stack-based evaluation of lambda expressions. Later, Plotkin [Plo81] introduced the
structural operational semantics for programs.

With our approaches, we want to assure a safe execution of a program, not only a correct
result. Denotational semantics is not well-suited for this purpose because it does not
provide any information about the program states during execution. Furthermore, in
axiomatic semantics many pairs of pre- and postcondition can describe the behavior of a
program and it is not clear which pair we should take as basis for our verification. Thus,
we use a structural operational semantics for our programs, which defines the execution
steps for statements g € G.

In the previous section, we did not fix the set Ops of statements a program may execute.
Hence, we do not provide an exact semantics, but only present those requirements on the
semantics which our approaches assume.

Before we consider the semantics of concrete programs, we look at the semantics of
single execution steps in arbitrary programs. The semantics for execution steps defines
whether in a concrete (program) state a certain program statement, defined by a control
flow edge, is enabled and if it is enabled what the resulting state after execution of that
program statement will be. We assume that the definition of the semantics for execution
steps is given by a labeled transition system 7' = (C,G,—) on a set C of concrete states
with transitions labeled by control flow edges. The set of concrete states contains all
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states any program can be in. Furthermore, the transition relation is of the following form
—C OxGxC. Note that we use ¢ 2 ¢ as abbreviation for (¢,g,¢) €—. These assumptions
on the program semantics are sufficient for our certification approaches. However, for our
Programs from Proofs approach we require further assumptions on the representation of
concrete states and the execution of program statements defined by the transition relation.
These additional assumptions are presented in the following two paragraphs.

Assumptions on Concrete States: A concrete state can be split into two disjoint
parts, the control state and the data state. The control state contains all information
necessary to determine the control flow edge considered next in a program’s execution.
We assume that the value of the program counter — a location [ € £ — is sufficient for this
task. This means, function calls are either inlined or handled as a single operation. In the
latter case, our analysis must determine the effect of a function, e.g., by using function
summaries first used by Hoare [Hoa7l|] or other techniques like block abstraction memo-
ization [WW12]. The data state provides all information about data that is manipulated
by the execution of an operation op € Ops, e.g., the values of variables. We denote the
set of all data states by DS and demand that the set C of concrete states is C = L x DS.
For a concrete state (I,d) we define cs((l,d)) =1 and ds((l,d)) = d to access the state’s
control and data state, respectively.

Assumptions on the Transition Relation: We require that the transition relation

respects the control flow, i.e., ¢ M ¢ only if cs(c) =1 and cs(¢’) = I'. Additionally,

a successor’s data state is defined by the operation and the predecessor’s data state only.
We demand that there exists a partial functionﬂ succ : DS x Ops — DS that defines the
successor’s data state. Furthermore, we assume that the transition relation is determined
by the control flow edges and the partial function succ. These assumptions give us the
following transition relation:

—:={(c,(l,op,I'), ) € C x G x C|cs(c)=1Ncs(c) =1 Ads(¢") = suce(ds(c),op)} .

Note that these assumptions exclude nondeterministic program behavior, but they do
not exclude typical structural operational semantics for deterministic programs like the
semantics assumed for abstract interpretation [CC77| or semantics which are presented
in standard textbooks like [NNHO5| pp. 54ff], [KRAQ9, pp. 58H]E| We mainly provided
these assumptions to exclude exotic semantics in which statements can be executed al-
though they are not the next statement in the program description or the evaluation of
an expression depends not only on the data but also on the program location.

Next, we describe one semantics for our example program. The data states are all
mappings from the set of variables to integers Z. To evaluate boolean and arithmetic ex-
pressions expr in such a data state d, denoted by d(expr), first the variables are substituted
with their respective integer value in the data state and then the expression is evaluated
by standard mathematics (see [NNHO5, p. 55]). For an assignment v := expr, the partial
function succ : DS x Ops — DS returns for a data state d, the data state d[v — d(expr)]
obtained from d by replacing the value of v by value d(expr) (see [NNHO3, p. 56]). Fur-
thermore, for an assume instruction bexpr the partial function succ : DS x Ops — DS is
defined only if d(bexpr) = true, and then succ(d, bexpr) = d.

3For example, the function may be undefined if the operation is a condition and the input data state
does not fulfill the condition.

4Note that the representations for the control state vary throughout the presentations of structural
operational semantics.
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So far, the transitions ¢ % ¢ of a transition system T define the valid execution
steps, but often a program execution consists of multiple, sequential execution steps.
Nevertheless, not all sequences of transitions should be proper executions. For example,

consider a sequence ¢ 2 ¢, ¢’ L ¢ with ¢/ # ¢’. Allowing such a sequence would impose
a weird semantics in which a state change may be triggered without actually executing any
program statement. We exclude such behavior and restrict the set of proper executions,
the set which describes all executions any program may take, to the set of all paths in the
transition system 7.

Definition 2.4. Let T = (C, G, —) be a transition system. Every concrete state ¢ € C' is

a path of length 0 in transition system 7. A sequence of transitions co 2> ¢;--- 2 ¢, is a
path of length n in transition system T if V1 < i <n: (¢-1,9,¢i) €.

Typically, a program should not be able to execute every path in a transition system.
Otherwise, we do not need to define programs at all. A program’s control locations and
control flow edges already provide a convenient way to restrict the paths a program can
execute. Hence, we define the executable paths of a program P, its program paths, to be
all paths in the transition system 7' that start in a control location of P and that only
use the control flow edges defined by P. Since a program usually starts its execution at
the program entry location rather than in the middle of the program, not all program
paths are of interest. In our approaches, we specify in which concrete states, the so called
initial states, a program execution may start. In the following, we are only interested in
program paths starting in one of the given initial states.

Definition 2.5 (Program Paths). Let P = (L,Gcra,lo) be a program. A path ¢ EAN
c1--- 28 ¢, in transition system T is a program path in P if cs(cop) € Land V1 < i< m:
gi € Gera. We extend this definition and define the set pathsp(I) of program paths in P
starting in a set of states I C C to be the set of all program paths ¢ B We, inP
with ¢g € I.

After we comprehend the notion of a program, we continue with the specification of
properties and the meaning of program correctness with respect to a specified property.

2.2 Properties

To express program properties, different formalisms are available. A very simple form is
the direct encoding of properties in the program, e.g., with assertions or specific error
labels. Pre- and postconditions proposed by Hoare [Hoa69| can be used to describe the
expected relation between the input and output (state) of a program. Temporal logics,
like e.g., linear temporal logic (LTL) or computation tree logic (CTL) (see e.g. [CGP02]),
specify the allowed temporal ordering of events in program executions. Events may be
program operations or atomic propositions on program states. Instead of a temporal logic,
also finite state machine based approaches are used to specify (temporal) safety proper-
ties. Safety properties “state that something [bad] will not happen” [Lam77]. For example,
Schneider [Sch00] uses security automata to define safety properties. The specification lan-
guage for interface checking (SLIC) [BR02D] uses state machines to describe requirements
on the API usage like ordering of method calls. The BLAST query language [BCH™04]
provides observer automata to decide whether program executions adhere to certain safety
properties. Correctness witness automata [BDDHI16| are observer automata for invariant
properties.
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For our Programs from Proofs approach, we must be able to apply the same prop-
erty specification on the transformed program. A separation of program and property
specification simplifies this task. Furthermore, we already stated that we are interested
in program executions. Since the verification of safety and liveness properties requires a
different argumentation [AS87], we decided to focus on temporal safety properties. We
think that in our scenario it is more important that a program execution is not harmful.
Next, we discuss how we describe our safety properties. Then, we explain their semantics.

2.2.1 Property Specification

The most general form to specify a safety property for programs is to describe all safe
transition sequences, or dually to define all unsafe transition sequences. We believe that
an easily accessible format to specify the (un)safe transition sequences are automata like
specifications as supported by SLAM [BR02a| or BLAST [BHJMOQT7|. Hence, we use an au-
tomaton based specification which is inspired by the specification language of the analysis
tool CPACHECKER [BK11b], in which we integrated our approaches.

Our specification should support protocol properties, which define the ordering of
program instructions. Furthermore, we also want to express that certain program locations
cannot be reached. Similar to an assertion, we also want to assert that if a certain program
location is reached, the program state will fulfill some condition. Moreover, our automaton
should be able to specify invariants [MP95] on program states. Thus, our specification
must be able to monitor operations and program states. Since we are rarely interested
that at some point only a single program state can be reached, the input alphabet of our
specification considers pairs of operations and sets of (concrete) program states.

In contrast to security automata [Sch00], which describe unsafe behavior by missing
transitions, we model unsafe behavior with a special error state. We think this is more
intuitive. Furthermore, we require that our transition relation is complete, i.e., it covers
the behavior of any execution step. Thus, we avoid that non-defined transitions are
misinterpreted, e.g., when our specification is translated in the input language of a t001E|

To simplify our proposed verification of programs, we also require that the transition
relation is deterministic. Like a nondeterministic finite state machine is as powerful as a
deterministic finite state machine [RS59], we believe that our property specification does
not become more powerful when we allow nondeterminism. Nevertheless, we left the proof
of this claim for future work (see Section [7.2).

The previous considerations let us define a property automaton, our formalism to spec-
ify properties.

Definition 2.6 (Property Automaton). A property automaton A = (Q, 9, qo, qerr) consists
of a set @ of automaton states, a transition relation § C Q x Ops x 2¢ x @, the initial
state qo € @, and the error state ge,r € @. In addition, a property automaton must fulfill
the following conditions:

e The transition relation is complete, i.e.,
Vg € Q,c € C,op € Ops : Iq,0p, Csup, ) €0 : c € Caup -
e The transition relation is deterministic, i.e.,

Y(q,0p,C1,4"),(q,0p,Ca,¢") €6 : C1NCa=0V g =q" .

5In contrast to security automata, for the tool CPACHECKER a missing transition means no state
change.
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Figure 2.2: Property automata describing properties pos@15 and nonneg

*/{c| cECAds(c)Ez<0}

Figure shows two example property automata. The edges are labeled according to
the following schema op/Cyu,, where op is the observable operation and Cg,y, is the set
of the accepted concrete states. For the sake of readability, we do not add edges for all
operations but use wildcards * and —. Wildcard * means any operation op, e.g., the edge

c .
Qorr L) Gerr represents all edges (Gerr, 0p, C, Gerr) With op € Ops. Furthermore, we use
— to denote all operations which do not occur on an outgoing transition of a state. In

our example on the right of Fig. (qo i> qo) represent all edges (qo, op, C, qo) with

op € Ops \ {z := 0} and gerr _/—C> Qerr 18 equivalent to gery */—C> Gorr- The left automaton
describes the property pos@1l5 which states that if location [5 is reached, variable z will
have a positive value. The right automaton defines the property nonneg, which demands
that after proper initialization variable z always has a non-negative value.

2.2.2 Correctness Criterion

In the previous section, we introduced our formalism for property specifications. Next,
we define its semantics, i.e., what it means that a program is correct with respect to those
property specifications. The idea is that the property automaton works like a monitor,
which is run in parallel with the program. Then, a program will be correct w.r.t. a
property automaton if all its executions never visit the error state ¢e,,. Hence, we need
to describe how a program path triggers the transitions of the property automaton.

. Lop,l’ . . s .
Each execution step c (*2—)% ¢ triggers a single transition. We only need to decide

whether the property automaton considers ¢ or ¢/. Since a user, as well as our analysis
technique, can control the properties of the input state, we decided that the property
automaton monitors successor states. Thus, desired properties can be ensured for all

. . . Lop,l . .
states in a program execution. Now, an execution step c (——)» c triggers those outgoing

transitions (g, 0p’, Csup, q’) of a state ¢ with op = op’ and ¢’ € Cyyp,.

Based on these considerations, we define a configuration sequence, a link between the
program execution and the property automaton. Mainly, the pairs of program instruc-
tion op and successor state of the program execution define the input word of the property
automaton. Then, a configuration sequence is simply the product of a program execution
path and a run in the property automaton considering the input word determined by the
program execution.

Definition 2.7 (Configuration Sequence for Path). Let P be a program, p € pathp(C)
a path, and A = (Q, 9, g0, gerr) @ property automaton. A sequence (co,qo) - - . (Cn,qn) Of
pairs (¢;,q;) € C x Q is a configuration sequence for p and A if p := ¢y Kooy Be, and

. ,C nCn .
there exists arun r 1= gg 2 gy ... 22 g st V1 <i<n:g = (-,opi, ) Ne; € G

In the end, we want to use configuration sequences to define when a program is correct
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with respect to a property automaton. To ensure that our concept of program safety is
well-defined, we show that for each path at least one configuration sequence exists.

Corollary 2.1. Let P be a program and A = (Q, 6, qo, gerr) @ property automaton. For
every path p € pathp(C), at least one configuration sequence for p and A ezists.

Proof. Show by induction that for every path of length i a configuration sequence exists.

Basis Let ¢g be an arbitrary path of length 0. By definition (cg, qo) is a configuration
sequence.

l1,0p1,l} Li,opi,l; . . .
Step Let cq % C1...Ci_1 % ¢; be an arbitrary path of length 7. By in-

duction, there exists a configuration sequence (co,qo),(c1,q1),--.,(¢i—1,¢i—1) for
subpath cq M c1...c;—1 and hence a run qo op1,Csub cl... opi-1.Cony Qi1
st. V1 <j <i:¢ € Cl,. Since property automaton A is complete, there ex-
ists (gi—1,0pi, C, i) € 0 and ¢; € CY . Hence, go op1,Clsub qi- .. opi-1:Clon
gi—1 & ¢; is a run and by definition (cg, qo), (¢1,¢1),- -+, (ci—1,qi—1)(ci, q;) is

a configuration sequence.

O

After we are sure that we can interlink any program path to the property automaton,
we now define when a path does not violate the property specification, i.e., when it is
safe. Like a nondeterministic automaton accepts an input sequence if a run for the input
sequence exists that ends in a final state, a program path is safe if a configuration sequence
for that path exists that does not visit the error state.

Definition 2.8 (Safe Program Path). Let P be a program and A be a property automa-
ton. A path p € pathsp(C) is safe w.r.t. A if a configuration sequence (co, o) - - (Cn, qn)
for p and A exists s.t. VO < i <n: ¢ # Gerr-

We understand when a single program path, a single program execution, is safe. Remem-
bering that a program’s semantics is defined by its program paths, we naturally derive
program safety. Since we are only interested in program paths starting in certain initial
states, a program is safe with respect to a set of initial states if all program paths starting
in those initial states are safe. Considering the program entry location as conventional
start of a program, we further define a program to be safe in general if all its executions
starting in the program entry location are safe.

Definition 2.9 (Program Safety). Let P = (L, Gcra, lo) be a program and A a property
automaton. Program P is safe w.r.t. property automaton A and a set of initial states
I C C, denoted by P =5 A, if every path p € pathsp(I) is safe w.r.t. A.
Program P is safe w.r.t. A, denoted by P |= A, if P =(cjcecres(c)=io} A-

Note that our example program SubMinSumDiv is safe w.r.t. properties pos@15 and nonneg.

So far, we know what it means that a program is correct, safe, with respect to a
property automaton, but not how to actually prove this fact.We continue to explain how
a producer verifies that a given program is correct w.r.t. a given property automaton.
Next, we present how the producer describes an appropriate analysis for this verification
task.
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2.3 Analysis Configuration

We already stated that we need an adaptable verification for the producer. To achieve
adaptability, we suggested to configure the verification. Another requirement is that our
approaches should be available also for producers which are less experienced in verifica-
tion. Thus, the producer verification must be fully automatic and must not interact with
the producer after the verification process is started. Note that we assume that less expe-
rienced producers choose from an existing pool of configurations rather than configuring
the verification on their own. In the following, we discuss existing configurable verification
frameworks before we introduce our configurable framework of choice.

Model checking [JM09b] explores all execution paths of a program to check if a prop-
erty is satisfied. In the early stages, model checking was defined by the program and
the property specification only. For symbolic model checking [BCM™92|, this is the same
except that the variable ordering considered by the binary decision diagrams can be config-
ured. First, the combination of (data) abstraction and model checking, see e.g. [CGL94],
enables adjustable model checking.

Dataflow analyses (DFAs) have their origins in compiler optimization. In contrast to
model checking, they are often path-insensitive and combine information for the same
program location. Hence, they compute a so called dataflow fact per program location.
Dataflow facts describe certain information about program states reachable at the re-
spective location. The first framework for DFAs was suggested by Kildall [Kil73] in 1973.
Further frameworks for DFA specification are for example the monotone dataflow analysis
framework [KUT7| and the IFDS/IDE framework [RHS95]. All these frameworks do not
incorporate a semantic meaning of the computed dataflow facts.

Abstract interpretation [CCTT| first of all allows to specify an abstract semantics of a
program. An abstract semantics overapproximates the concrete semantics if certain condi-
tions are met. In their initial paper, Cousot and Cousot [CC77] use abstract interpretation
in a DFA fashion and compute one abstract context (abstract state) per program location.

Beyer et al. introduced a configurable program analysis framework [BHTO07, BHTOS],
in which analyses joining information at same program locations as well as model checking
based analyses can be specified. Additionally, it allows to directly specify lots of analyses
whose precision is in between fully path-sensitive model checking and path-insensitve
analyses like DFAs. In principle, a configurable program analysis describes an abstract
interpreter plus operators that steer the state exploration.

As a consequence of the convergence between the static analysis and the model checking
community, it was shown that model checking, DFAs, and abstract interpretation are
equal [Ste91l [CCI5 [Sch98]. Furthermore, techniques like trace partitioning [MRO05, [RMO07]
and widening [CCT7] allow to specify abstract interpretations or DFAs that behave like
the intermediate configurations in the configurable program analysis framework. Hence,
we think that from a theoretical perspective all frameworks are equal.

We decided to build our techniques on top of the configurable program analysis frame-
work [BHTO7, BHTOg|. Due to the built-in specification for the direction of the state
space exploration, the specification of analyses is less complex and more comfortable.
More importantly, this built-in specification provides us a direct representation of the
paths explored during verification. This representation is essential for our Programs from
Proofs approach. In the following, we start with the basic concept of a configurable
program analysis.
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2.3.1 Basic Analysis Configuration

For our producer verification, we utilize the concept of a configurable program analy-
sis [BHTO7, BHTO8]. A configurable program analysis specifies a custom, abstract inter-
pretation based analysis. On the one hand, the customization allows us to describe the
abstraction. The abstraction is defined by an abstract domain and a transfer relation,
which describes the abstract semantics of any program. On the other hand, the analysis
type, e.g., dataflow analysis or model checking, is determined with the help of the merge
operator and the termination check. These two operators steer the state space explo-
ration, a reachability analysis. The merge operator decides if and how to combine an
explored state with the already explored states. Dataflow analyses typically merge states
with same locations and model checking never merges. The termination check tells the
reachability analysis when the exploration of a state can be stopped.

In contrast to the original model of a configurable program analysis [BHT07], a con-
figurable program analysis with precision adjustment [BHTOS§| also considers precisions.
These precisions can be used to adapt the abstraction during program analysis. For this,
a precision adjustment operator is provided and all operators of a configurable program
analysis also have the precision as an additional input parameter. Nevertheless, Beyer
et al. [BHTOS| state that theoretically a configurable program analysis with precision
adjustment is not more powerful.

For our approaches, we consider a mixture of the original configurable program analysis
and the configurable program analysis with precision adjustment. From now on, we refer
to this mixture when we use the term configurable program analysis (CPA). We use the
precisions from the configurable program analysis with precision adjustment, but the only
operator that considers precisions is the precision adjustment operator. Hence, we are
able to comfortably specify CPAs that are used in context of lazy refinement [HJMS02].
However, we may keep our approaches simple, i.e., the consumer does not need to deal
with precisions. Note that our restrictions are not very restrictive in practice because the
analyses implemented in CPACHECKER [BK11b|, a software verification tool based on
the configurable program analysis concept, typically ignore the precision in the transfer
relation and the merge operator and do not use the precision in the termination check.

In the following, we formally introduce the definition of a configurable program analy-
sis. Note that a CPA is defined for arbitrary programs and is tailored to concrete programs
during its execution. Formally, a CPA C is a six tuple C = (D, II, ~», prec, merge, stop).
Its six elements are described in the following.

Abstract Domain The abstract domain D = (C, &, [-]) provides an abstraction for a
set C of concrete states. Subsets of concrete states are represented by single abstract
states.

The abstract representation is defined by a join-semilattice [DP90, p. 82] £ =
(E,T,L,C,U) on the set E of abstract states with partial order C, least upper
bound or join LJ, a greatest element T € E, ie., Ve € F: e C T, and a smallest
element | € E,ie.,, Ve € F: 1 C e. The partial order C describes if an abstract
state is more abstract than another. We lift the partial order to set of abstract
states and write SC S'if S, C FandVec S:3e' €S :eCe.

To complete the abstraction, the concretization function [-] : E — 2¢ describes for
every abstract state e € E its concrete meaning, i.e., the concrete states it represents.

For our analysis, we need useful abstractions, which respect the subset relation of
concrete states. The bottom element must represent the smallest subset of concrete
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states, the empty set. The top element must cover the greatest subset, the set of all
concrete states. A more abstract state substitutes more concrete states. Abstract
domains that fulfill the following equations adhere to these requirements.

[L] =0 (2.1a)
[T1=C (2.1b)
Ve, e E:eC e = [e] C[€] (2.1c)

Set of Precisions The set II of precisions is a non-empty set that defines various ab-

straction levels for the abstract domain. A single precision defines an abstraction
level and describes which abstract information is tracked.

Transfer Relation The transfer relation ~C E x G X E describes the abstract semantics

of our analysis. For any abstract state and any control flow edge of any program, it
defines the abstract successors. If for an abstract state e and a control flow edge g no
element (e, g, ¢’) exists in the transfer relation, no abstract successor will exist. This
can, e.g., be the case if a branch condition cannot be satisfied or e does not consider
states with a control location defined by the predecessor of g. For soundness of our
analysis, this may not be the case if a concrete behavior is possible. We require
that the transfer relation overapproximates the concrete program behaviors with a
finite number of abstract successors. If the semantics defines a concrete successor ¢’
for a concrete state ¢, which is considered by abstract state e, and edge g, then an
abstract successor e’ for e and g must exist that considers c’.

Vee B,geG:{c|cHdncele}c ) [] (2.2)
(e,g.¢ )€~
Ve€ E,geG:IneN: |[{| (e,g,¢) e~} =n (2.3)

Precision Adjustment The precision adjustment is a total function prec : ExIIx2F —

E x II. It enforces the analysis precision and adapts the analysis precision to its
current needs. Hence, it widens an abstract state considering the current precision
and probably the set of already explored states. Moreover, it computes a new
precision, which may decrease or increase the analysis precision. If the analysis
precision changes during analysis, a non-uniform abstraction will be computed. In
our analysis, we use the precision adjustment to enforce the current precision on the
currently explored state e and to compute the precision for the next exploration step,
the exploration of the successors of e. For (relative) completeness of our approaches
we require that the currently explored state is indeed widened.

Ve, eprec € E,S C E, T, Tprec € I : prec(e, m,.8) = (eprec;, Tprec) = € T €prec  (2.4)

Merge Operator The merge operator is a total function merge : £ x E — E. It defines

24

when and how to combine the information of two abstract states. It does not combine
information when the result of merge is the same as the second input parameter. A
combination always widens the second parameter, typically an already explored state
of our analysis, incorporating partial information of the first parameter or totally
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subsuming the first parameter. In our analysis, we use the merge operator to combine
the information of the currently explored state with already explored states. The
combination of two abstract states in an analysis often results in a less precise but
faster analysis. To ensure the widening property and that the combination does not
loose information already explored, we require that the result of the operator merge
is at least as abstract as its second parameter.

Ve,e' € E : ¢’ C merge(e,€’) (2.5)

Termination Check The termination check operator stop : E x 2F — B is a total
function that checks if an abstract state e € E is covered by a set of abstract
states S € 2F. We use this operator in our analysis to decide when to stop the
exploration of an abstract state e. Thus, typically S is the set of already explored
states. To guarantee soundness of the analysis, we require that the termination check
operator may only return true if the concrete states considered by abstract state e
are already taken into account for exploration. All concrete states represented by the
checked abstract state e are contained in the concretization of at least one abstract
state in the coverage set S.

Vee E,S C E :stop(e, S) = [e] C U le'T (2.6)
e’eS

After we presented the concept of a configurable program analysis, we introduce three
CPAs, which we use during the explanation of our approaches. To simplify our examples,
none of these analyses changes its precision. For the specification of a CPA that adjusts
its precision we refer to [BHTOS].

The Location CPA L: A location CPA L = (D, IIy,, ~>, prec;, mergey , stopy.) is an
analysis that examines the syntactical reachability of program locations. The definition
of our location CPA is based on a definition of Beyer et al. [BHTOS].

The abstract domain Dy, = (C, &L, [J1) considers a flat lattice on the set £ of all pro-
gram locations plus top Tr and bottom state J_]Lﬂ The concretization function [-]r,
maps abstract states | € L to all concrete states with control state [, i.e., [{JL :=
{c]ce€ C Acs(c) =1}, and the top and bottom state to C' and the empty set.

The set of precisions contains a single precision 7gatic defining the single abstraction
level that includes all program locations. The transfer relation mimics the syntactical
meaning of the control flow edges G, i.e., (e,g,€') €~ if g = (e,-,¢/) Ve=¢ =Tp. A
location CPA never adjusts precisions, Ve € Ey,,S C Eym € IIy, : precy (e, 7, S) = (e, ),
nor merges abstract states, Ve, e’ € Fy, : mergey (e, e’) = e’. Moreover, it stops exploration
if the same or a more abstract state is already explored, stopy (e,S) :=3e’ € S: e Cy, €.

The Sign CPA S: A sign CPA S = (Dg, g, ~g, precg, mergeg, stopg) is an analysis
which explores the reachable data states on a coarse level. Following Cousot et al. [CCT79),
it only investigates the signs of variable values. The lattice of sign values shown in Fig.
defines the different values considered by the sign CPA. The bottom state L of the sign
lattice represents no concrete variable value. Abstract value +, abstract value —, and
abstract value 0 mean value greater than zero, less than zero, and zero, respectively.

6 A flat lattice on a set S with a top T and bottom element L considers a flat ordering of its elements,
Ve,e € S:eCe’ = (e=LVe=eve =T).
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Figure 2.3: Lattice for sign abstract values

Abstract values +0, —0, and +— are combinations of the previous abstract values. Their
meaning is the union of the elements used for their combination. Finally, the top state T
represents any variable value.

To investigate the signs of variable values, an abstract state of the sign abstract domain
Ds = (C, &, []s) assigns to every variable v € V' in the set V of all variables an abstract
value from the lattice of sign values, i.e., Es = {1, +,—,0,4+0,—0,4