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umenHo BaMm. Cracubo moeit jiobumoii cecrpéake Hajte, koTopas npuHuMaia HEIOCPEICTBEHHOE
yaactue B MoéM Bocruranuu. Ocoboe criacubo 3a 1O, 9TO Thl HAYUNJIa MEHS YUTATh U 34 TO, 9TO
TBI JJIsT MeHsI Bcerja ObLia IpuMepoM s mompaxkamus. Crmacmbo Moeii Jjobumoit AyiéHKe 3a
MONIEPKKY U 33 TepreHne, KOTOpoe OBLIO Oif KaK HEeOOXOTUMO BO BpeMsi 0hOpMIIeHUsT PAOOTHI.
C TBOWM TOSIBJIEHWEM B MOe >KHU3HU BCE BCTAJIO Ha CBOM MecTa W paboTa HavuaJ a, MPOJABUTATHCS
mamuoro Jiyuie. Cracubo Takyke Bcell Moe#t O0JIbIION U APYKHOHN cembe. Bl omopa Beeit Moeii



Ku3HU U 6€3 BeexX Bac e€ jraxe MpejicTaBuTh cebe Hepo3MoxkHO. Ocoboe ciacubo Mmoum 6abyIkam
Busibme u Hane u gemymike lanumay, KOTopbie rofm OT roa JapUid HaM CaMble CIACTIUBBIE JIET-
HUEe KaHUKYJIbl. Bbl Bceryia ocraérech B HAIKUX CEPIAX TakxKe Kak Jisijist Pejisi; cOBCEM HEJIABHO
HOKUHYBIINHA HaC.

Ocoboe cracubo Takke Moeit eproit Y aurenbunre, Hounsaii Esene ['eopruesne 3a T0, uTo
BRI B paHHEM BO3paCcTe BJOXHOBMJIN MeHs HA MOKOPEHWE HAYYHOTO MpOoCTpaHcTBa. 9 mo cux
IOP TIOMHIO BAIl CAMBIH MMEPBBIN YPOK, MOTAPUBIIHI MHE OCO3HAaHWE OECKPANHOCTH TPOCTOPOB
narreit Ponunbr. Crniacubo n Moeilt Y UnTe/IbHUIE MATEMATUKU B CTAPIINX KJaccax PhDKAKUHOM
Aute JIMuTpreBHe 3a CHCTEMATHUECKOe M3yUYeHNe MATeMATHIECKUX OCHOB, 33 TO, UTO BhI BCE-
r7a HAXOJW/IN BO3MOYKHOCTH 3aMHTEPECOBATH HAC HA YPOKAaX W 3a TO, YTO BCE BAIU YYEHUKH,
HECMOTPA Ha BCE HAIK Pa3judud Bcerma Obuim 3audars! geaoMm. Taxxke cnacubo ['ybaps Tamape
Bopucosne, Moeit ¥YunuresibHUIle XUMUHU, OJa00/1apsd KOTOPOI s CJI€/1aJl CBOU TIEPBBIE Al B MUD
Hayku yxke B 9 xipacce. Cracubo BceM BaM 3a BaIly OECKOPBICTHYIO MPETAHHOCTD JIFOSIM, JTETSIM
U BaIllM HE BCEIJIa [MOCIYIIHbIM YYeHUKAM.
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MaHWW, 33 BAIy IMOIEP:KKY B CAMbIE TPYJIHBIE /IJIsi MEHsI BpeMeHa U 3a CheJeHHbIe OyTepOpoIbl,
IpeaHa3HaYeHHBbIC BOBCE HE AJId MCHA.
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Abstract

In this thesis we first take a critical look at established security definitions for predicate
encryption with public index (PE) under chosen-plaintext attacks (CPA) and under chosen-
ciphertext attacks (CCA) from the current state of research. In contrast to conventional public-
key encryption (PKE), security definitions for PE have to deal with user collusion, which is
modeled by an additional key generation oracle. We identify three different formalizations
of user secret key handling in the literature implicitly assumed to lead to the same security
notion. Contrary to this assumption, we prove that the corresponding models result in two
different security notions under CPA and three different security notions under CCA. Similarly
to the recent results for PKE and conventional key encapsulation mechanism (KEM) we also
analyze subtleties in security definitions for PE and predicate key encapsulation mechanism
(P-KEM) regarding the so-called no-challenge-decryption condition. While the results for PE
and PKE are similar, the results for P-KEM significantly differ from the corresponding results
for conventional KEM. As a conclusion of this investigation we suggest well-grounded security
definitions for PE and P-KEM under different attack scenarios.

Our main contribution is the development of a general framework and techniques to construct
efficient, fully secure predicate encryption schemes with public index withstanding adaptive
chosen-ciphertext attacks. We follow the so-called direct chosen-ciphertext approach known
from public key encryption [BMWO05] and from identity-based encryption [KG09]. The applica-
tion to sophisticated predicates, as well as the generic nature of our construction, are novel for
the underlying techniques. We first develop our approach and proof techniques in composite-
order groups based on the recently introduced pair encoding framework for constructing CPA-
secure schemes [AttI4a]. Schemes in composite-order groups benefit from simplicity and clarity
and are well suitable for analysis and design of novel constructions and techniques. In particular,
we introduce an elegant proof technique which can be applied when the dual system encryption
methodology [Wat09al, LW10], used to construct almost all known fully CPA-secure PE schemes,
is utilized in the context of CCA-security. On the one hand, due to this proof technique the
reduction costs of our framework are comparable to the reduction costs of the underlying CPA-
secure framework. This is important because low reduction costs significantly contribute to
the efficiency and practicability of the resulting schemes. On the other hand, our technique
remarkably simplifies the security proof of our resulting CCA-secure pair encoding framework.

Using the techniques developed in composite-order groups we finally introduce a framework
for constructing fully CCA-secure predicate encryption schemes with public index in significantly
more efficient groups of prime order. We extend the CPA-secure pair encoding framework of
Attrapadung [Att16] without requiring any additional properties from pair encoding schemes.
We use an additional collision-resistant hash function and apart from that, the public parameters
and the ciphertexts are extended by a few group elements. The main additional effort is required
in the decryption algorithm, which performs newly developed consistency checks before the
actual decryption. The resulting framework leads to new, and for many sophisticated predicates
first, fully CCA-secure PE schemes in prime-order groups. We achieve CCA-secure schemes for
various key-policy attribute-based encryption (ABE), ciphertext-policy ABE, dual-policy ABE,
and schemes for regular languages, to name just a few. Furthermore, new computationally
secure pair encodings will directly lead to CCA-secure PE schemes for corresponding predicates
from the presented framework. Finally, our construction bring new insights into the possibilities
of consistency checks for schemes constructed using the dual system encryption methodology
and the prime-order dual-system groups [CW13].
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Zusammenfassung

In dieser Dissertationsschrift werfen wir zunéichst einen kritischen Blick ausgehend vom aktuellen
Stand der Forschung auf die Sicherheitsdefinitionen fiir die priadikatbasierten Verschliisselungs-
verfahren mit 6ffentlichem Index (PE) unter Angriffen mit gewéhlten Klartexten (CPA) und un-
ter Angriffen mit gewéhlten Chiffretexten (CCA). Im Gegensatz zu den herkémmlichen Public-
Key-Verschliisselungsverfahren (PKE) betrachten Sicherheitsdefinitionen fiir PE unter anderem
betriigerische Benutzerabsprachen. Dies ist durch ein zusétzliches Orakel zur Generierung von
Nutzerschliisseln modelliert. Wir identifizieren drei unterschiedliche Formalisierungen fiir die
Handhabung der Schliissel in der Literatur. Implizit wurde dabei bisher angenommen, dass diese
Formalisierungen zum selben Sicherheitsbegriff fiihren. Im Gegensatz zu dieser Annahme zeigen
wir, dass die entsprechenden Sicherheitsmodelle in zwei unterschiedlichen Sicherheitsbegriffen
unter CPA und in drei unterschiedlichen Sicherheitsbegriffen unter CCA resultieren. Weiter-
hin, &hnlich zu den kiirzlich vorgestellten Ergebnissen fiir PKE und fiir die herkommlichen Key
Ensapculation Mechanismen (KEM) [BHK15|, analysieren wir Feinheiten in den Sicherheitsde-
finitionen fiir PE und Pradikat-KEM (P-KEM) in Bezug auf die Bedingung, die besagt, dass
die Entschliisselung der Herausforderung nicht angefragt werden darf. Wéhrend die Ergebnisse
fiir PE und PKE sehr dhnlich sind, unterscheiden sich die Ergebnisse fiir P-KEM und KEM
erheblich. Basierend auf dieser Analyse schlagen wir schliellich fundierte Sicherheitsdefinitionen
fiir PE und P-KEM unter verschiedenen Angriffsszenarien vor.

Das Hauptresultat dieser Arbeit ist die Entwicklung eines Frameworks sowie von Techniken
zur Instanziierung von effizienten, adaptiv sicheren pridikatbasierten Verschliisselungsverfah-
ren mit 6ffentlichem Index, die den Angriffen mit gewéhlten Chiffretexten standhalten. Dabei
verfolgen wir den Ansatz einer direkten Konstruktion von CCA-sicheren Verfahren, welcher
aus dem Kontext von PKE [BMWO05] und aus dem Kontext von identitétsbasierten Verschliis-
selungsverfahren [KG09] bekannt ist. Die Anwendung dieser Methode fiir komplexe Pridikate
sowie die generische Natur des Frameworks sind neu fiir die zugrundeliegenden Techniken. Wir
entwickeln unseren Ansatz in Gruppen zusammengesetzter Ordnung basierend auf dem vor kur-
zem vorgestellten Framework der sogenannten Paarkodierung [Att14a]. Verfahren in Gruppen
zusammengesetzter Ordnung sind einfach und anschaulich. Somit eignen sich diese besonders fiir
die Analyse und fiir das Design von neuen Konstruktionen und Techniken. Wir stellen insbeson-
dere eine elegante Beweistechnik vor. Die Technik findet ihre Verwendung wenn die Methode der
dualen Verschliisselung [Wat09a, [LW10], die bei der Konstruktion von fast allen adaptiv CPA-
sicheren Verfahren verwendet wurde, im Kontext von CCA benutzt wird. Zum einen, vereinfacht
unsere Technik den Sicherheitsbeweis fiir unser resultierendes CCA-sicheres Framework. Zum
anderen, erreichen wir dank dieser Beweistechnik fast dieselben Reduktionskosten wie das zu-
grundeliegende CPA-sichere Framework. Das ist wichtig, da niedrige Reduktionskosten erheblich
zur Effizienz der resultierenden Verfahren beitragen.

Unsere, in den Gruppen zusammengesetzter Ordnung entwickelten Techniken, benutzen wir
schliellich um das Framework zur Instanziierung von adaptiv CCA-sicheren pradikatbasierten
Verschliisselungsverfahren mit 6ffentlichem Index in den erheblich effizienteren Gruppen von
Primzahlordnung zu préasentieren. Wir erweitern dabei das CPA-sichere Paarkodierung Frame-
work von Attrapadung [Att16] ohne jegliche Restriktionen an die Paarkodierung zu stellen.
Wir nutzen eine zusétzliche kollisionsresistente Hashfunktion und erweitern die o6ffentlichen
Parameter und die Chiffretexte mit wenigen Gruppenelementen. Der meiste zusétzliche Auf-
wand wird im Entschliisselungsalgorithmus benétigt. Dieser Algorithmus fiihrt neu entwickel-
te Konsistenzchecks fiir Chiffretexte vor der eigentlichen Entschliisselung durch. Aus der re-
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sultierenden Konstruktion ergeben sich neue, und fiir viele komplexe Prédikate erste, adap-
tiv CCA-sichere pradikatbasierte Verschliisselungsverfahren in Gruppen von Primzahlordnung.
Wir erreichen CCA-sichere Verfahren fiir verschiedenartige Key-Policy attributbasierte Ver-
schliisselungsverfahren (ABE), Chiffretext-Policy ABE, Dual-Policy ABE, Verfahren fiir re-
gulidre Sprachen, und andere. Neu entwickelten Paarkodierungen werden weiterhin durch un-
sere Konstruktion direkt zu CCA-sicheren pradikatbasierten Verschliisselungsverfahren fithren.
Schliefllich, bringen unsere Techniken neue Erkenntnisse beziiglich der Moglichkeiten von Kon-
sistenzchecks fiir PE Verfahren, die mit Hilfe von der Methode der dualen Verschliisselung in
den sogenannten dualen Gruppensystemen von Primzahlordnung [CW13] entwickelt wurden.
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General Introduction

In the modern globally networked world the maintenance of confidentiality of personal and
business data is increasingly becoming one of the most important and crucial challenges in
computer sciences. Cryptography, and particularly encryption schemes, provide fundamental
tools to develop solutions to this problem. In fact, encryption schemes themselves are hardly the
target of adversarial attacks on networked systems since established primitives are well studied
and standardized. Nevertheless, modern applications and complex computer systems often
require encryption schemes with advanced functionality and even stronger security guarantees.
Consequently, encryption schemes which support novel sophisticated systems build a forward-
looking research field in modern cryptography. In our opinion, one of the most challenging parts
in this research field is to bring the experience of decades of cryptographic research and the
enormously fast evolving field of computer sciences together with the objective of developing a
toolbox of strongly secure cryptographic primitives for current and future applications.

Predicate encryption (PE) is a relatively new but already established and well-studied cryp-
tographic primitive which can be used to realize fine-grained access control to confidential data
by cryptographic encryption. Intuitively, in predicate encryption schemes for predicate R, the
data is encrypted under ciphertext indices cInd, which specify access requirements for this
data. The users hold secret keys provided with key indices kInd which represent their access
rights. A user with a secret key for key index klnd can reconstruct the message, encrypted
under ciphertext index cInd, if and only if the predicate is satisfied by these indices — that is, if
R (kInd, cInd) = 1. PE schemes for various predicates are known. One of the simplest realized
predicates is the equality predicate. However, there are also PE schemes for more sophisticated
predicates, e.g. schemes for regular languages, where ciphertext indices are deterministic finite
automatons and key indices are arbitrary bit strings. In PE schemes for this predicate the user
with key index kInd = w is able to reconstruct the message encrypted under ciphertext index
cInd = A if and only if the automaton A accepts the bit string w. Modeling of access rights
and consequently the realization of systems for access control on data using PE schemes highly
rely on the underlying predicates. Hence, a variety of PE schemes for suitable predicates is
important for realization of different applications.

Research on predicate encryption began with the idea of identity-based encryption (IBE), a
predicate encryption for equality predicate, introduced by Shamir in 1984 [Sha84]. The first
fully functional IBE schemes were presented almost two decades later in the pioneering work of
Boneh, Franklin [BEOI, BF03] and Cocks |[Coc01]. Furthermore, in [SWO05] Sahai and Waters
proposed a generalization of IBE, for the first time. These results initiated an extensive study
of general predicate encryption which in turn resulted in schemes for various sophisticated
predicates. An even more general notion of functional encryption was formalized by Boneh,
Sahai, and Waters in [BSW11].

In [BSWTI] the authors differ between two types of predicate encryption: predicate encryption
with public index and index hiding predicate encryption. The latter are used in applications
where the access rights required to reconstruct the encrypted data are confidential, because the
ciphertexts of these schemes hide not only the actual message but also the ciphertext index.
In turn, in predicate encryption schemes with public index (also called payload hiding PE)
the ciphertext index remains public. The focus of this thesis is on predicate encryption with
public index, which we simply call predicate encryption. Prominent representatives of PE with
public index are hierarchical identity-based encryption (HIBE) [BF03, [KG09, LW10], attribute-
based encryption (ABE) [SW05, LOS™10, LW12], and predicate-based encryption schemes for
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regular languages [Wat12l [Att14al [Att16], to name just a few. Hence, predicate encryption is a
collective term for a variety of well-established and novel encryption schemes with sophisticated
functionality which already serve as building blocks for modern applications or can be used to
develop new systems with fine-grained access control.

In the cryptographic research community, semantic security under chosen-ciphertext attacks
(CCA-security) is widely accepted to be the most desirable security notion for encryption
schemes. The chosen-ciphertext attack scenario models active adversaries and nearly all prac-
tical applications require security against CCA. In contrast, security against chosen-plaintext
attacks (CPA-security) covers only passive attacks. In the context of conventional public key
encryption (PKE), as well as in the context of identity-based encryption, researchers have payed
much attention to CCA-security. Surprisingly, this is not the case in the context of predicate
encryption for more involved predicates. In this thesis we close this gap and present new and
for many predicates the first efficient fully CCA-secure PE schemes.



1. Preliminaries

In this chapter we present general notational conventions and provide some cryptographic
background required for this thesis. First, in Section we define various families of cryp-
tographic functions. Then, in Section [1.2] we provide formal definitions of predicate families
and predicate-based schemes with public index. In this section we define important notational
conventions that are extensively used in the whole thesis. Finally, in Section we define
pair encoding schemes, the central cryptographic primitive for our work, originally presented
in [AttI4a]. In the last section we consider properties of pair encodings which were partially
used in [Att14al [AY15l [Att16] and are essential for our constructions.

Notation

We denote by « := a the assignment of the value a to the variable . The operator := is also

used to define new objects. For n € N we denote by [n] the set {1,...,n} and by [n], the

by det. hold by corresponding definitions, which will be

by const.

set {0,...,n}. Equations denoted by

obvious from the context. Furthermore, equations denoted by hold by construction of
the corresponding algorithms. The abbreviation ppt stands for probabilistic polynomial-time.

Let S be a finite set and X be a random variable on S. We denote by [X] the support of
X. This notation can be extended to ppt algorithms, since every ppt algorithm A on input x
defines a finite output probability space, which we denote by A (x). That is, [A (z)] denotes all
possible outcomes of A on input z. In turn, we write o < X to denote sampling of an element
from S according to the distribution defined by X (y + A(x) for ppt algorithms). We also
write a <— S when sampling an element from S according to the uniform distribution. The
uniform distribution on {0,1}" is denoted by U,,.

If A makes independent random choices, e.g. 71 < X, ro < Y, we sometimes make some of
these choices explicit and write ro < Y, A(x;72). This means that ro is given as additional
input to A, whereas r; is still chosen by A. Consequently, A (x;r1,72) denotes deterministic
computation. Furthermore, if some inputs or outputs of an algorithm are not relevant for the
considered statement, we sometimes denote these by _. For example, if A does not use the third
input if the second input is equal one, we simply write A (x,1,_) to denote the corresponding
computation.

1.1. Cryptographic Primitives

In this section we recall the formal definitions of well-known cryptographic primitives used in
several parts of this thesis. We mostly define the primitives in accordance with [Gol04al [Gol04b],
but we present more abstract definitions due to various scenarios where these primitives are used
in this thesis (see also [KL15| for similar definitions).

1.1.1. Pseudorandom Functions

In this subsection we recall the formal definition of a pseudorandom function (PRF) with un-
bounded inputs (cf. [Gol04al [KT.15]).
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Definition 1.1. Let [ : N — N be a polynomial. We say that

PRF = {FS :{0,1}* — {0, 1}l(|s‘)}se{o 1}

is a pseudorandom function (PRF) with output length [ (-) if the following conditions hold:

1. Fasy to compute : There exists a polynomial time algorithm which on input (s,z) €
{0,1}* x {0,1}" outputs Fy (z).

2. Pseudorandom : For every ppt oracle distinguisher D there exists a negligible function
negl (A) such that for sufficiently large A it holds

< negl(}) ,

Pr [Df O (ﬂ) - 1} ~ Pr [DPRfs(‘) (ﬂ) - 1}

f+Funcy s{0,1}*

where Funcy = {f : {0, I}Sd(’\) — {0, l}l()‘)} is the set of all functions mapping strings
with up to d (\)-bits to [ (A)-bit-strings. In turn, d (A) is the upper bound for the length
of the inputs submitted by D on input 1* to the oracle.

In this work we use PRFs with domains D # {0,1}". Given a PRF F with unbounded inputs
the required PRF's can be easily constructed using an arbitrary, but fixed, efficiently computable
canonical representation of the elements in D. That is, we require that every element of D has
a unique binary representation. The domain D may be even further parametrized but this can
also be covered by the encoding.

Namely, let P be a set of parameters, A = {D,}
p € P and

peP be a set of domains parametrized by

PRF = {F,:{0,1}" - {0,1}'"D}
s€{0,1}*

be a PRF. Furthermore, let {convp : D, — {0, 1}*}1)6 p be a family of efficiently computable

canonical binary encoding functions. Then, for every p € P function family

)

PRF, = {Fl: D, - {0, 1}l<|s|)}86{071}*
where F) : 2 — Fy(conv), (z)), is a PRF for domain D,,.

For simplicity we denote the random choice of s of length A by f <« PRF (1)‘) and the
evaluation of the corresponding function Fy on input x by f(z). Furthermore, if f is given
as input, this means that the corresponding key s is given. We always assume that efficiently
computable canonical representations for the domains in A exist, and hence abstract from this
technicality. We assume that f is as follows: f: D, — {0, l}l()‘), where p and consequently D,
will be fixed and explicitly specified by the overall scheme (as well as polynomial [ (-)).

1.1.2. One-Way-Functions

In this subsection we recall the formal definition of one-way functions (cf. [GolO4al [KLL15]).

Definition 1.2. F = {f,: {0,1}" — {0,1}"}
if the following conditions hold:

sc{0,1}* is called one-way family of functions
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1. Fasy to compute : There exists a polynomial-time algorithm which on input (s,z) €
{0,1}* x {0,1}" returns fs (z).

2. Hard to invert : For all ppt algorithms Z there exists a negligible function negl (\) such
that for sufficiently large A it holds

Adv-Invertz 7 (A) := Pr[Invertyz () = 1] < negl(}) ,

where Invertyz (A) is defined by: Compute s,z < {0,1}}, 2/ « Z (1% s, fs(z)). The
output of the experiment is one if and only if fs (') = fs (x).

For simplicity we denote the random choice of s of length A by f + F (1)‘) and the evaluation
of the corresponding function fs on input = by f(x). If f is given as input, this means that
s is given. Similar to the pseudorandom functions we sometimes require function families
which have specific domains. We always assume that an efficiently computable canonical binary
representation for the corresponding domain D exists and abstract from these technical details.
The preimage x is then chosen uniformly at random from D and the inverter Z has to output
an element from this domain. Hence, experiment Invertsz (A) in our notation is defined by
f+ F(1), 2+ D, 2’ «+ Z(1%, f, f(z)), and the output of the experiment is equal to one if
and only if 2’ € D and f (2') = f (2).

1.1.3. Families of Collision-Resistant Hash Function

In this subsection we recall the formal definition of collision-resistant hash functions (cf. [Gol04b,
KL15]).

Definition 1.3. Let [ : N — N be a polynomial. A family of functions H of the form
{hs :{0,1}* — {0, 1}l(|5|)} o is called collision-resistant hash function family if the
se

)

following conditions hold:

1. Fasy to compute : There exists a polynomial-time algorithm which on input (s,z) €
{0,1}* x {0,1}" returns hy ().

2. Hard-to-form collisions : For all ppt algorithms A there exists a negligible function negl ()
such that for sufficiently large A it holds

Adv-CRy; 4 (A) := Pr[CRy 4 (A) = 1] <negl(}) ,

where CRy, 4 ()) is defined by: Compute s < {0, 1}, (z1,20) « A (1*,s). Output of
the experiment is one if and only if x1 # x2 and hg (1) = hs (x2).

For simplicity we denote the random choice of s of length A by H + #H (1)‘) and the evaluation
of the corresponding function hs on input x by H(z). Furthermore, if H is given as input,
this means that the key s is given. Similar to pseudorandom functions we sometimes require
collision-resistant function families which have specific domain D and additionally with range
Zy instead of {0, l}l(‘SD. We assume that there exists an efficiently computable canonical
binary representation for the corresponding domain and abstract from these technicalities. The
elements x1,xo in the output of A must satisfy z1,22 € D. We formally treated collision-
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resistant hash functions with range Zy in [BL16a]. Also in [CS03] the authors use a similar
formalization for so-called target collision-resistant hash functions.

1.2. Predicate-Based Schemes

In this section we recall formal definitions of predicate encryption and predicate key encap-
sulation mechanism. In the first part of the thesis we review security definitions for these
primitives. Hence, in this section we discuss many common assumptions about the properties
of these schemes. This assumptions slightly reduce the complexity of the corresponding security
definitions and have to be carefully justified. Both definitions are presented with respect to the
specific definition of predicate families.

1.2.1. Predicate Families

In general, a predicate family is just a set of relations. For our purposes, we require a more
specific definition. We give a more fine-grained definition in comparison to [Att14a]. Namely,
we split the relation indices into two parts which play different roles and have to be treated
differently not only in the syntactical definitions, but also in the security definitions and the
corresponding security proofs.

Definition 1.4. Let Q, X be arbitrary sets. A predicate family Rqyx is a set of binary
relations

RQ,E = {Rdes,o : Xdes,a X Ydes,o — {07 1}}desEQ,UEE )

where Xjes o and Yqes o are sets called the key index space and the ciphertext index space
of Ryes o, respectively. The following conditions must hold:

o Efficient membership tests for key indices : There exists a polynomial-time algorithm
which on input (s, kInd) € (Q x X) x {0,1}" returns one if and only if kInd € X,.

o Efficient membership tests for ciphertext indices : There exists a polynomial-time
algorithm which on input (k,cInd) € (Q x X)x {0, 1}* returns one if and only if cInd € Y.

e Fasy to evaluate : There exists a polynomial-time algorithm which given the indices
(k,kInd, cInd) € (Q x ¥) x X,; x Y,; returns Ry, (kInd, cInd).

By definition, every predicate Rges,» € Ro,x is uniquely defined by two indices. The first index
des € ) specifies general description properties of the corresponding predicate (e.g. maximal
number of attributes in a key). This index will be chosen by the system administrator depending
on the requirements of the application. In turn, index o € ¥ specifies domain properties which
depend on the security parameter A (e.g. domain of computation Zy with |[N| = \) and will be
determined by the corresponding setup algorithm. We assume w.l.0.g. that |o| = A\. We usually
denote the relation index (des,o) by k and the corresponding relation by R, or simply by R
if k is obvious from the context. Furthermore, the elements of X, and the elements of Y, are
called key indices and ciphertext indices, respectively. Finally, if for kInd € X, and cInd € Y,
it holds Ry (kInd, cInd) = 1, then we say that indices kInd and clInd fit together (with respect
to k). We remark that for all predicate families considered in this thesis, we have ¥ C N.

We note that in many papers predicate encryption schemes are defined in such a form that
the description parameters of the predicates are not given as an input of the setup algorithms,
but are used in the description of the algorithms as constants. Furthermore, these constants
are sometimes restricted by security assumption or rather the required security assumption
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depends on the corresponding parameters (for example in [Watll]). Hence, in our opinion, it
is important to treat the description parameters formally and make them explicit.

In order to make the predicate families more accessible, let us consider the following example.
We assume that the reader is familiar with monotone span programs and access structures (see
e.g. [GPSWO6] for formal definitions).

Ezample. Consider the following predicate family RXP-ABE:

e The set of description parameters is © := N? and the set of domain parameters is ¥ :=
{p € N | p is a prime number}.

Let k = ((lmax, Nmaz) ,p) € Q x X be arbitrary, but fixed.

e X, = {(M S ZéXd, p:ll] — Zp) ‘ d<l< lmax}. That is, X, is the set of monotone span
programs My = (M, p) over Z, with labels from Z, and with size restricted by la.. A
is the access structure defined by M and p — that is, A is a subset of the power set of Z,.

o Vi:={yCZ ||yl <Nmaa}-

o R, (My,v) =1if and only if v is an authorized set in the access structure A (v € A).

RKP-ABE is a predicate family implicitly used in some key-policy attribute-based encryption

(KP-ABE) schemes with attribute universe U = Z,, (e.g. [GPSW06, [ALdP11]). In our example,
des = (lmazs Mmaz) € 2 specifies the maximal size 1,4, of MSPs and the maximal number 7,4,
of attributes in the ciphertext index. The index ¢ = p € ¥ specifies the domain of computation
Zy, while the size of p depends on the security parameter A and by our convention |p| = A.
Obviously, for all kK € Q2 x X there exist efficient membership tests for X, and Y. Furthermore,
by the definition of monotone span programs, there is a ppt algorithm, which given x, M, and
~ accepts if and only if 7 is an authorized set in A — that is, if and only if R, (My,v) = 1.

Our first framework to construct predicate encryption schemes is defined over composite-
order groups, and hence we have to take care of zero-divisors in Zy for composite N € N. The
following definition is adapted from [AttI4al to our notation and specifies one of the properties
of predicate families which is required for our framework in composite-order groups.

Definition 1.5. A predicate family Rq x is called domain-transferable if > C N, and for
every k = (des, N) € Q2 x X and every p € N>! with p ‘ N it holds k' = (des,p) € Q x X,
Xi € X, and Y, C Y,. Furthermore, there must exist a ppt algorithm Factor and projection
maps fi : Xx — X, and fo : Y, — Y, such that for all kInd € X, and cInd € Y, it holds:

Completeness: If Ry, (kInd, cInd) = 1, then R,/ (f1 (kInd), f2 (cInd)) = 1.

Soundness: If R, (kInd, cInd) = 0 and R,/ (f1 (kInd), f2 (cInd)) = 1, then a non-trivial factor
F of N can be computed by F := Factor (k, kInd, cInd).

Again, we consider an example of a natural domain-transferable predicate family.

Example. Consider the following predicate family RHBE implicitly used in some hierarchical
identity-based encryption (HIBE) schemes (e.g. [Wat09al, LW10, LW11]):

e The set of description parameters is 2 := N and the set of domain parameters is X :=
{N € N| N is a prime number or a product of 3 prime numbers}.

Let k = (I, N) € Q x X be arbitrary, but fixed.
o X, =Y, :=U\, Zk.
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e R, (kInd,cInd) = 1 if and only if n = |kInd| < |cInd| = m and for all i € [n] it holds
d; = ¢; (mod N), where kInd = (dy,...,d,) and cInd = (c1,. .., cm).

We claim that the predicate family RHBE is domain-transferable. If kInd and cInd are obvious
from the context, we use n = |kInd| and (dy,...,d,) = kind as well as m = |cInd| and
(c1,...,cm) = cInd without further explanation.

¥ C N by definition. Let x = (I, N) € @ x ¥ and p € N>L p ‘ N be arbitrary but fixed.
Then, it holds £’ = (I, p) € Q x X. Furthermore, Z, C Zy and thus X, C X,;, Y,» C Y,. Define
the projection maps fi : X, — X and fo : Y, — Y by (dy,...,d,) — (d1 (mod p),...,d,
(mod p)) and by (c1,...,¢m) — (61 (mod p),..., ¢, (mod p)), respectively. Then, it holds:

e If Ry (kInd,cInd) = 1, then n < m and for all ¢ € [n], it holds d; = ¢; (mod N). Hence,
for all i € [n], it holds d; = ¢; (mod p) and thus R, (f1 (kInd), f2 (cInd)) = 1.

e If Ry (kInd,cInd) = 0, then n > m or there exists i € [n] with d; # ¢; (mod N) and we
have three possible cases:

— n>m: It holds Ry (f1 (kInd), f2 (cInd)) = 0.
—n<mand 3i € [n]:d; # ¢ (mod p): It holds R, (f1 (kInd), f2 (cInd)) = 0.

—n < mand Vi € [n] : d = ¢ (modp): In this case we can efficiently compute
a factor F' of N by F := ged (¢; — d;, N), because ¢; = d; + 7 - p for some 7 € Z.
Furthermore, p ’ F and F ‘ N.

We remark that the projection maps fi; and fo do not have to be efficiently computable given
k and the corresponding indices. We conclude that domain-transferable predicate families are
very natural predicate families in the context of composite-order groups. In prime-order groups
domain-transferability is trivially satisfied as long as ¥ C N. This property was presented
in [Attl4al in order to formally deal with technicalities regarding zero-divisors in Zy.

1.2.2. Predicate Encryption With Public Index

We now give a formal syntactic definition of predicate encryption schemes with public index
in the terminology of [BSWII1]. Afterwards, we specify some notational conventions and
assumptions about the schemes which can be made w.l.o.g. and simplify security definitions
and the corresponding security proofs. Most of our assumptions about the schemes are natural
and have been previously used. We make these assumptions explicit and justify all of them.

Definition 1.6. A predicate encryption with public index II for predicate family Rq s
and message space M consists of four ppt algorithms:

Setup (1)‘,des) — (msk, pp,.) : takes as input the unary encoded security parameter A and
description parameter des. It outputs a master secret key and public parameters. The latter
specify a relation index k.

KeyGen (1)‘,ppmmsk, kInd) — sk : takes as input public parameters, the master secret key
msk, and a key index kInd. It generates a user secret key sk for kind.

Enc (1/\, pD,., cInd, m) — CT : takes as input public parameters, a ciphertext index cInd, and
a message m. It outputs a ciphertext CT of m under cInd.

Dec (1)‘, PP, sk, CT) — m: takes as input public parameters, a secret key sk and a ciphertext
CT. It outputs a message m € M or the error symbol L ¢ M.
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Correctness: For every A € N, every des € ), every (msk, pp,.) € [Setup (1’\, des)], every m €
M, every kInd € X,; and cInd € Y, which satisfy R, (kInd, cInd) = 1 it must hold

Pr [Dec (1)‘,ppn, KeyGen (1)‘,ppﬁ,msk, kInd) , Enc (1)‘,pp,$7 cInch)) = m} =1 .

W .l.o.g. we assume that the setup algorithm on input 1* and des € Q outputs public param-
eters pp, such that k = (des, o) for some o € ¥. Furthermore, we assume for convenience that
public parameters pp,. have a length of at least A, and that A and x € 2 x ¥ can be efficiently
determined from pp,. In particular, we assume that |o| = X\. Hence, we avoid writing 1* as an
input of the algorithms (except for the setup algorithm). Furthermore, if the public parameters
pp,. are fixed and obvious from the context, we also avoid writing pp,, as input of the algorithms.

Next, by Definition of predicate families there are efficient membership tests for the
key indices and for the ciphertext indices. Hence, w.l.o.g. we assume that the key generation
algorithm and the encryption algorithm output the error symbol L when given kInd ¢ X, or
cInd ¢ Y,. Furthermore, the message space M of predicate encryption schemes often depends
on public parameters e.g. M = G for some group G specified by pp,. or is equal to {0,1}". We
assume w.l.o.g. that the encryption algorithm outputs L when given m ¢ M.

The characteristic property of predicate encryption schemes with public index is that the
ciphertext index is not confidential, and hence this index does not need to be protected.
Consequently, these schemes are often called payload hiding predicate encryption schemes,
which differs from the terminology of [BSW11], that we use. In many predicate encryption
schemes the ciphertext index is either implicitly or explicitly given by the ciphertext and is
required to execute the decryption algorithm. That is, for every CT € [Enc (pp,, cInd, m)] the
ciphertext index cInd can be efficiently reconstructed from CT. However, for some predicate
encryption schemes this is indeed not the case. For example, in many identity-based encryption
(IBE) schemes the identity cannot be easily computed from the ciphertext even though it is
not confidential. In [BSWII] the authors suggest to extend the IBE schemes such that the
ciphertexts explicitly include the corresponding identity (that is, the ciphertext index) in order
to fit into their definitional framework. We do not explicitly distinguish between these cases and
assume w.l.o.g. that the ciphertext index can be efficiently computed from every syntactically
correct ciphertext. If this assumption does not hold, chosen-ciphertext security definitions and
particularly the decryption oracle must be slightly adapted. We justify our assumption later
when the security model is specified (see Remark on page . In turn, for the user secret
keys we can assume w.l.o.g. that the key indices are included in the secret keys. This assumption
is not crucial, since the keys of the user are not under the control of adversary. Consequently,
we always assume that the decryption algorithm outputs the error symbol 1 when the key index
kInd of the given user secret key and the ciphertext index cInd of the given ciphertext do not
satisfy R, (kInd, cInd) = 1.

Next, we consider the decryption algorithm and present some further notational conventions.
It is evident that the decryption algorithm is crucial in the context of chosen-ciphertext attacks.
Usually, certain consistency checks are performed on the ciphertext during the decryption.
However, syntactical checks are often not explicitly mentioned, even if these checks are crucial for
security. In order to prevent implementation errors and inaccuracy of security definitions we use
the following approach: Let pp, be arbitrary but fixed public parameters. For every cInd € Y,
we introduce the set C.,q of what we call syntactically correct ciphertexts under ciphertext
index cInd with respect to pp,.. Furthermore, due to our assumption that the ciphertext indices
are public, we define the set Cp, := H’JclndEYﬁ Cecng of syntactically correct ciphertext with
respect to pp, as disjoint conjunction. The convention is as follows: When syntactical checks
are required, the sets C.hq should be explicitly defined and the decryption algorithm has to
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check the correct form of the ciphertext with respect to Cpp, . We often use the requirement
CT € Cemma € €y, in the definitions, which should be read as follows: The ciphertext index
cInd of CT satisfies cInd € Y, and CT is a syntactically correct ciphertext under cInd with
respect to pp,. — that is, CT € Cihgq. According to our convention, the decryption algorithm
outputs error symbol L when given a ciphertext CT with index cInd ¢ Y, or if cInd € Y, but
CT ¢ Ccimg- In the case that sets Ccppyg for cInd € Y, are not defined, the security proof and
particularly the decryption oracle have to deal with default sets Ccp,q := {cInd} x {0,1}".
Finally, in security definitions it is useful to be able to assume that keys satisfy a certain
syntactical structure. For these purposes we additionally introduce for all kind € X, the
set UKkmq of syntactically correct user secret keys for key index kInd with respect to pp,..
Furthermore, we define UK, := @kmdexﬁ UKgking. We remark that, in the context of fault
attacks, for example, consistency checks on the keys might be also important. In such contexts,
our notational conventions for the ciphertext could also be used for the user secret keys. In this
work we do not consider attack scenarios where the adversary can manipulate the keys of the
honest users, and hence the sets UKy,q and UK}, are used only to specify the key indices of
the user secret keys. That is, the requirement sk € UKypq € UKy, for the user secret keys
should be read as follows: sk is a secret key for key index kInd which satisfies kInd € X,.

1.2.3. Predicate Key Encapsulation Mechanism With Public Index

In practice, predicate encryption schemes are usually used to encrypt a symmetric secret key,
which in turn is used to encrypt the actual (longer) message. Special PE schemes constructed
extra for this application are also called a predicate key encapsulation mechanism. We use the
same notational conventions as for PE, and hence simplify the description. Additionally, we use
the so-called family of key spaces K = {Kj},cy, which represents the sets of symmetric keys
for every security parameter A. Typically, there are only few different sets in K representing
key lengths supported by the corresponding symmetric encryption scheme.

Definition 1.7. A predicate key encapsulation mechanism with public index II for
predicate family R s and family of key spaces K = {Kj},cy consists of four ppt algorithms:

Setup (1)‘,des) — (msk, pp,.) : takes as input the unary encoded security parameter A and
description parameter des. It outputs a master secret key and public parameters.

KeyGen (1)‘, pp,., msk, kInd) — sk : takes as input public parameters, a master secret key msk,
and a key index kInd. It generates a user secret key sk for kind.

Encaps (1’\,ppmclnd) — (K,CT) : takes as input public parameters and a ciphertext index
cInd. It outputs a key K € Ky and an encapsulation CT of this key.

Decaps (1)‘, PD,., sk, CT) — K: takes as input public parameters, a secret key sk and an
encapsulation CT. It outputs a key K € K, or the error symbol L ¢ K.

Correctness: For every A € N, every index des € Q, every (msk,pp,) € [Setup (1)‘,des)],
every kInd € X,; and cInd € Y, which satisfy Ry (kInd,cInd) = 1, and every (K,CT) €
[Encaps (1)‘, PDss cInd)] it must hold

Pr [Decaps (1/\,pmeeyGen <1)‘,ppmmsk,k1nd> ,CT) = K] =1.

We furthermore define the smoothness for P-KEM, which is similar to the definition of
smoothness for conventional KEMs (cf. [BHK15]).

10
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Definition 1.8. Let IT be a P-KEM with public index for predicate family Rq s.. Furthermore,
let des € 2 and A € N be arbitrary. Define

Smthyy (A, des) :== E | max Pr [CT' = CT] )
cInd€Y,, (K,CT’)(—Encaps(l)‘ 7pp,@,clnd)
CTe{0,1}*

where the expected value is taken over (msk, pp,) < Setup (1>‘, des). II is called smooth if for
every des € Q function Smthyy (-, des) is negligible.

1.3. Pair Encoding Schemes

In this subsection we first recall the formal definition of the pair encoding introduced in [Att14a]
and slightly adapted to our notation. This novel cryptographic primitive is used to construct
PE schemes with public index. Actually, pair encodings are multivariate polynomials which are
evaluated during key generation and during encryption. We separate the notation of polynomial
variables and the notation of corresponding elements in the schemes, which differs from [Att14a].
In our notation, every polynomial variable gets an index, which in turn is the name of the corre-
sponding element in the schemes. For example, random element s in the scheme corresponds to
the polynomial variable X, in the pair encoding. This justifies the unusual names of variables.
Recall that for domain-transferable predicate families it holds > C N.

Definition 1.9. A pair encoding scheme P = (Param, Encl, Enc2, Pair) for a domain-
transferable predicate family Rq s consists of four ppt algorithms:

Param (k) =: n : takes as input k €  x ¥ and outputs n € N, which defines the number of
so-called public variables denoted by {Xp,,...,Xp, } = Xp .

Encl (k,kInd) =: (k,m2) : takes as input k = (des, N) € Q x ¥ and kInd € X,. It outputs
ms € N and a vector k = (k:l,...,k:ml)T of m; multivariate polynomials ki,..., ky, €
ZN [Xo, Xr, Xp].  The variable X, is called the master variable and the variables
{Xrl, S CS } = X, are called key-specific variables. The polynomials in k are restricted

to linear combinations of monomials {Xa, Xris Xy X”}ie[mz] i) -

Enc2 (k,cInd) =: (c,wz) : takes as input k = (des, N) € Q@ x ¥ and cInd € Y,. It outputs
wy € N and a vector ¢ = (cl,...,cwl)T of w; multivariate polynomials cj,..., ¢y, €
ZnN [Xsy, Xs, Xp]. The variable X, and the variables {Xsl,...,XsW} = X, are called
ciphertext-specific variables. The polynomials in ¢ are restricted to linear combinations

of monomials {X,, thXsi}ie[wg]o,je[n} .

Pair (k,kInd,cInd) — E : takes as input k = (des,N) € Q@ x X, kInd € X,, and cInd €
Y,. It outputs a matrix E € Z'**?, where m; and w; are defined by Encl (k,kInd) and
Enc2 (k, cInd), respectively.

Correctness: Let k = (des, N) € Q x X, kInd € X,;, cInd € Y,; be arbitrary. Let (k,my) =
Encl (k,kInd), m; = |k|, and (¢, w2) = Enc2 (k, cInd), w; = |¢|. The following three properties
must be fulfilled:

11
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1. If R, (kInd, cInd) = 1, then for every E € [Pair (k, kInd, cInd)] it holds

kT'E'C: Z Z eT’T/'kT'CT/:Xa'XS()v

TE€[m1] 7' €[wi]
where the computation is in Zy [Xq, Xsg, Xs, Xpy Xp] -

2. For every klnd € X, and every p € N>! with p ‘ N it holds
k' =k (mod p) and mo =mb ,

where (k’,m}) = Encl(x, fi (kInd)) and f; is the projection map from domain-transfer-
ability property of R x.

3. For every cInd € Y, and every p € N>! with p ‘ N it holds

¢ =c (mod p) and we = wh ,
where (¢/,w}) = Enc2(k, f2 (cInd)) and f> is the projection map from domain-transfer-
ability property Rq x.

Notice that unlike [Attl4a] we allow the algorithm Pair to be probabilistic. Many known
pair encoding schemes have a probabilistic pair algorithm (e.g. attribute-based schemes) which
cannot be neglected in the context of chosen-ciphertext security since Pair is used by the
decryption algorithm and FE specifies which parts of the ciphertext are used for decryption.
This will be obvious when our frameworks are presented.

We denote the coefficients of polynomials k, € k by

kr = ar - Xo + Z ari - Xy, + Z QArijg - th - X

1€[ma] JjE€[n]

The coeflicients of polynomials ¢, € ¢ are denoted by

Cr = Z bri- Xs, + Z bri,j 'th - Xsi
J€E[n]

iG[wg]O

Hence, every polynomial k; is given by a list of (n + 1) - mg + 1 many coefficients in Zy and
every polynomial ¢, is given by the list of (n 4 1) - (we + 1) many coefficients in Zy. In the
known pair encoding schemes only few coefficients of the encodings are unequal zero. The same
holds also for the reconstruction matrix E. This should be taken into account when schemes
constructed from pair encodings are implemented.

As a notational convention, whenever a particular relation index &, a key index klnd € X,
and a ciphertext index cInd € Y, are under consideration, the following values are also defined:
n = Param (k), (k,mz2) = Encl (k,kInd), m; = |k|, and (¢, w3) = Enc2 (k,cInd), w; = |c|.
Nevertheless, we will often recall these definitions for the sake of readability.

1.3.1. Linearity Properties of Pair Encodings

Due to the restrictions on the polynomials in pair encoding schemes, the encoding polynomials
satisfy certain linearity properties, which are formalized in the following lemma. These proper-
ties are ubiquitous in all constructions and security proofs.

12
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Lemma 1.10 (Linearity properties of encodings). Let ¥ C N and P be a pair encoding
scheme for relation family Royx. Let k = (des, N) € Qx X, kind € X,; and cInd € Y,
be arbitrary. Furthermore, let n = Param (k), (k,mq) = Encl (k,kInd), m; = |k|, and
(c,wz) = Enc2(k,cInd), wy = |¢|. Then, for every a,a,a’,sy € Zy, every h € Z%;, every
r,r € Zy\?, and every s € ZG? it holds

a-k(a,r,h)=k(a-a,a-r,h), (1.1)
a-c(sg,s,h)=c(a-sp,a-s,h), (1.2)
k(c,7,h)+k (o, h) =k (a+d,r+7' h), (1.3)
k(arh)—i—k(a 00) k(a—l—o/,r,h), (1.4)
k(a,0,h) =k (,0,0) (1.5)
Proof. Due to the restrictions of polynomials it holds for every 7 € [my]
a-kr(o,r,h)=a- |a; o+ Z ar rﬁ—Za”] jo T
i€[ma] jE€[n]
=ar-(a o)+ Z a-ri)+ Z arij a-ri)
1€[ma2)] JjE€[n]
=k (a-a,a-r,h) , (1.1))
kr (a,7,h) + kr (/, 7 h) = a; - o+ Z R Z arij-hj-ri
i€[ma] Jj€[n]
+ar- CV+Z Arg - T+ZaT1j ;
1€[ma] JjE€[n]
:aT-(a+a’)+ Z Qr rz—i—r Zam,] g rz—l—r)
i€[ma) J€ln]
:kT(a+a',r+r',h) , (11.3])
k:T(a,r,h)+k:T(a',O,0):aT-a—i— Z Qr- rl—}—Za”] jori | +ar-d
1€[ma] Jj€(n]
=ar- (a+0a)+ Z aT,i'?”i+ZaT,z’,j'hj'Tz
i€[ma] Jj€[n]
= ke (a+o',7,h) ()
kr (a,0,h) = a; - o+ Z ar;- 0+ Z arij - hj
i1€[ma] jE€[n]
=a; -«
= kT (aa O’ 0) : "

13
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Furthermore, for every 7 € [wy] it holds

a-cr(sg,8,h)=a- Z br,i'si‘f‘zbr,m'h]"si
J€ln]

ie[’u}2}0

= Z bri - (a-s;)+ Z brij-hj- (a-s;)

i€wa], j€(n]

5
[\~

=c;(a-sp,a-s,h)

(I

This finalizes the proof of the lemma.

1.3.2. Normal and Regular Pair Encodings

In this subsection we define additional natural properties of pair encodings, that will be required,
particularly in the framework on prime-order groups. These properties have been previous-
ly used in different works [AY15] [Att16, [ACI7a]. Note that independently of these works we
implicitly used the normality of ciphertext encodings in our semi-generic selectively CCA-secure
framework for predicate-based schemes [BLI14].

Definition 1.11. A pair encoding scheme P = (Param,Encl, Enc2, Pair) for domain-
transferable predicate family Rqy (thus ¥ = N) is called regular if the following properties
hold for every predicate index k € 2 x X, every klnd € X, and every clnd € Y,:

1. (Normal pair encodings) There exist an index 79 € [w;] such that
Cro = Xgp -
W.l.o.g. we assume that it holds 7p = 1.

2. Suppose Ry (kInd,cInd) = 1 and let E € [Pair (s, kInd,cInd)] be arbitrary. Then, for
every T € [m], 7/ € [wi] it holds:

If Elie[mg]zlje[n] tar;; # 0 and Eli’e[wg]ozlj’e[n] 2 g #0 then err =0 .

3. For every i € [mg] it holds:

If ﬂq—e[ml] : kT = Xri then vq—e[ml]v‘]e[n] 5 a—[-,iyj = 0 .

4. For every i € [wy] it holds:

If ﬂTE[wl] :cr =X, then VTE[wl]ij[n] :br ;=0 .

To the best of our knowledge, the first property is satisfied by all known pair encoding schemes.
This is due to the special role of random element sg corresponding to variable X, (recall that
by correctness of pair encodings it holds k' - E - ¢ = X, -Xs,)- The second property states that
the reconstruction matrix E never combines k; and ¢,/ (that is e, = 0) if both polynomials
contain monomials with public variables (Xp,’s). The third property states that if a key-specific
variable (X,,) does not appear separately (by k- = X,,), it will never appear in a monomial
with public variables (a,; ; = 0 for all 7 and j). The last property is analogously defined for the

14
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ciphertext encodings. That is, if a ciphertext-specific variable (X;,) does not appear separately
(by ¢; = X,), it will not appear in a monomial with public variables (b,; ; = 0 for all 7 and j).
All restrictions of regular pair encodings are indeed natural and actually originate from the
properties of bilinear maps, that are used to realize predicate encryption schemes. Namely,
bilinear maps provide the possibility to combine two elements (one from the user secret key
and one from the ciphertext), but only once. This strictly restricts the reconstruction function,
which is formalized by matrix E in the pair encodings. Furthermore, for every FE it must hold
by correctness of pair encodings k" -E-c=X, -Xg,- That is, all monomials except for X, - X,
have to be eliminated. To the best of our knowledge there are only few pair encodings which
are not regular. All encodings from [Att14a] which are not regular came from the so-called dual
transformations and were improved in [AY15], where the resulting schemes are regular.

1.3.3. Three Types of Ciphertext Polynomials

In this subsection we identify different types of variables and polynomials in the ciphertext
encodings, that are useful when consistency checks in our CCA-secure constructions are con-
sidered. Namely, there are different consistency checks for different types of polynomials.

Definition 1.12. Let P be a pair encoding scheme for relation family Roy. Let k € 2 x X,
cInd € Y, be arbitrary but fixed and ((c1, ... Cwy) ,w) = Enc2 (k, cInd). Define I C [ws], by

iGI@HTG[wI] I Cr :Xsi 5

Furthermore, define I := [ws], \ I. Ciphertext-specific variables in {X,},.; are called direct
ciphertext-specific variables. Variables {st-}ief are called indirect ciphertext-specific
variables.

By the last property of regular pair encodings from Definition it holds V; 7V (n]Vrefwy)

br;; = 0. Hence, we can write all polynomials ¢, € c of a regular pair encoding as follows:

Cr = Z bT,i : Xsi + Z bT,i : Xsi + Z b'r,i,j : th : Xsi

iel iel JEM]

Hence, in general, every polynomial ¢, of a regular pair encoding is given by the list of m +
|I| + |I| - n = wg + 1 + |I| - n many coefficients.

As mentioned in a recent work [ACI7bh] on pair encodings, one can assume w.l.o.g. that for
all i € I and for all 7 € [w;] it holds b,; = 0 except of 7 with ¢, = X;,. This is due to the fact
that given ¢, = X, we can eliminate appearances of monomial X, in all other polynomials. On
the one hand this assumption further simplifies the form of encodings but on the other hand
this might have negative impacts on the efficiency of the schemes. Our constructions do not
need this simplification, but we notice that our verification checks can be slightly simplified if
the pair encoding satisfies this more restrictive form.

Definition 1.13. Let P be a pair encoding scheme for relation family Rq . Let © €  x X,
cInd € Y, be arbitrary but fixed and <(c1, ) ,w2> = Enc2 (k, cInd). We partition [w;]
in three following sets depending of the form of the corresponding polynomials:

15
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1. Ty C [wy] is defined by 7 € T'g < Fier : ¢ = X;,. Hence, 7 € Iy if and only if ¢, has the
form:
cr =X, -

The elements in I'g corresponds to the set I and it holds |T'g| = [I|. We call the
corresponding polynomials fixing polynomials.

2. T'C [w1] \ Tg is defined by 7 € I' <=V, 7Vc[n) : bri = 0 A by 5 = 0. Hence, 7 € I if and
only if ¢; has the form:

Cr = Z bT,i : Xsi + Z bT,i,j : th : Xsi
i€l JE[n]

We call the corresponding polynomials direct polynomials.

3. T :=[wy]\ (TowT). We call the corresponding polynomials indirect polynomials.

The name of the fixing polynomials goes back to the fact that the corresponding elements
in the ciphertext uniquely define the values of the direct ciphertext-specific variables. The
name of polynomials in I' is due to the fact the the form of the corresponding elements in the
ciphertext can be directly checked using elements corresponding to the fixing polynomials. In
turn, the elements of the ciphertext corresponding to I' require more involved checks due to
mutual dependencies.

The following lemma is used in the proofs. It states two properties of the defined partition
on [wy] for regular pair encodings.

Lemma 1.14. Let P be a regular pair encoding scheme for relation family Ray. Let k € £ x 3,
cInd € Y, be arbitrary but fized, ((cl, . ,cwl)T ,w2> = Enc2 (k, cInd) and

v7'6[11’1] - Cr = Z b‘r,i : Xsi aF Z br,i,j . th ~Xsi

i€fwa], i€

Then, it holds

VrgtVier 1 bri =0
and

Vrewi)VierVieln)  brig =0 -

Proof. The first statement holds by the definition of I'g and I". The second statement holds by
the last property of regular pair encodings. O

1.3.4. Coefficients Properties of Pair Encodings

Due to the correctness of pair encoding, the coefficients in the encodings are highly related if
R (kInd, cInd) = 1. The security analysis of our framework in prime-order groups and especially
the guarantees of the consistency checks require a careful look at these coefficients and their
properties. Partially, these properties have been considered in the correctness proof of [Att16]
(cf. Claim 15 in [Att15]).
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Lemma 1.15. Let P = (Param, Encl, Enc2, Pair) be a pair encoding scheme for relation family
Rayx. Let k€ Qx X, kind € X,;, and cInd € Y,; be arbitrary such that R (kInd,cInd) = 1.

Suppose <(k1, e kml)T ,mg) = Encl (k, kInd),

vre[ml] tkr =ar - Xo + Z Qrg * X”. + Z i 5 ° th . Xﬁ ,

1€[mz2] jE€[n]

and ((cl, e Cwy) ,wg) = Enc2 (k, cInd),

Veew] 16 = O | bri Koy + D b Xn, - Xs,

i €[wa], J'€ln]

Then, for every E = (e; /) € [Pair (k, kInd, cInd)] it holds:

TE€[m1], 7 E[wi]

Z Z erqsr-brg=1, (1.6)

TE€[m1] 7' E[wi]

vi’e[wg} 5 Z Z €rrrr by =0, (1.7)

7€M ] 7/ E[w1]

Vile[wﬂovj/e[n} : Z Z €r 7 - Qr - bT’,i’,j’ =0 9 (18)

Te[ml] T’G[wl]

Vie[m2]vi/e[w2]0 5 Z Z 67-77-/ cQrg - bT/ﬂ'/ =0 y (1.9)
TE[m1] 7/ E[wi]

vié[m2]vi’€[w2]ovj€[n} : Z Z €rr! - (ar,i : b'r’,i’,j = Qri.j ° bT’,i’) =0 5 (110)
7€M ] 7/ E[w1]

Vielma] Virelwal, Vien] : Z Z €rpl * Orgg - brrg i =0, (1.11)
TG[ml] T’G[wl]

Vielma) Virelwa], : Z Z errr (Qrig - Oprit jo + arijr by i) =0 . (1.12)

vje[n—l]vj’e[n],j’>j r€ma] 7/ €[w1]

Furthermore, if P is reqular it holds for every E = (67771) € [Pair (k, kInd, cInd)]:

TE€[m1],7 E[w1]
Vrema) Vo' €fwn] Vieima) Virelwal, Viem] Viem] & €rr - Grij - br i jr =0 . (1.13)

That is, every single summand in and in is equal to zero.

Proof. Let k € Q x 3, kInd € X,;, and cInd € Y, be arbitrary but fixed. Let Encl (k,kInd) =
<(k1, e kml)T,m2>, Enc2 (k,cInd) = ((cl, .. ,cwl)T ,wg). Furthermore, let reconstruction
matrix E € Pair (k, kInd, cInd) be arbitrary but fixed.

By correctness of P it holds:

S e ke =Xo Xy

TG[m1] T’G[wﬂ
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Hence, it holds

Xo - XSO = Z Z €rrl kr-cp

TE[ml] T’E[’u)l]

= Z Z Err | Qr - Xa + Z Qri * Xri + Z Qrij - th : Xri

T€[m1] 7' €lw1] 1€[ma] JjE€[n]
Z TZ XS/+Zsz]’ Xh/' il
i’ €lwe], j'€[n]

= Xa : Xso ' E § Err - Qr - T’,O

T/ €[wi] TE[M1]

+ Z Xa'Xsi/' Z Z €rr - Qr* bT’i

i’ €[wa] 7' €[wi] T€[m1]

+ Z Z Xa - th, EEAC A Z Z €rr - Qr - bT/,i/,j’
i'€lwa]y j' €[N TE€[M1] 7' EJw1]

+ Z Z Xri : Xsi/ : Z Z Err - Qry - bT’,i’
i€[ma] i’ €[ws), T€[my] T/ €lwi]

+ Z Z ZXTi.th/' EA Z Z Errt s Qry - bT’z’j’
i€[ma] i’ €[wa), §'€[n] T€[ma] 7/ €[w1]

+ Z Z Z th 'Xri : Xsi/ : Z Z €rrt c Qrigg - b‘r/,i/
i€[ma) j€[n] 7/ €[w2], T€[m1] 7/ €fw1]

+ Z Z Z Z Xy, Xs, Xh Xh, Z Z Crr - Qrg - b'r’,i’,j’
i€[ma] i’ €[wa], j€[n] 5’ €[n] TE€[m1] T/ €lwn]

The last three terms contain some monomials twice. We can transform these terms as follows
in order to get the coefficients for all monomials:

X T T XN T F b

i€[ma) i’ €[w2], j'€[n] T€[ma] 7/ €[w1]
+ Z Z Z Xh Xn . Xsi/ . Z Z €rr cArigj - b'r’,i’
i€[mz] j€[n] i’ €[w2], T€[m1] 7/ €[wn]
= Z Z ZXW'X}U : Z Z €rr!* aT’L' T/ il,j—l_aT,i,j'bT/,i/) s
1€[ma] 7' €[wz], jE€[n] TE€[m1] 7' €[wi]
and
Z Z Z Z Xﬁ' 'Xsi/ : th ) th/ : Z Z Err tQrgg - b'r’,i’,j’
i€[ma] i’ €[wa], j€[n] j'€[n] T€[m1] 7' €lwi]
Z Z ZXTL XS/ X2 Z Z Crr - Qrgg - bT’L]
i€[ma] i’ €[wz], j€[n] TE€[M1] 7' E[w1]

+ )Y D DY XX, Xy - Xy,

i€[mo] i’ €[wa]y jE[n—1] j'€[n].5'>J

§ § €r a’T’L] bT 5" +aT'L,j bT/,i/,j)

TE€[m1] 7' €[wi]

Correctness of pair encoding schemes guaranties that all monomials except X, - X, disappear.
We deduce that it holds:

Xa - Xso : Z Z €rr - Qr - bT’,O =1, "

T'€[wi] TE[mM1]
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XOc'XSi/: ze[wg . Z Z Crg’ " Qr - ’TZ/_O "

7' €lwi] TE[m1]

Xa . Xh]., . XSi’ : V'L E[’UJQ 0 ] E[n] Z Z 67_7_ “ar - T’ il = 0 ,

T€[m1] 7' €[wi]

Xy 'Xsi/ : Vie[mg}vz €lwa]y Z Z Crrt - Qry - by 4= 0,

TE€[m1] 7' €[wi]

XTi ’ th ’ Xsi/ : vie[mz}vi’e[wz}ovje[n] :

E § Err!* (aT,i ' bT’,i’,j + Qrg5° bT’,i’) =0 )

Te[ml] T’G[wl]

XTi . Xsi/ . X}%] : Vie[mz}vl €lwal, ]E[n] Z Z €r,r' " Arig bT',’i',j =0 )

TE€[m1] 7' €[wi]

d &
ESI 2

— —
— —
— .
— o
— S

Xri - Xoy - Xny - Xny o Viema) Virelwa), Vieh—1]Vj7€ln] j/>j -

: : : : 6T7Tl : (aT7Z7] bT 7’ Jl + aTZj bT/7i/7j) = 0 °

T€[m1] 7' EJw1]

=
=
[\

Thus, the equation from the first part of the lemma are satisfied.

Now consider the case of regular pair encodings. The second property of regular pair encodings
states that for every 7 € [m], 7/ € [w], if there exists 4, j, 7/, j’ such that a,; ; # 0 and by ;# j» # 0
then e, . must be equal to zero. Hence, it holds that

Vielma]Virehws), Vieln Virem Vrem] Vrrelu] © €rr  Griy - brriryr =0, (L.13)

since ar; j-br iy # 0 implies e, -+ = 0. This proves the stated property for coefficient of regular
pair encoding. 0

1.3.5. Security Notions for Pair Encoding Schemes

We prove the security of our frameworks based on the computational security notions of pair
encoding schemes presented in [Att14al]. These security properties are called selectively master-
key hiding (SMH) and co-selectively master-key hiding (CMH). We claim that similar to the
underlying CPA-secure frameworks [Att14al [Att16] our proofs can be modified in order to deal
with information-theoretical security notions. Notice that there are only few pair encodings
which satisfy this stronger security notion.

Computational Security Notions of Pair Encodings in Composite-Order Groups

In this subsection we recall the computational security notions of pair encoding schemes in com-
posite-order groups presented in [Att14a]. We formally consider the composite-order groups and
the corresponding group generators in Subsection[4.1.1] For now, let G be a ppt algorithm, which
on input 1* outputs description of bilinear groups

GD = (p17p27p3a (97G) ,GT,@) ’

where p1, p2, ps are distinct primes of length A, G and G are cyclic groups of order N = p1paps,
g is a generator of G, and function e : G X G — Gr is a non-degenerate bilinear map: i.e., e (g, g)
is a generator of Gt and e (g“,gb) = e(g,g)ab for all a,b € Zy. For all i € {1,2,3} we denote
by G,, the unique subgroup of G of order p;. We denote by GDy a restricted description of
bilinear groups corresponding to GID, where the prime numbers are replaced by their product
N.

First, define the following generic probability experiment which is parametrized with adver-
sary A = (Ay, A2), Type € {SMH, CMH}, and v € {0,1}.
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ExpE?’&ZA (A, des)
GD = (p1,p2.p3, (9, G),Gr,e) < G <1A) :

N :=pipap3, g1 < Gp,, g2  Gyp,, g3 < Gyy;
K= (deS,N),n::Param<ﬁ)7&%ZN,ﬁezn;

ot _ 2 0)
St « A, Pt (des, GDw, g1, 92, 93) 5

o ()
I/l — A2 Type,v,&,h (St)7

Output V=

Figure 1.1.: Generic experiment in composite-order groups.

On the basis of this generic experiment we define two security experiments in Fig. and in
Fig. and the corresponding security notions of pair encoding schemes.
The advantage of A in the SMH-experiment is defined as:

AdvEMT (X, des) := |Pr [Expp'gh 4 (A, des) = 1] — Pr [Expp g4 (A, des) = 1]‘ :

Definition 1.16. Pair encoding P is called selectively master key hiding with respect to

g if for all des € Q and all ppt adversaries A, the function Adv%l’\gH (A, des) is negligible.

Exp?'d, 4 (A, des) is an instantiation of Expgf'g’i o4 (A, des) with:
1 . * . - : —
OSMH,u,d,FL (cInd*) for cInd* € Y,: Can be queried only once. ConAlpute encoding (¢, wsy) :=
~ 3,8,h
Enc2 (k, cInd®), pick § - Zy, 5 < Z}? and return C := gg(s’s’ )
OéMH LAk (kInd) for kInd € X;: Can be queried polynomially many times. Return L if
Raes,po (fi(kInd), fo(cInd*)) = 1. Otherwise, compute (k,m2) := Encl (s, kInd), pick
T < Zj* and return K= gs(o’r’h) if v=0and K := gs(a’r’h) if v=1.

Figure 1.2.: SMH experiment in composite-order groups.

The advantage of A in CMH-experiment is defined as:

AdvENT (X, des) = |Pr [Exppgh 4 (A, des) = 1] — Pr [Exppg i 4 (A, des) = 1]‘ :

Definition 1.17. Pair encoding P is called co-selectively master key hiding with respect
to G if for all des € 2, and all ppt adversaries A, the function Advg}\ﬁH (A, des) is negligible.
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EXPS,%E,A (A, des) is an instantiation of Expg?’gpi;A (A, des) with:

(’)éMHV&ﬁ(kInd) for kInd € X,;: Can be queried only once. C computes (k,mga) :=
Encl (k,kInd), # « Z;? and returns K = gs(o’ﬁ’h) if v =0 and K := gs(d’ﬁ’h) if
v=1.

2

CME v.hs (cInd*) for cInd* € Y,: The oracle can be queried only once. Challenger C

returns L if Raesp, (f1(kInd), f2(cInd*)) = 1. Otherwise, C computes (c,ws) :=
= 3,3,h
Enc2 (k, cInd*), picks § < Zy and § « Z;? and returns C' :— g;(s,& )

Figure 1.3.: CMH experiment in composite-order groups.

Computational Security Notions of Pair Encodings in Prime-Order Groups

In this subsection we present the computational security notion for pair encodings in prime-
order groups. Actually, the modifications are pure syntactical as mentioned in [Att16]. Namely,
if we look at security definitions in the previous paragraph, we recognize that all computations
are performed in the G,, subgroup — that is, in a prime-order group. Furthermore, one does
not require that the factorization of N is hard to compute. The generators of all subgroups
are known and as mentioned in [AttI6] one could also give A the description G — that is, the
factorization of N. For the sake of completeness we present the definitions also for prime-order
groups (see also [Att15]). First, we define a generic probability experiment in Fig. which is
parametrized with adversary A = (A1, .A3), Type € {SMH, CMH}, and v € {0,1}. The bilinear
map e in this context will be asymmetric, that is e : G; X Go — G with Gy # Go.

Expp’2° 4 (A, des)

GD = (p, (91,G1), (92,G2) ,Gr,€) G <1>‘) :
k= (des,p),n := Param (k) ; & < Zy, h « Zy;
St A?;ype’"“(') (des, GD) ;

oz 2 i)
V/ — AQ Type,v,&,h (St),

Output vV =,

Figure 1.4.: Generic experiment in prime-order groups.

The SMH and the CMH experiments are presented in Fig. The security definitions based
on these experiments are as in the previous paragraph.
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EXplsaI}gi 4 (A, des) is an instantiation of Expgygp ¢ 4 (A, des) with the following oracles:
° OéMH LAk (cInd*) for cInd* € Y, : Can be queried only once. Compute (¢, ws) :=
s 3,3,k
Enc2 (k, cInd*), pick § - Zy, 5 < Z¥* and return C := gf(&s, )
° (’)gMH DAk (kInd) for kInd € X,; : Can be queried polynomially many times. Return L

if R (kInd, cInd*) = 1. Otherwise, compute (k,mz) := Encl (x, kInd), pick # + Z;'?

and return K := gs(o’;”h) if =0 and K := gs(d’;”h) ifv=1.

Expg}\é}i 4 (A, des) is an instantiation of Expgyé) % 4 (A, des) with the following oracles:

o OéMH ek (kInd) for kInd € X, : Can be queried only once. Compute (k,msg) :=
Encl (x,kInd), pick # < Z;*? and return K= gs(o’iﬂ’h) if v=0and K := g;c(&’ﬁh)
ifv=1.

. (’)éMH Lo (cInd®) for cInd® € Y, : The oracle can be queried only once. Return L
if Ry, (kInd, cInd*) = 1. Otherwise, compute (¢, ws) := Enc2 (, cInd*), pick § + Z,

~ jpas A7A7’A_"
and 8 < Z,? and returns C := gf(s ) )

Figure 1.5.: SMH and CMH experiments in prime-order groups.
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Introduction, Related Work, and Main
Contribution

Cryptographic primitives and schemes considered in modern cryptography have become increas-
ingly more complex over the last decades. Clearly, one has to abstract from many details when
novel constructions or techniques are presented. Therefore, it is all the more important that
security models are rigorously studied and made accessible to the cryptographic community
through comprehensive and perspicuous explanation, especially when these models are trans-
lated into novel contexts. In a recent work [KM13| the authors showed that well-known security
definitions for digital signatures and for symmetric-key encryption do not provide a compre-
hensive model of adversarial behavior and fail to take into account many attack scenarios.
Furthermore, in [BHKI5| the authors analyzed several security definitions for conventional
public-key encryption (PKE) under chosen-ciphertext attacks, which were assumed to lead to
the same security notion. They proved that not all these definitions are equivalent. These
two articles are just examples which show that security requirements need formal treatment
and careful modeling. If even these well-established security definitions suffer from weaknesses,
what about newly and more involved cryptographic schemes and their security models which
are often justified by their origin in well-known definitions?

In the first part of this thesis we look at security definitions for predicate encryption (PE) with
public index and predicate key encapsulation mechanism (P-KEM) with public index. On the
one hand, these cryptographic primitives have been extensively studied due to their usefulness in
various cryptographic applications [BF03,[SW05, [GPSW06, (OSW07, Wat09al, LOS™ 10, BSWTT],
Wat11l, Wat12], to name just a few fundamental articles in this context. On the other hand,
established security definitions for PE and P-KEM lean, to a large extent, on the corresponding
security definitions in the context of PKE and conventional KEM, even though the functionality
of predicate-based schemes is more complex than the functionality of conventional public-key
schemes. We remark that many known predicate encryption schemes are proved to be selectively
secure rather then fully (or adaptively) secure, e.g. [SW05, [GPSW06, [(OSWOT7, [Wat11, RW13].
The selective security model is a weak theoretical security model in which the adversary commits
to the target of the attack before the public parameters are generated. This model was often
used when predicate encryption schemes for novel predicates were developed. We remark that
the selectively secure schemes can also be used to achieve further cryptographic primitives with
strong security properties, e.g. [BCHKQT7]. In this thesis we only consider the adaptive security
model, since our aim is to achieve fully secure predicate encryption schemes. We analyze
the security definitions for PE and P-KEM, formalize the assumed adversarial behavior and
identify several important subtleties in the previously considered definitions. As a result, we
propose well-grounded security definitions for these cryptographic primitives under different
attack scenarios.

We recall that the study of PE actually started when Shamir introduced the idea of identity-
based encryption (IBE) [Sha84], a predicate encryption for the equality predicate. The first
fully-functional IBE schemes were presented in [BE03) [Coc01], whereas the study of PE for
more sophisticated predicates started with [SW05]. Furthermore, the more general concept of
functional encryption (FE) was introduced in [BSW11]. In contrast to conventional PKE, in PE
schemes all user secret keys are generated from a single master secret key by a trusted authority.
The authority is responsible for key generation; hence, it manages access to all encrypted data.
Nevertheless, if we look at the security models previously used in the context of PE, we recognize
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that they originate from the security models for IBE (cf. [SWO05]), which in turn go back to the
security models for PKE (cf. [BF03]). An intuitive informal security requirement for encryption
schemes is that the ciphertext should not reveal any information about the encrypted message
to anyone who is not allowed to get access to the message. Semantic security (SS) is an
intuitive simulation-based formalization of this requirement, whereas indistinguishability (IND)
of encryptions is an alternative definition. One evidence of a good security definition is its
robustness under slightly adapted variations and under reasonable attack scenarios. In fact,
in the case of PKE, a lot of different extensions and variants of semantic security definitions
have been proved to be equivalent [Gol04b]. In particular, the involved definition of so-called
adaptive multiple-challenge semantic security was shown to be equivalent to the simple single-
challenge semantic security definition and to the indistinguishability of encryptions. These
equivalences hold under (passive) chosen-plaintext attacks (CPA) and (active) chosen-ciphertext
attacks (CCA). Among other results, this gave strong evidence that the SS-definition is the right
formalization of the required security properties for PKE. In turn, the equivalent IND-definition
is easier to handle, and hence it is widely used in security proofs for PKE schemes.

Starting with [BF03] the indistinguishability definition for PKE was adapted and used for
IBE [Wat05 [KG09, KV08, Wat09al LW10] and for more involved PE [SWO05| [AI09], [OT104,
YAHKTT, [YAST12, LWT2, [Att14al, BLI6D]. Consequently, in [ACGT06] security models for
IBE were studied under different attack scenarios. One of the results of this work is an
equivalence proof of the SS-definition and the IND-definition for IBE. Similarly to PKE, this
result holds under CPA and under CCA even in the adaptive multiple-challenge scenario. On
the contrary, for the more general context of functional encryption, the IND-definition was
proved to be unsuitable [BSW11), [O’N10]. In [BSW11] the authors also proved that semantic
security cannot even be achieved for IBE. This result seemingly contradicts previous work
since IND-definition and SS-definition are equivalent for IBE [ACG™T06] and many IND-secure
IBE schemes are known e.g. [Wat05l, [KG09]. The impossibility result of [BSWI1I1] was identified
in [BO13, BF13] as a consequence of the so-called key-revealing selective-opening attacks (SOA-
Ks) which were implicitly covered by the SS-definitions of [O’N10, BSW11], but were not
considered in [ACGT06]. We additionally remark that the analysis of [O’NT0, BSW11], BO13,
BF'13|] was restricted to the CPA attack scenario.

At first, it looks like the semantic security and the indistinguishability of encryptions for PE
are well studied and well understood. Indeed, the results for FE under CPA can be applied to PE
and the results for IBE cover CCA-security and can be extended to PE. However, in [BHKI5]
the authors already mentioned that the identified issues in the CCA-security definitions for
PKE regarding the so-called no-challenge-decryption condition also appear in the definitions for
IBE. Furthermore, in comparison to the previously used definitions, in [BL13| BL.14, BL16b] we
utilized a more sophisticated indistinguishability definition under chosen-ciphertext attacks and
justified this by specific properties of PE schemes. These intricacies motivated us to reconsider
security definitions in the context of predicate-based schemes.

Main Contribution

How to handle user secret keys? In the context of conventional PKE there is only a single
secret key in question, whereas in PE schemes there are many user secret keys generated from
the master secret key by a key generation algorithm. Actually, several users may hold different
keys for the same key index, which has to be treated by the corresponding security model.
Security definitions for IBE in [BF03] already explicitly prevent user collusion and formalize
this by an additional key generation oracle. However, the IBE schemes in [BF03] have a very
special property. Namely, the key generation algorithm is deterministic, and hence there is
a unique user secret key for every identity. Hence, the existence of different user secret keys
for the same key index was not considered in [BF03|, neither under CPA nor under CCA.
Furthermore, we remark that in the context of IBE key indices specify user’s identities and
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therefore, the uniqueness of user secret keys can be assumed w.l.o.g. for most applications even
if the actual key generation algorithm is not deterministic. In PE schemes for sophisticated
predicates, key indices are more complex and specify the access rights of the users. Hence,
different user secret keys for the same key index exist and the assumption from above cannot be
made for PE schemes in general. We identify three different formalizations regarding handling
of user secret keys in security definitions for PE schemes and name these as follows:

One-Key model (OK-model)
One-Use model (OU-model)

Covered-Key model (CK-model)

In the first two models, the adversary (denoted by .A) has access to oracles KGen (-) and
Dec (-,-) under chosen-ciphertext attacks. For the first oracle, A specifies a key index and
receives a secret key for this key index. For the second oracle, A specifies a ciphertext as well as
a key index, and the ciphertext is decrypted using a secret key for the specified key index. The
OK-model and the OU-model differ in how they handle the user secret keys in these oracles. In
the OK-model, a unique secret key for kind is generated and stored if this index is submitted
by A for the first time. This user secret key is used to answer all oracle queries related to
kInd. In particular, oracle query KGen (kInd) always results in the same key. In turn, in the
OU-model the challenger generates a new secret key for every key generation query and for
every decryption query. Hence, every generated user secret key is used only once by the oracles.
Under CCA the OK-model has previously been used, e.g. in [BF03, [KG09, YAHKTT] [YAS™12],
and the OU-model has previously been used, e.g. in [BHOS, [KV08, [OT10a]. We have already
used the CK-model in early works on selectively CCA-secure PE schemes in [BL13, BL14] as
well as in [BL16D]. In this model, the user secret keys are generated and numbered in the so-
called covered key generation oracle CKGen (-). The adversary can ask to reveal the generated
keys (using an additional Open (-) oracle), which realizes the functionality of the original key
generation oracle, but now the adversary can also make more specific decryption queries. For
such a query, A specifies the number of the secret key which has to be used for decryption. This
models the fact that different keys, even for the same key index, are held and used by different
users and an adversary might be able to realize a chosen-ciphertext attack on these users and
their secret keys.

The three identified models have previously been used and most researchers seem to think
they refer to the same security notion. In [BCHKQT] the authors shortly discuss the OK-model
and the OU-model for the case that the key generation algorithm in (H)IBE is probabilistic
and state that “The resulting security definitions [...] seem incomparable, and there does not
appear to be a reason to prefer one over the other.” [BCHKO07, page 1309] As a consequence,
the authors assume that the key generation algorithm is deterministic, which is a plausible
assumption in the context of IBE but is not necessarily appropriate in the more general setting
of predicate encryption schemes, as already discussed. We prove that, in general, under CPA
the OK-model is weaker than the other two models, whereas the CK-model and the OU-model
are equivalent. Under CCA we show that all three resulting security notions are different and
that the security notion achieved from the CK-model is the strongest one. Both results hold
for PE as well as for P-KEM. Hence, we examine the CK-security of known predicate-based
schemes which were proved to satisfy the weaker security notions under CCA. Obviously, the
CCA-secure scheme with unique secret keys from [BF03] is CK-secure. For other schemes this
is not obvious and we have to look at their security proofs in detail. Interestingly, for many
known schemes [BF03, BHOS, [KG09, [KV08|, YAHKII, [YAST12] we can argue that they also
achieve CK-security, but the arguments differ for every single scheme. For some schemes the
question regarding CK-security remains open [OT10al, [YAHKTI].
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When and how should challenge decryption queries be disallowed? Independently of the
actual security definition, the goal of adversaries in the context of encryption schemes is to
learn information about the encrypted message given a so-called challenge ciphertext. Hence,
in order to achieve a meaningful security notion under chosen-ciphertext attacks, one has to
require that the adversaries do not ask for decryption of the challenge ciphertext. This is the so-
called no-challenge-decryption condition mentioned in the introduction. Different formalizations
of this condition have previously been used in the context of PKE and KEM. Hence, we
consider meaningful security models regarding this condition in the context of PE and P-KEM,
as well. While it is not surprising that the results for PE are similar to the previous results
for PKE [BHK15] (the authors already mentioned this for IBE), the situation is different when
key encapsulation mechanisms are considered. Namely, in the context of conventional KEM six
different security notions were identified and proved to be equivalent in [BHK15]. We consider
two additional security notions (due to the additional key generation oracle) and prove that
four of the eight resulting security definitions for P-KEM are too weak in general. The other
four notions are in fact equivalent, but some reductions between these notions are not tight.
Based on the mentioned results, we conclude that in the context of P-KEM the no-challenge-
decryption condition should not be used in the first query phase. In contrast to this result, the
first query phase can be completely dropped for conventional KEM [BHKI5].

Reasonable restrictions of adversaries in SS-definitions and IND-definitions. We present an
appropriate semantic security definition for PE and appropriate indistinguishability definitions
for PE and P-KEM. On the one hand, the analysis of our previously mentioned results is based
on these definitions. On the other hand, we justify the additional restrictions of adversaries
previously used in all security definitions for PE. Namely, for meaningful security notion we
have to require that adversaries do not query a user secret key neither in the first query phase
nor in the second query phase if this key can be used to decrypt the challenge ciphertext.
To the best of our knowledge, in all previously used security definitions for predicate-based
schemes this restriction was modeled in exclusion-style — that is, adversaries which violate this
restriction are not even considered. However, in security definitions for PE and P-KEM the
challenge ciphertext index is not specified in the first query phase and one cannot decide if a
key index, submitted in this phase by an adversary, matches this challenge ciphertext index.
As observed in [BHK15| for the no-challenge-decryption condition, exclusion-style adversarial
restrictions regarding the first query phase are counterintuitive and may have unpredictable
consequences. We show that with slightly modified security definitions these issues do not arise
with restrictions on key generation queries in the first query phase.

We prove in addition that our SS-definition and IND-definition for PE are equivalent under
different attack scenarios including chosen-ciphertext attacks. As already mentioned above,
this was not explicitly covered by previous results for IBE and FE. Finally, on the basis of
our SS-definition for PE we shortly discuss the impossibility results known in the context of
functional encryption.

Organization In Chapter [2] we first present definitional templates for the semantic security
definitions and for the indistinguishability definitions. In these templates we abstract from
concrete attack scenarios and oracle modeling. Based on these templates we prove the equiva-
lence of SS-definition and IND-definition for PE under chosen-ciphertext attacks in Section
In Chapter [3| we consider the mentioned subtleties based on the indistinguishability definitions.

We remark that the results presented in this part will be published by the 7th International
Conference on Mathematical Aspects of Computer and Information Sciences (MACIS 2017) and
so far are published in Cryptology ePrint Archive [BL17].
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Section contains the SS-definition and IND-definition for PE as well as the indistinguish-
ability security definition for P-KEM. We analyze the relation between the different security
notions and formally treat adversarial restrictions. In this chapter we assume w.l.o.g. that
the message space of the encryption schemes is M = {0,1}*. Similarly, for key encapsulation
mechanisms with families of key spaces K = {Kj},cy we always assume that for every A € N,

it holds K, = {0, 1}1(” for some polynomial [ (-).

2.1. Semantic Security and Indistinguishability for Predicate-Based
Schemes

In this section we first define two formal security notions or rather definitional templates for
predicate encryption: a semantic security (SS) template and an indistinguishability (IND)
template. We explicitly notice that the definitions are not novel but, as mentioned in the
introduction, there are important subtleties in these definitions in the context of PE which must
be considered. The templates prescind from some details and prepare the formal treatment of
adversarial behavior and some further definitional aspects considered in the following sections.
Based on our templates we compare the SS-security notion and the IND-security notion in the
context of PE independently of the concrete attack scenario. In Subsection we also present
an appropriate indistinguishability template for predicate key encapsulation mechanisms. Our
formalization originates from the corresponding definitions for PKE in [Gol04b]. However,
formal definitions of adversaries, explicit treatment of adversarial restrictions, and abstraction
from attack scenarios are new and motivated by [BHKI5]. To the best of our knowledge
our semantic security definition is the first definition of this art which uses less restrictive
penalty-style formalization of adversarial restrictions (in terms of [BHK15]). That is, adversaries
which violate the restrictions are penalized at the end of the experiment, whereas in the usual
exclusion-style definitions adversaries violating the restrictions are not considered at all. Due
to this novelty we explain the used formalizations and conventions in detail.

2.1.1. Semantic Security Template for PE

We first define a basic version of semantic security for PE. We begin with a formal definition
of adversaries with only few pure syntactical restrictions. Let Il be a PE scheme with public
index for a predicate family Rq . Formally, a semantic security adversary A against II is a pair
(A1, Az) of algorithms with oracle access. A;, given among other inputs correctly generated
public parameters pp,, outputs a triple (cInd*, 7, St). The first element is referred to as the
challenge ciphertext index and has to satisfy cInd* € Y, where Y, is the ciphertext index
space of Ry; 7 is referred to as the challenge template and contains a triple of circuits
T = (M, h, f) such that the number of input bits of h and f is equal to the number of output
bits of M; the last element St is referred to as the state information and there are no demands
on it. For technical reasons, explained below, we also allow A; to output an error symbol L.
The set of semantic security adversaries against II is denoted by AIS-[S or just ASS if IT is obvious
from the context. We notice that the restriction cInd* € Y, regarding the challenge ciphertext
index can be done, since by Definition for every k € Q x X there is an efficient membership
test for Y,.
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SS-PE{’{ (A, des)

(msk, pp,.) < Setup (1/\,des) ;

(cInd*, (/\%h, f) ,St> e AP PPrS) (1A,ppn) ;
Output 0 if A; outputs L;

m +— M ( boly (A )) ; CT* < Enc (cInd*, m) ;

v AQ2EPem) (op* p (i) | St

Output v=f(n) A BadQuery;

Figure 2.1.: Real semantic security experiment for PEs.

The definition of semantic security is a simulation-based definition, and hence we require
two probability experiments presented in Fig. and in Fig. The real experiment in
Fig. is parametrized by attack scenario ATK and by adversary A € ASS, whereas in the
simulation experiment (Fig. algorithm A" = (A, A}) is (for a moment) arbitrary. In the
real experiment, we use oracles O1 (pp,, msk, -) and Og (pp,., msk, -) in order to model additional
power of A in the first and in the second query phase. Concrete specifications of these oracles
depend on the attack scenario ATK and are considered later in detail. We require that both
oracles can be efficiently realized given public parameters and the master secret key. In order
to make this requirement explicit we set pp, and msk as fixed inputs of the oracles. The event
BadQuery will be used to formally define restrictions on the oracle queries of A. The convention
is that a BadQuery event occurs if adversary violates these restrictions. Consider for a moment
the usual restriction in the context of PE which states that A is not allowed to query a user
secret key if this key can be used to decrypt ciphertext CT*. In this section we only notice that
in all considered attack scenarios the event BadQuery can be efficiently recognized at the end
of the experiment and the oracles can be efficiently realized using the public parameters and
the master secret key as mentioned before.

By the definitions of the experiments, the Challenge message m is chosen according to the
probability distribution implicitly specified by M. The notation /\/l( poly(/\)) means that
polynomially many input bits of M are chosen uniformly at random. Algorithms Ay and
Al are given the value h (). The real adversary Ajg is also given an encryption CT* of rn,
which is called the challenge ciphertext. The output of the real experiment is defined to be
zero if A caused the BadQuery event. Apart from that, the output of the experiments is defined
to be one if As respectively A/, correctly predicts f(mn).

SS-PE-Simy 4 (A, des) :

(M1, 1) 8t) e 45 (17, des)
Output 0 if A} outputs L;

= M Upaty () 17 4 Ay (h (1) , St)
Output v=f(m);

Figure 2.2.: Simulation semantic security experiment for PEs.

We call an algorithm A’ a simulator for A with respect to des € Q if for every A € N and for
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every possible challenge template 7 outputted by A; (incl. L) it holds
Pr [A’l outputs ﬂ > Pr [.Al outputs 7 A BadQuery] , (2.1)

where the probability distribution on the left is defined by SS-PE-Simp 4/ (A, des) and the
probability distribution on the right is defined by SS—PE%T}\( (A, des). The advantage of A w.r.t.
A" under attack scenario ATK is defined by

Adv-SS-PE[A 4 (A, des) := Pr [SS-PE[" A (A, des) = 1] — Pr [SS-PE-Simyy ' (X, des) = 1]

We say that the advantage of an adversary A € A%S under attack scenario ATK is negligible
if for all des € § there exists a ppt simulator A’ of A with respect to parameter des such that
the advantage Adv—SS—PEﬁ?jf 4 (A, des) of A w.r.t. A" under attack scenario ATK is negligible
in A. Finally, semantic security is defined as follows.

Definition 2.1. A predicate encryption scheme II with public index is called semantically
secure under attack scenario ATK (or SS-ATK-secure) if every ppt adversary A € APS has
negligible advantage under attack scenario ATK.

Intuitively, semantic security states that a ppt adversary A cannot learn anything about the
message m from its encryption CT* except for negligible probability. Formally, this is proved
by providing a simulator A’, which can perform as well as A but is not given the challenge
ciphertext CT*. In comparison to the real adversary, simulator A} gets des € 2 instead of pp,.
as input. This is due to the fact that all inputs of Af are independent of the concrete public
parameters. We explicitly mention that in the more general context of functional encryption
the authors of [BEI13| revealed issues regarding the possibility of the simulators to generate
the public parameters for themselves. However, they also proved that all or nothing schemes
(including PE), where the user secret keys only allow to reconstruct the original message rather
than some function on this message, are not affected.

Our definition differs from the SS-definitions for PKEs [Gol04b], IBE [ACG™06], and function-
al encryption [O’N10, BSW11, BO13, BF13] in two ways. First of all, we make the restrictions
on the adversaries explicit by presenting the BadQuery event and a penalty for adversaries if
they violate the restrictions of the experiment. This kind of formalization goes back to [BHK15],
where the authors showed that assumptions about adversarial behavior must be formally justi-
fied in order to prevent weaknesses in security definitions. Due to the explicit penalty through
the BadQuery event, we slightly modified the definition of the simulators. We notice that a
simulator of A is allowed to output an arbitrary challenge template in the case that A violates the
restrictions of the experiment. In turn, the challenge templates must be identically distributed in
the experiments SS—PEﬁE‘{ (A, des) and SS-PE-Simyy 4/ (A, des) if A never causes the BadQuery
event (that is, A does not violate the restrictions of the experiment). This is the usual condition
in SS-definitions in order to relate the computation of simulator A’ to the computation of
adversary A.

The second difference is due to the presented possibility of adversary to abort after the first
query phase, which is already the result of the formal treatment of adversarial restrictions. In
security definitions for predicate-based schemes, the adversary A is allowed to query secret keys,
which models collusion attacks. We call a key index klnd a corrupted key index if A queries a
key for kInd. A is prohibited to corrupt kInd if R (kInd, cInd*) = 1, where cInd* is the challenge
ciphertext index. To the best of our knowledge in all previous security definitions for predicate-
based schemes this restriction is always modeled in exclusion-style (in terms of [BHK15]). That
is, adversaries which violate this restriction are not considered at all. In order to formally justify
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this assumption for the first query phase, one has to show that given a polynomially large set
of (corrupted) key indices chosen by A, a ciphertext index cInd* which does not match all these
key indices can be efficiently found. For sophisticated predicates this can be a hard problem.
For example, in key-policy attribute-based schemes, in order to find a set of attributes, that can
be used as the challenge ciphertext index, one has to find an assignment which does not satisfy
the given Boolean formulas corresponding to the corrupted key indices. In order to deal with
this problem we allow the adversary to output an error symbol L after the first query phase
which is treated as an early guess and is not penalized. This modeling enables us to keep the
restriction of adversary regarding the corruption of key indices without loss of generality.

We remark that by our definition, the introduced possibility to abort does not influence the
security guaranties, since adversaries have to abort before they get the challenge and in the
case that adversaries violate the restrictions they are penalized even if they output L. This
last circumstance is realized by the condition defined in , since simulator A’ for A does not
have to output L if A causes the BadQuery event. This ensures that the possibility to output
L does not contribute to the advantage of A. On the one hand, our extension simplifies the
description of our constructed adversaries in the cases where A; has to abort. On the other
hand, we have to take care of this output during the simulation of adversaries and in the formal
security analysis.

2.1.2. Indistinguishability Templates for PE and P-KEM

Next, we define indistinguishability adversaries and an indistinguishability template in the usual
single-challenge form for PE as well as for P-KEM. Here we also abstract from concrete attack
scenarios and make the restrictions of adversaries explicit through a BadQuery event. The
experiments in this subsection are similar to the corresponding experiments for PKE and KEM
from [BHKT5].

Let II be a PE scheme for predicate family Rqy. An indistinguishability adversary A =
(A1, Az) against II is a pair of algorithms with oracle access. Aj, given correctly generated
public parameters pp,,, outputs the error symbol L or a tuple (cInd*,mg,my, St) satisfying
cInd* € Y., mg,m1 € M and |mg| = |m1|, whereas Ay always outputs a bit. The set of IND-
adversaries against II is denoted by A{-II\ID or just by AP if IT is obvious from the context.
The set A p.kpm (or simply Ap.ggm) of adversaries against P-KEM scheme II is defined
similarly except for the output of A;, which does not contain messages. The indistinguishability

IND-PE{'S (), des) :

b+ {0,1}; (msk, pp,.) < Setup (1A, des) ;
(cInd*, mg, mq, St) A?l(pp”’mk") (1’\,ppn) ;
Output b A BadQuery if A; outputs L;
CT* < Enc (pp,., cInd*, my) ;

o 4 AP (O 5t

Output b=t A BadQuery;

Figure 2.3.: Indistinguishability experiments for PE.

experiments for PE and P-KEM are presented in Fig. and in Fig. respectively. In the
case of P-KEM the family of key spaces of II is denoted by K = {Ky} -
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Definition 2.2. A predicate encryption scheme II with public index for predicate family Rq x
has indistinguishable encryptions under attack ATK (or IND-ATK-secure) if for every
des € Q and every ppt adversary A € AIND the advantage

Adv-IND-PE{"A (A, des) := 2 Pr [IND-PE{ (A, des) = 1] — 1

is negligible.

The security definition for P-KEM is similar and is given below. We notice that by our
definition 4 cannot increase its advantage using the error symbol | but this behavior is also
not penalized. Indeed, as long as A does not cause the event BadQuery, the output of the
experiment will be one with probability % in the case that A outputs L. Using this modeling
approach we deal with the fact that .4 must not find a valid challenge ciphertext index in order
to avoid the BadQuery event. A side effect of our definition is that A; can output a guess, in
the form of |, which often simplifies the description of adversaries.

P-KEM{i' (X, des) :
b+ {0,1} ;Kl — K)\;
(msk, pp,.) < Setup (1)‘, des) ;

(cInd*, St) 4 A1 (PPemsk) (1& ppﬂ) ;
Output b A BadQuery if Ay outputs L;
(Ko, CT*) < Encaps (pp,., cInd*) ; K* := Kj;
b AQ2EPems) (s o gty s

Output b=t A BadQuery.

Figure 2.4.: Indistinguishability experiments for P-KEM.

Definition 2.3. A predicate key encapsulation mechanism IT with public index for predicate
family Rq »; has indistinguishable encapsulations under attack ATK (or ATK-secure) if for
every des € 2 and every ppt adversary A € A p.xkem the advantage

Adv-P-KEM{'{ (A, des) := 2 - Pr [P-KEM{}'{ (A, des) = 1] — 1

is negligible.

2.1.3. Attack Scenarios and Additional Restrictions of Adversaries

Next, we first of all specify to a certain extent the BadQuery event and the oracles for attack
scenarios ATK € {CPA,CCA1,CCA2}. We use the syntax of P-KEM, since during the further
analysis we use P-KEM rather than PE. All results in this subsection can be translated to PE
for both SS and IND. We formally show which assumptions about the behavior of adversaries
can be made without loss of generality. Even though most of these assumptions are folklore, the
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work of [BHK15] showed that even in the context of PKE the real effects of certain assumptions
about adversarial behavior have sometimes been underestimated or even misunderstood.

In comparison to the PKE setting, in the case of predicate-based schemes one has to prevent
so-called collusion attacks. Intuitively, this means that a set of users should not be able to
combine their secret keys in order to decrypt a ciphertext, that none of the users can decrypt
on its own. In the security experiments for P-KEM (respectively PE) this is modeled by the key
generation oracle KGen. This oracle takes a key index kInd € X, as input and returns a user
secret key for kInd. We call kInd € X,; a corrupted key index if A queried KGen (kInd). The
key generation oracle is the only one available if chosen-plaintext attacks (CPAs) are considered.

Under the so-called adaptive chosen-ciphertext attack (CCA2) the adversary against a PE
scheme additionally gets access to the decryption oracle Dec in both query phases, whereas
under the a priori chosen-ciphertext attacks (CCA1) this oracle is available only for 4;. The
decryption oracle takes as input a ciphertext CT and a key index kInd € X,. It returns the
decryption of CT under a secret key for klnd. In the context of P-KEM this oracle is called the
decapsulation oracle and is denoted by Decaps. Notice that in this subsection we do not specify
which concrete user secret key is used in decryption respectively decapsulation oracles. This will
be considered in detail in the following section, whereas in this section it is sufficient to notice
that the oracles can be realized given pp, and msk as required in the previous subsections.

Through the BadQuery event we specify two additional restrictions on A. The first restriction
is folklore and states that the adversary is not allowed to corrupt a key index klnd if this index
and the challenge ciphertext index fit together — that is, if R, (kInd, cInd*) = 1. It is important
to notice that in the first query phase cInd* is not specified, but at the end of the second phase
the BadQuery event can be recognized as required. The second restriction that we consider is
for CCA2 attack scenario. It disallows decryption/decapsulation query on CT* in the second
query phase.

The following lemma summarizes assumptions about the behavior of A that can be made
w.l.o.g. in the context of P-KEM. The formal proof is presented in Subsection Notice
that for the sake of completeness we explicitly include syntactical restrictions on adversary
which we defined through the set A p.xeMm.

Lemma 2.4. Let ATK € {CPA,CCA1,CCA2} and II be a P-KEM scheme with public index
for predicate family Rox. 11 is ATK-secure if and only if every ppt adversary A € Amnp.kEm
which satisfy the following conditions has negligible advantage under attack scenario ATK. Let
pp,. be the public parameter generated during the experiment. The conditions are as follows:

e The output of Ay is the error symbol L or a tuple (cInd*,St) such that cInd* € Y,. The
output of Aa is a bit.

o All key indices kInd submitted by A1 and As satisfy kind € X,;.

o For every CT submitted to the decapsulation oracle by Ay and As it holds CT € Cgppg C
Cpp,, - Furthermore, the key index kInd specified for the decapsulation query on CT satisfies
Ry (kInd, cInd) = 1.

e For every corrupted key index kInd (in both query phases) it holds Ry (kInd, cInd*) = 0.

(Only for CCA2) Ay never submits CT* to the decapsulation oracle.

In the proof, given an arbitrary A € Ap_krpm we construct A" € Ap_krwm, which achieves the
advantage of A and satisfies the conditions in the lemma. In particular, A’ never causes the
BadQuery event as defined above. The main non-trivial step in the proof is to ensure that the
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2.2. Relations Between SS-Security and IND-Security for PE

condition regarding corrupted key indices is satisfied in the first query phase. Similar lemmata
can also be proved in the context of predicate encryption schemes for our SS-security definition
and for our IND-security definition when the first restriction on the form of the output of Ay
and the output of Ay are adapted according to the definition of ASS and AP | respectively.
Different authors use different formalizations of security experiments, not only due to personal
preferences but also due to the concrete context and considered questions. By Lemma [2.4| many
of the usual assumptions about adversarial behavior are already covered, but the list is far from
being complete. The additional syntactical variations are covered by the following remark.

Remark 2.5. The restrictions on adversarial queries can be extended w.l.o.g. as long as the
adversaries can verify the corresponding conditions prior to the query by themselves.

This remark can be formally proved similarly to Lemma[2.4] Furthermore, the last restriction
in this lemma is a good example for syntactical restrictions mentioned in the remark, whereas
a similar restriction for Ay is not covered by Remark since the challenge ciphertext is not
defined in the first query phase. The possible restrictions on the decryption queries in the first
query phase and their consequences will be considered in detail in Section

Remark 2.6. Let us reconsider our assumption about the ciphertext index presented in the
introduction of Subsection Recall that we assume that the ciphertext index can be
efficiently computed from a syntactically correct ciphertext. If this is not the case, than two
possible cases have to be considered. Either the decryption algorithm gets as additional input
the ciphertext index or the decryption algorithm does not need the ciphertext index. In the
first case also the decryption oracle additionally gets the ciphertext index, and hence this index
can be used instead of the ciphertext index computed from the ciphertext and we do not have
to change anything else. In the second case decryption oracle can be realized without the
ciphertext index. In this case one has to permit decryption queries on CT* as long as the
key indices kInd, specified for these queries, satisfy Ry (kInd, cInd*) = 0. We do not consider
this case separately, since in our modeling such a decryption query on CT* corresponds to a
decryption query on CT’ which is obtain from CT* by substitution of cInd* by cInd # cInd*.
Such a query is allowed in our security models. Hence, we indeed can assume w.l.o.g. that the
ciphertext index can be efficiently computed from a syntactically correct ciphertext.

2.2. Relations Between SS-Security and IND-Security for PE

For identity-based encryption (IBE), a special case of PE, different security notions and attack
scenarios were considered in [ACGT06]. In turn, for more general functional encryption (FE) SS-
definitions and IND-definitions were previously analyzed under CPA in [O’N10, BSW11l, [BO13],
BF13]. In this subsection, based on the presented templates we discuss the relations between
SS-security and IND-security in the context of PE. We can prove the following theorem similarly
to the case of PKE and IBE. The formal proof is presented in Subsection [2.2.1

Theorem 2.7. Suppose ATK € {CPA,CCA1, CCA2} and 11 is a predicate encryption scheme
with public index. Then, II is SS-ATK-secure if and only if it is IND-ATK-secure.
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2. Formalization of Security Properties

With this theorem one might think that the relation between indistinguishability and semantic
security are evident. However, as already mentioned, our SS-definition is really basic. Indeed,
there are several reasonable and syntactically stronger definitions of semantic security. Let us
first consider the probability experiments presented in Fig. and compare these to our original
experiments in Fig. 2.1 and in Fig.

aSS-PEj i (A, des) : (msk, pp,,) - Setup (1A,des) ;| aSS-PE-Simp_y (), des)
(dnd*, (M,h) ,St) < AC1PPymsic) (IA,ppH> : ((M h) ) A (1’\,des>;
Output 0 if A; outputs L; Output 0 if A} outputs L;

i = M (Upolg(n)) ; CT* + Enc (cInd*, ) ; 1= M (Upoty(n)) ;

(f,v) « AQ2PPemsk) (Cp* 1 () | St) 4 (f,v) & A5 (h (1), St);
Output v=f(m) A BadQuery; Output v=f(m);

Figure 2.5.: Adaptive semantic security experiments.

In the experiments in Fig. the target function f is specified by adversary only at the end
of the experiment. According to this syntactical modification we can adapt the definition of AIS-IS
and denote the resulting set of adaptive semantic security adversaries by A%ISS. Notice that in the
adaptive SS-experiments function f might also depend on CT* as well as on the computations
and on the queries of As. It seems like A has much more power in this experiment. We
indeed have to weaken the restriction on the simulator and allow the distributions of the triples
(M, h, f) to be indistinguishable in both experiments. We claim that w.l.o.g. we can assume
that A does not cause the BadQuery event as defined in the previous subsection. (Formally we
have to prove a statement of Lemma [2.4] adapted to the new experiments. The proof is very
similar.) The following definition is addmonally simplified due to this assumption.

Definition 2.8. Let ATK € {CPA, CCA1,CCA2}. A PE scheme II for predicate family Rq x
is called adaptively semantically secure under attack scenario ATK (aSS-ATK-secure) if for
every des € Q and for every ppt algorithm A € A5 there exists a ppt algorithm A" = (A}, A))

such that the following conditions are satisfied:
1. Pr[A] outputs L] = Pr[A4; outputs L] and the distributions of the triples (M, h, f) in
aSS- PEATK (A, des) and in aSS-PE-Simyy_a/ (A, des) are computationally indistinguishable.

2. The advantage of A defined by

Adv-aSS-PE{™S 4/ (X, des) :=
Pr [aSS- PEATK (A, des) = 1] — Pr [aSS-PE-Simyy 4/ (A, des) = 1]

is a negligible (in A) function.

Notice that in comparison to Definition we defined the requirements on simulators in the
definition itself. That is, as before, we call an algorithm A’ which satisfies the first requirement
of Definition for des € 2 a simulator of A with respect to des. We can prove the following
theorem (see the proof in Subsection [2.2.2).
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2.2. Relations Between SS-Security and IND-Security for PE

Theorem 2.9. Suppose ATK € {CPA,CCA1,CCA2} and II is a predicate encryption scheme
with public index. Then, 11 is semantically secure under attack scenario ATK if and only if it
is adaptive semantically secure under attack scenario ATK.

The adaptive semantic security definition is only a few (non-trivial) steps shy of so-called
SS2-security definition for functional encryption (FE) presented in [BO13]. This definition is
proved to be equivalent to the indistinguishability definition even in the more general context
of FE. The required extensions toward the SS2-security are similar to the extensions for PKE
and IBE and we refer to [Gol04b, IACG™ 06| for extensive study of these extensions.

The SS2 security experiments differ from the experiments in Fig. mainly in the ability of
adversary A to query several challenges. The goal of A is then to predict f(1nq,...,my), where
m;’s are the chosen challenge messages. We notice that for the corresponding security notion in
the context of PKE one can show that revealing some of the challenge messages does not help
the adversary to learn something about the remaining messages (cf. [Gol04b]). Formally, in the
corresponding simulation experiment, also the simulator gets access to the revealed message
through an oracle. At this point there is an important difference between PE (as well as IBE,
FE) and PKE. Namely, in PE we could also reveal 7, encrypted under cInd], when a key
index kInd that fits together with cInd] is corrupted. The other challenge messages might still
be hidden if encrypted under ciphertext indices that do not fit together with KInd. An essential
part of the SS2 security definition is that it explicitly excludes these so-called key-revealing
selective-opening attacks (SOA-Ks). That is, adversaries are not allowed to corrupt a key index
kInd after they are given a challenge for ciphertext index cInd* if Ry (kInd, cInd*) = 1.

Finally, we notice that the SS1 security for FE (in the terminology of [BO13]) captures security
in the presence of SOA-Ks, which not only destroys the equivalence to the IND-security but
also leads to the impossibility results analyzed in [O’'N10, BSW11l, [BO13, BF13]. In [ACG™06]
the authors did not consider SOA-Ks, which explains their equivalence results. For more details
and an explanation of these impossibility results we refer to [BO13, BF13].

Based on our results from this section and the results in [O’N10, BSW11, BO13 BF13] for
functional encryption under CPA, we deduce that, as long as key-revealing selective-opening
attacks (SOA-Ks) are not considered, the indistinguishability definition remains the most suit-
able security definition in the context of PE. In the context of key-revealing selective-opening
attacks, the adversary is allowed to query user secret keys that can be used to decrypt the
challenge ciphertext in the second query phase, which leads to very strong security notions.
Furthermore, for general functional encryption schemes the possibility to corrupt user secret
keys that can be used to decrypt the challenge ciphertext leads to impossibility results even in
the non-adaptive model and in the random oracle model [AGVW13, [AKW16].

2.2.1. Equivalence of SS and IND for PE

In this subsection we prove Theorem In order to prevent additional work regarding the
ability of the adversary to abort in the first query phase let us consider here how it influences
the analysis of the advantage of adversaries. These results are used in the following proofs.
Let us consider an arbitrary, but fixed adversary A = (Aj, As) € ASS that satisfies the
conditions of Lemma adapted to PE and SS-definition. Let ATK € {CPA, CCA1,CCA2}
and des € () be arbitrary but fixed. We denote by E the event that 4; outputs L in the
experiment SS—PEﬁTj{ (X, des). Let pges (M) be the probability for the event E in this experiment
— that is, pges (A\) = Pr [E] = 1—Pr[E]. A never causes the event BadQuery, and hence for
every simulator A" = (A}, A}) for A with respect to des the challenge templates must be
identically distributed in SS—PE%?}‘( (A,des) and in SS-PE-Simyy 4/ (A, des). In particular, the
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probability that A} outputs L (event E) is equal to 1 — pges (A). Since A as well as A’ lose in
their experiments if the event E respectively E/ occur, it holds

Adv-SS-PE[A 4/ (X, des)
2% pr[SS-PEATE (A, des) = 1] — Pr [SS-PE-Simyy_y (A, des) = 1]
= paes (V) - (Pr [SS-PEATE (A, des) = 1| E]

— Pr [SS-PE-Simyy_y (A, des) =1 | W]). (2.2)

By the analysis of adversarial advantage, if pges () is negligible, the second factor does not
matter, or rather such an adversary outputs L with all except negligible probability, cannot
achieve non-negligible advantage, and hence can be ignored. On the contrary, if pges (A) is not
negligible, it is sufficient to consider the success probability of A, conditioned on the fact that
A1 did not output L.

Let us also consider the advantage of an arbitrary adversary A = (A3, A2) € AP that
satisfies the conditions of Lemma [2.4] adapted to PE and IND-definition. By E we denote the
event that A; outputs L in the experlment IND- PEATK (A, des). Furthermore, let pges (\) be
the probability for the event E in this experiment — that is, Pdes (A) = Pr [E] =1-Pr[E].
Then, it holds by the definition of the experiment:

Adv-IND-PE{™X (X, des)
WIE o pr [IND-PETK (A, des) = 1] — 1
= 2. < - Pr[E] + Pr [IND-PE{['X (X, des) = 1 /\E]) -

= 2.Pr[IND-PE{" (\,des) =1 | E] -Pr[E] — (1 — Pr[E])
= paes (V) - (2 Pr [IND-PE{TS (N, des) =1 | E] — 1)
= paes(\) - (Pr [IND-PERTE (A, des) = 1 [ EAb = 0]
+Pr [IND-PEATY (A des) =1 | Enb=1] ~ 1)
— P (Pr[t'=0|Enb=0]
+Pe[y =1|EAb=1]-1) , (2.3)

where in the penultimate equation we used the fact the the choice of b and the event E are
independent. Notice that all except the last equation hold also if A causes the event BadQuery.
In particular, the second equation holds due to the fact that the event BadQuery cannot be
caused if A; outputs L.

Remark 2.10. Similarly to the semantic security, by the analysis of adversarial advantage, if
Pdes (A) is negligible, the second factor in does not matter or rather such an adversary
outputs L with all except negligible probability, and hence can be ignored. Contrary, if pges (A)
is non-negligible, it is sufficient to analyze the success probability of A conditioned on the fact
that A; did not output L. Hence, even though formally we have to give A; the possibility to
abort, it is still sufficient to analyze the success probability of A assuming that 4; never outputs
L. Hence, for simplicity we suggest to formalize the security models under the assumption that
A1 never outputs error symbol when concrete schemes are considered.
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Indistinguishability Implies Semantic Security

The following lemma shows that it is sufficient to prove the indistinguishability of encryptions
in order to prove semantic security of the scheme.

Lemma 2.11. Let ATK € {CPA,CCA1,CCA2} and II be a predicate encryption scheme for
predicate family Rao s which is IND-ATK-secure. Then, II is SS-ATK-secure. In particular,

for every ppt adversary A € ASS there exists a ppt simulator A’ for A and a ppt adversary
B € A™ND such that for every des € Q, A € N it holds

Adv-IND-PE (A, des) > Adv-SS-PEQ’{ 4 (X, des)

Proof. Note that the statement in the lemma is even stronger than required by the definition
of semantic security, since A’ will be a simulator for A with respect to every des € Q.

We define a modification SS-PE- ModATK (), des) of the experiment SS- PEATK (A, des), where
CT* is computed by Enc (pp,{,cInd ,1|m|) instead of Enc (pp,,cInd*, m). It is important to
notice that the experiments are identical until the generation of the challenge ciphertext.

Let A = (A, Ay) € ASS be an arbitrary but fixed adversary against IT which does not
cause the BadQuery. In order to prove the statement of the lemma it is sufficient to show that
the advantage of A is negligible (due to Lemma [2.4 n adapted to PE and SS-definition). Note
that even though A never causes the event BadQuery in SS- PEATK (A, des), the probability
Pr [BadQuery] in the modified experiment SS-PE- ModATK (A, des) is not necessarily zero. The
same holds also for the other conditions defined in Lemma 2.4 Nevertheless, due to the special
modification of the experiment SS-PE- ModATK (A, des) all these properties hold for A;. This
will be explicitly used in our construction of B € A™ND below.

Let additionally des € 2, A € N be arbitrary, but fixed. First, we construct a simulation
algorithm A’ = (A], A}) which uses A as a subroutine. Note that simulator A’ does not receive
the encryption of 7, and hence cannot simulate Ay as in SS- PEATK (A, des), but A} can properly
simulate the view of A in SS-PE- ModATK (A, des). Intuitively, due to the indistinguishability of
ciphertexts A cannot notice the dlﬁerence This will be formally proved in the second part of
the proof.

Al (17, des):
e Generate (msk, pp,.) < Setup (1’\, des).
e Compute (cInd*, (M,h, f) ,St) — A01 (PP msk,) (1*, pp,) using msk, pp,.
e Output L if A; outputs L.
o Set St' := (St, msk, pp,., cInd*, |n|) and output (cInd*, (M, h, f) ,St').
Al (h (m), St') with St = (St, msk, pp,., cInd*, |m|):

e Generate CT' < Enc (ppmclnd*, 1|ﬁ1|)'

e Compute v + AOQ(pp”’mSk ) (CT', h (), St) using msk, pp,,, and output v.

The distribution of the challenge template generated by .A] is as required in Definition
since A} uses the correctly generated (msk, pp,,) and A; in order to generate (M, h, f). Hence,
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A’ is a simulator for A with respect to every des € . Furthermore, by construction of A’, the
view of A in this experiment is the same as in the experiment SS-PE- ModATK (A, des). Hence,
if A wins in SS-PE- ModATK (A, des), then A’ wins in SS-PE-Simyy_u/ ()\,des). The opposite
direction does not necessarlly hold, since A might get a penalty (caused by As) whereas A’
could still win in this case. We deduce that it holds

Pr [SS-PE-Simpu (A, des) = 1] > Pr[SS-PE-Modfi's\ (A, des) =1] . (2.4)

Now we are ready to construct an adversary B = (Bi,B2) € A™P for the indistinguisha-
bility experiment IND- PEATK (A, des) and to relate the success probability of this algorithm
to advantage Adv—SS—PEﬁ?}f v (A des). By construction it obviously holds B € A™NP. B (in
particular By) redirects all queries of A and does not make additional queries. Furthermore, in
the first query phase By perfectly simulates the view of A; in the experiment SS- PEATK (A, des)
(respectively in the experiment SS-PE- ModATK (A, des)). Hence, Bj never causes the event
BadQuery. In turn, By explicitly prevents the event BadQuery. We deduce that B will never
cause a penalty and wins if ' = b, where b is its challenge bit.

B?l(ppmmsk,-) (1/\7 ppﬁ):

e Compute (cInd*, (M, h, f) ,St) +— A?l(pp“’mSk") (1)‘,pp,€) using own oracles in order
to answer the queries of A;. Qutput L if the output of Ay is L.

e Choose 11 < M (Upoly(n))» Set mg == 1 and my == 1. Set St' := (St,h (i), f (1))
e Output (cInd*, mg, mqy, St').
B2PPem ) (O, §¢) with St = (St, b, f):

e Simulate v <« A02 PPy msk,) (CT*, fL, St) using own oracles in order to answer the

queries of As. Thereby abort the simulation of As and output b = 0 if Ay causes
the event BadQuery.

e Output & =1 if v = f. Otherwise output 0.

Let E be the event that an adversary outputs L after the first query phase of the corresponding
experiment (we will make the adversary explicit in the subindex). Furthermore, let pges (A) =
Pr [Eig] = Pr [m], where the second equation holds by construction. Let b be the challenge
bit of B. We will analyze the view of Az and the success probability of B for both values of b
conditioned on the event Eg.

e EgAb=0: It holds CT* = Enc (pp,i,cInd* 1|m|)’ where 1 « M ( poly (A )). Hence, the
view of A is as in the experiment SS-PE- ModATK (A, des). In particular, Ay might still

cause the event BadQuery. In this case Ba outputs b = 0 without causing the penalty
and wins. We deduce

*

Pr [b’ =0 | EgAb= 0] = Pr [BadQuery ’ E}

+Pr [v # f () A BadQuery ‘ EA]
1—Pr[v = f(m)ABadQuery | E4]

—
N

1 - _
= 1—— - Prlv=f(m)ABadQuery A E
DPdes ()‘) [ f ( ) Q Y A]
by def. 1 ATK
= 1-—F SS-PE-Modjy 4 (A, des) =1
Ddes ()\) [ ( ) ]
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& L _p [SS-PE-Si (A, des) = 1]
— -Pr -Pr-Simyg 4 (A, des) = ,
N Pdes (A) A

where in (%) we switch from probability distribution defined by IND- PEATK (A, des) to the
probability distribution defined by SS-PE- ModATK (A, des).
e EgAb=1: It holds CT* = Enc (pp,,cInd*, ), where 1 + M (U,
view of Ajs is as in the experiment SS- PEATK (A, des). In particular, As never causes the
event BadQuery. We deduce

oly()\)) . Hence, the

—

*)

Pr[t) =1|EgAb=1] = Prlv=f(m)|E4]
1 R J—
= M-Pr[u-f{m)/\EA]
by def. 1 ATK _
= -Pr[SS-PEq L (A, des) =1]

where in (%) we switch from probability distribution defined by IND- PEATK (A, des) to
the probability definition defined by SS- PEATK (A, des).

B does not cause the event BadQuery, and hence the advantage of B is as follows

Adv-IND-PE{ 5 (A, des)

Paes )+ (Pr [t/ =0 [EAb=0] +Pr[t) =1|EAb=1] - 1)
> Pr[SS-PE{'A (A des) = 1] — Pr [SS-PE-Simyy_a/ (A, des) = 1]

I Adv-SS-PEETE 4 (A, des)

However, for every B € AP and every des € Q2 the advantage Adv-IND- PEATK (A, des) is
negligible due to the IND-ATK-security of II. This concludes the proof. O

Due to this lemma, in order to prove that a predicate encryption scheme is semantically
secure it is sufficient to prove that this scheme has indistinguishable encryptions.

Semantic Security Implies Indistinguishability of Encryptions

The following lemma shows that the notion of indistinguishable encryptions is not too strong.

Lemma 2.12. Let ATK € {CPA,CCA1,CCA2} and II be a predicate encryption scheme for
predicate family Rq s, which is SS-ATK-secure. Then, Il is IND-ATK-secure. In particular, for
every ppt adversary A € AP there exists a ppt adversary B € ASS such that for every des €
and every ppt simulator B’ of B with respect to des it holds

2. Adv-SS-PE{{S% (\,des) > Adv-IND-PE{X (), des) .

Proof. Let A € N, des € Q, ATK € {CPA,CCA1,CCA2}, and A = (A1, As) € AND he
arbitrary but fixed such that A satisfies the restrictions defined in Lemma (adapted to PE).
In particular, A never causes the event BadQuery.

We construct B = (By,B2) € ASS which exploits the advantage of A. B € ASS by con-
struction. Furthermore, the view of A is as defined in IND- PEATK (A, des). In particular, 4,
receives the correctly generated public parameters and all queries of A; are correctly answered.
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B?l(ppn,mskw) (1>\’ Ppn)i

e Simulate (cInd*, mgy, my, St) < A?l(pp*"mk") (1’\, ppn) using the own oracles in order
to answer the queries of Aj;.

e Output | if the output of Ay is L.

e Set M to a circuit corresponding to the uniform distribution on {mg, m;}, set h to
an arbitrary function such that h(mg) = h(m1), and set f to an arbitrary function
such that f(mg) =0 and f (m;) = 1[]

e Output <cInd*, <M, h, f) ,St).
B2 PPem ) (T (1) , St):

e Simulate b’ < Azoz(pp“’mSk") (CT*, St) using the own oracles in order to answer the
queries of Aj.

e Output v :=V'.

“For simplicity we assumed w.l.0.g. that mo # m1. If mg = m1, A cannot have any advantage and B; can
output L.

In turn, As receives the encryption of mg or the encryption of mq, both with probability % and
all queries of As are also correctly answered. Hence, B never causes the event BadQuery since
A never causes the corresponding event. Consider an arbitrary simulator B = (B}, 5)) of B
with respect to an arbitrary but fixed des € 2. Due to the requirement on B’ the distribution

of (M,h, f) generated by B must be the same as above in the experiment with B. By
construction, B; outputs L if and only if A; outputs L and B} outputs L with the same
probability by definition. Let E be the event that an adversary (or a simulator) outputs L after
the first query phase (we will make the adversary explicit in the subindex). Furthermore, let
Pdes (A) = Pr [EB] =Pr [EB/] =Pr [EA] Due to h (mg) = h(mq) and |mg| = |m1| the input
of BY is independent of 7 and it holds

Pr [SS-PE-Simy g (A, des) =1 | Eg/ | <

9

N |

since M is the uniform distribution on {mg,m}, f (mo) = 0, and f (m;) = 1.
Consider the sucess probability of B. By construction it holds

Pr [SS-PE{[’X (A, des) = 1 | Eg]
= Prlm=moAb =f(m)|Eg] +Pr[m=miAb = f(n)]|Eg]
= Pr[b':f(m)‘fBAm:mg]'Pr[m:mo‘fg]

f 1 o o

= 5'(Pr[b/:O}EA/\b:O]—i_Pr[b/:l{EA/\bzl])
1 AdvIND.PEATK 1

2 paes (A) Adv-IND-PEq; 4 (A, des) + 5 -

We deduce that for every simulator B’ of B with respect to des it holds (we use the fact that
Pr[BadQuery| = 0 in SS—PE{—}%K (A, des)):

2 - Adv-SS-PEf 3 (A, des)
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= 2 pae (1) - (Pr [SS-PERTE (\ des) = 1| B

— Pr [SS-PE-Simp g (A, des) =1 | ETgf])
> Adv-IND-PE{ (X, des) .

Using this result we argue by contradiction. Assume that IT is not IND-ATK-secure. That
is, there exists des € Q and a ppt adversary A = (Al,.A2> e A™D which satisfies the

restrictions defined in Lemma such that the advantage Adv-IND- PEATK ()\ des) is non-

negligible. Then, B € ASS constructed as above from A has non—neghglble advantage under
attack scenario ATK. In particular, for every simulator B’ of B with respect to des it holds

Adv-SS-PEATK. (A,dAes) > %.Adv-IND-PEﬁf}{ (A,dAes)

I1,B,5'
Hence, Adv-SS- PE?{TBKB' ()\, &\es) is non-negligible and this finally proves the lemma. O

2.2.2. Further Proofs

In this subsection we present formal proofs skipped in the previous presentation.

Proof. (Proof of Lemma Let IT and ATK be as in the lemma. Furthermore, let B € Ap_xgm
be arbitrary. We construct an adversary A = (A;, A2) € Ap.xkgm which simulates B, has the
same advantage and satisfies the conditions defined in the lemma — that is, it never causes the
BadQuery event as defined in Subsection [2.1.3

By construction it holds A € Ap_xgM, all queries of A are syntactically correct, and for every
des € Q it holds Pr [BadQuery] = 0 in P- KEMATK (A, des). Note that A correctly answers all
queries of B, since it directly returns | as answer to the queries if and only if the inputs are
syntactically incorrect and the oracle query would result in the same output. Next we will
analyze the advantage of A.

Let BD be the event in the experiment P- KEMATK (A, des) that A; outputs L due to the
illegal challenge index or As aborts the simulation of Bg and outputs a guess. By construction,
event BD occurs if and only if B causes the event BadQuery in the corresponding experiment
P- KEMATK (A, des). Hence, we deduce that it holds for every des €

Adv-P-KEMTE (A, des) ™= 2. Pr [P-KEM{TK (A, des) = 1] — 1
= 2+ (Pr [P-KEMATS (A, des) = 1 ABD]
+Pr [P-KEMATEK (A, des) = 1 A BD]) -
Q o
> 2. (Pr[P-KEM{’§* (), des) = 1 A BadQuery | +0) — 1
= 2.Pr[p- KEMATK (A, des) =1] — 1
by def.

=" Adv-P-KEM{%* (A, des) |

where in the inequality (*) we ignore the success probability in the case of BD. Furthermore,
the event BD occurs if and only if the event BadQuery occurs and for all des € €2 the view of
B is as defined in the experiment P- KEMATK (A, des) if A does not abort the simulation. The

penultimate equation holds since P- KEMATK (A, des) = 1 implies that the event BadQuery does
not occur. O
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_A?l(ppmmskw) (1>\’ Ppn)i

Simulate (cInd*, St) « B?l(pp”’mSk") (1/\, pp,_i) using own oracles in order to answer the queries
of By. Store all corrupted key indices in the set S.;. Furthermore, answer the queries with
respect to the following rules:

e Return | without querying the own oracle if the input of the queries in not syntactically
correct:
— kInd submitted to the key generation oracle must satisfy kInd € X,.

— CT submitted to the decapsulation oracle must satisfy CT € Ccpyq € Cppp, . That
is, there must be clnd € Y, such that CT € C.pg.

— If CT € Ceing is submitted to the decapsulation oracle, the key index klnd related
to this query must satisfy Ry (kInd, cInd) =

Output L if the output of By is L.
Output L if there is kInd € S, such that R, (kInd, cInd*) = 1. Otherwise output (cInd*, St).

A2 PP (e 0T, St)
Simulate b’ «+ 620 2(ppymsk,) (K*, CT*, St) using the own oracles in order to answer the queries
of By with respect to the following rules:

e If the input of the queries in not syntactically correct perform as A;.

e If By queries the key generation oracle for kInd € X, such that R, (kInd, cInd*) = 1
abort the simulation and output a guess b’ < {0,1}.

e (Only for ATK = CCA2) If By queries the decryption of CT* (and the key index kInd
specified for this query satisfies R, (kInd, cInd*) = 1[%)) abort the simulation and output
a guess b’ + {0,1}.

Output b'.

“Already ensured by syntactical checks.

Proof. (Proof of Theorem Adaptive semantic security trivially implies semantic security,
since every adversary in the adaptive security experiment can easily be adapted to a valid
adversary for the semantic security experiment and would have the same success probability.
The target function f can be just passed from A4; to Ay using St. The other direction is formally
proved next.

Let ATK € {CPA,CCA1,CCA2} be arbitrary. Assume that there exists a predicate encryp-
tion scheme II which is SS-ATK-secure, but is not adaptively SS-ATK-secure. From the latter
we deduce that there exists an adversary A € A?5S with non- negligible advantage. Hence,
there exists des € Q such that for every simulator A’ for A with respect to des the advantage

Adv-aSS- PEﬁTf i ()\, des) is not-negligible. Given such an A, we construct an adversary A €

ASS with non-negligible advantage. In particular, A will be such that for every simulator A’
for A with respect to des the advantage Adv—SS—PEﬁE}é w ()\, des) is non-negligible.

Let A and des be as described above. Let E be the event that A; outputs L and P (N =
[ ] be the probability of E in aSS- PEATK ()\, Jgs) . We deduce that p (M) is non-negligible,

since otherwise the advantage of A Would be negligible. First of all, consider the presented
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simulator A’ for A with respect to des. We have to show that A’ is indeed a simulator of A

A (1)‘,&(3\5):
e Compute (msk, pp,.) < Setup <1)‘,(Te\s>.
e Simulate (cInd*, (M, h) ,St) — A?l(pp“’mk") (1%, pp,.) using (msk, pp,,).

e Output L if A; outputs L.

e Set St := (St,msk, pp,., cInd*, 1), where p is the number of output bits of M.
e Output <cInd*, <M,h> ,St’).

Al (h (1), St") with St' = (St, msk, pp,, cInd*, p):
e Compute CT’ := Enc (pp,, cInd*, 1#).

e Simulate (f,v) < A§)2(pp“’m5k") (CT’, h (1h) , St) using (msk, pp,.).

e Output the output of As.

with respect to des. By construction Al outputs L if and only if A’ outputs L. It remains
to show that (M, h, f) in the real experiment with A is indistinguishable from (M, h, f) in

the simulation experiment with A’. It is important to notice that the distribution of the first
two elements is identical in both experiments, since A’ simulates A perfectly using correctly
generated public parameter and the master secret key. Furthermore, A2 simulates A using CT’
generated by Enc (pp,i, cInd*, 1 |m|) instead of CT* = Enc (pp,,, cInd*, ), since u = |

Assume that there is a ppt distinguisher D for the triples (M, h, f) generated in the real

experiment aSS- PEATK ()\,d/e\s> and in the simulation experiment aSS-PE-Simp 4, ()\,(fe\s).
More specifically, let € ()\) be the non-negligible advantage of D: E]

e(A) = Pr [D (M,h, f) =1 ‘ TAA CT* = Enc (ppmclnd*, 1%‘)]

—Pr [D (M,h, f) =1 ‘ E ;A CT* = Enc (ppmclnd*,m)}

We show that this contradicts the semantic security property of II. Namely, we construct
an adversary B € ASS with non-negligible advantage under the assumption that e (M) is non-
negligible. B = (By, By) € ASS is as presented in the box. By construction of B and particularly
by construction of h’ the view of any simulator B’ = (B}, B,) of B with respect to des is
independent of the challenge message and by construction of f’ it holds

r [SS-PE-Simp g (A,d&) —1 ‘@} <

NN

'TIf —e()\) is non-negligible, just invert the output of D in the following contraction of B.
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B?l(ppn,mskw) (1>\’ Ppn)i

e Simulate <cInd*, <M, h) ,St> — A?l(pp“’mk") (1’\,pp,€) using own oracles.

e Output L if the output of A; is L.

e Choose m <+ M, set mg := m and my := 1Ml Construct a circuit M’ which
corresponds to the uniform distribution on {mg,m1}. Compute h := h(m).
Choose an arbitrary h’ such that h'(mg) = h’(m1). Choose an arbitrary f’

such that f’(mg) = 0 and f'(my) = 1H Set St' := (St,M,h, iz) and output
(cInd*, (M’, I3 h/> , St’).

BO2PPemske) (rpx b (4’ | St') with St/ = (St, M, h, iz).
e Simulate (f,v) + fng(pp“’mSk") (CT*, h, St) using the own oraclesﬂ

e Simulate D on input (M, h, f) and output the output of D.

“We assume w.l.o.g. that mo # m1, which implies i # 1™l In the case i = 1™ we could set f’ := h’ and
output the correct value. No simulator can do better in this case. At the same time both distributions
in question are the same in this case.

"W.l.o.g. we assume that As does not cause the BadQuery event, since this can happen only if m; is
encrypted and B can output the correct bit. In the proof of Lemma we already considered similar
case formally.

Now, let us consider the success probability of B:

Pr [SS_PEﬁTBK (A,dAes) —1 ’ E*B} — Pr [m’ —my AD (M,h, f) = 1" (W) ETg}
+Pr [m’ —mgAD (Mh,f) = 1 () ‘ ET;}
Méf’ 1

2 (Pr [D<M’h7f) =1 )W/\m’:ﬂfn\

]
+Pr [D (M,h,f) :o(ﬁAm’: ]D

- % (Pr [D(M,h,f) —1 )@Am’:ﬂm\

—Pr [D(M,h,f) —1 ‘@/\m’:m])

N —

+-e(A

N

By construction it holds Pr [Eg| = Pr[Eg] = Pr[E;]| = Pz (A). Hence, all together we
get

Adv-SS-PERHG O des) & p (1) (Pr [SS-PERE (A, des) = 1| B

—Pr [SS—PE—SimEB, (A, des) =1 ! Tg])
1
> CopmEWe0)
where pi= (A) and € (A) are non-negligible, which contradicts the SS-ATK-security of II. We
deduce that A’ is a simulator of A with respect to chs, which finalizes the first part of the proof.
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By our assumption about A the advantage Adv-aSS- PEﬁTj{ A (/\, JES) is non-negligible. Next,

we construct A = (A, Az) € ASS such that for every simulator A’ of A with respect to des the
advantage Adv—SS—PEﬁTj W ()\,d/e\s> is non-negligible. It is easy to verify that A € ASS. By

./401 (pp,, ,msk,-) (1)\’ppﬁ):

e Simulate <cInd*, <M, h) ,St> — A?l(pp“’mSk") (1>‘,pp,€) using own oracles.

e Output L if the output of A; is L.

e Choose m <+ M, set mg := m and my := 1Ml Construct a circuit M’ which
corresponds to the uniform distribution on {mg,m;}. Choose an arbitrary h'
such that h'(mgp) = h’(m1). Choose an arbitrary f’ such that f’(mg) = 0

and f'(my) = 1 Compute h := h(m), set St' := <St,ﬁ,m> and output
(cInd*, (M’, oY, St’).

A PPe) (T ('), S1') with St = (St, b

e Simulate (f,v) .A02 (PP msk, ) (CT*, h, St) using own oracles.

e Output & :=0if f (/) = v and b’ := 1 otherwise.

“For simplicity we ignore the case mo = mi, where A cannot have any advantage. In this case A; just
sets f (mo) = f (m1) =0 and A2 outputs 0. Hence, no simulator of .4 can do better in this case.

construction, also for every simulator A’ of A with respect to des it holds
— — 1
Pr {SS-PE—SimrL v (A,des) -1 ’ B A,} <5

Consider the success probability of A. Let E4 be the event that A; outputs L, which implies
Pr [m = pgz (A). Analogously to the previous analyzes it holds

Pr [ss PEATK (A,dAes) —1 ‘E}
Pr [/ =mo AV = f' (') | Ea] +Pr [ =mi AV = f' (') | Ea]

A %.(Pr[b’: Ea]+Pr[t/ =1]m =mi AEL])
_ % . (Pr [f () = v | CT* = Enc (pp,,, cInd*, ) A T4 ]

41— Pr [f( —v ’ CT* = Enc (ppmclnd* 1\m\) /\EAD
) % n % - (Pr[aSSPEATE (3 dos) =1 ’ oy

~ Pr [aSS-PE-Simy, 4, (A, des) =1 | B ])

1 1 ATK o
= oy AdSSPELTE, (1 des)

where in equation (%) we switch from the probability distribution defined by SS- PEATK ()\, (Ie\s)

to the probability distribution defined by aSS- PEATK ()\, des) conditioned on different compu-
tations of the challenge ciphertext CT*. The last equation can be proved similarly to ([2.2)).
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All together, for every simulator A’ of A with respect to des it holds:

Adv-SS-PERTE, (A, des)

D - (P [ssPEATY (M) = 1| E4]

_Pr [SS_PE_SimH, P (A, dAes) -1 ) HD

1 —
> - Adv-aSS-PERTE, (A, des)

This contradicts our precondition that the advantage of A is negligible. Hence, the statement

of the theorem holds.
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3. Subtleties in Security Definitions for PE and
P-KEM

In this chapter, based on the security templates from Chapter in Section [3.1I] we look at
different formalizations regarding the handling of user secret keys. Furthermore, in Section
we consider security notions originating in the restrictions of adversaries to query the decryption
of the challenge ciphertext.

3.1. Handling of User Secret Keys

Whereas in the context of conventional PKE, there is only a single secret key in question, in
predicate encryption (PE) schemes there are many user secret keys generated from the same
master secret key. Actually, several users may hold (different) keys for the same key index. In the
templates from the previous sections we prescinded from details regarding these circumstances.
The goal of this section is to consider the different possibilities to handle user secret keys in
the security experiments. Indeed, we identify three different formalizations regarding the user
secret keys in the literature and name these as follows: one-key model (OK-model), one-use
model (OU-model), and covered key model (CK-model). The oracles for these models under
CCA2 attacks are presented in Table The oracles for CPA and CCA1 are the same with
the usual restrictions.

OK ou CK
KGen (kInd): KGen (kInd): CKGen (kInd):
If (kInd, sk) € Si return sk; sk <+ KeyGen (msk, kInd); sk «+ KeyGen (msk, kInd);
sk + KeyGen (msk, kInd); Return sk; i+ Sk.add((i, sk));
Si-add ((kInd, sk)); Decaps (CT, kInd): Open (i):
Return sk; sk := KGen (kInd) Return sk from (4,sk) € Si;
Decaps (CT, kInd): Return Decaps (sk, CT); Decaps (CT,1):
sk := KGen (kInd); Return Decaps (sk, CT),
Return Decaps (sk, CT); where (i,sk) € Sg;

Sk contains all keys which have been generated by KGen / CKGen.
The oracles for CPA and CCA1 are the same with the usual restrictions.

Table 3.1.: Oracle specification for different models under CCA2 attacks.

In the OK-model the challenger generates and stores a unique secret key for klnd if this
index is submitted by A for the first time. This user secret key is used to answer all oracle
queries related to kInd. In particular, oracle query KGen(kInd) always results in the same
key. The OK-model was previously used in [BF03, [KG09, YAHKII, [YAST12]. In the OU-
model the challenger generates a new secret key for every query and the generated key will
be used only once. This model was previously used in [BHO8, [KV0S8]. In the CK-model the
adversary specifies not only the key indices, but also the keys which have to be used to answer
the decryption queries, which is formalized using the additional covered key generation oracle
CKGen. The CK-model intuitively reflects the fact that users hold specific secret keys and use
their keys for decryption. Hence, adversaries realizing chosen-ciphertext attacks might not only
know the access rights of the users (that is, the key indices of their keys), but could also exploit
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3. Subtleties in Security Definitions for PE and P-KEM

the fact that the same secret key is used several times. In our constructions in the following
parts we explicitly use the CK-model.

In this section we prove that under chosen-ciphertext attacks the OK-model and the OU-
model are weaker than the CK-model (cf. Fig. . We notice that by using the CKGen oracle
and the Open oracle we can simulate the behavior of every adversary in the other two models.
Hence, CK-security obviously implies OK-security and OU-security. Furthermore, under CPA
the CK-model and the OU-model are equivalent due to the absence of the decryption oracle.
All mentioned results hold for PE as well as for P-KEM. We show the separation results for
P-KEM, since the constructions in the proofs are a bit more involved in this context.

A barred arrow is a separation. A dashed arrow denotes trivial implication.

Figure 3.1.: Relation between different security models for PE and P-KEM under CCA1 and
CCA2 attacks on the left and under CPA attacks on the right.

For convenience, we define sets Ag}f(EM, AQ_[IJ(EM, Ag_lf(EM of adversaries which are as
Ap_kgM, but the adversaries use the oracles as defined in the corresponding models. Obviously,
the oracles in all three models can be realized using the master secret key and the public

parameters as required in Section Experiment P—KEMﬁTj{’mOd (A, des) is the same as

experiment P—KEMﬁ’T}‘( (A, des) presented in Fig. on page except for more specific oracles
which are as defined in Table for mod € {OK,OU, CK}. Furthermore, at the beginning of
the experiment we additionally initialize Sy := () and 7 := 0.

Definition 3.1. Let mod € {OK,OU,CK} and ATK € {CPA,CCA1,CCA2}. A P-KEM II
with public index for predicate family Rq x and a family of key spaces K is called secure in
model mod under attack ATK (mod-ATK-secure) if for every des € Q and every ppt adversary
A€ Aﬁﬁ.@d_KEM, the advantage with respect to des defined by

Adv-P-KEMATO™ (3, des) := 2 Pr [P-KEM{TO™ (A, des) = 1] — 1

is negligible.

In the following subsections we usually write mod-secure, instead of mod-ATK-secure, when
the attack scenario is obvious from the context.

3.1.1. OK-Security Does Not Imply OU-Security and CK-Security

In this subsection we construct an OK-secure scheme that is neither OU-secure nor CK-secure.
The attack scenario is not relevant for this construction. We start from an OK-secure scheme
and assume existence of pseudorandom functions.

Let Rq x be an arbitrary predicate family, II be a P-KEM for Rq .. Furthermore, let PRF
be a family of pseudorandom functions as defined in Subsection [1.1.1]
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Theorem 3.2. Let ATK € {CPA, CCA1, CCA2} be an attack scenario and PRF be a family
of PRFs. Suppose 11 is an OK-ATK-secure P-KEM for predicate family R s and family of key
spaces K. Then, there exists an OK-ATK-secure P-KEM scheme 1I' for Rq s, and K which is
neither OU-ATK-secure nor CK-ATK-secure.

Proof. Let I = (Setup, KeyGen, Encaps, Decaps) and PRF be as defined in the theorem.
Furthermore, let (-) be any canonical binary representation of the master secret keys. W.l.o.g.
we assume that for every des € Q and every (msk,_) € [Setup (1*,des)] it holds |(msk)| =
MKLen (A) where MKLen () is a polynomial representing the output length of PRF. The
pseudorandom function will be applied to key indices and we additionally require arbitrary
canonical binary representation of these indices. Recall that for simplicity the random choice
of a pseudorandom function with key length A is denoted by f «+ PRF (1’\).

P-KEM IT' = (Setup’, KeyGen', Encaps’, Decaps’) is defined as follows:

e Setup’ (1>‘, des): generate (msk, pp,.) < Setup (1)‘, des). Choose a pseudorandom function
f+< PRF (1)‘) and output msk’ := (msk, f) and pp,.

e KeyGen' (msk’,kInd) for kInd € X, and msk’ = (msk, f): generate a user secret key
sk < KeyGen (msk, kInd), choose a bit b « {0, 1}, set

{ £ (kInd) ifb=0
rand :=
f (kInd) & (msk) ifb=1,

and output sk’ := (sk,rand).
e Encaps’ (cInd) = Encaps (cInd).
e Decaps’ (sk’, CT) for sk’ = (sk, rand) returns Decaps (sk, CT).

Scheme IT’ is trivially broken in the OU-model and in the CK-model, where the adversary
may get several keys for the same key index, and hence learns the master secret key. At the
same time IT' remains OK-secure, since the adversary receives for every kInd either f (kInd) or
f (kInd) & (msk), and hence due to the property of the pseudorandom function these values are
useless for 4. To prove this formally it is sufficient to consider an imaginary scheme where f
is replaced by a truly random function. For such a scheme it is clear that the additional values
in the user secret keys are independent of the master secret key, and hence these values are
useless for adversary. Consequently, the scheme is OK-secure due to the security property of II.
Furthermore, no ppt adversary can distinguish between this imaginary scheme and the scheme
IT', since otherwise there would be a ppt distinguisher for PRF. O

The construction in the proof reveals the weakness of the OK-model even though the scheme
is artificial. Namely, the OK-model does not cover the fact that several keys for the same
key index exist. At least potentially, user secret keys for the same key index can leak more
information about the master secret key than user secret keys for different key indices. Hence,
already under CPA the OK-model makes unwarranted restrictions of adversarial abilities which
might cause security issues.

3.1.2. OU-Security Does Not Imply OK-Security and CK-Security Under CCA

In this subsection we consider only chosen-ciphertext attack and construct an OU-secure scheme
that is neither OK-secure nor CK-secure.

o1



3. Subtleties in Security Definitions for PE and P-KEM

Theorem 3.3. Let ATK € {CCA1,CCA2} be an attack scenario. Suppose I is an OU-ATK-
secure P-KEM for predicate family Rq s, and family of key spaces K = {Ky}. Then, there exists
an OU-ATK-secure P-KEM scheme I for Rqys and K which is neither OK-ATK-secure nor
CK-ATK-secure.

Proof. Let Ky = {0, 1}KL€H(>‘) for polynomial KLen (\). In the following construction of IT'
we first assume that for all A € N, all (msk,pp,.) € [Setup (1)‘,des)], all kInd € X,; and all
sk € [KeyGen (msk, kInd)] it holds |(sk)| = KLen (\), where (-) is any canonical representation
of the user secret keys. This enhances the perspicuity of the presented construction. Below, we
explain how to drop this assumption.

P-KEM IT' = (Setup’, KeyGen', Encaps’, Decaps’) is defined as follows:
e Setup’ (1%, des) = Setup (1%, des).

e KeyGen’' (msk, kInd): generate a user secret key sk < KeyGen (msk, kInd), choose a bit
string r < {0, 1}/®91 output sk’ := (sk, 7).

e Encaps’ (cInd): generate (CT, K) < Encaps (cInd) set CT" = 00||CT and output (CT', K).

e Decaps’ (sk’,CT’): parse CT' = b1bs||CT, where by, by € {0,1} and sk’ = (sk, 7). Output

Decaps (sk, CT) if by =by =0

K — T ifby=1Aby=0
B T‘@<Sk> ifby=by=1
1 otherwise

IT" is OU-secure since IT is OU-secure and using the decapsulation oracle with by # 0V by # 0
the adversary will be able to learn either r or r @ (sk) which on their own are useless, since
uniformly and independently distributed by the choice of r. This is due to the fact that every
key is used only once in OU-model. In the other two security models the adversary can get
every user secret key using only two decapsulation queries and can trivially break the scheme.

Now we explain how to drop our assumption from the beginning of the proof. Indeed, it is
sufficient to have a single key index kInd such that for all sk € [KeyGen (msk, kInd)] it holds
|(sk)| < 1()) for some polynomial [(A), which can be assumed w.l.o.g. If | > KLen (\), we extend

the encapsulation by {log (%ﬂ + 2 bits such that the first bit encodes if the encapsulation

is correct (by = 0) or not (b; = 1), the second bit encodes if r or 7 & (sk) should be used, and
the following bits encode the number of the block which should be returned. That is, if by = 1,
by = 0 and bsby ...b; = t, the output will be the ¢’s block of (r), where every block is of size
KLen (A). Then, using 2 - (I — 1) many queries one can get the key for kInd and break the
scheme. O

In the case of PE schemes with message space M = {0,1}" we must not take care about
the length of (sk) and can use the construction in the proof with two additional bits in the
ciphertexts.

Even though the scheme II' from the proof is artificial, it shows the main weakness of the
OU-model. Namely, the model does not ensure that the decryption oracle does not leak partial
information about the used user secret key if queried with an malformed ciphertext. This kind
of partial information is difficult to exploit but might cause security issues.
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3.1.3. Discussion

In this section we discuss the security of known schemes. As mentioned in the introduction
to this part of the thesis, most known PE schemes are proved to be secure in the OK-security
model or in the OU-security model. Hence, we examine the CK-CCA2-security of the above
mentioned schemes and summarize the results in Table 3.2

Construction Type Model used CK-secure

[BE03] IBE OK YES

[BCHROT] (I)IBE OK YES

[BH0S] (I)IBE OU YES

[KGO9] (explicit check) IB-KEM OK YES

[KG09] (implicit check) IB-KEM OK YES

[KVO08] (scheme I) IBE ou YES

[KVO§| (scheme IT) IBE ou YES
[OTT0a) PE oU 7

[YAHKT1] (from verifyability) ABE OK YES
[YAHK11] (from delegation) ABE OK ?

[YAST19] PE OK YES

Table 3.2.: CK-CCA2-security for PE schemes proved to be OU-CCA2-secure or OK-CCA2-
secure.

In the case of IBE, the key index is the identity of the user, and hence it is often (implicitly)
assumed that for every key index there is a unique secret key. Furthermore, in the (H)IBE
schemes from [BF03, [ BCHKO07] the keys are unique by construction, and hence all three security
notions are identical for these schemes. Usually, though, IBE schemes do not have unique user
secret keys (cf. [Wat05] [BHOS, KG09, [KV08]). As already mentioned in the introduction to this
part, in [BCHKOQT7] the authors assume that the key generation algorithm is deterministic. The
CPA-to-CCA transformation from [BCHKOQT7] was proposed in [BHOS8] in order to achieve CCA-
security for their (selectively) CPA-secure scheme. Even though the key generation algorithm
in [BHOS§]| is not deterministic, the user secret keys are randomized for every decryption and the
generated key is distributed as a freshly generated key. This ensures that all three models do not
differ for the resulting CCA-secure scheme. The public verifiability of the first scheme in [KG09]
ensures that the output of the decryption algorithm executed with different secret keys is the
same, since malformed ciphertexts are explicitly rejected. The second scheme from [KG09] uses
fresh randomness during the decryption and rejects malformed ciphertexts with overwhelming
probability independently of the used key. The schemes in [KV08] ensure that the malformed
ciphertexts are rejected with overwhelming probability due to the authenticated symmetric
encryption. Furthermore, the generic transformations from CPA to CCA2 secure schemes for
attribute-based encryption (ABE) [YAHKTI] and for predicate encryption [YAST12| require
the existence of verification algorithms that ensure that the output of the decryption algorithm
is independent of the used secret key. For the remaining schemes from [OT10a, [YAHKT1] it is
at least not trivial to argue from the original proofs if the CK-security notion is satisfied or not.
We leave this as an open question.

We remark that for most known PE schemes the correct form of the ciphertexts cannot be
efficiently checked. This is due to the dual system encryption methodology [Wat09al, LW10,
LW12] used to construct most known adaptively secure PE schemes. In the schemes from this
technique there exist incorrectly formed ciphertexts which are indistinguishable from correctly
generated ciphertexts. Hence, one cannot simply reject malformed ciphertext as in [KG09] in
order to achieve CK-security.
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Due to the results of this section regarding CCA2 security we encourage to use the CK-model
in order to specify the security guarantees of the schemes precisely. If the CPA attacks are
considered we recommend to use the simpler OU-model.

3.2. When and How to Restrict Challenge Decryption

In this section we consider possible restrictions of adversarial abilities regarding the decryption
of the challenge ciphertext under adaptive chosen-ciphertext attacks (CCA2). We formally
analyze the corresponding security notions in order to prevent mistakes and misunderstanding
as previously made in the literature in the context of PKE, as described in [BHK15].

3.2.1. Valid Adversaries and Security Notions

Due to the results in Section in this section we only consider the covered key model (CK-
model). Furthermore, we mainly consider P-KEM and first of all redefine the set Ap.xpm
of valid adversaries according to the syntax of CK-CCA2-model and using the results from
Subsection

A = (A1, A2) € Ap.xpum if and only if the following conditions are satisfied:

e Given public parameters pp, the algorithm A; outputs the error symbol L or a tuple
(cInd*, St) such that cInd* € Y,.. The output of A; is a bit.

e A; and As query the oracle CKGen only on kind € X,.

e A; and A submit index i to oracles Open and Decaps only after the i’th query to the
CKGen oracle.

e For every (CT,:) submitted to the decapsulation oracle by A; and Az it holds CT €
Cemma € Cpp,. and Ry (kInd, cInd) = 1, where kind is the key index submitted during the
1’th covered key generation query.

e For every corrupted key index kInd it holds Ry, (kInd, cInd*) = 0.

We dropped the last restriction of Lemma The restriction regarding the decapsulation
query on the challenge encapsulation will be considered separately in this section.

The continuous arrows denote implications and the barred arrows denote separations. The
dashed arrows denote trivial implications.

Figure 3.2.: Relation between different security models for PE.

Let us shortly recall four different security notions for PKE identified and formalized in
the article [BHKI5]. According to this work there are two dimensions in the definition of
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CCAZ2-security regarding the restrictions of adversaries to query the decryption of the challenge
ciphertext. The first dimension specifies the style of the restrictions. The authors differentiate
between the penalty style definitions (denoted by P) and the exclusion style definition (denoted
by E). So far we have used the former style in this work. That is, an adversary which violates
restrictions of the security experiment is penalized at the end of the experiment. In the
exclusion style definitions, the set of adversaries is restricted from the beginning such that
for every considered adversary the probability that the restrictions are violated is equal zero.
Furthermore, we can disallow the adversary to query the decryption of the challenge ciphertext
only in the second query phase (denoted by S) or in both query phases (denoted by B). That
is, either As is not allowed to query the decryption of CT*, or A; and Ay are not allowed to
make such a query. As result, we have four different security notions denoted by SP, SE, BP,
and BE.

For PE we can prove the same relations between mentioned notions as for conventional PKE
(cf. Fig. [3.2), which is not surprising and was stated without a proof in [BHKIH] for IBE
schemes. The proof ideas are the same as for PKE even though some non-trivial extensions are
required.

In the context of conventional KEM, two additional notions have been considered in [BHK15].
Namely, the first query phase can be completely dropped mainly due to the fact that the
adversary cannot influence the generated challenge. This results in two additional security
notions denoted by OP and OE, where ”O” stands for ”One phase”. Indeed, for conventional
KEM all six security notions are equivalent [BHKI5H].

P-KEM substantially differs from conventional KEM, since the adversary might be able to
influence the choice of the ciphertext index. We indeed prove that the corresponding security
notions are not all equal due to this property. First of all, because of the key generation oracle
we consider two additional security notions, where the adversary has access to this oracle in
both phases, but the decapsulation oracle is available only in the second query phase. The
corresponding penalty style security notion is denoted by OdP and the exclusion style notion is
denoted by OdE. Here "Od” stands for a "One decapsulation” phase.

< - — - - — - =

The continuous arrows denote implications and the barred arrows denote separations. The
dashed arrows denote trivial implications.

Figure 3.3.: Relation between different security models for P-KEM.

We prove that the OdE and the OdP security notions are weaker than the BE security notion
(cf. Fig. . The one-phase security notions OE and OP are even weaker. We also prove that
the other four security notions (SP, SE, BP, and BE) are equivalent for P-KEM. Nevertheless,
the reductions are not all tight and we advice against both BP and BE security models. The
main difference between KEM and P-KEM is in the fact that whereas security of conventional
KEM implies smoothness [BHK15|, this is not the case for P-KEM. Rather, BE-security implies
that every ppt algorithm has only a negligible advantage in finding a ciphertext index with only
few possible encapsulations, which we call a weak ciphertext index.
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In order to formalize the exclusion style definitions we define restricted sets of adversaries.
Furthermore, we keep a uniform security experiment and formalize the required restrictions
in the first query phase by appropriate restrictions of the adversaries. Let S; and S; be the
sets of encapsulations submitted to the decapsulation oracle by A; and by A, respectively.
Furthermore, let SK; be the set of key indices corrupted by A;. For every security model
mod € {SP, BP,0dP, OP, SE, BE, OdE, OE} we define a set of adversaries denoted by AR, .
Namely, for every adversary A € Ap.xgnm we define:

Aec ABE L iff Pr[CT* ¢ So) =1, Aec ABE . iff Pr[CT* ¢ S;USy) =1,
Aec AR [ iff Pr(Si=0]=1, Ac AL [ iff Pr(Si=0ACT*¢ S =1,
Ae ASE L iff Pr[SK; =0AS;=0]=1, and

A€ AQE o M Pr[SK1 =0AS =0ACT" ¢ S =1 .

Furthermore, we define AIS)?KEM = AE_PKEM = Ap.xEM-

Notice that the exclusion/penalty style of the definitions only refer to the restriction regarding
the decapsulation queries on the challenge encapsulation. The additional restrictions regarding
the first query phase are all in exclusion style. This is only due to our goal of uniform templates.
Alternatively, we could define extra probability experiments with restricted first query phase or
without the first query phase at all.

3.2.2. CCA2-Security Template for P-KEM

Let mod € {SP,BP,OdP,OP, SE,BE, OdE, OE}, Rqyx be a predicate family, K = {Ky},cn
be a family of key spaces, and II be a P-KEM for Rq sy and K. CCA2-security experiment

P-KEMG 2104 () des) is defined in Fig.

P-KEM O™ (X, des) :
b+ {O,l};Sl,SQ,Sk — @;i =0
(msk, pp,.) < Setup <1>‘, des) ;

(cInd*, St) <_ A?KGen(-),Open(.)VDecapsl(~,-) (1)\’ppn> :

Output b if the output of A; is L;
(Ko, CT*) < Enc (pp,, cInd®) ; Ky + Ky; K* := Kj;
b o AQCKGenC),Open(-),Decapsz(~,-) (K*,CT*, St) ;

Output :
for SE,BE, OdE, OE : b = b;
for SP,OdP,OP : ¥ =bA(CT* ¢ S3);
for BP : bV =bA(CT* ¢ S1USs);

Figure 3.4.: CCA2-security experiment for different security notions of P-KEM.

The oracles are as defined in Table except for decapsulation oracle which additionally
stores all queried ciphertexts in S7 or in Sy in the first phase or in the second phase, respectively.
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Definition 3.4. Let II be a P-KEM with public index for predicate family Rq s, and mod €
{SP,BP, OdP, OP, SE, BE, OdE, OE} be a security model. II is called secure under adaptive
chosen-ciphertext attacks in model mod (mod-secure) if for every des € €2 the advantage
of A€ Ag_‘)IgEM with respect to des, defined by

Adv-P-KEMGCP2 (3, des) := 2 Pr [P-KEM%%Q’mOd (\, des) = 1] 1

is negligible.

3.2.3. Separation Results and Implication Results

In this subsection we prove the implication results and the separation results mentioned in
Fig. It is easy to verify that the four top down and the six rightwards relations hold
mainly by the definition of the experiments and by the definitions of the corresponding sets
of adversaries. Furthermore, three implications between the exclusion and the corresponding
penalty notions are covered by Remark from Subsection The relation BE — BP is
not covered, since in the first query phase the challenge ciphertext CT* is not defined, and
hence one cannot verify if encapsulation CT submitted by adversary to the decapsulation oracle
violates the restriction CT # CT*.

Notice that for both separation results we present counterexamples based on concrete pred-
icate families. Alternatively, one could also define properties for predicate families which are
sufficient to apply constructions in the corresponding proofs. We do not present these properties,
since they do not provide significant additional benefit. We remark that for the first construction
an exponentially large (in security parameter \) ciphertext index space is sufficient, whereas for
the second construction certain structure on the ciphertext index space is required.

OE-Security Does Not Imply OdE-Security

In this subsection we show that OE-security notion is weaker then the OdE-security notion.
The difference between the OE-security notion and the OdE-security notion is in the first query
phase. Whereas in the OE-model this phase does not exist at all, in the OdE-model the
adversary is allowed to corrupt user secret keys. To prove the stated separation, we present a
counterexample based on a natural predicate family, which points out the weakness of the one
phase notions for P-KEMs.

Consider a predicate family R for equality predicate family with X, = Y, = {0,1}", where
n = X\ and )\ is the security parameter which determines o € ¥, 0 € k. We recall that by our
convention it holds || = A. The predicate is defined by: R, (kInd,cInd) = 1 if and only if
kInd = cInd and corresponds to identity-based schemes. Furthermore, let F be a family of
injective one-way functions for domain D = {0, 1}‘8‘, where s is the key for the function. Let
Adv-Invert - 7 (A) be the advantage of algorithm Z in experiment Invertyz (\) as defined in

Subsection That is, Z has to compute a preimage of y in {0, 1})‘ defined by f < F (1’\),
T < {Oa 1}/\7 Y= f(l‘)

Theorem 3.5. Suppose F is a family of injective one-way functions and 11 is an OE-secure
P-KEM for predicate family R and a family of key spaces K. Then, there exists a P-KEM II'
for R and IKC which is not OdE-secure but is OE-secure. In particular, for every des € £ and
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3. Subtleties in Security Definitions for PE and P-KEM

every ppt A € A%I?P_KEM there is a ppt B € AgE_KEM and a ppt inverter I such that it holds

Adv-P-KEMp; 9% (X, des) < Adv-P-KEMp 5 2% (X, des) + Adv-Tnvert z 7 ()

Proof. Let II = (Setup, KeyGen, Encaps, Decaps) be as defined in the theorem, K = {K\},cy-

IT" = (Setup’, KeyGen’, Encaps’, Decaps’) as follows:

Setup’ (1’\,des) : Generate (pp,,msk) < Setup (1’\,des). Choose function f + F (1’\), index
cInd,, « {0, 1})‘, and compute Y := f (cInd,,). Choose K, < Ky, set pp, := (pp,, f, Kuw, Y),
and msk’ = (msk, cInd,,). Output (ppf{7 msk’ )

KeyGen’ (pp),, msk’, kInd) : Parse pp, = (pp,, f, Kw,Y) and msk’ = (msk, cInd,,). Generate a
secret key sk < KeyGen (pp,,, msk, kInd) and output sk’ := (sk, cInd,,).

Encaps’ (pp’,,cInd) : Parse pp). := (pp., [, Kw,Y). If f(cInd) = Y output key K, and
encapsulation CT' = (|| (cInd, 1 ) Otherwise compute (K,CT) <+ Encaps (pp,,cInd), set
CT’ :=1||CT and output (K, CT’).

Decaps’ (pp),, CT’,sk’) : Parse pp), := (pp,, f-Kw,Y), CT' = ¢||CT, and sk’ = (sk, cIndy,).
Output K, if CT = 0[| (cInd, 1*) and f (cInd) = Y. If ¢ = 1, output Decaps (pp,, sk, CT).
Otherwise output L.

Obviously, IT" is not OdE-secure since every secret key reveals cInd,, and the challenge for
this ciphertext index can be easily solved.

Next we argue that IT' is OE-secure. Intuitively, the adversary in this model cannot exploit
the modification of the scheme, since it has to commit to the challenge ciphertext index without
querying the key generation oracle. Formally, from every A = (A1, Ay) € AICT),]?P_KEM we
construct B = (B1,B2) € Ag%_KEM which simulates A and exploits its success probability
except for the case that A; outf)uts cInd® such that f (cInd*) =Y. In turn, we can construct an
inverter Z for 7, which given the challenge (f, f (z)) (where f «+ F (1*), z + {0, 1})‘) simulates
A using f and Y := f (x), and exploits the event that cInd* satisfies f (cInd*) =Y. O

The main lesson from the relation between the OE and the OdE notions is that the ability
of an adversary to collect secret keys should not be neglected without convincing arguments.
If such arguments cannot be presented, one should avoid corresponding simplifications in the
security experiment.

OdE-Security Does Not Imply BE-Security

By definition of adversaries it holds Ag_dIEEM C AE_EKEM. The adversaries in A(P)_dI?EM have the
additional restriction that they do not make decapsulation queries in the first query phase.
Consider a predicate family R of prefix predicates with X,, = Y, = {0, 1}5", where n = A
and A is the security parameter which determines o € ¥, 0 € k. The predicate is defined by:
Ry (kInd,cInd) = 1 if and only if kInd is a prefix of cInd. Note that CCA2-secure P-KEM
for R can be realized from hierarchical IBE [LW10]. Furthermore, let F be a family of
injective one-way functions for domain D = {0, 1}2"5‘, where s is the key for the function.
Let Adv-Invertz 7 (A) be the advantage of algorithm 7 in experiment Invertsz (A) as defined in

Subsection That is, Z has to compute a preimage of y in {0, 1}2')‘ defined by f < F (1’\)7
v {0,13°%, y = f(x).
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Theorem 3.6. Suppose F is a family of injective one-way functions and 11 is an OdE-secure
P-KEM for predicate family R and a family of key spaces K. Then, there exists a P-KEM II'
for R and K which is not BE-secure but is OdE-secure. In particular, for every des € Q0 and
every ppt A € A%’%E-KEM there exist ppt adversaries B, B € AgijE_KEM and a ppt inverter T

such that

Adv-P-KEMp; 3% % (X, des) < Adv-P-KEM 5» 9% (X, des) + Adv-Invert z 7 (\)
+1(\) - Adv-P-KEM{ >0 (X, des) |

where L (+) is a polynomial.

Proof. Let I = (Setup, KeyGen, Encaps, Decaps) be as defined in the theorem, K = {Ky},x-

Assume w.lo.g. that K = {Kj}, .y, Ky = {0, 1})‘ and that the encapsulations under cInd are
of the form (cInd, ct). II" constructed from II as follows:

I = (Setup’, KeyGen’, Encaps’, Decaps’) as follows:
Setup’ (1*,des) : Choose (pp,,msk) < Setup (1*,des), r = (r1,...,7m\) + {0,1}*. Define

cInd, := 1*||r and for every i € [A: kInd; = cInd; := 1°. For every i € [\ generate
(CTy, K;) < Encaps (pp,, cInd;) until the i’th bit of K; is equal r;. Choose K, <~ Ky, f < F,
and compute Y := f (r). Output the public parameters pp/, := (pp,, f, Kw,Y,CT1,...,CT))

and msk.

KeyGen' (ppj,, msk, kInd): Parse pp), = (pp,, f,Kuw,Y,CTy,...,CTy) and output the secret
key sk <— KeyGen (pp,,, msk, kInd).

Encaps’ (pp/,,cInd) : Parse ppl, = (pp,, f, Kuw,Y,CTy,...,CTy). If cInd = 1|7/ and f (') =
Y output K,, and CT’ = 1| (cInd, 1)‘). Otherwise compute (K,CT) <+ Encaps (pp,, cInd)
and output K and CT’ := 0]|CT.

Decaps’ (ppl,, CT/,sk) for CT’ = b|| (cInd, ct) : Output K,, if b= 1, ¢t = 1*, cInd = 1|/, and
f (") =Y. If b =0 output Decaps (pp,,, (cInd, ct) ,sk). Otherwise output L.

Obviously IT' is not BE-secure, since cInd,, can be revealed using decapsulation oracle on
CT,;’s. The idea of the presented construction is as follows. In order to decapsulate just one
CT; € pp,, in the first query phase, an OdE-adversary needs a key for any prefix of cIndy. If
A queries the corresponding key, it cannot use the weak ciphertext index cInd,, = 1*||r for the
challenge anymore.

Next we give a sketch of the proof that II' is OdE-secure. Formally, from every ppt A =
(A1, A2) € AQIE L\ we construct B = (By,B2) € A%}E_KEM which extends the public
parameters, simulates A and exploits its success probability except for the case that A; outputs
cInd* = cInd,,. Then, we prove that the probability for cInd* = cInd,, is negligible. Namely, we
construct an inverter Z for F, which given the challenge (f,y) generates the public parameters
and thereby computes all CT; by Encaps (1’\, cIndi). 7 wins if A outputs cInd* = c¢Ind,, = 1)‘Hr’ ,
f(r') = y. The last step is to prove that the probability for cInd* = cInd,, in the real
experiment and in the experiment with public parameters as generated by Z is the same except
for negligible probability. For this last step it is sufficient to consider hybrid distributions, one
for the modification of a single CT; which results in the reduction algorithm B’ and security
loss of [(\) =4 - A O

From the presented theorem we deduce that decapsulation queries in the first query phase
could be used to find a weak ciphertext index for the challenge. This is the main difference to
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the conventional KEMs, where the challenge is generated independently of any computation of
adversary, and hence the first query phase can be completely dropped.

From the OdE-security of the scheme IT' used in the proof we also deduce that OdE-security of
a P-KEM scheme does not necessarily imply the smoothness of the scheme (cf. Definition .
This result is in contrast to the secure conventional KEMs, which are smooth [BHK15].

BE-Security Implies SE-Security

Next we prove that BE-security implies SE-security for P-KEMs. Even though we are able to
prove this result, the corresponding reduction is not tight even for smooth schemes. Namely, the
security guaranties linearly decrease in the number of decapsulation queries of adversary in the
first query phase. In contrast, the corresponding reduction for conventional KEMs from [BHK15)]
is tight for smooth schemes.

The difference between SE-security and BE-security is in the definition of AIS;._EKEM and
AE_EKEM, since the corresponding security experiments are equal. By definition, for every
A € ApxgrMm it holds A € A%]-EKEM if and only if Pr[CT* € S3] = 0, and A € AEE(EM if
and only if Pr[CT* € S; U S2] = 0. Every adversary against the scheme in SE-model with
non-negligible advantage achieves a non-negligible advantage also in BE model as long as
p = Pr[CT* € S1] = 0. The main difficulty in the proof is to deal with adversaries with
p > 0. In order to ensure Pr[CT* € S1] = 0 we have to avoid any decapsulation queries on
CT € Cgpng* in the first query phase. The idea is to guess the number of the decapsulation
query, where the challenge index cInd* (or rather an encapsulation CT € C,p,q+) is used for the
first time. Already in this query we ask for the challenge by the own challenger. If the guess is
correct, we ensure Pr[CT* € S;] = 0 and if not, we abort without querying the challenge and
also ensure Pr[CT* € 5] = 0.

Theorem 3.7. Suppose Il is a BE-secure P-KEM for predicate family Rqys. Then, 1I is
SE-secure. In particular, for every A = (A1, As) € AR¥py and every des € Q there emist
A A" € ABE L such that

Adv-P-KEMp ™5 (X, des) < (1+ 1) - Adv-P-KEMp 5> (X, des)

INE \/ 2 (1+1) - Adv-P-KEM 025" (X, des) |

where | =1 (), delsa) is the upper bound for the mazimum number of decapsulation queries of Ay
in P—KEME%ZS (A, des). For smooth II it holds

Adv-P-KEMy % (X, des) < (I +1) - Adv-P-KEMp " >"" (), des)
+ 1 - Smthyy (A, des)

Proof. Let A = (A1, A2) € AZE L\, and des € Q are arbitrary, but fixed. Let [ = [ (), des)
be the upper bound for the number of decapsulation queries of A; in P—KEM%%Q’SE (A, des).
W.lo.g. we can assume that A; makes exactly [ decapsulation queries in this experimentf_-] Let

us first estimate the advantage of A according to the event CT* € S7, which we denote by BD:
Adv-P-KEMS#% (), des)

I 9. pr [P-KEMSCAZSE (X des) = 1] — 1

!This cannot be assumed if A; outputs | without querying the decapsulation oracle, but in this case
Pr[CT* € Si] = 0 and we do not have to change the behavior of the adversary in this case.
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—  2.Pr [P-KEM{’* (), des) = 1 A BD)|
42 Pr [P-KEMgff?’SE (A des) = 1 A BD} — (Pr [BD] + Pr[BD))
< (2 - Pr [P-KEME%ZSE (\, des) = 1 Aﬁ] _Pr @]) +Pr[BD] . (3.1)

For smooth schemes we can immediately estimate the probability for the event BD by union
bound, since it holds Pr [BD] < [-Smthy (), des). However, whereas secure conventional KEMs
are smooth as proved in [BHKI5|, this is not the case for P-KEMs, as shown in the previous
paragraph. What we prove is that for every A € A3E L\ the probability Pr [BD] is negligible
due to the BE-security of II.

Let us first prove that the first summand in is negligible. We construct an adversary
A’ = (Ay, Ay) € ABE . | which exploits the success probability of A € ASE. .| in the case that
the event BD does not occur in P- ]E(El\/[?[(l‘A2 SE (A, des). We have to ensure that the probability
that A" (and especially A}) submits CT* to the decapsulation oracle is equal zero. Whereas in
the second query phase this is trivial, the main difficulty is to prevent such a query in the first
query phase, where the challenge ciphertext index cInd* is not known. The main observation
is that the probability for the event CT* € S is equal zero if and only if A; does not query the
decapsulation oracle on CT € [Encaps (cInd*)]. A} avoids to submit CT € Cp,q+ and this way
we ensure the required property, since [Encaps (cInd*)] C Cpyq+.

In order to prevent the event CT* € S in the first query phase, A’ guesses by j < [l + 1] the
step where A; will use the challenge index cInd* for the first time. This can be a decapsulation
query (7 € [l]) or the challenge ciphertext index itself (j =1+ 1). Let us assume at this point
that j was correctly guessed and j € [I]. That is, the ciphertext index cInd; of the submitted
ciphertext CT}; is equal to the challenge ciphertext index and has not been used before. When
the j’th decapsulation query is asked by A, then A" directly asks for the challenge on cInd; and
after that proceeds the simulation of A;. If the guess was correct, A’ receives CT* already in
the j’th query and can avoid decapsulation queries on CT = CT* € C_,q* in the first query
phase. Furthermore, if j was correctly guessed, A can be perfectly simulated as long as it does
not cause BD event. In turn, if j was guessed incorrectly, A’ outputs L, and hence also avoid
the BD event. Hence, the advantage of A" compared to the advantage of A decreases only due
to the BD event CT* € S in P- KEMCCA2 SE (A, des) and by factor H% due to the guess. We
can prove that it holds

1
I+

For smooth schemes (cf. Definition we immediately get the statement in the theorem.
For the general case we construct A” = (A}, A5) € AEE .\, which exploits the event BD in

Adv-P-KEM{ 0P (), des) > (Adv-P-KEMﬁffZSE (A, des) — Pr [BD]) .

P—KEME%Q’SE (A, des). Again we use similar ideas in order to ensure that A” never queries
the decapsulation of CT* in the first query phase. However, there is an additional challenge.
Namely, A" cannot directly exploit the BD event CT* € Sy in order to break the challenge, since
the corresponding encapsulated key is not given in the query. Rather, the main observation is
that if this event occurs with non-negligible probability, then for the given ciphertext index cInd*
the probability Prk cT)«Encaps(cind*) [CT = CT*] is non-negligible. Hence, A" just generates an
additional encapsulation (K’, CT’) and then solves the challenge given the correct encapsulated
key K’ for CT* if CT' = CT*. Note that A" will not even use As. We can prove that it holds

CCA2,BE 1 2
AdV P KEMH A ()\ des) 2 m . (Pr [BD])
From this we finally deduce the statement of the theorem. O

We deduce that the security notions SP, SE, BP, and BE are equivalent for P-KEMs.
However, the reductions are not all tight, due to the security guarantees in Theorem In
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3. Subtleties in Security Definitions for PE and P-KEM

particular, the reductions for BE = SE and BE = BP are not tight even for smooth schemes.
For the implication BP = SP a tight reduction can be presented for smooth schemes, mainly
due to the fact that we do not have to avoid the BD event as in the proof of Theorem To
the best of our knowledge all practical predicate encryption schemes are smooth, and hence we
could also use the BP-model for these schemes. However, since the probability for the event
CT* € S; can always be estimated by [ - Smthyy (), des), we do not really gain any advantage
from this model.
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Fully CCA-Secure Framework in
Composite-Order Groups
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Introduction, Related Work, and Main
Contribution

Except for identity-based encryption (IBE), constructions of fully secure predicate encryption
(PE) schemes have been missing for a long time. The dual system encryption methodolo-
gy, introduced and extended by Waters and Lewko [Wat(09a, LWI10], provides fundamental
techniques to achieve fully secure PE schemes withstanding chosen-plaintext attacks (CPA).
Based on this technique, schemes for various predicates such as (hierarchical) identity-based
encryption [Wat09al, LW1(], attribute-based encryption [LWT1, [LOST10|, inner-product en-
cryption [OT10al [AL12], spatial encryption [HamIT) [AL12], and predicate encryption schemes
for regular languages [Att14a], to name just a few, have been constructed.

Although many PE schemes have been presented, constructions for new predicates have each
been built from the ground up until the following results were published. Attrapadung [Att14al
and Wee [Weel4] independently introduced generic frameworks for the design and the analysis of
PE schemes with public index from composite-order bilinear groups. These frameworks exploit
newly defined, related cryptographic primitives called pair encoding and predicate encoding,
respectively. The authors show that fully CPA-secure PE schemes can be constructed from
encoding schemes in a generic fashion, based on the dual system encryption methodology. In
doing so, they achieved many previously known and new PE schemes by development of the
corresponding encoding schemes. Both frameworks consider information-theoretical security
notions for encoding schemes, but the pair encoding framework of Attrapadung also captures
computationally secure pair encodings that lead to adaptively secure schemes for sophisticated
predicates. The approach of [Att14al [Weeld] simplifies the development of new schemes, since
the complexity of security proofs is reduced. Furthermore, the properties required to achieve
CPA-secure constructions are better understood, structured, and defined in terms of security
properties of encodings. Both frameworks were adapted to prime-order groups in [Att16], [AC16]
and in [CGW15], respectively. Overall, the research on encodings resulted in new and efficient
CPA-secure schemes for various predicates. Furthermore, we remark that recently a new pair
encoding framework was proposed in [AC17b]. The main goal of this work was to simplify the
security proofs for the pair encoding schemes themselves.

CCA-security for PKE and IBE. Even though there exist many adaptively CPA-secure PE
schemes for various predicates, only few works consider the realization of fully secure PE schemes
withstanding chosen-ciphertext attacks (CCA), the most desirable security notion in practice.
Furthermore, comparing this situation with conventional public key encryption (PKE) and
IBE, we recognize that some techniques, exploited in these contexts to achieve CCA-secure
schemes, have not yet been considered for PE. Indeed, many different approaches and techniques
have been used to construct efficient CCA-secure PKE and IBE schemes without the idealized
Random Oracle model. However, one can divide the known constructions into two classes
depending on ciphertext properties which are checked during the decryption. We consider these
two classes next and then look at known CCA-secure PE schemes.

The first approach goes back to the first efficient CCA-secure (without Random Oracle) PKE
schemes introduced in [CS98, [Sho00, [CS03] and to their generalization from [CS02]. Schemes
following this approach achieve CCA-security using a kind of consistency checks for ciphertexts
before the actual decryption. The overall idea behind consistency checks is to prevent the
adversary from being able to construct a ciphertext, which pass the consistency checks, except
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using the proper encryption algorithm. In doing so, the decryption oracle becomes useless
for adversaries, since they either know the plaintext anyway or the ciphertext is rejected by
consistency checks. Interestingly, in [BMWO5] the authors presented a CCA-secure PKE scheme
based on an IBE scheme. Their techniques are also called direct chosen-ciphertext techniques,
because in contrast to the generic transformations from [BCHKOT7] which we discuss below, the
CCA-secure PKE scheme is achieved from a particular IBE scheme in a non-generic fashion.
The direct chosen-ciphertext approach was applied to achieve efficient CCA-secure IBE schemes
from particular CPA-secure IBE schemes in [KG06, [KV08, KG09]. In the resulting PKE and
IBE schemes from [BMWO5 KG06, KG09] the form of the ciphertexts is checked before the
actual decryption as well. A further CCA-secure IBE scheme, which utilizes consistency checks,
was presented in [Gen06].

CCA-secure schemes in the second mentioned above class of PKE and IBE constructions do
not explicitly check the form of the ciphertexts. Schemes in this class can further be divided
into two groups according to the quite different techniques used to construct the corresponding
schemes. Generic transformations of CPA-secure schemes into CCA-secure schemes presented
in [CHK04, BKO05, BCHKOQT7] utilize message authentication codes (MAC) combined with a
kind of commitment schemes or one-time signature (OTS) schemes. The so-called CHK-
transformation from [CHEKO04] use OTS schemes in a specific manner. Namely, a pair (vk, sk)
of a verification key and a signing key is generated for every encryption; verification key vk
is integrated into the original CPA-secure ciphertext and this ciphertext is signed by sk. The
main idea behind this construction is that adversaries either have to forge the signature or have
to change the verification key in a given ciphertext in order to be able to exploit the decryption
oracle. The impossibility of the second adversarial approach is ensured by the CPA-security
of the underlying schemes and by an appropriate integration of vk into the ciphertext. The
transformation from [BKO05| is similar and improves the efficiency of the CHK-transformation
by utilizing a MAC and a commitment scheme instead of an one-time signature scheme. PKE
and IBE schemes achieved from these techniques verify either the signature of the OTS scheme
or the tag of the MAC before the actual decryption, but do not check the further structure
of the ciphertext. One of the main drawbacks of these so-called CHK-like transformations is
that either the verification key of the signature scheme or the commitment of the commitment
scheme has to be integrated into the original structure of the CPA-secure scheme. Namely,
in the IBE-to-PKE transformations these elements are used as the identity of IBE scheme
while in the HIBE-to-IBE transformations these components are integrated into the additional
hierarchy level. This is the main reason why schemes achieved using the non-generic direct
chosen-ciphertext techniques [BMWO05], [KGOG, [KG09], discussed above, are more efficient than
schemes from CHK-like transformations [CHKO04, BK05, BCHKOT].

The second group of schemes which do not perform explicit consistency checks of the cipher-
text origin from the CCA-secure PKE schemes from [KD04, DGKS10]. The authors construct
hybrid encryption schemes. That is, the PKE scheme is used to encrypt a random key which is
then used to encrypt the actual payload by a symmetric encryption scheme. The corresponding
approach was applied in the context of IBE in [KV08]. These works improve the efficiency of
the previously mentioned schemes from [Sho00), [CS03] and from [Gen06] using implicit rejection
of malformed ciphertexts by the utilized authenticated symmetric encryption. That is, the
form of the ciphertexts is not explicitly checked, but the malformed ciphertexts are rejected
with overwhelming probability. This last approach leads to the most efficient PKE and IBE
schemes which are proved to achieve CCA-security without Random Oracle model. We remark
that in [KV0§| the authors also presented a CCA-secure variant of the CPA-secure IBE scheme
from [Wat05]. Furthermore, the explicit consistency checks in the basic scheme from [KG09]
can also be replaced by implicit checks. However, the resulting IBE scheme has a probabilistic
decryption algorithm and is less efficient than the schemes from [KV08]. The fact that explicit
checks can be replaced by implicit rejection is indeed not obvious. The mentioned constructions
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exploit the simple structure of the ciphertext in the context of PKE and IBE in order to argue
about the result of the decryption of malformed ciphertexts. This is essential in order to analyze
the probability for the rejection in the authenticated symmetric encryption.

We conclude that CCA-secure constructions of PKE and IBE have been studied extensively.
In general, the CHK-like transformations trade off efficiency for generality. We remark, that the
CHK-transformation [CHK04] was also applied to achieve CCA-secure PE schemes constructed
from lattices [ABV™12]. In turn, direct chosen-ciphertext techniques exploit specific properties
of the underlying CPA-secure schemes and lead to more efficient CCA-secure constructions but
only for particular schemes. Finally, the efficiency of the schemes with explicit consistency
checks was further improved using implicit rejection techniques. Surprisingly, before our work
only the CHK-like transformations were known for PE schemes with sophisticated predicates,
as we explain in the following.

CCA-security for PE. The CHK-transformation [CHK04] was often proposed to be applied in
order to achieve CCA-secure attribute-based encryption (ABE) schemes (e.g. [BSW07, Wat11]).
In [GPSWO06] the authors present the corresponding construction for their selectively secure
key-policy ABE based on delegatability of user secret keys. This method was generalized
in [YAHKII] to various types of ABE and in [NP15] to predicate encryption. Even under
the variety of selectively secure ABE only few schemes satisfy the demands of these transforma-
tions (cf. [YAHKTI] INP15]). Several adaptively secure PE schemes in composite-order groups
satisfy the delegatability demands, as well. Under the fully secure PE schemes in prime-order
groups considered in [YAHKTI NP15] only the ABE schemes from [OT10a] and the inner-
product encryption schemes from [OT11] satisfy the required delegatability property. Therefore,
it seems that the applicability of the transformation from delegatability is limited despite the
generic nature of the underlying techniques. The main challenge in the application of this
transformation to PE schemes consists in the secure integration of the verification key of the
one-time signature scheme into the ciphertext. In fact, not only the ciphertexts are modified
but also the public parameters of the scheme have to support this kind of modifications and
must be extended. Furthermore, during the decryption the user secret keys are modified before
the actual decryption. Consequently, schemes achieved from delegatability suffer from strong
requirements and complex extensions. Finally, the required modifications of the user secret keys
make the resulting schemes improper for many applications when the user secret keys are stored
in a cryptographic storage and the decryption has to be performed in a secured environment.

In [YAHK11] the authors furthermore introduced a generic transformation for ABE based
on the newly defined verifiability property. This construction is also inspired by the CHK-
transformation [CHKO04] and was generalized to PE schemes in [YAST12| as well. In order
to apply this transformation, the underlying CPA-secure scheme has to satisfy the following
verifiability property: Given a (possibly malformed) ciphertext CT and two key indices, one
must be able to check if the decryption of CT using every secret key for one of the given key
indices results in the same output. The corresponding verification algorithm is used before
the actual decryption additionally to the verification of the one-time signature. Hence, on the
one hand, this transformation uses extensions of the CHK-transformation but on the other
hand it also uses explicit consistency checks. Consequently the resulting schemes suffer from
both, complex CHK-like extensions of the CPA-secure schemes and costly explicit consistency
checks due to the required verifiability property. However, the user secret keys do not have to
be modified during the decryption which is an advantage in comparison to the transformation
from the delegatability property.

If we compare the required verifiability property of [YAHKTI), [YAS™12] with the guarantees
of the explicit consistency checks used in the context of PKE and IBE we recognize that these
are related but not equivalent. Indeed, for identity-based schemes the stronger notion of public
verifiability can be achieved easily. Public verifiability means that the corresponding verification
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algorithm (alias consistency check) accepts only ciphertexts that have the correct form with
respect to the encryption algorithm. In contrast, most known fully CPA-secure PE schemes
for involved predicates are constructed using the dual system encryption methodology [Wat(09al,
LW10]. An unavoidable side effect of this technique is that there exist malformed ciphertexts
which are indistinguishable from the correctly generated ciphertexts. Hence, public verifiability
is unattainable for schemes constructed from this technique. However, for schemes in composite-
order groups, consistency checks satisfying the demands of the verifiability property of [YAHKI1
YAST12] are known. Already in [YAHKTI] appropriate checks were proposed for a slightly
modified variant of the ciphertext-policy ABE from |[LOS™10]. One of our results in this part of
the thesis is a general method for constructing appropriate consistency checks for PE schemes in
composite-order groups, which covers not only the key-policy ABE of [LOS™10| but also many
other schemes. However, only two of the PE schemes considered in [YAST12| and satisfying
the required verifiability property are constructed in prime-order groups. In fact, the authors
state that for the broadcast encryption scheme from [Wat09b] and for the inner-product en-
cryption scheme from [AL10] the techniques applied to construct verification algorithms in
composite-order groups do not seem to be enough. For these schemes the authors suggest
to provide every user with two secret keys for the same key index. Then, the user checks
whether the decryption using both keys results in the same output or not, which “indicates
that the ciphertext is invalid” [YAS™12, page 258]. For sophisticated predicates this strategy
to construct appropriate verification algorithms does not seem to be sufficient. For example,
this approach does not work for key-policy ABE where, depending on the key index, different
parts of the ciphertext are used in the decryption algorithm. Namely, a successful consistency
check as above with respect to one key index does not necessarily imply correct decryption
using a secret key for a different key index, which is required by the verifiability property. We
refer to the last part of the thesis for discussion about additional challenges by construction of
consistency checks in prime-order groups.

We conclude that despite the generic nature of the CHK-transformation, the application of
this technique in the context of PE schemes is limited for both transformation types presented
in [YAHKT1], especially for the most desirable schemes in prime-order groups. The resulting
schemes suffer from complex extensions and inappropriate properties. Furthermore, only few
PE schemes are proved to be fully CCA-secure without applying the generic transformations
from [YAHKII, [YAST12, NPT5]. To the best of our knowledge, these are the broadcast-
encryption scheme from [PPSS13] and the (index hiding) encryption for relations that are
specified by non-monotone access structures combined with inner product relations [OT10a].
The techniques from [PPSS13| are closely related to the techniques used for adaptively secure
IBE schemes and do not seem to be applicable to more complex predicates. The schemes
from [OT10a] achieve CCA-security using one-time signature schemes and their techniques are
closely related to [YAHKTI].

We finally remark that the so-called Noar-Yung paradigm [NY90, [Sah99, [DDNO03] to con-
struct CCA-secure PKE schemes exploits non-interactive zero-knowledge proofs and can be
seen as the feasibility result for the existence of CCA-secure PKE schemes based on general
assumptions. In turn, in the idealized Random Oracle model it is often suggested to apply the
Fujisaki-Okamoto transformation [FO13] presented for PKE to PE as well. These approaches
are not considered in this work.

Main Contribution

Framework for construction of CCA-secure PE schemes. In this part of the thesis we take
a significant step to close the gap between PKE/IBE and PE with respect to non-generic
CCA-secure constructions with explicit consistency checks from direct chosen-ciphertext tech-
niques [BMWO05, [KG09]. We extend the pair-encoding framework of Attrapadung [Att14al]
to achieve fully CCA-secure PE schemes. We chose this framework because of its powerful
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computational (rather than information-theoretic) security notion which allows us to capture
sophisticated predicates. In this part of the thesis we mainly focus on development of techniques
for constructing CCA-secure predicate encryption schemes, and hence extend the pair-encoding
framework in composite-order rather than the framework in prime-order groups as explained
below. Furthermore, we go beyond the dual system encryption methodology [Wat09a, LW10]
and extend the corresponding proof techniques to the context of chosen-ciphertext attacks.
Our techniques result in reduction costs that are comparable to the reduction costs of the
underlying CPA-secure pair-encoding framework [Attl4a]. The framework in this part can be
seen as a blueprint when the dual system encryption methodology and direct chosen-ciphertext
techniques [BMWO05, [KG09] are combined in order to achieve fully CCA-secure schemes. Our
framework in the third part of the thesis shows how these techniques can be adapted to
more efficient prime-order groups and results in a variety of new CCA-secure PE schemes
for sophisticated predicates that are not covered by the previously known generic CHK-like
transformations.

The main advantage of composite-order groups is the simplicity and the clearness of the
resulting constructions, which is mainly due to the special properties of composite-order groups.
Therefore, as many other works, we exploit this advantage in order to facilitate the fundamental
understanding of underlying problems which have to be solved concerning CCA-security in the
context of predicate encryption schemes for involved predicates. Our second framework on
prime-order groups is more efficient and benefits from our techniques developed in this part
of the thesis. We note that there are different techniques to transform schemes constructed in
composite-order groups to schemes in prime-order groups [Frel(), Lew12, HHH™14], but there
is no generic transformation even for CPA-secure predicate encryption schemes. As pointed out
by [Lew12] this is due to the parameter hiding property required in dual system proof techniques.
Also, in our case the composite-order framework leads to a guideline for the framework in prime-
order groups, but there is no generic transformation from schemes resulted from the framework
in composite-order groups to schemes in prime-order groups. Indeed, our prime-order framework
and especially the consistency checks used in this framework significantly differ from their
counterparts in composite-order groups presented in this part of the thesis.

Given any pair encoding scheme (with natural restrictions), secure in terms of [Atti4a],
we construct a fully CCA-secure key encapsulation mechanism for the corresponding predicate
based on newly developed consistency checks. Surprisingly, due to the pair encoding abstraction,
we achieve a semi-generic transformation and still exploit structural properties of the underlying
CPA-secure schemes. Combined with an appropriate symmetric encryption, our framework
leads to various new fully CCA-secure PE schemes through the usual hybrid construction. In
fact, for efficiency reasons, hybrid schemes are preferred to plain encryption schemes in practice.
Nevertheless, our framework can be easily adapted in order to achieve a fully functional predicate
encryption scheme directly. Furthermore, in prime-order group we present a fully functional
predicate encryption, which in turn can be adapted to a key encapsulation mechanism.

Although our extensions of CPA-secure schemes are similar to those used in conventional
PKE schemes [CS03] and in IBE schemes [KG09], the application to complex predicates as
well as the generic nature of our construction are novel for the underlying techniques. When
considering schemes in composite-order groups, we achieve simpler and usually more efficient
constructions than those obtained from CPA-secure schemes and the generic transformations
based on one-time signatures [YAHKTT] [YAST12, [NPT5]. Furthermore, we keep the advantage
of tight reductions from the original framework of Attrapadung [Att14al], and the reduction
costs of our CCA-secure construction are comparable to the reduction costs of the underlying
CPA-secure construction. This is indeed surprising and is due to our extension of the dual
system encryption proof techniques which we describe below. The only additional cryptographic
primitive required by our construction is a collision-resistant hash function, which is used to
add a single redundant group element to the ciphertext. Apart from that, we add two group

69



Introduction, Related Work, and Main Contribution

elements to the public parameters of the underlying CPA-secure scheme independently of the
predicate. The security of our framework is based on the same security assumptions as the
security of the original CPA-secure framework except for the additional assumption about the
collision-resistance of the hash function.

Moving beyond the dual system encryption methodology. Security proofs in cryptography
often consist of a sequence of probability experiments (or games) with small differences. The first
experiment is the target security experiment (CCA-security experiment in our case), whereas
the last experiment is constructed in such a way that the adversaries cannot achieve any
advantage. The task of the proof is to show that consecutive experiments are computationally
indistinguishable. This proof structure is also used in the dual system encryption methodol-
ogy [Wat09al LW10], but the modifications between the experiments are quite special. The
main idea of this technique is to define the so-called semi-functional keys and semi-functional
ciphertexts that are indistinguishable from their normal counterparts. In the proof sequence, the
challenge ciphertext and all generated keys are transformed from normal to semi-functional one
by one. In the last experiment, when all elements are modified, the challenge can be changed to
the ciphertext of a randomly chosen message and no ppt algorithm can detect this modification.

The obvious way to apply dual system encryption methodology in the context of CCA-
security is to treat keys used to answer decryption queries in the same way as keys queried by
the adversary. This strategy was followed in [OTI10a] (see discussion of this work below),
but our proof strategy diverges from it. We deal with decryption queries in a novel and
surprisingly simple manner. As an additional advantage, the reductions of the original CPA-
security proof require only a few simple modifications. The main idea is to answer decryption
queries in all games using separately generated normal keys. Our consistency checks ensure
that this modification cannot be noticed. Mainly because of our handling of user secret keys
for decryption queries we can keep the basic structure of the original CPA-security proof
of [Att14a] and achieve the previously mentioned security guaranties. We only have to add
four additional experiments: three at the beginning and one before the last game. In our last
game we show that by using the redundant element added to the ciphertext we can answer all
decryption queries without the user secret keys. The indistinguishability for this experiment is
again based on our consistency checks. Moreover, we ensure that normal and semi-functional
ciphertexts both pass our checks. Hence, even though we cannot verify whether or not a
ciphertext is a correctly formed normal ciphertext, which would contradict the property of
indistinguishable semi-functional ciphertexts, we design consistency checks that are sufficient
to achieve CCA-security. As already mentioned above, our method to construct these checks
leads to verification algorithms that satisfy the required properties of generic transformations
from [YAHKII] [YAST12].

The main advantage of our construction and our proof strategy becomes obvious if compared
to the techniques in [OT10a], where all keys are changed and the security guarantees decrease
linearly in the number of decryption queries and in the number of corrupted keys (cf. Theorem
4 in [OTI10b]). In our approach, the number of decryption queries influences the security
guarantees only negligibly. In realistic scenarios, the number of decryption queries is usually
assumed to be much larger than the number of corrupted keys. Hence, our approach results in
smaller security parameters, which additionally increases efficiency.

Organization. In Chapter [4] we present our fully CCA-secure framework in composite-order
groups and explain the proof techniques. The formal security proof is presented in Chapter
We remark that the results presented in this part are published in [BL16b].
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4. Background, Construction and Intuition

This chapter is organized as follows. First of all, in Section [4.1] we state the required prelimi-
naries, define the security assumptions and specify the security definition based on the analysis
from the previous part. Then, in Section we introduce the additional requirements on pair
encodings needed to apply our framework presented in Subsection Furthermore, in the
subsequent Subsection we give a high level intuition behind the consistency checks and
explain the required properties. In this subsection we also define the semi-functional algorithms
which are essential for the proof.

4.1. Preliminaries

4.1.1. Composite-Order Bilinear Groups

In this subsection we briefly recall the main properties of composite-order bilinear groups
(cf. [LWI0]). We define the security assumptions with respect to a ppt algorithm G, called
composite-order group generator, which takes as input a security parameter 1* and outputs a
description GD of bilinear groups. Consequently, the security of our framework is proved with
respect to G. We require that group generator G on input 1" outputs group description

GD = (p1>p27p3a (97G) ,GT,G) ’

where p1, pa, p3 are distinct primes of length A\, G and G are cyclic groups of order N = pipaps,
g is a generator of G, and function e : G X G — Gr is a non-degenerate bilinear map: i.e., e (g, g)
is a generator of Gt and e (g“, gb) =e(g, g)ab for all a,b € Zy. The prime numbers are crucial
for the security of the schemes and are not made public. Hence, we denote by GDy a restricted
description of bilinear groups corresponding to GID, where the prime numbers are replaced by
N. We require that the group operations as well as the bilinear map e can be evaluated in
polynomial time with respect to A given the restricted description GD .

Group G can be decomposed as G, x G, X Gy, where for every prime p; ‘ N we denote by Gy,
the unique subgroup of G of order p;. Let g; be an arbitrary but fixed generator of G,,. Every
h € G can be expressed as ¢7" g52g3*, where all a;’s are uniquely defined modulo corresponding
pi’s. Hence, we will call g the Gp, component of h. Notice that, e.g., g"'P? generates G,,, and
hence given the factorization of NV we can pick random elements from every subgroup of G. A
further important property of composite-order bilinear groups is that for p; # p; and h; € Gy,,
hj € Gy, it holds e (h;, hj) = 1g,. Namely, let pj be the third prime, then h; can be written as

a-p;- b, - N a-b-py
g*PiPk and analogously h; = ¢”Pi'Pk. Hence, e (h;, hj) = (e (9,9) =1g,-

We will also use the following common notation for vectors of group elements. In this part
of the thesis we do not distinguish between row and column vectors. It will be always obvious
from the context which computations we mean. Let g, h,r7 € G, v,w,u € Z%, and E € ZlfVXd
for k,d € N. We denote by g the vector (¢!, g%,...,¢%) € GF. Furthermore, we define

v+w

g - g% = g"t, (¢°)F := ¢¥'F, and
k

e(g, h*) =[] e(g", n*)

=1
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Hence, it also holds

k

e(g® h ) = TJe(g" v -r) = e(g”, k™) -e (g%, 1)
=1

Furthermore, given ¢g¥ and FE one can efficiently compute each component of (g”)E € G
Namely, the 7’th component of v - E is Zle v; - €;,5, and hence the j'th component of (g”)E
can be computed by

k
e T e s
|I w—g i=1Yi'Ci,j

=1
We furthermore define the following notational convention. Let G be a group of composite
order N and H be a subgroup of G, then we denote by h < H a random choice of a generator
of H. As explained above, a random element of H can be efficiently chosen if the factorization
of N is known.

4.1.2. Security Assumptions

In this subsection we define three so-called Subgroup Decision Assumptions used to prove the
security of our construction. We use exactly the same assumptions as the original CPA-
secure framework [Attlda]. See also [LWI0] for validity of these assumptions in the generic
group model. Let G be a composite-order group generator. The first step of the probability
experiments presented in Fig. is always G = (pl,pg,pg, (9,G),Gr, e) +~ G (1)‘).

SD1(\): g1+ Gy, g3 Gy,
= (GDN,g1,93), Zo <+ Gp,, Z1 4 Gppp, -
SD2(\): g1,X1 + Gy, X2, Yo Gp,, ¢3,Y3+ Gy, ,
D .= (GDN,gl,XlXQ,YQY},,gg), 20 Gpips, 21+ G .
SD3(\): g1+ Gy, 92, X2, Y2 Gyp,, g3 Gp,, a,5 Zy
= (GDn, g1, 97 X2, 9}Y2, 92,93), Zo < Gr, Z1 :=e(g1,91)"

*S

Figure 4.1.: Subgroup Decision Assumptions.

Note that due to our notational conventions, all group elements chosen in the experiments are
generators of the corresponding groups. For example, in experiment SD1 it holds Z; = gf, gg,
where g and g are arbitrary generators of G,, and G,,, and a # 0 (mod p1), b # 0 (mod ps).
Formally, this differs from the usual form of subgroup decision assumptions used in the previous
works, where chosen group elements are, strictly speaking, not necessarily generators of the
corresponding groups. But indeed, this is only a technical convention, since one can easily
prove that the distributions are statistically close. We introduce our convention in order to
avoid formally incorrect statements.

The advantage of A in breaking experiment SDi (\) is defined as

AdvPP (N) := |Pr[A(D, Zo) = 1] — Pr[A(D, Zy) = 1]| ,
where D, Zy and Z; are as defined in SDi ()).

Assumption 4.1. We say that G satisfies Assumption SDi if for every ppt algorithm A function
AdvSP? ()) is negligible.
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The following lemma was implicitly proved in [LW10] (cf. Lemma 5 in [LW09]). This lemma
states that under Assumption it is computationally infeasible to compute a non-trivial
factor of N.

Lemma 4.1. There exists a ppt algorithm A with
A0 < [FeA D201 1) A1 1

where D, Zy, Zy are distributed as defined in Ezperiment[SD2|, and F' is a non-trivial factor of
N (N is defined by GDy € D).

Proof. See the proof in Subsection O

4.1.3. CCA Security Definition for P-KEMs

In this subsection we present the security definition which is used in the formal security proof
for our framework. This definition is slightly adapted from the definition in Chapter 2l Namely,
as explained in Remark we can assume that A never aborts in the first query phase. In
the proof we consider slightly modified distributions. Those parts of the experiment which will
be changed later are framed and numbered.

Let IT be a P-KEM for predicate family Rqy, and family I = {K,} of key spaces. The full
(adaptive) security experiment aP- KEMCCA2 (A, des) against adaptive chosen-ciphertext attacks
between challenger C and adversary A is deﬁned next. In this experiment, index 7 denotes the
number of a covered key generation query and kInd; denotes the key index used in the query
with number ¢. W.l.o.g. we assume that A uses index ¢ in the oracle queries only after the i’th
query to the covered key generation oracle. Furthermore, due to the analysis from Chapter [2] we
always assume that all inputs of oracles are syntactically correct and for every CT submitted
to the decapsulation oracle it holds CT € Ccrnq € Cpp, and Ry (kInd;, cInd) = 1, where 4 is the
index specified for the decapsulation query. W.l.o.g. we can also assume that A never asks for
the decapsulation of CT* in the second query phase. That is, we use the SE-model as defined
in Chapter 2

The advantage of A in security experiment aP- KEMCCA2 (A, des) presented in Fig. is
defined as

1

Adv-aP-KEMfi 73 (A, des) := Pr [aP-KEMpy7¢* (A, des) = 1] — .

Definition 4.2. A predicate key encapsulation mechanism II for predicate family Rq x is called
fully (or adaptively) secure against adaptively chosen-ciphertext attacks (or CCA2-
secure) if for every des € Q) and every ppt adversary A the function Adv-aP- KEMCCA2 (A, des)
is negligible in .

4.2. Fully CCA-Secure Framework

4.2.1. Additional Requirements of CCA-Secure Framework

In this subsection we present additional properties of pair encoding schemes, that are sufficient
to achieve CCA-secure P-KEMs using our framework. First of all, as in the underlying CPA-
secure framework [AY15], we require normality of pair encoding P, a very natural restriction
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aP-KEM{% (X, des)

Setup : C generates @ [(msk, pp,) < Setup (1A, des)} and starts A on input (1)‘, ppn).

Phase I: A has access to the following oracles:

CKGen (kInd;) for kInd; € X,: Challenger C generates a secret key for klnd;
(2) [skz- + KeyGen (msk, kIndi)] , stores sk;, and returns nothing.

Open (i) for i € N: C returns . We call the corresponding key index kInd; of sk;
a corrupted key index.

Decaps (CT, i) with CT € Ccnq € Cpp, and @ € N: Challenger C returns the
decapsulation [Decaps (sk;, CT)] .

Challenge : A submits a target ciphertext index cInd* € Y, such that for every
corrupted key index kInd it holds Ry (kInd,cInd*) = 0. Challenger C computes
(%) [(KO,CT*) < Encaps (cInd*)] , chooses K; < K, flips a bit b + {0,1}, sets

(6) , and returns the challenge (K*, CT*).

Phase IT: A has access to the following oracles:

CKGen (kInd;) for klnd; € X,: As before, challenger C generates a secret key
) [ski + KeyGen (msk, kIndi)] , stores sk;, and returns nothing.

Open (i) for i € N such that R, (kInd;, cInd*) = 0: C returns ® (sk;) .

Decaps (CT, i) with CT € Cepg € Cpp,, CT # CT* and ¢ € N: Challenger C returns
the decapsulation [Decaps (ski, CT)] .

Guess : A outputs a bit ¥’ € {0,1}. (19) [The output of the experiment is 1 iff ¥’ = b} .

Figure 4.2.: CCA-secure experiment for the framework in composite-order groups.

which is one of the restrictions of regular encodings from Definition This property was
also used in [AC16].

Next, we formally define the second required property, which we call the verifiability property.
As mentioned before, we have to check the form of the encapsulation to a certain extent in order
to achieve CCA-security. The verifiability property itself does not ensure the CCA-security and
has to be considered in the context of our extended framework. Hence, for the intuition behind
this property we refer to the discussion in Subsection We notice that in Theorem we
will state that all regular pair encodings schemes are verifiable according to our definition.

Let Rq x be a domain-transferable predicate family, G be a composite-order group generator
and A € N be a security parameter. Let GD = (p1,p2,ps, (9,G) ,Gr,e) € [G (1/\)] and GDy be
the corresponding restricted group description. W.l.o.g. we assume that G is compatible with
Raq,x — that is, N € ¥ for every GD € [Q (1’\)}.

Recall that whenever k € Q x X, klnd € X, and cInd € Y, are obvious from the context,
the following values are also defined n = Param (k), (k, mg2) = Encl (k,kInd), m; = |k|, and
(c,w2) = Enc2 (k, cInd), w; = |c|.

Definition 4.3. (Verifiability) P is called verifiable with respect to G if it is normal and there
exists a deterministic polynomial-time algorithm Vrfy that given des, GDy (which define k =
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(des, N)), a generator g, € G,,, gt € Gyp,, kInd € X,; and cInd € Y, such that Ry (kInd, cInd) =

1, E € [Pair (k, kInd, cInd)], and C = (C1,...,Cy,) € G** outputs 0 or 1 such that:

Completeness: The output is 1 if there exist s € Zy and s € Z}? such that the G,, components

of the elements in C' are equal to gf(s’s’h).

Soundness: If the output is 1, then for every a € Zy, r € Z}? it holds:

e (gf(“’r’h)'E,C> =e(g,C1)* . (4.1)

The intuition behind our verifiability property will be clear when the framework is presented;
hence, we refer to Subsection for a detailed explanation. Nevertheless, let us state the
following lemma.

Lemma 4.4. Suppose pair encoding P is normal and there is a ppt algorithm Vrfy that outputs
1 if and only if there exist s € Zn and s € Z\? such that the Gy, components of C' are equal to

gf(s’s7h), Then, P is verifiable.

Proof. Due to normality of P the G, component of C is equal gi. Hence, the soundness
property is satisfied due to the correctness of the pair encoding scheme, which ensures that for
every E € [Pair (s, kInd, cInd)] it holds k (a, 7, h) - E - ¢(s,s,h) = - s and consequently

o (gf(a,r,h)'E’ C) e (g{c(a,r,h)-Ev gf(s,s,h))

= e (g1, 0 ) (a,r,h)-E-c(s,s,h)

(
=e(91,01)""°
=e(g91,01)"

where the first equation holds because the G,, and the G,, components of C disappear since
the first input of the pairing does not contain the G,, and G,, components. 0

A verification algorithm that satisfies the property in the lemma is indeed sufficient, but the
property stated in the claim is not required. Nevertheless, this lemma gives the main idea of
how to construct such an algorithm. See Section for more details and for constructions of
appropriate verification algorithms.

4.2.2. Fully CCA-Secure Framework

In this subsection we present our framework for constructing fully CCA-secure P-KEMs from
pair encoding schemes. We note that it will be not necessarily obvious from the following
definitions of the algorithms that the computations related to encodings can be performed in
polynomial time. The form used in the definition simplifies the description of the algorithms
and in the correctness proof we will show that all algorithms are indeed ppt algorithms.

Let P be a verifiable pair encoding scheme for domain-transferable predicate family R 5 and
Vrfy be the algorithm from Definition Let G be a composite-order group generator, and H
be a family of collision-resistant hash functions as defined in Subsection We require that
a hash function from H chosen by h + H (1)‘) works on domain Y, x GPY(M) and has range
Zy, where N is of length A. Formally, we require a collision-resistant hash function with range
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Zy and a canonical binary representation of elements Y, x GP°¥(N) . We abstract from these
technicalities.
A P-KEM II for Rq x is defined as follows:

Setup (1)‘, des) for des € Q : generate GD = (pl,pg,pg, (9,G) ,GT,e) ~Gg (1’\), g1 < G,, and
g3 < Gpy. Set k= (des, N), where N = pipap3. Compute n := Param (k), pick h < Zy ,
and compute g{‘. Choose a,u,v + Zp, and set Y := e(g1,91), U1 := g¥, and V} := g}.

Choose H + H (1)‘) and output msk := « and pp,, := (des,GDN,gl,g?, Ui, Vi,93,Y, H)

KeyGen (pp,,, msk, kInd) : If kInd ¢ X, return L. Compute (k,m2) := Encl (k, kInd) (let

my = |k|). Pick r < Z*, Rz + G}', and compute K := gf(mSk’r’h) - R3. Output sk :=
(kInd, K).
Encaps (pp,.,cInd) for cInd € Y, : Compute (¢, w2) := Enc2 (x,cInd) (let w; = |¢|). Pick
s < Ly, s < Z3?, and compute C := gf(s’s’h) = (C1,...,Cy, ). Compute
t:=H(cInd, e (g1,C1),...,e(g1,Cw,)) € Zy (4.2)

and C” := (U} - V1)". Set CT := (cInd, C,C"), K := Y*, and output (K, CT). The ciphertext
space for cInd € Y, is Cepng := {cInd} x G¥1+1,

Note that, given CT € C.nq, the corresponding hash value can be computed efficiently. We
denote by HInput (CT) the input of the hash function as defined in (4.2]).

Decaps (pp,,, sk, CT) : Parse sk = (kInd, K). Output L if CT ¢ Cinq € Cemmg- Otherwise
parse CT € C¢pmq by CT = (CInd, Co, 8, C”). Output L if R, (kInd,cInd) # 1. Compute

t := H (HInput (CT)) and E < Pair (s, kInd, cInd). Output L, if one of the following checks
fails:

e(C",q1) =e(CL,UL- V1) (4.3)
e(C”,g3) =1 and Yiepy : € (Cirgs) = 1, (4.4)
Vrfy (des, GDy, g1, g, kInd, cInd, E,C) = 1, (4.5)

where wy = |C|. Otherwise, output K := ¢ (K¥,C).

In comparison to the original CPA-secure framework of [AttI14a] we only add the hash function
H and the group elements Uy, Vi € G to the public parameter. The user secret keys are not
changed at all. The encapsulation is extended by a single group element C” € G. The checks in
, and are new in the decapsulation algorithm. We call these checks consistency
checks or wverification checks and explain them in more detail below.

Correctness is based mainly on the correctness of pair encoding and the completeness of the
verification algorithm. Since it is important to understand the functionality of the scheme before
we explain our extensions, we first consider the correctness of the scheme.

Correctness of the Framework

In this subsection we first show that the algorithms of our framework, especially the key
generation algorithm and the encapsulation algorithm, are ppt algorithms with respect to the
security parameter. Then we present the correctness proof for our construction.
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Lemma 4.5. (Key computability) For every security parameter A € N, every composite-
order group description GD = (pl,pg,pg, (9,G) ,GT,e) € [g (1)‘)] and every des € ) one can
efficiently compute

k(a,r,h
91( ) ¢ G

given GDy, g1 € Gy, g{L € Gy, a € Zn (or g%), and v € Z\y*. Here, N = pipap3, GDy
is the restricted description of GD, k = (des, N), n = Param (), kInd € X, is arbitrary,

(k,m2) = Encl (k,kInd), and my = |k|.

Proof. Due to the restrictions on polynomials, for every 7 € [m1] the polynomials in k are of the
form k, = a, - X4+ Zie[mg] (am- - Xy, + Zje[n} arjj - Xp; - XTZ). Hence, given the coefficient of
the polynomials (given by Encl (k, kInd)), we can compute for every 7:
ke (a,r,h » Yicfmg) @riTi hj\ 2=i€mg) 0T T
9, (o ):(g?)a g €[m2] . H (glj) 2
j€ln]
_ 00t Dicimg) (ari it E e ari g hy i)
=9 .
This proves the lemma. O

The following lemma and the proof are analogous for the encapsulation algorithm.

Lemma 4.6. (Ciphertext computability) For every security parameter A € N, every group
description GID = (pl,pg,pg,(g,((}) ,GT,e) € [g (1)‘)] and every des € ) one can efficiently

compute

c(so,s,h
gl( 0 ) c Gz)ll ,

gwen GDx, g1 € Gy, g{‘ € Gy, so € Zn, and s € 75 . Here, N = pipaps, GDy is the

restricted description of GD, k = (des, N), n = Param (k), cInd € Y, is arbitrary, (c,ws) =
Enc2 (k,cInd), and w; = |c|.

Proof. Due to the restrictions on polynomials, for every 7 € [w;] the polynomials in ¢ are of
the form ¢, = Zie[wz]o (bm - X, + Zje[n] brij - X, -XSZ). Hence, given the coefficient of the

polynomials we can compute:

cr(s0,8,h) Zie[wg]o br i h; Zz‘e[wQ]O br,i,j-si
91 =0 ) 91

Jj€ln]
_ gzie[wz]o(bm'sﬁzje[n] briyjohisi)
=g, .

This proves the lemma. O

Next we present the correctness proof for our framework.
Proof. (Correctness of P-KEM II achieved using the framework) The elements from g?(mSk’r’h)
can be efficiently computed from g7, msk, and = due to Lemma Analogously, the elements
from gf(s’s’h) can be computed due to Lemma Furthermore, since K € G™!, the elements
of K¥ € G can be efficiently computed one by one as described in Subsection
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Let A € N, des € 2, and (msk, (des,G]D)N,gl,g{l,Ul,Vl,gg,Y,H)) € [Setup (1’\,des)] be
arbitrary but fixed and let k = (des, N). Furthermore, let kInd € X,; and cInd € Y, be arbitrary
but fixed such that R, (kInd,cInd) = 1. In turn, let sk = (kInd, K) € [KeyGen (msk, kInd)]
and (K,CT) = (K, (cInd,C,C")) € [Encaps (cInd)] be arbitrary. Suppose K = Y for some
s € Zy. Then, by construction, there exist r € Zy?, s € Zj?, and R3 € G}}' such that

K = gf(mSk’T’h) ‘R3, and C = gf(s’s’h), where h (mod p;) is defined by gf* € pp,.. Furthermore,

by construction C” = (U? - Vl)s, where ¢ is the hash value for the encapsulation as defined in
the algorithm Finally, by the normality of pair encoding it holds Cy = g¢5.

The decapsulation algorithm computes E < Pair (k, kInd, cInd). The checks in
are satisfied since the elements in C and C” do not contain G, components. The check in
is satisfied due to the form of C; and C”:

e (C”,gl) —e (gbgl)(u.t-i-v).s —e (Cla Uf . Vl)

The check in (4.5) is satisfied since Vrfy outputs 1 due to its completeness property.
All consistency checks are satisfied, and hence the decapsulation algorithm outputs

e (KE; C) = e ((gf(mSk’TVh) : R3)E 7g11:(8787h))

= e (91,gl)k(mSk’T’h)’E’c(s’s’h) =e (gbgl)mSk's =K,

where in the second step R3 disappears since C' does not contain G,, components, whereas the
third equation holds due to the correctness of the pair encoding scheme. Hence, the predicate-
based key encapsulation mechanism II is correct. O

4.2.3. Intuition Behind the Consistency Checks

In this subsection we provide a high-level explanation of why the consistency checks render the
decapsulation oracle useless to any ppt adversary. Our explanation in this section leaves out
many important details of the formal proof.

Assume for a moment that A queries the decapsulation oracle on CT = (cInd,C,C") €
Ccina such that the group elements of CT contain only the Gy, components and CT passes

the consistency checks. Let sk = (kInd, K) = (kInd, gf(mSk’r’h) 'Rg) be the user secret key

generated for this query. Under the mentioned assumption and especially since CT passes

the check in (L.F)) it holds e (K¥®,C) = e (g1, C1)™*. Hence, the output of the decapsulation

algorithm will be e (g1, C1)™* = Y*, where Y € pp,, and s is defined by the G,, component

g; of Cy. Next, our additional element C” and the consistency check in guarantee that
s is known to A, since otherwise A would not be able to compute C”, which passes the check
in (4.3). That is, element C” is a kind of proof of knowledge for the exponent s. But then, A
knows Y and s and can compute Y?®, which makes the decapsulation oracle useless.

We still have to justify the assumption that the elements in CT contain only the G,
components. The remaining checks in guarantee that the elements of CT contain no
Gp, components. Then, essentially the subgroup decision assumptions ensure that the group
elements in CT does not contain G, components. The main difficulty in the security proof will
be to prove this statement formally.

The following lemmata are important for the security proof. Lemma [4.7] shows that due to
the consistency checks in and in , there is no difference which normal key is used in
the decapsulation algorithm for reconstruction of the encapsulated key.
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Lemma 4.7. Let A\ € N, dese€ Q, (msk,pp,) € [Setup (1’\,des)], kind € X, cInd € Y,
be arbitrary such that it holds Ry (kInd,cInd) = 1. Furthermore, let sk = (kInd, K) €
[KeyGen (pp,, msk, kInd)|, E € [Pair (s, kInd, cInd)], and CT € Ccg be arbitrary such that
CT passes the consistency check in with respect to E and also passes the consistency

checks in . Then,
e(K¥F,C)=Y",

where Y € pp,. and s (mod p1) is defined by the G,, component g7 of Cy € C.

Proof. Let (k,ms) = Encl (k,kInd), m; = |k|, and (¢, w2) = Enc2 (k, cInd), w; = |¢|. It holds
CT € C¢pnq and we can parse CT = (cInd, C,C"), where C € G** and C” € G. Furthermore,
sk € [KeyGen (pp,, msk,kind)], and hence there exist r € Zy* and R3 € Gp' such that
K = gf(mSk’r’h) - R3, where g{l € pp,.. Due to the consistency checks in (4.4) the group elements
in C' do not contain G, components. We deduce that it holds:

e (KE7C) — e ((gf(msk,r,h) 'R3>E ’ C>

— 0 (g{c(msk,r,h)-E’ C)

Furthermore, CT passes the consistency check in (4.5)), and hence by the soundness property

of [Vrfy] it holds:
e (gf(msk,’l‘,h).E, C> —e (gl’ Cl)mbk 7

where C] is the first element of C. By definition of it holds Y = e (g1, 91)™" € pp,. and
consequently
e(KE,C)=Y"*,

where s (mod pp) is defined through the G,, component g§ of C;. This finally proves the
lemma. O

Lemma is essential for the following lemma, which states that the output distribution of
Decaps (pp,, sk1, CT) and Decaps (pp,, ske, CT) are identical for every CT € {0,1}" as long as
ski and sky are correctly generated normal secret keys for the same key index.

Lemma 4.8. Let A\ € N, des € Q, (msk,pp,.) € [Setup (1)‘,des)], kind € X;; be arbitrary.
Furthermore, let ski,ske € [KeyGen (pp,,msk,kInd)], and CT € {0,1}" be arbitrary, too.
Then, the output distributions of Decaps (pp,,ski, CT) and Decaps (pp,,ski, CT) are equal.
In particular, for every k € Gp U{L} it holds

Pr [K =k : K < Decaps (pp,., ski, CT)] = Pr [K = k : K « Decaps (pp,., ska, CT)] .

Proof. Let A € N, des € Q, (msk,pp,) € [Setup (1’\,des)], kind € X, secret keys ski,sky €
[KeyGen (pp,, msk, kInd)], and CT € {0,1}" be arbitrary, but fixed. Let sk; = (kInd, K1),
sko = (kInd, K2). We consider only the case that there exists an index cInd € Y, such that
CT € Ccpq and Ry (kInd, cInd) = 1, since otherwise the decapsulation algorithm will
output L independently of the secret key. Hence, we can parse CT = (cInd, C,C"), where
C e G" and C" € G.
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Both probability distributions are over the random choice of E < Pair (k, kInd, cInd). The
choice of E € Z}'*™" depends on kInd, but is independent of the concrete secret key for kInd.
Hence, every E € [Pair (k, kInd, cInd)] is chosen with the same probability in both cases. Let
E € [Pair (k, kInd, cInd)] be arbitrary, but fixed. We claim that independently of the concrete
secret key, the result of the decapsulation algorithm using E will be the same. This will
immediately prove the lemma.

It is important to notice that for a fixed E the consistency checks are deterministic. In
particular, Vrfy is a deterministic algorithm by definition. Furthermore, if one of the consistency
checks fails, the output of the decapsulation algorithm will be L independently of the concrete
secret key. Hence, it remains to consider the case that CT = (cInd, C, C") passes all consistency
checks. In this case we can apply Lemma [4.7] and deduce from the definition of that it
holds:

Decaps (pp,., ski,CT) = e (K{’j, C)=Y°=e (Kf, C) = Decaps (pp,, ska, CT)

where Y € pp, and s (mod p;) is defined by the G,, component g§ of C; € C. This finally
proves the lemma, since every E is chosen with the same probability in both probability
distributions, as explained above. O

In summary, we state that the consistency checks in and in ensure that the output
distribution of the decapsulation algorithm is the same for every correctly generated normal user
secret key. Furthermore, all consistency checks together ensure that the decapsulation oracle is
useless for a ppt adversary, since it either knows the results of the decapsulation or will be not
able to compute a ciphertext, that passes all consistency checks.

4.2.4. Semi-Functional Algorithms

The following semi-functional algorithms are basically from [Att14a] and are essential to prove
the adaptive security of the original and our extended framework. The main idea is to extend the
keys and the ciphertexts with components from the G,, subgroup. These modifications cannot
be noticed by a ppt adversary, mainly due to the subgroup decision assumptions and since the
public parameters do not contain a generator of G,,. We extended the algorithms from [Att14al
by semi-functional components for our additional elements in the public parameters (U, V1)
and in the encapsulation (C”).

SFSetup (1)‘, des): Generate GD = (pl,pg,pg, (9,G) ,GT,e) — G (1)‘), and (msk, pp,) <«
Setup (1>‘, des; GD), g2 < Gp,, h « Ly, and tg, 0y = Zp,. Output the master secret and the

public parameter as well as the semi-functional components (msk, PP, 92, fL, U, 62).
We explicitly notice that g2 is a generator of G, by our convention.

SFKeyGen (IA,ppn,msk,kInd,type, Q, g2, ﬁ) for & € Zn, type € {1,2,3}: Generate a key by
(kInd, K1) < KeyGen (msk, kInd), pick # = (1, ...,7m,) < Zy?*, and compute

k(0.7h) .
gQ( ~h) if type =1
K = k(amh
K = o (a:7h) if type = 2
g;c(a,0,0) if type=3 .

Set K := K1 - K and output a semi-functional key sk := (kInd, K).

SFEncaps (1’\,ppmcInd,gg,fL,ﬁg,fJg): Choose s « Zpy and generate (K, (cInd,C1,.)) <«

c(§,é,fL)

Encaps (cInd; s). Choose § < Zy, § < Zj3? and compute C = o . Next, set C :=
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C:-C, compute the hash value ¢ = H (HInput (cInd, C, ) and C” := (Ut-W)* (ggﬂ . gg’2>s.
Output key K and CT = (cInd, C,C") € Cipg-

Notice that all semi-functional components of user secret keys and of the ciphertexts can be
computed in the same way as the corresponding normal components using go and g% instead of
g1 and gl

Remark 4.9. Note that differently from [Att14a)], we define the semi-functional common elements
iLl, ceey iLn, U2, and ¥2 as uniformly distributed elements in Zj,, instead of Zx. All these elements
are used only in the exponents of go € G,,, and hence by Chinese Remainder Theorem, we did
not change the distributions of the user secret keys and the distributions of encapsulations.
However, our variant simplifies the argumentation in the proofs.
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5. Security of the Framework and the
Extended Proof Technique

In this chapter we present the security proof for our framework from the previous chapter.
Therefore, we especially go into detail of our proof technique, which adapts and extends the
dual system encryption methodology [Wat09al, LW10] to the case of CCA-security.

5.1. Main Theorem and an Overview of the Proof

In this section we first state our main theorem and then explain the proof technique.

Theorem 5.1. Let II be the P-KEM from Section [{.2.9. Suppose that the subgroup decision
assumptions from Section[].1.9 are correct, the underlying pair encoding scheme P is selectively
and co-selectively master key hiding, and H is a family of collision-resistant hash functions.
Then, 11 is fully CCA2-secure with respect to Definition [{.2. In particular, for every des € Q
and every ppt algorithm A, there exists a negligible function negl and there exist ppt algorithms
By, ..., Bs with essentially the same running time as A such that for sufficiently large X\ it holds

Adv-aP-KEM{? (A, des) < Advifs, (V) + Advg)! (A) + Advi?® (A)
+ (2q1 +4) - AdvED? (A) + AdvR g (A, des)
+q1 - Advg}\g? (A, des) + q;ed +negl ()\) ,

where q s the number of keys that are corrupted in Phase I and qgec1 s the mumber of
decapsulation queries in Phase 1 of experiment aP KEMCCA2 (A, des).

For simplicity, we collected some negligible terms such as p% < 2% in negl (A). It is important

to notice that the number of decapsulation queries from Phase I only appears in the term qdﬁl
and decreases the security guarantees only negligibly. Furthermore, in comparison to the CPA-

secure framework of [Att14a] we only lose the additional terms AdV%RB1 (\) and AdvSD2 (N).

’ /
GReal Gresu Cres@ Cp  Go0,3 Gk—1,3 Gk,1 Gk,2 Gr,3 q1.3 Cq1+1 Cq14+2 G143 S4143 Grinal

0—0—0—0—0>»0—0—0—0+>0—0—0—0—0—0

CRy SD2 SD1 Vrfy SD2 CMH SD2 SD2 SMH SD2 SD2 SD3

Figure 5.1.: Proof structure for the framework in prime-order groups.

The structure for the proof of Theorem is presented in Fig. The nodes represent
different probability experiments. In Table the modifications between the probability
experiments are defined. These modifications are explained in detail in the corresponding proofs.
The first experiment Grea is the target experiment aP- KEMCCA2 (A, des) from Fig. and the
last experiment is constructed in such a way that the advantage of every adversary is zero. The
edges represent reduction steps and their labels the underlying security assumptions, except for
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5. Security of the Framework and the Extended Proof Technique

the edge labeled with Vrfy. The corresponding proof is based on the verifiability property of
the pair encoding scheme. In the proof we show that no ppt algorithm can distinguish between
any pair of consecutive experiments. The formal proof of Theorem is given in Section [5.2
Here, we explain the main steps of the proof and the proof technique.

GresH: | Modify |\10 Output is 0 if there is a collision for H
Gresq: | Modify Output 0 if A implicitly found a factor of NN.
a: Modify 2 (msk, PP, 92, h, U9, 172) + SFSetup (1’\, des)
Modify [(5) (Ko, CT*) ¢ SFEncaps (cInd*, go, h, @ia, @2)
Gos Modify*4 |i>| sk! < KeyGen .(msk, kInd;), Decaps (skg, CT)
’ Change Generate keys in Open oracle.
aj < 2Ly,

(SFKeyGen (msk, kInd, 3,6, go, ) if j < k

. Sy (1)) N
G Modify sk; < ¢ SFKeyGen (msk, kind, 1, _, g2, h> if j=k
KeyGen (msk, kInd) if j >k
dj — 7y,

(SFKeyGen (msk, kInd, 3,4, 5, )  if j <k

. e [(3) R
Grat | Modify sk; < { SFKeyGen (msk,klnd,Q,dj,gg,h> if =k

)

KeyGen (msk, kInd) it j >k
dj — Zn,
Grs: | Modify 3 © {SFKeyGen (msk, kInd, 3, &, g2, ) if j <k
! KeyGen (msk, kInd) if j >k
Gg +1: | Modify (8) SFKeyGen (msk, kind, 1, _, g2, ﬁ)
Gypo: Insert & < Zy at the beginning of thxse 11
Modify [® SFKeyGen (msk, KInd, 2, &, go, h)
Ggi+3: | Modify [® SFKeyGen (msk, kInd, 3, &, g2, -)
;| Insert Xo < Gy, in the Setup phase
@+3" | Modify ()] @l Check consistency, return e (ginSk - Xo, C’l)
Grinal: | Modify [\ K* « G

Table 5.1.: The probability experiments for the framework in composite-order groups.

The structure of the proof for our CCA-secure construction is similar to the structure of the
proof for the CPA-secure construction of [Attlda]. Experiments Gyest, Gresq, Gy, and G;l 43
as well as the four reduction steps denoted by bold edges in Fig. are new. The remaining
experiments and reductions are from the original CPA-security proof from [Att14a] and require
only simple extensions.

Our first reduction Ggrear — Grest is based on the security of the family of collision-resistant
hash functions. In the second reduction Gresi — Gresq We separate failure events which enable
us to find a non-trivial factor of N, which violates Assumption by Lemma This
reduction is an extension of the first reduction step from [AttI4a]. These two steps are of a
technical nature. Our additional games G{, and th 13 and the corresponding new reductions
Gp — Go and Gg,+3 — Gy, 3 are the most important parts of the CCA-security proof and
enable us to deal with decapsulation queries in an elegant way. The major modification in Gg 3
is that the decapsulation queries are answered using separately generated normal keys which
we denote by ski. We do not change these keys to semi-functional in the following games. In
particular, using consistency check we show that for every (unconditional) A, experiments
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G{ and Gq 3 are indistinguishable. The next important observation is that in all reductions
between Gg 3 and Gy, +3, the master secret key is known to the reduction algorithm. Hence, the
normal keys for the decapsulation queries can be generated by the key generation algorithm.
The final challenge is to answer decapsulation queries without the user secret keys in the last
experiment Gpina. Experiment Gr’q1 13 and the corresponding new reduction step Gg, 13 — Gr’q1 13
allow us to deal with this problem. In the proof of this reduction step we use our additional
group element from the encapsulation in order to answer the decapsulation queries. To prove
that this modification cannot be noticed, again the consistency checks are crucial (see the proof

of Lemma [5.23]).

Verifiability of pair encoding schemes. Our framework requires pair encodings that satisfy
additional properties defined in Subsection As mentioned there, the normality of pair
encodings is a natural restriction, which is the first required property. In this paragraph we
explain how to construct appropriate verification algorithms for pair encoding schemes according
to Definition[4.3] Together with our framework, this provides new, fully CCA-secure PE schemes
for various predicates. Among these are an IBE scheme, the scheme for regular languages and
its dual, new and reviewed key-policy and ciphertext-policy attribute-base schemes, spatial and
negated spatial encryption, key-policy over doubly spatial encryption, as well as dual-policy
attribute-based schemes. All (nineteen) pair encoding schemes from [Att14al, [AY15] satisfy the
verifiability property according to Definition Almost all of these encoding schemes are
reqular. The following theorem leads to verification algorithms for all these schemes. We refer
to Section for the constructive proof of this theorem.

Theorem 5.2. Suppose Rqy is a domain-transferable predicate family and P is a regular
pair encoding scheme for Rqyx. Then, P satisfies the verifiability property according to

Definition [{.3

The two ciphertext-policy attribute-based encryption schemes from [Att14a] achieved using
dual scheme conversion are not regular. These schemes were improved in [AY15] and the
resulting schemes are regular. In any case, verification algorithms can be constructed using a
slightly adapted technique also for these schemes.

5.2. Security Proof of the CCA-Secure Pair Encoding Framework

In this section we present a formal proof of Theorem We start with an analysis of semi-
functional algorithms and with general lemmata that will be used in the main proof, which is
then presented in Subsection

5.2.1. On the Distribution of Semi-Functional Components

In this subsection we prove some useful lemmata about the output distributions of semi-
functional algorithms. The semi-functional algorithms are essential for the main proof, since
the normal keys and the normal challenge encapsulation are changed to their semi-functional
counterparts. That is, the G,, components, which we also call semi-functional, are appended
to the group elements of the challenge and to the group elements of the user secret keys. Notice
that SFKeyGen and SFEncaps take as input a generator of G,,. However, if we look at security
assumption which is used for most of reductions in the main proof, we recognize that the
generator of Gy, is not given. The same holds also for assumption Hence, we cannot use
the semi-functional algorithms in the form presented in Subsection in order to generate
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the keys and the challenge encapsulation. However, in experiment SD1 a generator of Gy, p,
is given, whereas in experiment SD2 a generator of G,,,, and a generator of G,,,, are known.
These generators are used to generate the semi-functional components. Hence, first of all we
carefully look at the output distributions of semi-functional algorithms and prove that these
distributions are independent of the concrete generator of G,,. This holds mainly due to the
linearity of pair encodings (cf. Lemma . The statements in the following lemmata are
essential for the proof, but were not mentioned in the proof of the CPA-framework [Att14al.

The first lemma states that as long as & is chosen uniformly at random the output distribution
of is independent of the concrete generator of Gy, given as input.

Lemma 5.3. Let A € N, des € Q, group description GD = (pl,pg,pg, (9,G) ,GT,e) € [Q (1/\)] ,
(rnsk,ppmgg,ﬁ7 . ,> € [SFSetup (1’\,des; GD)], kInd € X,;, type € {1,2,3}, and generator
g2 € Gy, be arbitrary. Then, for every sk’ € UKynq it holds

Pr [sk = sk’ : a & Zy,sk + SFKeyGen (1)‘, pp,., msk, kInd, type, ¢, ga, fz)}

=Pr [Sk = sk’ : a < Zy,sk + SFKeyGen (1>‘, pp,, msk, kInd, type, o, ga, fz)}

Proof. We prove the lemma for all key types simultaneously. Let (k,ms) = Encl (k,kInd),
my = |k|. By definition of SFSetup element g € Gy, is a generator. Element go € Gy, is a
generator by preconditions. Hence, there exists x € Z;,, such that g, = g3.

Let us denote the secret key produced in the first probability experiment by sk and the random
scalar by a. For the second experiment we denote the corresponding elements by sk and by a.
By definition of [S it holds sk sk € UKyng. Hence, we can parse sk = (kInd, K1) and
sk = (kInd, K5), where K1, K9 € G™!. By construction of SFKeyGen, the input values &, go,
and h affect only the G,, components of the group elements in the generated key. Furthermore,
these components are generated independently from the G, components and from the G,,
components. Hence, it is sufficient to consider the distributions of the G,, components of group
elements in K1 and in K. .

Notice that h is fixed. In the first probability space, the G,, components K of K are
determined by the mutually independent random variables 7 (defined by SFKeyGen) and by &.
In the second probability space, the G, components Kof K o are determined by the mutually
independent random variables 7, (defined by SFKeyGen) and by &. Namely, it holds:

k(0h) . _k(0,7,h k(0,z-7,h .
gQ( ~h) if type =1 gQ( " )292( v k) if type =1
K = k(arh K = ! k(awh k(z-G,z-#,h
K = 9o (tjmn ) if type = 2 and K= 9o (?m ) = 92( i) wPh) if type = 2
gy 00 it type =3 Gy @O0 = gyt type =3

where we used linearity property of pair encodings from Lemmato transform elements
of K. For the keys of Type 1 and of Type 2 the values # and x - 7 are uniformly distributed
over Zp'? due to the choices of # and 7 respectively, since x # 0 (mod pp). Additionally, for
the keys of Type 2 and of Type 3 the values & and x - & are uniformly distributed over Z,, due
to the choices of & and & respectively, since x # 0 (mod p2). Hence, we deduce that the Gy,
components of the group elements in the keys are identically distributed in both probability
experiments. As mentioned above, this implies that K; and K are identically distributed
Consequently, sk and sk are identically distributed. O

The next lemma is very similar and states that the output distribution of the semi-functional
encapsulation algorithm is independent of the concrete generator of G,, given as input.
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Lemma 5.4. Let A € N, des € Q, group description GD = (pl,pz,pg, (9,G) ,(GT,e) € [g (1>‘)] ,
<msk,ppﬁ,gg, h, s, @2) € [SFSetup (1/\,des; G]D))] , cInd € Y, and generator go € Gp, be

arbitrary. Then, for every (K',CT’) € [SFEncaps (IA,ppH, cInd, go, ﬁ,ﬁg,@g)] it holds

r [(K, CT) = (K',CT’) : (K, CT) + SFEncaps (1& PP, clnd, g2, fr, s, @2)]

=Pr {(K, CT) = (K',CT’) : (K, CT) < SFEncaps (IA,ppH, cInd, go, ’;,,112,@2)}

Proof. Let (¢,wz) = Enc2 (k,cInd), w; = |¢|. By definition of SFSetup element go € Gy, is a
generator and element go € Gp, is a generator by preconditions. Hence, there exists x € Z;,
such that go = g5. The encapsulated keys are uniquely defined by their encapsulations by
construction of Hence, it is sufficient to consider the distributions of the correspond-
ing encapsulations.

Let us denote the encapsulations produced in the first and in the second probability exper-
iment by CT and by CT, respectively. By definition of |S it holds CT CT € Cerpg-
Hence, we can parse CT = (cInd, C4,CY) and CT = (cInd, Cq,CY), where C1,Cy € G*1,
C7,CY € G. We additionally denote C1 = (C11,...,C1u,) and Cy = (Ca1,...,Co4, ).

First of all we claim that Cq = C2 implies C{ = CY. By construction of it holds

s (4 5 st [ g\t
Cf = (Ut wa)" e (952" gB?) = (o (as)

where g is the G,, component of C1 1, gg is the G,, component of Cy 1, t is the hash value
uniquely determined by cInd and C;, and u; and v; are fixed by U;, Vi € pp,.. Hence, if
C = Cy, then C 1 = Ca1 which in turn implies C{ = CY. Using this result, it is sufficient to
prove that the distributions of C'; and C' are identical.

By the definition of , the input values go and h only affects the G,, components
of the group elements in the generated encapsulation. Furthermore, these components are
generated independently from the G,, components and all these elements do not contain the
Gyp, components. Hence, it is sufficient to consider the distributions of the G, components of
C1 and Cs. R

In the first probability space, the G, components C' of C' are determined by the mutually
independent random variables 5 and 5 (defined by SFEncaps). In the second probability space,
the G, components C of C are determined by the mutually independent random variables 5
and § (defined by SFEncaps). Namely, it holds:

C =g, and 5—92 =09 o )

where we used linearity property (|1.2]) of pair encodings from Lemma|1.10)| _to transform elements
of C. The values §,2 -5 € sz’ and 8,z - § € Z,? are uniformly distributed due to the
choice of the corresponding random values since z # 0 (mod p2). Hence, we deduce that
C and C are identically distributed. As mentioned above, this implies that Cy and C are
identically distributed too. From this we finally deduce that the considered output distributions
of SFEncaps are identical. ]

5.2.2. Supplementary Algorithms

In this subsection we show how to generate correctly distributed elements of the scheme in
different settings. All algorithms from this subsection are used in several reductions. Partially,
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these algorithms were (implicitly) presented in the proof of the original CPA-secure framework
from [Att14a]. We separately define these algorithms in order to avoid repetitions. Furthermore,
we formally state and prove the achieved properties, which makes the corresponding reductions
in the main proof more comprehensible and brings the main parts of the proofs into focus.

Simulation of the Semi-Functional Public Parameters

By the definition of the semi-functional public parameters for the predicate R, consist
of the normal public parameters pp,, for composite-order bilinear groups

GD = (p1,p2,p3,(9,G) ,Gre) ,

a generator go € Gy,, a vector h e Zy, (n = Param (k)), and two additional elements g, 02 €
Zyp,. For fixed GD all additional elements are generated independently of the normal public
parameters pp,. and remain hidden in the realization of the scheme. In this subsection we show
how to generate properly distributed semi-functional public parameters (except for go € Gp,)
given des € ), the restricted group description GDy, g1 € G,,, and g3 € G,. Consequently,
this simulation algorithm can be used with all three security assumptions.
Consider the following ppt algorithm, which we call SimPP:
Algorithm 1: SimPP

Input : (des, GDy, g1, g3)-
1 Set k := (des, N) and compute n := Param (k).
2 Pick a < Zy and compute Y :=e(g1,91)".
3 Pick h < Z% and u,v + Zy. Compute gi*, Uy := g and V; := g?.
4 Choose a hash function H + H (1>‘).
5 Define msk := « and pp,, := (des,GDN,gl,g{‘, Ui, Vl,gg,Y,H).

Output : (msk, pp,, h,u,v).

Recall that 1* can be computed from GDy by our convention, since |p;| = A\. We deduce
that Algorithm SimPP is a ppt algorithm with respect to A by construction. Furthermore,
notice that SimPP outputs h € Z%; and u,v € Zy, whereas the semi-functional components are

h e Ly, , U2, 09 € Zp,. Indeed, in the corresponding proofs we will set h:=h (mod p9), U2 :=u

(mod ps2), and 03 := v (mod py). With this setting in mind we prove the following lemma.

Lemma 5.5 (Algorithm SimPP). For every A € N and every des € € the following properties
are satisfied:

1. (Assignments) For every GD = (pl,pg,pg,(g,G),GT,e) € [Q (lA)], every g1 € Gy,
93 € Gp,, and every (msk, pp,, b, u,v) € [SimPP (des, GDy, g1, g3)] it holds

PPy = (des, GDN7 g1, g{"a U17 ‘/17937 K H) )
u,v € Zn, h € ZY;, where n = Param (). Furthermore, Uy = g}, V1 = g¢f.
2. (Distribution of public parameter) For every (msk', ppf{) € [Setup (1)‘7 des)] it holds

G]I))(—g(lA)agler1ag3<_Gp37 :|

—_— / , .
Pr I:(mSk7 ppﬁ) B (mSk ’ ppn) . (mSka PPx) - - *) < SimPP (des, G]D)N7 g1, 93)

=Pr [(msk,ppﬁ) = (msk’, pp};) : (msk, pp,) < Setup (1)‘, des)}

= Pr |(msk, pp,.) = (msk’, pp..) : (msk, pp,., -, -, -, ) + SFSetup 1%, des
[ (msk, pp,.) = ( )+ (msk, pp, )
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3. (Distribution of semi-functional components) For every GD = (p1,p2,ps, (9,G),Gr,e) €

g (1)‘), all generators g1 € Gp,, g3 € Gp,, every (msk',ppfi) € Setup (1)‘,des; (G]D),gl,gg),
and every v € ZF?, where n = Param (k), it holds

Pr[(h,u,v) =v (mod ps) | pp, = PP} : (-, PP, b, u, v) < SIMPP (des, GDy, g1, g3)]

=Pr((h,u,v) =v (mod p2) : (-, -, h,u,v) < SImPP (des, GDy, g1, g3)]
— Pr [(fz, Uo, 172> =wv: <,, - ﬁ,ﬁg,@g) <+ SFSetup (1)‘,des; G]D),pp;ﬂ

1 n+2
()

That is, h, u, and v modulo ps in the output of SImPP are uncorrelated with generated
public parameters pp,,.

Proof. The first property in the lemma holds by construction of SimPP. Consider the second
property defined in the lemma. In the first probability space, GD, g; and gs are generated
identically to the generation of GD, g; and g3 in the algorithm Setup. All other elements of the
public parameters and the master secret key are properly distributed by construction of SimPP.
The last equation holds by the definition of SFSetup, which generated the master secret key
and the public parameters using Setup.

Finally, consider the last property. By definition of SFSetup vector h € Zj,, and 4,0 € Zj,
are mutually independent and uniformly distributed, which implies the last equation. Next,
by construction of SimPP the values (h,u,v) = v (mod ps2) are uniformly distributed, which
implies the second equation. In turn, due to the first property in the lemma elements h, u and v
modulo p; in the output of SImPP are correlated with pp,. because of g{‘, U, and V;. However,
by the Chinese Remainder Theorem these values are uncorrelated with h, u and v modulo ps
and modulo p3. In particular, (h,u,v) (mod py) are not correlated with public parameters and
we conclude that the first equation holds. ]

Note that SimPP outputs not only properly distributed semi-functional public parameters,
but also the exponents which are correlated with the public parameters modulo p;. This will be
exploited in the following reductions in order to generate properly distributed semi-functional
keys and semi-functional encapsulations without a generator of G,.

Simulation of the Semi-Functional Encapsulation

From the previous section we know that using SimPP we can generate properly distributed
(semi-functional) public parameters (except for go € Gp,). In this section we show how to
generate correctly distributed semi-functional encapsulation (see the definition on page
given a generator of Gy, p,.

Consider the following algorithm SimSFChlg:

Algorithm 2: SimSFChlg - simulation of semi-functional challenge from SD2 (\)

Input : (pp,,, msk, cInd, b/, u, v, X1 X5).
Require : pp, = (des,GDN,gl,g{‘, Ui, V1,93,Y, H)
1 Compute (¢, w2) := Enc2 (k, cInd).
2 Pick §' <~ Zy and s’ = (s},...,s),) < Zy?. Compute C := (XlXQ)C(S,’SI’h/).
3 Compute ¢ := H (HInput (cInd, C,_)) and C” := (X; X5)* (@)
4 Compute K := e (X1 X3, g1)™* and set CT := (cInd, C, C").
Output : (K,CT).
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Recall that 1* can be computed from Gy by our convention, since |p;| = A. We deduce that
SimSFChlg is a ppt algorithm with respect to A by construction. In particular, all exponents
in the description of the algorithm can be computed explicitly. Algorithm SimSFChlg will be
used in almost all following reductions for the generation of the semi-functional challenge. It is
important to notice that the output distribution of SimSFChlg is independent of the generator
X1X2 € Gp,p,. Hence, we state and prove the following lemma.

Lemma 5.6 (Algorithm SimSFChlg). Let A € N, des € Q, GD = (pl,pg,pg, (9,G) ,GT,e) €
[g (1’\)], generators g1, X1 € Gp,, Xo € Gp,, g3 € Gy, parameters (msk/,pp;,gg,ﬁ,ﬁg,@) €
[SFSetup (1’\,des; G]D),gl,gg)] , and indez cInd € Y, be arbitrary. Then, for every (K',CT’) €
[SFEncaps (pp;, cInd, go, fL, U3, 152)} it holds:

Pr [(K, CT) = (K',CT') : (K, CT) + SFEncaps (pp;, cInd, g2, b, g, @2)}
PP, = PP
h'=h (mOd p?)a

=y (mod p2),
v =71 (mod p2)

= Pr |(K,CT) = (K, CT)

bl

where the second probability distribution is determined by experiment (msk,pp,,h' u,v) +
SimPP (des, GDy, g1, g3), and (K, CT) < SimSFChlg (pp,,, msk, cInd, A’ u, v, X1 X3).

Proof. Let (¢, wy) = Enc2 (k,cInd), w; = |¢|. Elements g1, g2, X; and X5 are generators of
the corresponding subgroups by preconditions. Hence, there exists z1 € Zy, and x5 € Z;, such
that X; = ¢f* and Xy = g5°. Furthermore, notice that the public parameters are fixed and
equal in both probability distributions. Hence, we denote these common public parameters by
PP, = (des, GDy, g1, g{’, Ui,Vi,93,Y, H), where for the second distribution it additionally holds
g{‘ = g{‘/, Ui = ¢} and Vi = ¢} by the first property of Lemma

The first probability distribution is over the interior choices of On the one hand,
these are the random choices of l@ on input pp, and cInd: s < Z;,, and s < Z;2. On
the other hand, these are § < Zj,, and 8 < Z;? chosen by SFEncaps itself. Key K and its
encapsulation CT = (cInd, C, C") are completely determined by these random variables and by
the semi-functional public parameters. Namely, it holds

K = Y°,
C = gf(S,S:h) ‘g;(g"%’ﬁ) 7

c" = (Uit . V1)S' (g?'”ﬁgf )

where ¢t = H (HInput (cInd, C, .)).

Now, consider SimSFChlg in the context of the conditional distribution defined in the lemma.
All input values of SimSFChlg except for the values b/, u,v (mod p3) are fixed. Namely, the
public parameters uniquely define the master secret key msk, h’ (mod p1), v (mod p;), and
v (mod pp) by Lemma Furthermore, by construction of SimSFChlg its computations are
independent of ', u,v (mod p3). Hence, the second probability distribution is over the interior
choices of SimSFChlg. By construction of SimSFChlg the encapsulated key K is as follows

K = e(X1Xq, gl)mSk'SI

= e(g 1)

le-s'
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/

Hence, K is a key with s = 21 - s’ (mod p;). Furthermore, it holds

C= (X1 X)) C"= (X1X,)* (wtHY)
:g:'fl-c(s’,s’,h’) . g;cgc(s’,s’,h’) :gfys"(u't—&-v) ) g;g-s’~(u~t+v)
o ! -s' wa-s' b o o s\ T2
=gf(x1 s'.x1-8",h) g;(m s',x2-8 ) 7 _ (U{ ) Vl)xl s <g§2 t+v2> ’

where ¢ = H (HInput (cInd, C, )). In particular, we used h’' = h (mod p2), u = G2 (mod ps),
and v = 0y (mod p2) in the last equations. Hence, CT = (cInd,C,C”) is a semi-functional
encapsulation of K with s = z1 - ¢ (mod p1), s = x1 -8 (mod p1), § = x2 - s (mod ps), and
8 =98 (mod ps2). Since z1 # 0 (mod p1), z2 # 0 (mod p2), all these elements are properly
distributed due to the choice of s’ and s’, and due to the Chinese Remainder Theorem. This
completes the proof. ]

Simulation of the Semi-Functional Keys of Type 3

In this subsection, analogously to the previous subsection, we show how to generate correctly
distributed semi-functional secret keys of Type 3 (see the definition on page given a generator
of Gpyps-
Consider the following algorithm SimSFKeyT3:
Algorithm 3: SimSFKeyT3 - simulation of semi-functional keys of Type 3
Input : (pp,, msk, kInd, Y5Y3, o).
Require : pp, = (des,GDN,gl,g{‘,Ul,Vl,gg,Y, H)
1 Compute (k,m2) := Encl (k, kInd). Let m; := |k|.
2 Pick 7 + ZJ12, R} « G™ and compute K := gy ™™™ . (v,Y3)k( 00 . gr.
Output : sk = (kInd, K).

Recall that 1* can be computed from Gy by our convention, since |p;| = A. We deduce that
SimSFKeyT3 is a ppt algorithm with respect to A by construction. In particular, k (o’,0,0)
can be computed explicitly, whereas gf(mSk’rl’h) can be computed by Lemma (4.5 Algorithm
SimSFKeyT3 will be used in almost all following reductions for the generation of the semi-
functional keys of type three. It is important to notice that the output distribution of the
algorithm SimSFKeyT3 is independent of the generator YsY3 € Gp,p,. Hence, we state and

prove the following lemma.

Lemma 5.7 (Algorithm SimSFKeyT3). Let A € N, des € Q, GD = (pl,pg,pg, (9,G) ,GT,e) €
[Q (1’\)], generators g1 € Gy, Yo € Gp,, g3,Y3 € Gp,, parameters (msk’,pp;,gg,,, o ,) €
[SFSetup (1’\,des;GD,gl,gg)], and kInd € X,. be arbitrary. Then, for every sk’ € UKynq it
holds

Pr [Sk = sk’ : & < Zy, sk < SFKeyGen (ppf,b, msk’, kInd, 3, &, go, ,)]
= Pr [sk =sk' : o + Zn,sk + SimSFKeyT3 (pp;, msk’, kInd, Y5Y3, o/)]

_ _ / _ /. (mSk7 PPxy - - *) — SlmPP (des, GDN7 g1, 93) )
=br [Sk = sK'| PPy = PPy : o/ + Zy,sk < SimSFKeyT3 (pp,, msk, kInd, Y5Y3, o)
Furthermore, SInSFKeyT3 sets the G, component of K in sk = (kInd, K) to sz(o/,o,o)7 where

(k,-) = Encl (k, kInd).

Proof. We will only prove the first equation, since the second equation is then implied by
property [2 of Lemma [5.5] Let (k,m2) = Encl (x,kInd), and m; = |k|. Elements g, and Y; are
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generators of Gyp,. Hence, there exists y € Z, such that Y = gy. Let public parameters be
pp:@ = (des, GDNa g1, g{la Ula ‘/17 g3, Y7 H) .

The first probability space is determined by & and by the random variables r < Z}7?, and
R;3 < G} defined by SFKeyGen (or rather KeyGen as a subroutine of SFKeyGen). Vector r
is uniformly distributed over Z;?, whereas vector Rj3 is uniformly distributed over G;'. The

output of SFKeyGen is a secret key sk = (kInd, K) such that:
K- g;c(msk,r,h) _g;c(d,o,o) ‘Rs

Notice that the G, components of K are fixed by the input values and & (mod p3) is uniformly
distributed.

Now, consider SimSFKeyT3 in the context of the second probability distribution. Algorithm
SimSFKeyT3 outputs sk = (kInd, K), where K € G™ (that is sk € UKyy,q) and it holds

K — giﬁ:(msk,r,h) . (}a}g)k(a/’oﬁ) . Ré

k(msk,r.h k(a’,0,0 k(c/,0,0
:gl(msr)'Y2(a )_}/3(0‘ )Ré),

— glf(mSk7r7h) . gsj(yaly(ho) . 1/3,‘:(0‘/)070) . _R/3 .

The G,, components of the group elements in K are computed as defined in the (semi-
functional) key generation algorithm. The G,, components are properly distributed, since y - o/
(mod p2) is uniformly distributed due to the choice of o and since y # 0 (mod pe). Finally,
the Gp, components of K are uniformly distributed due to the choice of the group elements in
R;.

Furthermore, SimSFKeyT3 sets the G, component of K to as shown above in an
intermediate step. This completes the proof. O

Y2k:(o/,0,0)

We notice that the proof of this lemma demonstrates the task of the G,, subgroup in the
Dual System Encryption Methodology. The G, components in the group elements of the key do
not collude with the ciphertext during the decryption anyway, since neither normal ciphertext
nor semi-functional ciphertext contain G,, components. In our CCA-secure construction this
is even ensured by our consistency check in . Indeed, this subgroup is only used to add
additional randomness to the key. In the security proof this is essential in order to generate
semi-functional keys using a generator of G,,, instead of a generator of G,.

Difference Lemma

The following general lemma will be used in almost all reduction steps of the main proof.

Lemma 5.8 (Difference Lemma [ShoO4]). Let Ey, E2 and F be events defined in a probability
space, and suppose that Ey A —F < Ey A—F. Then |Pr[Ey] — Pr[Ey]| < Pr[F].

5.2.3. Proof of the Main Theorem

In this section we provide the formal proof of our main theorem. As explained in Section [5.1
some of the reductions from the original CPA-secure framework of [Attl4al will require only
a few simple modifications. For the sake of completeness, we present the complete proof and
highlight new parts of the proof.

Remark 5.9. Formally, we have to show that the statement of our main theorem holds for every
des € €). However, we will not present different reduction algorithms for different description
parameters des. Rather, the reduction algorithms in the proof will get des as an additional
input.
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From Ggrea to Gies

The first game Gpgea in the proof sequence of probability experiments (cf. Fig. is the
CCA-security experiment aP- KEMCCA2 (A, des) from Fig. The restricted hash game Gyespt
is defined as GRgeal except for the guess phase, where the output is modified. Recall that
HInput (-) is defined on page as a part of the encapsulation algorithm. It takes as input
an encapsulation and computes the corresponding input for the hash function. The last group
element C” of the encapsulation does not affect the hash input.

Changes in Gyesy in comparison to Greal:

Exchange for:
1. The output is 0, if A queried the decapsulation of CT € Ccpnq € Cy,p,, such that

HInput (CT) # HInput (CT*) and t=t" (mod N) ,

where CT* is the challenge encapsulation, ¢t and t* are the hash values of CT and CT*

respectively.
2. Otherwise, the output is as defined in aP- KEMCCA2 (A, des).

We call by HashAbort the event that a query, as defined in Step [I| above, occurs. The
probability for this event is negligible due to the collision-resistance of H as stated in the
following lemma.

Lemma 5.10. For every des € 2 and every ppt algorithm A there exists a ppt algorithm B such
that for every X\ € N it holds

AdviRs (X, des) — Adviy g™ (A, des)| < Advifs (V)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between Ggrea and Giespr, we construct a
ppt algorithm B which uses A and breaks the security property of the collision-resistant hash
function family .

Let A and des € 2 be arbitrary, but fixed. Both probability experiments are identical as long
as the event HashAbort does not occur. Hence, by Lemma it holds for every A € N

Pr [HashAbort] > |Pr [GRreal11,4 (A, des) = 1] — Pr[Gres 1,4 (A, des) = 1]
by def | A dy GR%I (A, des) — AdvﬁffjH (A, des)

But if this event occurs, we get a collision (z1,x2) for H:

= HInput (CT) # HInput (CT*) =x9 ,
H(z1) =t = t"=H(za) ,

which violates the security property of H. More formally, we can construct a ppt algorithm
B against H as follows. B on input (1’\,H) (as defined in experiment CRy, 4 (A) on page )
simulates A using H and correctly generated public parameters for des. If HashAbort occurs,
B outputs the collision (x1,z2) from above for H and wins. We deduce that for every des € Q
and every ppt A it holds Adv%f{lg (\) = Pr[HashAbort|. This completes the proof. O
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From G to Gresq

The game with restricted queries Gyesq is defined as Gresy except for the Guess phase, where
we again modify the output We keep the modification from Gyespp and add two additional
checks:

Changes in Gyesq in comparison to Gyes:
Exchange for:
1. The same as Step [I] in Gresh.
2. The output is 0, if A queried the covered key generation oracle in Phase I or in Phase 11
on key index kInd with

Factor (k,kInd, cInd*) = F # | |

where Factor is the algorithm from the domain-transferability property of R (see

Definition .

3. The output is 0, if A queried the decapsulation oracle on CT € C.q C pp,, such that
for the corresponding hash value ¢ it holds

t#t* (mod N) and ged(t—t",N)#1 ,

where t* is the hash value for the challenge CT*.
4. Otherwise, the output is as defined in aP-KEMg%Q (A, des) (the same as Step [2| in

GrresH) .

We call by FactorAbort the event that a query, as defined in Step [2] or a query as defined
in Step [3| above, occurs whereas the event HashAbort does not occur. The probability for this
event is negligible, since in both cases we can compute a non-trivial factor of N, which violates
Assumption by Lemma [4.1] as stated in the following lemma.

Lemma 5.11. For every des € € and every ppt algorithm A there exists a ppt algorithm B such
that for every security parameter \ it holds

AdV]C‘[;fjH ()\, des) — AdngjQ ()\7 des) S AdVngDQ ()\)

The running time of B is essentially the same as the running time of A.

Proof. Let des € € be arbitrary, but fixed. Experiments Grespp and Gresq are identical as long
as the event FactorAbort does not occur. Hence, by Lemma it holds for every A € N

’Advﬁﬁ“ (A, des) — AdvgfjQ (A, des)) < Pr [FactorAbort]

Next we analyze the probability for this event. We construct a ppt algorithm B which uses A and
breaks Assumption if the event FactorAbort occurs. B is given des € § in addition to its
input (D, Z) from experiment as explained in Remark and is presented in Algorithm

In the first step, B generates properly distributed public parameters and the corresponding
master secret key by Lemma Hence, B can simulate the adversary as defined in the
experiment. Note that the challenge Z of B is not used in the simulation of A.

If the event FactorAbort does not occur, B outputs a guess, and hence it outputs 1 with
probability % independently of the value Z. If the event FactorAbort occurs, B computes a
non-trivial factor of N and breaks Experiment with success probability 1 by Lemma [4.1
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Algorithm 4: B against Assumption
Input : (D, Z,des).
Require: D = (GDy, g1, X1 X5, Y2Y3,93), Z € G, des € Q.

1 Compute (msk, pp,, -, -, -) (des, GDy, g1, g3) and simulate A as defined in the
experiment Gy until its output.

2 Perform Step [1| from the Guess Phase. Output a guess v «— {0, 1} if the result of the
experiment is defined to be 0 in this step.

3 (Instead of Step [2|) For every kInd; used as input for the covered key generation oracle
in Phase I or in Phase II compute F; := Factor (x, kInd;, cInd™*).

4 if there exists F; such that F; # 1 then
‘ Break the own challenge as shown in the proof of Lemma using (D, Z, F}).

6 (Instead of Step [3)) For every decapsulation query on CT € Cppq, cInd € Y, compute
the corresponding hash value ¢ and check if ¢ # t* (mod N) and ged (¢t — t*, N) # 1,
where t* is the hash value for the challenge CT*.

7 if t with required property is found then
Compute a factor F' = ged (t — t*, N) of N and break the own challenge as shown in

the proof of Lemma using (D, Z, F).

9 Output a guess v < {0,1}.

Formally, for every des € 2 and every ppt algorithm A there exists a ppt algorithm B’ =
B (-, -,des) such that for every security parameter A it holds

AdvE? (\) = [Pr [B'(D, Zo) = 1] — Pr [B' (D, Z,) = 1]
= Pr[FactorAbort] - |Pr[Ba (D, Zy, des) = 1 | FactorAbort]
— Pr[Ba (D, Z1,des) =1 | FactorAbort]|
= Pr [FactorAbort] - |Pr [B” (D, Zy, F) = 1| — Pr [B" (D, Z1, F) = 1]|
= Pr[FactorAbort| ,

where B” is the algorithm from Lemma [4.1] This proves the lemma. O

Supplementary Lemmata

One can efficiently check if the events HashAbort or FactorAbort occur, as shown in the
definition of Gresy and in the definition of Gresq. In the following experiments, the output
will be 0 if one of these events occurs. Equivalently, we can assume that these events never
happen. We obtain the following corollaries.

Lemma 5.12. Suppose that events HashAbort and FactorAbort do not occur. Then, for every
Di ‘ N and every encapsulation CT, used by A as input for the decapsulation oracle, it holds

HInput (CT) # HInput (CT¥) implies t#t* (mod p;) ,

where t = H (HInput (CT)) and t* = H (HInput (CT*)).

Proof. By the definition of H it holds ¢,t* € Zy. If the event HashAbort does not occur, it
holds ¢ # t* (mod N) for every CT which satisfies HInput (CT) # HInput (CT*). W.l.o.g. let
0 <t—t"< N and p; } N be arbitrary but fixed. Assume that ¢ = t* (mod p;). Then we
deduce that ged (¢ — t*,N) > p; > 1, which causes the FactorAbort event (Step [3)). Hence, it
holds ¢t # t* (mod p;) for every CT which satisfies HInput (CT) # HInput (CT*). O
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Lemma 5.13. Suppose that event FactorAbort does not occur. Then, for every klnd, used by
A in covered key generation queries, it holds

Ry (kInd, cInd*) =0 implies Ry, (f1 (kInd), f2 (cInd*)) =0

where fi and fo are the projection maps from the domain-transferability property of R.

Proof. The implication is guaranteed by Step [2|in the Guess phase from the definition of Gyesq,
since otherwise algorithm Factor outputs a non-trivial factor F' of N. O

Together with the properties of selective master key hiding and co-selective master key hiding
of the underlying pair encoding schemes, Lemma/[5.13]is crucial for the analysis of the reduction
steps leading from Gy 1 to G and from Gg 41 to Gy, 2. In turn, Lemma is crucial for
our last additional reduction where we prove that G4, 43 and th 3 are indistinguishable.

From G,q to G

The experiment Gj is as Gyesq, but the challenge encapsulation is semi-functional:

Changes in Gj, in comparison to Gyesq:
Exchange [\™/| for:

(msk, PPs, 92, ﬁ, U9, 172) + SFSetup <1A, des)

Exchange [\*/| for:

(Ko, CT*) + SFEncaps (cInd*, g2, h, G, ﬁg)

The following lemma corresponds to Lemma 28 from [Att14b] and requires only a few mod-
ifications. We use our supplementary algorithms from Subsection which simplifies the
description of the reduction algorithm and the arguments for the proof. Furthermore, we extend
the algorithm by the computation of our additional element C” in the challenge encapsulation.

Lemma 5.14. (c¢f. Lemma 28 in [Att14}]) For every des € Q and every ppt algorithm A there
exists a ppt algorithm B such that for every security parameter A it holds

Advg’rjQ (A, des) — Advgf)A (A, des)| = Adv%Dl \)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between G,esq and Gy, we construct a ppt
algorithm B which uses A and breaks Assumption with the same success probability. Let
des € € be arbitrary but fixed. B is given des in addition to its input (D, Z) from experiment
as explained in Remark and is presented in Algorithm B is a ppt algorithm with
respect to A by construction. In particular, all exponents in the description of the algorithm
can be computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement [2| of Lemma the public parameters pp,, = (des, GDy, g1, g{‘, Ui, V1,93,Y, H) and
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Algorithm 5: B against Assumption [SD]|
Input : (D, Z,des).

Require: D = (GDy, g1,93), Z € G, des € Q.
Setup

‘ Compute (msk, pp,., b/, u,v) W(des,GDN,gl,gg) and simulate A (1’\7ppn).
Phase 1

‘ As defined in the experiments using (msk7 -) for key generation.
Challenge (given cInd* € Y, from A)

Compute (¢, ws) := Enc2 (k, cInd*).
Pick ' <~ Zy, s’ < Z}3? and compute

N O R W N

C* — Zc(s’,s’,h’) )
8 Compute t* := H(HInput (cInd*, C*, ,)) and
o= Zs’-(u~t*+v) )

9 Set CT* = (CInd*7 C*7 C”*) and KO = e (Za gl)mSk.SI.
10 Pick K; + Gr, flip a coin b < {0,1}, set K* := K, and return (K*, CT*).
11 Phase 11

12 ‘ As defined in the experiments using (msk, ) for key generation.
13 Guess

14 ‘ Output 1 if and only if A wins according to the definitions of the experiments.

the master secret msk are distributed as defined in the experiments. Note that GDy, g1 and g3
are distributed as required in Lemma 5.5 due to the definition of experiment Furthermore,
by Statement |1{ of Lemma it holds gf”/ = g{‘, Ui = ¢} and V; = ¢7. B implicitly sets the
semi-functional elements to h = h’ (mod ps), s = u (mod ps), and 9 = v (mod p3). These
elements are properly distributed by Statement [3| of Lemma

All secret keys generated in Phase I and in Phase II are normal in both experiments, and
hence by construction of B all user secret keys are properly generated using KeyGen (msk, -).
Let g2 be an arbitrary but fixed generator of G,,. By the definition of probability experiment
SD1|it holds Z = gi" g5°, where z; is uniformly distributed over Zj , and 23 is either uniformly
distributed over Zy, (if Z = Z1) or 22 = 0 (mod ps) (if Z = Z).

Next, consider the challenge phase and the generated challenge. It is important to notice that
by Lemma [5.4] we can consider the distribution of the encapsulation for any fixed generator of
Gp,. By construction of B it holds

KO =e (Z, gl)mSk.S/

21z msk-s’
=¢e (9119227 g1)
o Yzl-s’
- )
and
C* = Zc(s’,s’,h’) o = Zs’-(u-t“rv)
_ zic(s,8' W) za-e(s',s',h') _ 21 29N (ut*+v)
=9 "9 = (97'93")
~ / !
c(z1-5',21-8',h) 0(22'5/7Z2'3/:h) t* 218 Got* Do\ 728
=9 p) ) = (U0 W : 922 922

We claim that CT* = (cInd*, C*,C"*) is a properly distributed encapsulation of Ky, which is
either normal (if Z = Zj) or semi-functional, as defined on page [80| (if Z = Z;). Namely, B
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implicitly sets the random values of the normal (G,,) components to s := z; - s’ (mod p;), and

to s := 21 -8’ (mod p;). The random values of semi-functional (G,,) components are set as
§:= 295 (mod pa), § := 29 -8 (mod pg). These values are properly distributed due to the
choice of s’ and s’. Thereby, we use the fact that z; # 0 (mod p1) in both cases and z3 # 0
(mod p9) in the case of Z = Z;. Furthermore, the value s’ and all values in s’ modulo p; and
modulo py are uncorrelated by the Chinese Remainder Theorem.

We deduce that B perfectly simulates experiment Gresq if Z = Zy and experiment G if
7 = Zy. Furthermore, the output of B is 1 if and only if A wins in the corresponding experiment.
Hence, for every des € Q and every A there exists a ppt algorithm B’ = By (-, -, des) such that
for every security parameter A it holds

AV (\) = |[Pr [B'(D, Zo) = 1] — Pr [B' (D, Z1) = 1]
1 Gres 1 Gy
= '2 + AdVH”AQ ()\, deS) — (2 + AdVH,OA ()\7 des)> ‘

= ‘Advger (A, des) — Advg:OA (A, des)‘

This proves the lemma. O

From G6 to G0,3

The main modification in G 3 is that the decapsulation queries are answered using separately
generated normal keys, which we denote by sk;. Hence, the keys generated in the covered key
generation queries and denoted by sk;, will be used only in the opening oracle. Consequently, we
do not have to generate these keys in the covered key generation queries anymore, instead they
are generated in the opening oracle, when the keys are given to the adversary. This last change
is only conceptual at this point, but is crucial for the following reductions and the resulting
security guaranties.

Changes in G 3 in comparison to G{:

CKGen (kInd;) - Do not generate keys in ['?|and in |[(”/} just store (i, kInd,).

Open (i) - Instead of and generate (11 [ski +— KeyGen (msk,kIndi)] if sk; was not
generated yet. Return sk;.

Decaps (CT, ) instead of |'*/| and @

e For the first decapsulation query with index i generate and store a secret key sk} <
KeyGen (msk, kInd;).

e Return Decaps (skj, CT).

The following lemma is new in the original sequence of probability experiments (see Fig.
on page . We show that both experiments are unconditionally indistinguishable because of
the consistency checks and especially because of the verifiability property of the underlying pair
encoding scheme.

Lemma 5.15. For every security parameter \, every des € § and every algorithm A it holds

Advgf}A (A, des) = Advﬁ?A (A, des)
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Proof. All generated keys are normal in both experiments by definition. By construction, the
view of A in both experiments can only differ if there is a decapsulation query on CT and i € N
such that the probability distributions defined by Decaps (sk;, CT) and Decaps (sk;, CT) are
not equal. This cannot happen due to Lemma 4.8 which proves the lemma. O

Remark 5.16. As mentioned above, all reduction steps between Gg 3z and Gg 43 are similar
to the original CPA-secure construction of [Attl4al. In all reduction steps between these
two experiments, the master secret key in known to the reduction algorithm. Hence, all
normal keys used to answer decapsulation queries can be generated using KeyGen (msk, -).
Furthermore, as mentioned before, we have to show that the additional element C"* for the
challenge encapsulation can be generated. For those steps, which are based on the subgroup
decision assumptions, this is already covered by Lemma and by the algorithm SimSFChlg.
The steps based on the security properties of the underlying pair encoding schemes require
further explanations (Lemma and Lemma . For the sake of completeness we present
all reductions using our supplementary algorithms.

From Gj_; 3 to Gy for k € [q1]

Experiment Gj_1 3 is defined as experiment Gg 3, but the first £ —1 keys, corrupted in Phase I,
are semi-functional of Type 3. Hence, G 3 is a special case of G;_1 3 for £ = 1. The following
experiments include an index j € N, which denotes the current number of corrupted keys in
Phase I.

Experiment Gj_13 for k € [¢1] as generalization of G 3:
e Set j := 0 in the Setup phase.

Open (z)ﬁ Exchange in Phase I (defined in Gg 3 on page for:

e Set j:=j+1;

o If j <k, choose &; <= Zy and return sk; < SFKeyGen (msk, kInd;, 3, &;, g2, fz)

e If j > k, return sk; < KeyGen (msk, kInd;).

“W.l.o.g. assume that A never asks for the same index. Otherwise, just store the keys.

Gy 1 is as Gy—_1,3, but the k’s key corrupted in the first phase is semi-functional of Type 1:

Changes in Gg; in comparison to Gj_1 3:
Open (7): modify in Phase I by

e If j =k, return sk; <{ SFKeyGen (msk, kInd;, 1, _, go, ﬁ)

Lemma 5.17. (c¢f. Lemma 29 in [Alt14Y]) Suppose q1 € N is the upper bound for the number of
corrupted keys in Phase I. Let k € [q1] be arbitrary. For every des € Q and every ppt algorithm
A there exists a ppt algorithm B such that for every security parameter A it holds

Advgjﬂjﬁ (X, des) — Advgi;\1 (A, des)| = Adv%D2 \)

The running time of B is essentially the same as the running time of A.
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Algorithm 6: B against Assumption [SD2)|
Input : (D, Z,des).
Require: D = (GDy, g1, X1 X9,Y2Y3,93), Z € G, des € Q.

1 Setup
2 Compute (msk, pp,., b/, u,v) (G]D)N,gl,gg,des).
3 Set j :=0.
4 Phase I
5 CKGen (kInd;) with kInd; € X,:
6 ‘ Store (i, kInd;).
7 Open (i) with i € N:
8 Set j:=j+ 1.
9 case j < k do
10 ‘ Pick Oz; < Zy and return sk; (pp,_ﬁ7 msk, kInd;, Y2Y3, o).
11 case j = k do
12 Compute (k,m2) := Encl (kInd;). Let m; := |k|.
13 Pick r',#' < Z7? and R < G and compute
K — gf(msk,r’,h) ) Zk(o,;»’,h’) -Rg .

14 Return sk; := (kInd;, K).
15 case j > k do
16 ‘ Return sk; (msk, kInd;).
17 Decaps (CT, i) with CT € Ccppq, cInd € Y, i € N:
18 As defined in the experiment using normal secret key

sk; «{KeyGen|(msk, kInd;), generated once.

19 Challenge (given cInd* € Y,; from A)

20 Generate (Ko, CT*) (ppﬁ,msk, cInd*, b/ u, v, X1 X5)

21 Pick K < Gr, flip a coin b < {0, 1}, set K* := Kj, and return the challenge
(K*,CT*).

22 Phase 11

23 ‘ Simulates this phase as defined in the experiment using msk.

24 Guess

25 ‘ Output 1 if and only if A wins according to the definitions of the experiments.

Proof. Let k € [q1] be arbitrary, but fixed. Given a ppt adversary A that can distinguish between

Gr—1,3 and Gg,1, we construct a ppt algorithm B which uses A and breaks Assumption [SD2|with

the same success probability. Let des € 2 be arbitrary. B is given des in addition to its input

(D, Z) from experiment as explained in Remark and is presented in Algorithm @ B is

a ppt algorithm by construction. In particular, random elements from can be chosen using
4.5

(msk,r’ k)

g3, the elements from gf can be computed as shown in Lemma 4.5} and k (O, 7, h ) can

be computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement [2| of Lemma the public parameters pp,. = (des, GDw, g1, 9%, U1, V1, 93,Y, H) and
the master secret msk are distributed as defined in the experiments. Note that GDy, g1 and g3
are distributed as required in Lemma 5.5 due to the definition of experiment Furthermore,
by Statement |1{ of Lemma it holds g?l = g{‘, Ui = ¢ and V; = ¢7. B implicitly sets the
semi-functional elements as h = h’ (mod ps), s = u (mod ps), and 9 = v (mod p3). These
elements are properly distributed by Statement [3| of Lemma [5.5

Let go be an arbitrary but fixed generator of G,,. Then, by the definition of probability

100



5.2. Security Proof of the CCA-Secure Pair Encoding Framework

experiment it holds Z = gi"g5°g3®, where 21 € Zj , 23 € Z;. are uniformly distributed,
and 2o is either uniformly distributed in Z; (if Z = Z1) or zg = 0 (mod pa) (if Z = Zy).
Furthermore, X7 = gi*, Xo = ¢5%, Y2 = gg and Ys = ¢g3°, where x1 € Z% , x2,y2 € Zy, and
Y3 € Z,, are uniformly distributed and independent.

The semi-functional challenge and all semi-functional keys of Type 3 are generated as required
in the experiment by Lemmal5.6] and by Lemmal5.7respectively. The normal keys are correctly
generated using KeyGen (msk, -).

Consider the corrupted key sk; = (kInd;, K) generated for j = k. By construction of the
algorithm B it holds:

p1?

K - gf(msk,'r’,h) . k(07 ,h) 'R,
= gk (gar gz gz k(0T Ry
_ gf(msk,r/,h)+zl-k(O,’i",h’) 'ggg-k(o,f-’,h/) 'g§3~k(0,f",h/) ‘R,
_ gf(mskmurzl.,z/,h) 'g;c(o,zg.f«/,h) .ggg.k(o,i«/,h’) ‘R, .

We claim that sk; is either a properly distributed normal secret key (if Z = Zj) or a properly
distributed semi-functional secret key of Type 1 (if Z = Z;). Namely, B implicitly sets the
random values of the normal (G, ) components as r = z1 -#' + 7’ (mod p;), which are properly
distributed due to the choice of 7/. The random values of the semi-functional (G,,) components
are set as * = z - ', which are properly distributed (for Type 1 keys) due to the choice of 7’

if Z = Z1, and which disappear if Z = Zp, since zo =0 (mod py). Finally, the G,, components

k(0,7 ,h
are set as R3 = gz3 (0.7"h) 5 and are properly distributed by the choice of R.

Hence, for every des € Q and every A there exists a ppt algorithm B’ = By (-, -, des) such
that for every security parameter A it holds
Adv??(\) = |Pr[B(D,Zy) =1] —Pr[B(D,Z;) =1]|
1 1
‘ + Advity 13(A,des)—< + Advy (A, des))‘

- ‘Ad R0 (A des) — Advitd (A, des)‘

The second equation holds since B perfectly simulates Gi_13 and Gy 1 if Z = Zy and Z = Z;
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment.
This proves the lemma. O

From Gy ; to Gy for k € [¢1]

Gp2 is as Gy, 1, but the k’s key is semi-functional of Type 2:

Changes in Gy 2 in comparison to Gy, 1:
Open (i): modify in Phase I (defined in Go3) for the key with j =k

o If j =k, choose & + Zy and return sk; + SFKeyGen (msk, kInd;, 2, &g, g2, fz)

Lemma 5.18. (¢f. Lemma 30 in [Att14Y]) Suppose g1 € N is the upper bound for the number
of corrupted keys in Phase I. Let k € [q1] be arbitrary. For every ppt algorithm A there exists
a ppt algorithm B such that for every security parameter A and every des € § it holds

Adva (), des) — AdvH (A, des)| = AdeMH (A, des)
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5. Security of the Framework and the Extended Proof Technique

The running time of B is essentially the same as the running time of A.

Proof. Let k € [q1] be arbitrary, but fixed. Given a ppt adversary A that can distinguish between
Gp,1 and Gy, 2, we construct a ppt algorithm B which uses A and breaks the co-selective master-
key hiding security property of the underlining pair encoding scheme with the same advantage.
B on input (des, GDy, g1, g2, 93), as defined in Expgl\éﬂl{, a4 (A des)| from Fig. is as presented
in Algorithm [7] B is a ppt algorithm with respect to A by construction. It uses different
supplementary ppt algorithms, the own oracles, and performs besides only simple computation.
Next we analyze the view of A and the success probability of B.

Let des € €2 be arbitrary, but fixed. By the definition of the Experiment |Exp(f;l\éil, a (A des)l7
GDy is the restricted group description of GID generated by G (1)‘). Furthermore, the generators
9i € G, are chosen uniformly at random. Hence, by construction of B and by Statement [2| of
Lemmal(5.5|the public parameters pp,, = (des, GDy, g1, g{’, U1, V1,93,Y, H) and the master secret
msk are distributed as defined in the experiments. Furthermore, by Statement [1]of Lemma [5.5|it
holds Uy = ¢} and V; = g{. B implicitly sets the semi-functional elements as @2 = u (mod p2),
and 02 = v (mod p2). These elements are properly distributed by Statement [3| of Lemma
Furthermore, B implicitly sets the input generator g» as the generator of Gy,. This generator

is properly distributed as mentioned above. Vector h (mod p2) of the semi-functional public
parameters will be defined below.

It is important to notice that all oracle queries made by B are permissible if all corruption
queries of A are permissible, since Ry (kInd, cInd*) = 0 implies Ry, (f1 (kInd), f (cInd*)) =0
by Lemma [5.13] The normal keys and the semi-functional keys of Type 3 are generated using
msk and go as defined in the experiments.

Next, we claim that the challenge encapsulation is a properly distributed semi-functional
encapsulation. Furthermore, the k’s corrupted key is either a properly distributed semi-func-
tional key of Type 1 (if v = 0) or a properly distributed semi-functional key of Type 2 (if v = 1).

Namely, by the definition of the Experiment |Exp%l\é§1, a (A des)L the challenger choose & <+ Zy

and h < Z%;, where n (/-c) Then, B receives

k(07h) .
= A1 N9 ifr=0
K = OCMH,V,&,fL (kInd;) = k(amh)
9 ifv=1,

where 7 € Z'? is chosen uniformly at random, (k, m2) = Encl (, kInd;). Hence, Kisa properly
distributed semi-functional part of either Type 1 key (if v = 0) or Type 2 key (if v = 1) with
random values h = h (mod p3), # = 7 (mod p2), and & = & (mod p2). Furthermore, B receives
S o(s.8.h)
C = O pap ((Ind”) = g5 ’
where § € Zy and § € Z}? are chosen uniformly at random, (¢, ws) = Enc2 (x, cInd*). Hence,
C is a properly distributed semi-functional part of an encapsulation with random values § = §
(mod p3), $ =8 (mod p2), and h = h (mod ps).
Finally, we show that the last group element in the challenge encapsulation is correctly
generated:

ut*4v

o — (Cl)u-t*—l—v . <61>
= (g (g§>u't*+v

_ (o) (st
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Algorithm 7: B against co-selective master-key hiding security property of P

1
2

© 0w N O ok W

10
11
12

13

14
15
16
17
18
19
20

21

22

23
24
25
26

Input : (des,GDy,g91,92,93)-
Setup
Compute the public parameters and the master secret key
(msk, pp,., -, u, V) (IA,GDN,gl,gg,des). Set j := 0.
Phase 1
CKGen (kInd;) with kInd; € X,:
| Store (i,kInd,).
Open (i):
Set j: =45+ 1.
case j < k do

‘ Pick a; < Zy and return sk; <{ SFKeyGen|(msk, kInd;, 3, o, g2, -).

case j = k do

Generate a normal key (kInd;, K) (msk, kInd;).
Query the own oracle:

= '

K = OCMH,V,de (kInd;) .

Output sk; = <kIndi, K- /IE)
case j > k do

‘ Output sk; (msk,kIndi).

Decaps (CT, i):

Challenge (given cInd* from A)

Compute (Kp, (cInd*,C, _)) (cInd*).

Query the own oracle:
~ . mn2 *
C = OCMH,y,d,ﬁ (cInd®) ,
set C*:=C - C.
Compute t* := H (HInput (cInd*, C*, _)) and

C//* — (Cf>u~t*+v )

Choose K; « G, pick b + {0,1}, set K* := K} and return
(K*,CTY g+ = (cInd*, C*,C"™)) .
Phase II
‘ Simulates this phase as defined in the experiment using msk.
Guess
‘ Output 1 if and only if A wins according to the definitions of the experiments.

‘ As defined in the experiment using sk} (msk, kInd;), generated once.
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5. Security of the Framework and the Extended Proof Technique

where s is the random element fixed by C1, which is chosen as the first element of C' in Line
and § is fixed by C; as defined above. In the second equation we used the normality of P.

Hence, C"* is exactly as defined in

We deduce that for every A, every security parameter A and every des € € it holds

Advp (X, des) = [Expplao 5 (A, des) — Exppg 5 (A, des)|

'2 + Advys (A, des) — (2 + Advy "2 (O, des))‘

(AdvG’“(A des) — Advy"2 (A, des)‘

The second equation holds since B correctly simulates G and Gio if v = 0 and if v = 1
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding game. This
proves the lemma. O

From Gy 5 to Gy 3 for k € [¢1]

Gp,3 is as Gy 2, but the k’s corrupted key is semi-functional of Type 3.

Changes in Gy 3 in comparison to Gy, o:
Open (i): modify in Phase I (defined in G 3) for the key with j =k

e If j = k, choose &y, + Zy and return sky < SFKeyGen|(msk, kInd;, 3, &y, g2, -)-

Lemma 5.19. (¢f. Lemma 81 in [Att14b]) Suppose q1 € N is the upper bound for the number of
corrupted keys in Phase I. Let k € [q1] be arbitrary. For every des € Q and every ppt algorithm
A there exists a ppt algorithm B such that for every security parameter A it holds

Advi"2 (A, des) — Advyy"? (A, des)| = AdvSP? (A)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between Gy, 2 and Gy, 3, we construct a ppt
algorithm B which uses A and breaks Assumption with the same advantage. Let des € (2
be arbitrary. B is given des in addition to its input (D, Z) from experiment as explained
in Remark (5.9

B (presented in Algprorithm is almost the same as Algorithm @ We only change the
simulation of corrupted key number k. B is a ppt algorithm by construction. Next we analyze
the view of A and the success probability of algorithm B.

Let all elements be as defined in the proof of Lemma In particular, Z = g¢7'95%95°,
Yo = g, Y3 = g%, h = k' (mod p1) and h = B’ (mod py). Here, we only analyze the
distribution of the secret key sk; = (klnd;, K) generated for j = k. By construction of B it
holds

K — gf(msk,r/,h) ) (YQYB)k(@/,o,o) . 7k(07.h) R,
k(msk,r’,h)

k(&’,0,0 0,7',h’
=g (g gy FEO0) (g gz g RO Ry
k(msk,r’ ,h)+21-k(0,#',h)  ya-k(d',0,0)+22-k(0,# h)  ys-k(&/,0,0)+23k(0,#' k) ,
k(msk,r’ +21-7 k)  k(y2:& 227"k k(ys-6/ 237,k
:gl(ms T +21T ).92(y2a 29T )‘93(y3a 23T >Rg
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Algorithm 8: B against Assumption as modification of Algorithm [6]
Input : (D, Z,des).
Require: D = (GDy, g1, X1 X9,Y2Y3,93), Z € G, des € Q.

1...

2 Phase I

3

4 Open (i) with i € N:

5 e

6 case j = k do

7 Compute (k,m2) := Encl (kIndg). Let my := |k|.
8 Pick r',#',& « Z}* and R + GJ'*. Compute

K- gi«:(msk,r/,h) ) (YZY?))k(d/,op) ) Zk((],f»/’h/) -Rg '

9 Return sk; = (kInd;, K).
10 ...

We claim that this key is either a properly distributed semi-functional key of Type 2 (if Z = Z;)
or a properly distributed semi-functional key of Type 3 (if Z = Z). Namely, B implicitly sets
the random values of the G,, components as r = 21 - # + r’ (mod p1), which are properly
distributed due to the choice of ’. The random values of G, components are set as & = ya - &’
(mod po) and # = 29 - 7' (mod pg). If Z = Zj, it holds z2 = 0 (mod p2) and thus

k <y2 : &/722 : "2/7}}’) =k <y2 : &/707’;‘> =k (yQ : @/7070) (mOd p2) :

Hence, if Z = Zj the G, components are properly distributed as defined for Type 2 keys due
to the choice of & (since yy # 0 (mod p9)). If Z = Z;, then & and # are properly distributed,

as defined for Type 3 keys, due to the choice of & (mod py) and #' (mod ps) (since ya, 22 # 0

k(0,7 h
(mod p3)), respectively. Finally, the G,, components are set as R3 = g§3 (0:77h)

properly distributed by the choice of Rj.

% and are

We deduce that for every des € 2 and every A there exists a ppt algorithm B’ = By (-, -, des)
such that for every security parameter A it holds

Advi?? (\) = |Pr [B' (D, Zo) = 1] — Pr [B'(D, Z1) = 1]

1 1
= ‘2 + Advﬁfj (A, des) — <2 + Advﬁfﬁf (A, des)) ‘

- ‘Advﬁjj (A, des) — Adviid (A, des)) .

The second equation holds since B perfectly simulates G2 and Gy 3 if Z = Zp and if Z = 7
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment.
This proves the lemma. O

From G, 3 to G4 1

Experiment Gy, 3 is a special case of Gy 3 for £ = ¢1. In Gy, 3 all corrupted keys in Phase I
are semi-functional of Type 3 and in Phase II all corrupted keys are normal. We simplify the
description of the experiment as follows:
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5. Security of the Framework and the Extended Proof Technique

qu’gi
Open (i) in Phase I:

o If sk; is not generated yet, choose &; < Zy and return the secret key sk; <
SFKeyGen| (msk, kInd;, 3, 6, g, ﬁ) .

Open (i) in Phase II:

o If sk; is not generated yet, return sk; (msk, kInd;).

Gg +1 is as Gg, 3, but the corrupted keys in Phase II are semi-functional of Type 1:

Changes in Gg, 41 in comparison to Gg, 3:
Open (i) in Phase II:

o If sk; is not generated yet, return sk; <{ SFKeyGen| (msk, kInd;, 1, _, go, f:,)

Lemma 5.20. (¢f. Lemma 32 in [Att14b]) For every des € Q and every ppt algorithm A there
exists a ppt algorithm B such that for every security parameter A it holds

Advgﬁ’?’ (A, des) — Advﬁfjﬁl (A, des)| = AdvEP? (\)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between G, 3 and Gg, 41, we construct
a ppt algorithm B which uses A and breaks Assumption with the same advantage. Let
des € Q) be arbitrary. B is given des in addition to its input (D, Z) from experiment as
explained in Remark and is presented in Algorithm [] B is again similar to Algorithm [6]
but there is no distinction of cases in the opening oracle. Thus, we have presented the complete
algorithm. B is a ppt algorithm with respect to 1* by construction. In particular, random

k,7’ h
(mskrh) can be computed as

elements from G, can be chosen using g3, the elements from gf
shown in Lemma and k (0, 7, h’) can be computed explicitly.

Next, we analyze the view of A and the success probability of B. By construction of B and by
Statement [2| of Lemma the public parameters pp,. = (des7 GDn, g1, 9%, U1, V1, 93,Y, H) and
the master secret msk are distributed as defined in the experiments. Note that GDy, g1 and g3
are distributed as required by Lemma/[5.5 due to the definition of experiment[SD2] Furthermore,
by Statement |1{ of Lemma it holds gf“/ = g{‘, Ui = ¢ and V; = ¢7. B implicitly sets the
semi-functional elements as h = h’ (mod ps), s = u (mod ps), and 92 = v (mod p3). These
elements are properly distributed by Statement [3| of Lemma [5.5

Let go be an arbitrary but fixed generator of G,,. Then, by the definition of probability
experiment [SD2{ it holds Z = gi"g5°g3°, where 21 € Zy , z3 € Z;, are uniformly distributed,
and z is either uniformly distributed in Z;, (if Z = Z1) or 23 = 0 (mod p2) (if Z = Z).
Furthermore, X1 = g", Xy = g%, Y2 = ¢5° and Y3 = g§°, where z1 € Z; , 3,92 € Z;, and
Y3 € Z,, are uniformly distributed and mutually independent.

The challenge and all semi-functional keys of Type 3 in Phase I are generated as required in
the experiments by Lemma and by Lemma respectively.

Consider the corrupted keys in Phase II. By construction of the algorithm B, for every ¢ and
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Algorithm 9: B against Assumption
Input : (D, Z,des).
Require: D = (GDy, g1, X1 X9,Y2Y3,93), Z € G, des € Q.

1 Setup
2 Compute the public parameters and the master secret key
(msk, pp,., h', u,v) (IA,GDN,gl,gg,des). Set j := 0.

3 Phase 1

4 CKGen (kInd;) with kInd; € X,:

5 ‘ Store (i, kInd;).

6 Open (i):

7 Set j: =45+ 1.

8 Pick a} < Zpy and return sk; <{ SimSFKeyT3 <ppm msk, kInd;, Y5Y3, a}).
9 Decaps (CT, i):
10 ‘ As defined in the experiment using sk (msk, kInd;) generated once.

11 Challenge (given cInd* from .A)

12 Generate (Ko, CT*) <1 SimSFChlg|(pp,., msk, cInd*, h’, u, v, X1 X5).

13 Pick Ky < G, flip a coin b « {0, 1}, set K* := K}, and return the challenge

(K*, CT™).
14 Phase II
15 CKGen (kInd;) with kInd; € X,:
16 ‘ Store (i, kInd;).
17 Open (i):
18 Compute (k,m2) := Encl (kInd;). Let my = |k|. Pick r/,#’ < Z* and
Rj + GJ' and compute
K = gf(msk,w,h) . k(07 h) ‘R, .
19 Return sk; = (kInd;, K).
20 Decaps (CT, 7):
21 ‘ As defined in the experiment using sk} (msk, kInd;) generated once.
22 Guess
23 ‘ Output 1 if and only if A wins according to the definitions of the experiments.

every generated secret key sk; = (kInd;, K) it holds:

K gf(msk,r’,h) DAL -

_ gk(msk,r’,h) . ( 21 22 zs)k(O,f‘/vh,) . Ré

1 1 92793
k(msk,r’ \h)+21-k(0,7" ,h') 23-k(0,7' k' 23-k(0,7 ,h'

_ k(05 W) k(05W) | k(0 H) o
k(msk,r’+21-#',h k(0,20-7" R z3-k(0,7" h’

:91( ' )'92( ’ )'933 ( )Ré

We claim that for every ¢, the corresponding secret key sk is either a properly distributed
normal secret key (if Z = Zj) or a properly distributed semi-functional secret key of Type 1 (if
Z = Zi). Namely, B implicitly sets the random values of the normal components (in G,,) as
r =2 -# + 7 (mod p;), which are properly distributed due to the choice of 7'. The random
values of the semi-functional components (in G,,) are set as # = 23 - #, which are properly

distributed (for Type 1 keys) due to the choice of #' if Z = Z;, and which disappear if Z = Zj,

3-k(0,7" A/
and hence zo = 0 (mod p2). Finally, the G,, components are set as R3 = g? (0:7"7) - R, and

are properly distributed by the choice of Rj.
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Hence, for every des € Q and every A there exists a ppt algorithm B’ = By (-, -, des) such
that for every security parameter A it holds

AdVEP? () = [Pr [B/(D, Zy) = 1] — Pr [B' (D, 7)) = 1]
1 1
= ‘2 + Advﬁf;ﬁ (\, des) — <2 + Advﬁj&ﬂ“ (A, deS)> ‘
— [Advi"y" (A, des) — Advg?y ™ (A, des)|

The second equation holds since B perfectly simulates Gy, 3 and Gy, 41 if Z = Zp and Z = Z;
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment.
This proves the lemma. ]

From Gq1+1 to qu+2

Ggi42 is as Gy, 41, but the key in Phase II are semi-functional of Type 2.

Changes in Gg, 42 in comparison to Gg, 4+1:
e Choose & < Zy at the beginning of Phase II.

Open (i) in Phase II

e Return sk; < SFKeyGen <msk, kInd;, 2, &, go, ﬁ)

Lemma 5.21. (¢f. Lemma 33 in [Att14l]) For every ppt algorithm A there exists a ppt
algorithm B such that for every security parameter A\ and every des € § it holds

Advy ™ (A, des) — Advyy ™ (A, des)| = AdvEMT (A, des)

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between Gy, 11 and Gy, 42, we construct a
ppt algorithm B which uses A and breaks the selective master-key hiding security property of
the underlining pair encoding scheme with the same advantage. B on input (GDy, g1, g2, g3, des)
as defined in |Exp§1\gj, a (A des)l in Fig. is presented in Algorithm Note that B is similar
to Algorithm [7] but the oracle is used in Phase II to generate all corrupted keys. B is a ppt
algorithm with respect to A by construction. It uses different supplementary ppt algorithms
and performs besides only simple computation. Next we analyze the view of A and the success
probability of B.

Let security parameter A\ and des € 2 be arbitrary, but fixed. By the definition of the

Experiment |Exp§>1véHy A (/\,des)L GDy is the restricted group description of GID generated by

g (1’\). Furthermore, the generators g; € G, are chosen uniformly at random. Hence, by
construction of B and by Statement [2 of Lemma the master secret msk and the public
parameters pp,. = (des, GDy, g1, g{‘, Ui, Vi, gg,Y,H) are distributed as defined in the experi-
ments. Furthermore, by Statement (1| of Lemma it holds Uy = g} and Vi = ¢7. B implicitly
sets the semi-functional elements as 42 = u (mod p2), and 02 = v (mod p2). These elements
are properly distributed by Statement [3]of Lemma/[5.5] Furthermore, B implicitly sets the input
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Algorithm 10: B against selective master-key hiding security property

1
2

© 0 N o ok~ W

10
11
12
13

14

15
16
17
18
19
20

21

22
23
24
25

Input : (GDy,g¢1,92,93,des).
Setup
Compute the public parameters and the master secret key
(msk, pp,., -, u, ) :(1)‘,GDN,g1,gg,deS). Set j := 0.
Phase 1
CKGen (kInd;) with kInd; € X,:
| Store (i,kInd,).
Open (i):
Set j 1= j + 1.
Pick o - Zy and output sk (msk, kInd;, 3, o, g2, -).

Decaps (CT, i):

Challenge (given cInd* from .A)

Compute (Ko, (cInd*,C, _)) (cInd*).

Query the own oracle
~._ Ml *
C = (’)SMH’V@’E (cInd*) ,
Set C*:=C - C.
Compute t* := H (HInput (cInd*, C*, _)) and

C//* — (Cf)wt*—‘rv )

Phase 11

CKGen (kInd;) with kInd; € X,:
| Store (i,kInd,).

Open (i):

Query the oracle

~ |
K:=02 . . (Knd) .

Compute a normal key (kInd;, K) (msk, kInd;) and return

sk := (kIndi, K- i%) .

Decaps (CT, i):

Guess
‘ Output 1 if and only if A wins according to the definitions of the experiments.

‘ As defined in the experiment using sk; (msk, kInd;) generated once.

Choose Ky ¢~ G, pick b ¢ {0,1}, set K* := K, and return (K*, (cInd®, C*, C")).

‘ As defined in the experiment using sk (msk, kInd;) generated once.
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generator go as the generator of G,,. This generator is properly distributed as mentioned above.
Vector h (mod ps) of the semi-functional public parameters will be defined below.

It is important to notice that all oracle queries made by B are permissible if all corruption
queries of A are permissible, since Ry (kInd, cInd*) = 0 implies Ry, (f1 (kInd), f2 (cInd*)) =0
by Lemma [5.13] The normal keys and the semi-functional keys of Type 3 are generated using
msk and go as defined in the experiments.

By the definition of the Experiment |Exp%{vgf,7 A ()\,des)|, the challenger choose & < Zy and

h « 7%, where n (/{) Then, B receives

gk 0.7:h) ifr=0
K = OSMH,V,d,fz (kInd;) = {7, ai k) .
o ifv=1,

where 7 € 772 is chosen uniformly at random for every key. Hence, all corrupted keys in
Phase II are either properly distributed semi-functional keys of Type 1 (if v = 0) or properly
distributed semi-functional keys of Type 2 (if v = 1) by construction. If v = 1, the element &
is the same for all these keys, as defined in the experiment Gg, y2.

Furthermore, B receives

C= OéMH,z/,d,fL (cInd”) = gg(&sm ’

where § € Zp, and s € Z,? are chosen uniformly at random, h is as above. Hence, C are
properly distributed semi-functional components with § = § (mod p2) and § = § (mod pa).

Finally, we show that the last group element in the challenge encapsulation is correctly
generated:

" ~\ ut*+v
C//* — (Cl)u-t +v | (Cl>
. P u-t*4v
= (gt (gz>
- (Uf* : V1)S : (932"5%2)3 :

where s is the random element fixed by C1, which is chosen as the first element of C' in Line 12
of Algorithm and § is fixed by C7 as defined above. In the second equation we used the

normality of P. Hence, C"* is exactly as defined in
We deduce that for every A, there exist a ppt algorithm B such that for every security
parameter A and every des € € it holds

AdvEYET (X, des) = [ExpP¢ 5 (A, des) — ExpP'g 5 (A, des)|
1 1
_ ‘2 + Advy 4 (A, des) — <2 + Advy ' (), des)) ‘
_ ‘Advﬁj‘f (A, des) — Adv™® (A, des)‘ .

The second equation holds since B correctly simulates Gg4,41 and Gg, 42 if v =0 and if v =1
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding game. This
proves the lemma. ]

From G 42 to Gy 43

Gg,+3 is as Gg, 42, but the key in Phase II are semi-functional of Type 3.
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Changes in Gg, 43 in comparison to Gg, 42:
Open (i) in Phase II:

o sk; < SFKeyGen|(msk, kInd;, 3, &, g2, ). (Where & as defined in Gg, 41)

Lemma 5.22. (c¢f. Lemma 34 in [Att14}]) For every des € Q and every ppt algorithm A there
exists a ppt algorithm B such that for every security parameter A it holds

Advp? (A, des) — Adviy " (A, des)| = AdvEP? ()

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between Gg, 42 and Gy, 13, we construct
a ppt algorithm B which uses A and breaks Assumption with the same advantage. Let
des € Q) be arbitrary. B is given des in addition to its input (D, Z) from experiment as
explained in Remark Note that B is almost the same as Algorithm [9] Hence, next we
present only the simulation of corrupted keys in Phase II:

Algorithm 11: B against Assumption as modification of Algorithm [9]
Input : (D, Z, des).
Require: D = (GDy, g1, X1 X9,Y2Y3,93), Z € G, des € Q.
1 Setup
. |
3 ...
4 Phase I1
5 Pick &' + Zy.
6
7 Open (i):
8 Compute (k,ms) := Encl (kInd;). Let m; := |k|.
9 Pick r',#',+ Z* and R} «+ Gyt and compute
K — gf(a,r',h) ) (YQYB)k(a',O,o) ] Zk(o,f«’,h) -Rg
10 Return (kInd;, K).
11
12 ...

According to the analysis of Algorithm [0 we have to consider only the corrupted keys in
Phase 2. Note that these keys are generated as the semi-functional keys of Type 3 in Phase I
in Algorithm |8 except for the choice of &', which is the same for all keys in this phase.

Let Y2 = g5° and Z = g7'g5*, where go is an arbitrary but fixed generator of Gy,, y2 € Z3,
21 € Zy,, and either zp = 0 (mod po) if Z = Zy or z5 € Ly, it Z = Zy, as defined in As
already shown in the analysis of Algorithm [8| the semi-functional (G,,) components of the keys

are set to: .
k(y2-d/ 207 h)
99 .
The elements in #' are chosen uniformly at random for every key, whereas &' is chosen once in
the Setup Phase. Hence, the corresponding key is either a properly distributed semi-functional
key of Type 2 (if Z = Z;) or a properly distributed semi-functional key of Type 3 (if Z = Zp)
as already explained in the analysis of Algorithm
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Hence, for every des € Q and every A there exists a ppt algorithm B’ = By (-, -, des) such
that for every security parameter A it holds

Advi?? (\) = |Pr [B' (D, Zo) = 1] — Pr [B'(D, 1) = 1]
1 1
= '2 + Advﬁ?}fg’ (A, des) — <2 + Advlc-iqj(r2 (A, des)> ‘
= [AdvI™ (A, des) = Adviy"y™ (A, des)

The second equation holds since B perfectly simulates G4, 43 and Gg, 42 if Z = Zp and Z = Z;
respectively. Furthermore, B outputs 1 if and only if A wins the corresponding experiment.
This proves the lemma. O

/
From Gy 13 to G, 43

In experiment Gy, 43 all keys generated in the opening oracle are semi-functional of Type 3
and all keys used in the decapsulation queries are normal. Experiment G’q1 43 is defined as
Gg,+3 except for decapsulation queries, which are answered without user secret keys. Namely,
an additional generator Xo of G, is chosen uniformly at random in the setup phase and the
decapsulation queries on CT = (cInd, C, C”), which passes the consistency checks, are answered
with e (g‘l‘“k - Xo, Cl), where C] is the first element of C.

Changes in G 3 in comparison to Gg, +3:

e Pick X5 < Gy, in the Setup phase.

Exchange [\*/| and @ for:
e Decaps (CT,1):

— Check that it holds CT € Ccpng € Cpp, Perform the (implicit) syntactic checks.
Return L if these are not satisfied. Otherwise CT = (cInd, C, C") for cInd € Y,.
Return L if R (kInd,;, cInd) = 0.

— Return L if the consistency checks in are not satisfied for CT.
— Return e (giHSk - Xo, Cl), where Cq € C.

Lemma 5.23. For every des € 2 and every ppt algorithm A there exists a ppt algorithm B such
that for every security parameter \ it holds

G/ 9
Advgf‘xrs (A, des) — Advngﬂ (A, des)| < AdV%DQ ) + q;e)(\:l + =

where qqec1 1S the number of decapsulation queries in Phase I. The running time of B is
essentially the same as the running time of A.

Proof. Experiments Gy, 43 and G; ,+3 differ only in the realization of the decapsulation oracles.
First, let us consider experiment Gy, 3. Suppose that A queries the decapsulation oracle on
(CT, i) with CT = (cInd, C,C") € Cenq and i € N, and suppose that CT passes the consistency
checks. Then, due to the checks in , the elements in C' do not contain G,, components. By
the definition of experiment Gy, 43, the decapsulation queries are answered using normal keys.

Let ski = (kInd;, K), K = gf(mSk’T’h) - R3 be the corresponding normal secret key generated to
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answer the decapsulation query. Recall that the group elements of normal keys do not contain
Gy, components. Hence, during the decapsulation of CT using sk; the G,, components of C
and the G, components of K disappear. Namely, it holds

K=e ((gf(msk,r,h) ) R3>E ’ C> —e ((gf(msk,r,h))E , C> —e (91, Cl)mSk 7

where the last equation holds since CT pass the check in (4.5) and due to the soundness of
algorithm

In turn, by the definition of experiment th 13, the decapsulation oracle on CT as above
returns

K =e (g™ X5,C1) = e (g1, C1)™" e (X5, C1)

We deduce that the view of A, and hence its success probabilities in the experiments G; +3 and
Gg,+3, can differ if and only if A queries the decapsulation oracle on (CT, i) € Ccpg % N such
that CT pass the consistency checks and C; € CT contains G,, component. At the same time
the challenger should not output 0 in the guess phase because of an abort event (recall that in
this case the output of both experiments is 0). Hence, we call by CipherAbort the event that
a decapsulation query on (CT, ) with property from above (C; contains G,, component) exist
and the events HashAbort and FactorAbort do not occur. By Lemma [5.§] it holds

G/
Advy™™ (A, des) — Advy (A, des)| < Pr [CipherAbort]

In order to analyze CipherAbort event, we construct an algorithm B against Experiment[SD2]
which uses A as a subroutine. B simulates game Gg 43 for A and if the event CipherAbort
occurs, B breaks Experiment [SD2] which violates Assumption [SD2}

The main observation is that if the event CipherAbort occurs and ¢ # t* (mod N), then with
overwhelming probability we can use the elements C; and C” in order to compute a generator
of Gp,. This is due to the fact that A gets information about @ and ¢ (mod p2) only from
G-t + 0 (mod pa) contained in C"* € CT*. This value is independent of @ -t 4+ ¢ (mod p2) as
long as t # t* (mod ps2) (which can be deduced from ¢ # t* (mod N)). Hence, over the random
choice of & and 0 (mod p2) the probability that A uses the correct value 4 -t + ¢ (mod p2) in
CT is negligible. Furthermore, if the event CipherAbort occurs and ¢t = ¢t* (mod N) then, the
Gp, components of CT and CT* must be the same. Hence, we will found an index [ such that
C; and C} differ only in the Gy, components, and hence we again compute a generator of Gy, .
Using a generator of G, algorithm B can break the own challenge.

Let des € Q2 be arbitrary, but fixed. B is given des €  in addition to its input (D, Z) from
experiment as explained in Remark and is presented in Algorithm B is a ppt
algorithm with respect to A by construction. It uses different supplementary ppt algorithms
and performs besides these only simple computation. Next, we analyze the view of A and the
success probability of B. B simulates .4 until her output (which is ignored) using supplementary
algorithms. We are not interested in the output of the experiment, but in the success probability
of B related to the probability that the event CipherAbort occurs. Hence, consider the compu-
tation of B in the guess phase.

At first, let us consider the computation of B independently of the event CipherAbort.
Recall from page that for CT € Cgnq the input of the hash function is HInput (CT) =
(cInd,e(g1,C4),...,e(g1,Cw,)). Let (CT,i) be an encapsulation, considered in the foreach
loop. Due to the checks in Line of Algorithm we can assume that event HashAbort
does not occur. Hence, in Line 25 of Algorithm t = t* (mod N) implies HInput (CT) =
HInput (CT*). If an encapsulation with these properties occurs in Phase I, B aborts and outputs
a guess (event Abort). However, in Phase I, A gets no information about C7, and therefore it
gets no information about its G,, component g{ . In turn, s* (mod p;) is uniformly distributed
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Algorithm 12: B against Assumption

1

© 0w N O A WN

10
11
12

13
14
15
16
17
18
19

20
21
22
23

24
25
26
27

28
29
30
31
32
33
34
35
36
37
38
39

Input : (D, Z, des).
Require: D = (GDy, g1, X1 X9,Y2Y3,93), Z € G, des € Q.
Setup
‘ Compute (msk, pp,., b/, u,v) (G]D)N,gl,gg,des). Pick &' <+ Zy.
Phase I
CKGen (kInd;) with kInd; € X,:
‘ Store (i, kInd;).
Open (i):
Pick & < Zpy and return sk (ppm msk, kInd;, Y2Y3, &).
Decaps (CT, ):
As defined in the experiment using normal secret key sk, (msk, kInd;)
generated once.
Challenge (given cInd* from A)
Generate (Ko, CTY) (ppm msk, cInd*, A’ u, v, X1 X3).
Pick K; < Gr, flip a coin b < {0, 1}, set K* := Kp, and return the challenge
(K*, CT¥).
Phase 11
CKGen (kInd;) with kInd; € X,:
‘ As before.
Open (i):
Return sk (pp,., msk, kInd;, Y2Y3, &').
Decaps (CT, 9):

As defined in the experiment using normal secret key sk (msk, kInd;)
generated once.

Guess
Ignore the output of A. Choose v/ + {0,1}.
Perform the original checks of bad events and output ¢/ if one of these events occurs.
foreach decapsulation query on (CT,i) with CT € Ccpnq and R (kInd;, cInd) = 1,
where CT pass the consistency checks (let t be the corresponding hash value) do
if ¢t =¢* (mod N) then
if the query is made in Phase I then output v/;
else
Look for an index [ € [w; + 1] (index w; + 1 corresponds to the element
C") such that C; # C}. Then, compute G; := g—;

if e (G1,Z) # 1, then output 1;
else output 0;

end

else

Compute Gy :=C" - C’;(u'tﬂ).

if Gy # 1¢ then
if e (Gq, Z) # 1, then output 1;
else output 0;

end

end
end
Output v/
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over Zj, and fixes the second element of HInput (CT*). Hence, the overall probability that B
aborts and outputs a guess in Line|25|is at most q‘]‘%l, where ggec1 is the number of decapsulation
queries in Phase I:

Pr[Abort] < dect
b1

Next we consider B’s computation in Line [27] of Algorithm In this case a query with t = t*
(mod N) is made in the second phase and consequently it holds HInput (CT) = HInput (CT™).
However, in Phase II the adversary is not allowed to query the decapsulation of CT* — that
is, CT # CT*. We deduce that cInd = cInd* and the G,, components of all corresponding
elements in C' and C* are equal. Together with the consistency check from this implies
that the G, components of C” and C"* are equal, too. Furthermore, by the consistency checks
in , the group elements of CT do not contain G,, components. The group elements of CT*
do not contain G, components by construction. Hence, there is an index [ € [w; + 1] such
that C; # C7, the G,, components of both elements are equal and the G,, components are not
present. We deduce that if ¢ = ¢* (mod N) and the query is made in Phase II, B computes a
generator G € G,, and can solve the own challenge with success probability 1

Next, we consider the computation of B in Line of Algorithm In this case t # t*
(mod N), which implies

HInput (CT) # HInput (CT™)

Hence, applying Lemmait holds t # t* (mod p2). Let g2 be an arbitrary but fixed generator
of Gp,. By the consistency checks in , the group elements of CT do not contain Gy,
components. Hence, we can denote C1 = g - g5*, where s € Zy,, and k1 € Zjp,. Furthermore, by
the consistency checks in it holds C” = g’ (wttv) g5, where x” € Z,,. We deduce that B
computes

"
C K" —k1-(wt4v)

GQ:w:gz

€ Gy, .

Hence, if Gy # 1g (which is additionally checked in the algorithm), B again solves the own
challenge with success probability 1

In summary, if B does not output the guess bit v/ (chosen uniformly and independently of any
other random variables), and rather outputs 0 or 1 directly, the output is correct. In particular,
the probability that B outputs 1 if Z = Z; is at least %, whereas the probability that B outputs
1if Z = Z; is at most % Hence, for every des € Q and every ppt algorithm A there exists a
ppt algorithm B’ = By (-, -, des) such that for every security parameter X it holds

Adv?? (\) = |Pr [B' (D, Zo) = 1] — Pr [B'(D, Z1) = 1]
=Pr[B' (D, Z1)=1] —Pr [B'(D,Z) =1] .

For our analysis, we can even neglect the advantage of B’ in the case that the event CipherAbort
does not occur. It holds

Pr [B' (D, Z1) = 1 | CipherAbort | — Pr [B' (D, Zy) = 1 | CipherAbort | >0 ,
since also for this conditional probability distribution it holds

Pr[B' (D, Z;) = 1| CipherAbort | >

Pr [B’ (D, Zy) =1 ‘ CipherAbort} <

N =N =
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Hence, we continue the analysis:

AdvF? (\) =Pr [B' (D, Z1) = 1] — Pr [B' (D, Zy) = 1]
= Pr [CipherAbort] - (Pr [B' (D, Z1) =1 } CipherAbort|
— Pr[B' (D, Z) =1 ’ CipherAbort] )
| Pr [CipherAbort] - (Pr [B (D, Z,) = 1 | CipherAbort |
— Pr[B' (D, Z) = 1| CipherAbort ])
> Pr[CipherAbort] - (Pr [B' (D, Z1) = 1 | CipherAbort]
— Pr[B' (D, Z) = 1 | CipherAbort))

Next, we consider the advantage of B under the condition that the event CipherAbort occurs
and the event Abort defined above does not occur. We claim that under these conditions B
either outputs a correct bit using G'1 or B founds G2 € G, except for a negligible probability
and solve the own challenge. Namely, if a query with ¢ = ¢t* (mod N) is made in the second
phase B will found G and solve the own challenge as already explained above. The second part
of our claim is a bit more complex.

By construction of B, the adversary A gets information about @,v € Z,, only from the
value 4 - t* + 0 (mod pg), which is included in the exponent of C”* in the semi-functional
challenge encapsulation. Furthermore, ¢ # t* (mod N) implies ¢ # ¢t* (mod p2) as explained
above. However, if ¢ # t* (mod p2), the values @ - t* + ¢ (mod p2) and u -t + ¢ (mod p2)
are independent. Hence, A gets no information about 4 - ¢ + v (mod ps). However, if event
CipherAbort occurs, there is an encapsulation CT such that C; = g - g5* for some s € Z,,, and

K1 € Zp,. For this encapsulation CT, by the analysis from above, the corresponding elements
C" and Gy are equal to gf'(“'t”) -g5" and g;”_’“'(u'HU), respectively. Since k1 # 0 (mod p2) we
deduce that the probability for ” — k1 - (u -t +v) =0 (mod p2) is negligible (namely piz) over
the random choice of 4,0 (mod p2). Hence, except for negligible probability p%, B computes a
generator G € Gy, and outputs a correct bit in Line 27] of Algorithm

We deduce that it holds
I 1
Pr (B (D, Z) =1 ‘ CipherAbort A Abort | > 1 — —
b2

O 1
Pr [B' (D, Zy) = 1| CipherAbort A Abort ] < — .
p2

Now, we can continue the analysis from above

Adv3P? (\) > Pr[CipherAbort] - (Pr[B' (D, Z1) = 1| CipherAbort]
— Pr[B'(D, Zy) =1 | CipherAbort])

® p, [CipherAbort] - Pr [ Abort | CipherAbort] -
(Pr [B' (D, Z1) = 1| CipherAbort A Abort |

— Pr[B'(D, Z) = 1 | CipherAbort A Abort])
2
> Pr [CipherAbort] - (1 — Pr [Abort | CipherAbort]) - (1 — p)
2

2
> Pr [CipherAbort] — P Pr[Abort A CipherAbort|
2

2
> Pr[CipherAbort] — — — dect
b2 4!
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Equation (x) holds since conditionally on the event Abort, B’ outputs 1 with probability %
independently of Z, and hence

Pr [B' (D, Z) =1 ’ CipherAbort A Abort] — Pr [B' (D, Zg) = 1 | CipherAbort A Abort] =0 .
In the following step we used the previous estimations. Finally, in the last two inequalities we
used only simple estimations and Pr[Abort] < q‘;)%l, explained above. This proves the lemma,
since the prime numbers have a length of A by our convention. O

/
From Gq1+3 to Grinal

GFinal 1S as Ggl 13, but the key K* is chosen uniformly at random independetly of b.

Changes in Gpjpal in comparison to an 43
Exchange [@ for

o Set K* + Gr.

Lemma 5.24. (c¢f. Lemma 385 in [Att14b]) For every des € Q and every ppt algorithm A there
exists a ppt algorithm B such that for every security parameter A it holds

G/ ) 9
Ade:’}fg (A, des) — Adv%i}{‘a‘ (A, des)| < AdvEP3 (\) + o>

The running time of B is essentially the same as the running time of A.

Proof. Given a ppt adversary A that can distinguish between both games, we construct a ppt
algorithm B which breaks Assumption [SD3|with the same advantage. Algorithm B is essentially
the same as in the original reduction of Attrapadung. We additionally have to show how to
answer the decapsulation queries. B against gets an input that includes ¢{* X and implicitly
sets msk := «a. Furthermore, A gets no information about Xs. Hence, we can use ¢g¢*X» in order
to answer the decapsulation queries as defined in both games. Let des € {2 be arbitrary but
fixed. B is given des € Q in addition to its input (D, Z) from experiment as explained
in Remark and is presented in Algorithm B is a ppt algorithm with respect to A by
construction. In particular, random elements from G,, can be chosen using generator g3 € G,,
and all exponents can be computed explicitly. Next, we analyze the view of A and the success
probability of B.

By construction of Bit holds Y = e (g1, 91)". Hence, the master secret key msk is implicitly set
to «, which is properly distributed by the definition of Experiment The public parameters
are correctly generated by construction. The semi-functional generator of Gy, is set to go.
Also this generator is properly distributed by the definition of Experiment Furthermore,
the semi-functional elements h, @& and & will be implicitly set to h’ (mod p2), u (mod ps),
and v (mod p2) respectively. These elements are properly distributed by construction. In
particular, these values are independent of the corresponding values modulo p; by the Chinese
Remainder Theorem. Furthermore, we recall that by the definition of Experiment there
exist g,y € Z,, such that Xy = g5* and Yz = g5

Now, consider keys generated in Phase 1. By construction of B it holds:

K

k(1,0,0) _k(0,r,h/ k(&%,0,0
(g5 Xo)R(1L00) k(O >,92(J ).R3

k(msk,0,0)+k(0,r,h')  k(22,0,0)+k(&,0,0)

— gl . 92 . _R3
k(z2+&’,0,0
— gf(mSvaah) . gz (IQ a] ) . R3 .

117



5. Security of the Framework and the Extended Proof Technique

Algorithm 13: B against Assumption

Input : (D, Z, des).
Require: D = (GDy, g1, 9% X2, 9°Y2, 92, 93), Z € G, des € Q.

1 Setup
2 Set k := (des, N) and compute n := Param (). Set Y := e (g1, 97 X2).
3 Pick h’ < Z%; and u,v < Zy. Compute gl Uy == g% and V; := g¥.
4 Choose a hash function H <+ H,.
5 | Define pp, := (des,GDN,gl,g{l’, UL, Vi, g3, Y, H) Set j := 0
6 Simulate A on input pp,.
7 Phase 1
8 CKGen (kInd;) with kInd; € X,:
9 ‘ Store (i, kInd;).
10 Open (i):
11 Set j:=4j+1
12 Compute (k,m2) := Encl (kInd). Let m; := |k|.
13 Pick d;- — LN, v+ Ly, R3 < G and compute
K o= (X100 om0 K509
14 Return sk; = (kInd;, K)
15 Decaps (CT, i):
16 if all restrictions are satisfied and CT pass the consistency checks then return
K = e (g7 X2, C1);

17 Challenge (given cInd* from A)

18
19

20

21
22

Compute (¢, ws2) := Enc2 (k, cInd*). Let |¢| = wy.
Pick s’ « Z}' and compute
C* — (gigy2)c(1,s’,h’)

Compute the hash value t* = HInput (cInd*, C*, _) and
o — (gfyz)wt*-l-v

Return K* := Z and CT* := (cInd*, C*, C""*)

Phase 11

23 ‘ As Phase I, but use & « Zy instead of & for all keys.

24 Guess

25

‘ Output 1 if and only if A wins according to the definitions of the experiments.
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This is a correctly generated semi-functional key of Type 3. The normal components are properly
distributed due to the choice of r and R3. The semi-functional component & is set to &; = xﬁ—d}
(mod p2), which is correctly distributed due to the choice of d;. In Phase II the keys are
generated in the same way, but with & = x5 + &' for all keys, which is properly distributed due
to the choice of & (mod p2). It is important to notice that the values &; and & are independent
of the value zs.

Next, consider the challenge encapsulation. By construction of B it holds:

C*= (gie 2)C(l,s',h/) Cl/*: (gie Q)u-t*-‘rv
:giq.c(l,s’,h') ) ggz-c(l,slfl) :gigv(u.t*—i-v) ) gg?(u.t*—l-v)

.8/ . /’:L * S A~k A\ Y
:gf(s,s s',h) g;(y27y2 s’ )7 _ <U{ ) V1> ) (gg.t +v) 2

We claim that CT* is a properly distributed semi-functional encapsulation except with negligible
probability. The random values s and s of the normal components are set to s (mod p;) and
s- s’ respectively. The value s is properly distributed due to the choice of s (mod p;1). Vector s
is properly distributed due to the choice of s’ (mod p;) as long as s # 0 (mod p2). The opposite
happens with negligible probability p%. The random values of the semi-functional components
are set to § = yo and 8§ = yo - /. The value § is properly distributed due to the choice of s
(mod pg). The value § is properly distributed due to the choice of s', since yo # 0 (mod p2).
Hence, CT* is a semi-functional encapsulation of key K = Y*® = Z; except with probability p%.

If Z = Zy the key K is chosen uniformly and independently at random from G as required
in Gpipa- The simulation of CT™ is properly distributed except for negligible probability [%2.

The decapsulation queries are answered as defined in the experiment using X, properly
distributed by the definition of Experiment [SD3] In particular, all generated keys are indepen-
dent of X5.

In summary, for every des € Q and every A there exists a ppt algorithm B’ = B4 (-, -, des)
such that for every security parameter A it holds

Adv?? (\) = |Pr [B'(D, Zo) = 1] — Pr [B' (D, Z1) = 1]|

1 : 1 2
> ‘2 + AdVgF;{“' (A, des) — <2 + Advgqu?’ (A,des)) ‘ T
I y 2

| 2
_ ‘ AdvSFima (A, des) — Advyi i (A, des)| — ~
b b 2

The second equation holds since B almost perfectly simulates Grina and Gg,43 if Z = Zj
and Z = Zj respectively. Furthermore, B outputs 1 if and only if A wins the corresponding
experiment. This proves the lemma, since the prime numbers have a length of A by our
convention. O

Grinal and the Final Analysis

In the last game Gpina the adversary gets no information about the challenge bit, and hence
its advantage is equal to zero.

Lemma 5.25. For every algorithm A and every des € € it holds

Advgf}fal (A, des) =0 .
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Summing up all factors from Lemma to Lemma [5.25| we get

Adv-aP-KEM{3? (A, des) = AdviiRet (A, des) — Advyirs™ (A, des)
+ AdviH (A, des) — Advyy (A, des)
+...
G .

+ Advyy "™ (A, des) — Advy"p*! (X, des)
+ Advi (A, des)

< AdVESs () + AdvDt (V) + AdvE® (V)
+ (21 +4) - AdvED? (A) + AdvEg (A, des)

This finally proves Theorem

5.3. Verifiability for Regular Pair Encoding Schemes

In this section we prove that regular pair encoding schemes are verifiable. Recall Definition [I.11]
of regular pair encodings and Definition of set I. Before proving Theorem we present
the following lemma, which leads to simple verification algorithms for most known pair encoding
schemes.

Lemma 5.26. Suppose Rqx is a domain-transferable predicate family, P is a pair encoding
scheme for Rayx, and G is a composite-order group generator. If for every k € Q x X, every
cInd € Y, with (¢, w2) = Encl (cInd), wy = |¢|, it holds I = [wa]o — that is, for every i € [wa]o
there ezists an index T; € [w1] such that c;, = X,, then P is verifiable with respect to G according

to Definition [4.3.

Proof. Let Rq s be an arbitrary but fixed domain-transferable predicate family and P be an
arbitrary but fixed pair encoding scheme for Rq s, which satisfies the property from the lemma.
P is a normal encoding by definition, since among others, there exists 7y € [wi] such that
¢r, = Xso- In order to prove the verifiability property of P, we construct an appropriate
verification algorithm Vrfy for P. We assume w.l.o.g. that ciphertext encodings of P do not
contain any polynomials multiple times, since these are redundant. Otherwise the corresponding
group element in C' must be checked for equality.

By Definition Vrfy is given (des, GDx, g1, 9%, kInd, cInd, E, C) as input. The elements
are as follows: A is a security parameter, des € 2, GD € [Q (1’\)] and GDy is the corresponding
restricted group description, x = (des, N) € Q x 3, g1 € G,,, g € Gy, , where n = Param (x),
kInd € X,; and cInd € Y, with R (kInd, cInd) = 1, E € [Pair (k, kInd, cInd)], C € G"*, where
(¢, w9) = Encl (k,cInd), w; = |c|.

We make use of the observation from Lemma [4.4] and construct an algorithm Vrfy which

checks if there exist so € Z;, and s € Z;? such that the G;, components of C' are equal to

gf(so’s’h). By the definition of pair encoding schemes, for every 7 € [w;] the polynomial ¢, € ¢

has the form

er= 3 | bri X+ D by Xn Xs, | € Zy Xy, Xa Xa] (5.1)

i€[wa], Jj€(n]
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Due to the property of P from the lemma we can assume w.l.o.g. that it holds ¢; = X,
cg = Xsp5 ..oy Cupt1 = X, Hence, the Gy, components of the corresponding group elements
C1,...,Cy,t1 € C particularly determine elements sp and s = (s1, ..., Sy, ) modulo p;. Namely,
for every i € [wg]o there exists unique s; € Zjp, such that the G,, component of Cj;; is equal
to gy = gf”l(so’s’h). Correctness of remaining elements C; € C for wy +1 < 7 < w; can be
checked as follows:

e(Cr.g1) = IT e Cirr g™ 11 <9ibj>bmj : (5.2)
i€fwz]g Jj€n]

The checks are constructed directly from (5.1]). We deduce that for every 7 € [w1]\ [wa + 1] the

check of C; is satisfied if and only if the G,, components of C is equal to ng(SO’s’h), since it

holds

H e Cz'+1a9l177’i' H (gfj)bmj

icw2lo j€ln]
= Si ’ SO R )
- H €\ 91,9 !
iE[IUQ]O
ictwal (b7,i°8i+ D i1 (bris jsi-h;
= 6(91791)Z €l 2]0( e (brigosihy))

T b 7h
= e(gf (s0.8 )791>

Hence, Vrfy performs the checks in (5.2)) for every 7 € [w1] \ [w2 + 1] and outputs 1, if and only
if these checks are satisfied. The lemma follows by Lemma [4.4 O

The proof shows only the main idea. The algorithms constructed directly from the proof of
Lemma [5.26] can be optimized for concrete schemes in different ways. On the one hand, one
should look for reducing the number of pairing computations in using usual techniques.
Note furthermore that for the concrete schemes the number of coefficients unequal zero is small.
On the other hand, the constructed algorithm does not use kind and E given as input. In
several predicate encryption schemes (e.g. attribute-based schemes) only few elements from C
may be relevant for the decapsulation — that is, some columns of E € Z7;* ™" contain only zeros.
In this case, the verification algorithm does not have to check the corresponding elements from
C € G™! in order to ensure the soundness property. This results in more efficient verification
algorithms. Formally, we have to perform the check in [5.2) for k € [wq] \ [wz + 1] if and only if
the column k in E is unequal 0. This still ensures the soundness property, since the values in

C which are not checked do not affect the result of e <gf(a’r’h)'E, C’).

Now we extend this result to regular pair encoding schemes.

Proof of Theorem[5.3 Let Rq s be an arbitrary but fixed domain-transferable predicate family
and P be an arbitrary regular pair encoding scheme for Rqoyx. P is a normal encoding by
definition, due to the first property of regular pair encoding schemes. In order to prove the
verifiability property of P, we construct an appropriate verification algorithm Vrfy for P.

By Definition Vrfy is given (des, GDy, g1, g{‘,kInd,CInd, E, C) as input. The elements
are as follows: A is a security parameter, des € Q, GD € [g (1’\)] and GDy is the corresponding
restricted group description, k = (des, N) € Q x %, g1 € G, g € Gy, , where n = Param (),
kInd € X,; and cInd € Y, with Ry (kInd, cInd) = 1, E € [Pair (x, kInd, cInd)], C € G"*, where
(c,wz) = Encl (k, cInd), w; = |c|.

We make use of the observation from Lemma [£.4] and construct an algorithm Vrfy which

checks if there exist sp € Z;, and s € Z;? such that the G;, components of C' are equal to
gc(so,s,h)
1
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5. Security of the Framework and the Extended Proof Technique

The case I = [ws], is covered by Lemma Hence, we only consider the case I C [wa],,.
Note that ¢; = X, by the first property of regular encodings, and hence 0 € I. Let [ :=
|I| — 1. Assume w.lo.g. that I = [I], which implies I = {{ +1,...,w2}. Furthermore, assume
w.l.o.g. that for every ¢ € I it holds ¢;41 = X,,. Hence, the G,, components of the elements
C1,...,Cp41 € C particularly determine elements sg, s1,...,$ (mod p;). Namely, for every i €

I there exists unique s; € Z,, such that the G,, component of C;4; is equal to g;* = gc”l(so’s h),

where only the first [ elements of s = (s1,...,5;,,...,-) are relevant.
We have to check if there exist s;41,..., Sw, € Zp, such that the G,, components of remaining
group elements Cjg,...,Cy, € C are consistent with all values sg, ..., Sy,-

Next, recall that the polynomials of regular pair encodings can be written as

= b KXo+ > | bri X+ > by X, X, | (5.3)

iel i€l JEMN]

Furthermore, for 7 € I' it holds by Definition [1.13

CT:Z TZ XSZ+ZbTZ,] hj * si

iel Jj€ln]

and we can perform the check for C; similar to the checks in (5.2)) in the proof of Lemma

T7gl He Z-‘rlagl : H (gl )bTZJ . (54)

iel Jj€ln]

The checks are satisfied if and only if the G,, components of C for every 7 as above are equal
+(50,8,h)
tO g; (SO,S,

holds

, where only the first [ elements of s = (s1,...,5s;,,...,_) are relevant. Namely, it

He z+1a91 : H ( ) o He <g1 g TZ+ZJ€[" ( ‘”v]"hj))

iel j€n] iel
—e (91’ gl)ziej(br,i'si“‘zj‘e[n] (bf,i,j'si'hj))
Vrfy outputs 0, if one of these checks is not satisfied.
Let us assume w.l.o.g that ¢ elements from C', namely Cjy9, ..., Cjyi+1, can be checked using
this kind of checks. It remains to check the elements Cji19,...,Cy, € C which correspond

to the set T' from Definition m By construction, for all 7 € [w;] \ [l + ¢ + 1] the first
summand of ¢, in is unequal to zero. We first eliminate from every C; those parts which
correspond to the correctly evaluated second summand from . Namely, Vrfy computes for
every 7 € [wi] \ [l +t+1]:

-1

h: bT,i,,'
Y’T‘ ::e 7’791 He ’L+lagl - H (91]) ’ . (55)

iel Jj€[n]

Hence, it holds
Y:=e (Ck : 917Z’E’(bT’i'SiJrEJ'E[n](b“’j's"'hj))791>

Note that all Y;’s are element of the order p; subgroup of Gt and e (g1, g1) is a generator of
this subgroup. Hence, for every 7 € [wq] \ [l +t + 1] there exists unique y, € Zp, such that
Yr=e(g1,91)"
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Next, we have to check if there exist s;41, ..., Sw, € Zjp, such that for every 7 € [wy]\[l + ¢ + 1]
it holds
Y’T =€ (gla gl)ZiETbTYi‘Si )
or rather
Yr = me‘ -8;  (mod p1) . (5.6)
iel

This can be verified as follows.

Let us consider more abstractly. Recall that T = {l 4+ 1,...,ws}. Let ¢ := wy — (I+t+1)
and g := wy —[. These are the number of group elements Y, € Gt which have to be checked, as
well as the size of I respectively. Let M = (m;;), elljeld € Z5° be the matrix of coefficients

by, corresponding to (5.6). Hence, we have to check if there exist s € Z2, such that
y=M-s (modp;) ,

where ¥ = (Yr) cpo 41 € Zp, and 8 = (8i);c7 € Z3, are vectors of the corresponding
elements y, and s;.

Using the Gaussian elimination algorithm (over Zy) on M, Vrfy derives an invertible matrix
T € Z5* such that T - M is in reduced row echelon form. Under the assumption that the
factorization of N is a difficult task, we can ignore the case that a zero divisor is hit during
the computation of the algorithm. Furthermore, since T is invertible over Zy, it will be also
invertible over Zj,, and it holds

Jeezg, + M-s=y (modpi)
©dseze,  T-M-s=T-y (mod p1)

)T-M~s )T-y

© Jeezg,  elgno =e(g1,0

Vrfy checks the last of these statements. It computes all elements of
z=e(g1,91)"Y € Gy (5.7)

using T and {Y> =e (91,gl)yT}Te[wl]\[HtH}-

We claim that there exist s € Zg, such that e (g1, g1 =e(g1,91)" Y if and only if for
every zerorow 7 in T - M € Z?VXQ it holds z, = 1¢,.. This is true since T'- M is in reduced row
echelon form. If this is not the case, Vrfy outputs 0. Otherwise, Vrfy outputs 1.

In summary, we deduce that Vrfy outputs 1 if and only if there exist so € Z,, and s € Z}3?

such that the G,, components of C' are equal to gf(s’s’h). Hence, according to Lemma Pis
a verifiable pair encoding scheme. O

)T-M~s )T-

We note that the Vrfy algorithm from the proof might seam to be quite complex. Indeed, the
most known predicate-based schemes are covered by much simpler algorithm from the proof of
Lemma, [5.26)

5.4. Simplified Construction

Our framework requires additional computational overhead during the computation of the hash
value. Namely, a pairing is computed for every group element in the ciphertext. We can avoid
this computation by hashing the original ciphertext. Formally, we only change the definition
of the function HInput defined in . Then our last reduction must be adapted in order to
prove the security for this variant. The other reductions require only minor modifications. We
decided to present the given less efficient construction in order to explicitly show which parts
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of the ciphertext are important for the consistency checks when the dual system encryption
methodology is used to achieve CCA-secure schemes.

In this section we consider the modification for the more efficient construction. Indeed it is
not difficult to see that it is sufficient to hash the original encapsulation. We already presented
the security proof for our construction in Section [5.2] mostly independently of the concrete
realization of the function HInput. This function defines which parts of the ciphertext are
hashed (cf. ) Hence, in this section we do not present the complete formal proof, but
indicate those parts of our original proof which depend on the definition of HInput.

The function HInput for our alternative construction is defined as follows:

HInput (CT) :=cInd, C1,...,Cy, .

instead of HInput (CT) := cInd,e(g1,C1),...,e(g1,Cu,) defined in (4.2). That is, the hash
value for the encapsulation CT = (cInd, C = (C4,...,Cy,),C") is computed by

t:=H(cInd,C1,...,Cy,) . (5.8)

both in the encapsulation and in the decapsulation algorithms. Note that ¢ is independent of
the last group element C”, and hence the encapsulation algorithm is well defined. Furthermore,
the semi-functional encapsulation algorithm is already defined independently of the
concrete realization of HInput.

Due to the modification of HInput the domain of computation for the family of collision
resistant hash functions has to be changed. Namely, the hash family must be as follows:

{H LY, x (G)SMassN ZN} ,

where mqes v is the maximal number of polynomials in the pair encodings for cInd € Y,. This
completes the description of the structural modifications of our framework.

Next, let us consider the relevant parts of our security proof which require modifications due
to the new definition of HInput. Note that Lemma [4.8]is formalized and proved independently
of the definition of HInput. The statement of the Lemma [5.4] is also independent of HInput,
since the proof of this lemma only requires that HInput is deterministic. Lemmal5.6] holds, since
Algorithm 2] is defined independently of the concrete realization of HInput. Lemma and
Lemmal5.12/hold, since the event HashAbort is defined independently of the concrete realization
of HInput.

Lemmal5.14] Lemmal5.18] Lemmal[5.21], and Lemmal5.24] hold since Algorithm 5] Algorithm|[7]
Algorithm and Algorithm are defined independently of concrete realization of HInput,
respectively. All other lemmata of the original proof do not depend on HInput except for the
indistinguishability proof for the experiments Gg, +3 and G:h 13- The proof for this step requires
relatively simple modifications, which are considered next.

First of all notice that the first part of the proof for Lemma still holds — that is,

G .
Advy™ (A, des) — Advy™ (A, des)| < Pr [CipherAbort]

The analysis of event CipherAbort is almost the same. Only the element Gy in Line 27] of the
Algorithm [12] is computed as
Cl/
Gy = o
In this case a query with ¢t = t* (mod N) is made in the second phase and consequently it holds
HInput (CT) = Hlnput (CT*). However, in Phase II the adversary is not allowed to query the
decapsulation of CT* — that is, CT # CT*. We deduce that cInd = cInd* and C = C* due to
the new definition of HInput. Together with the consistency check from this implies that
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the Gp, components of C" and C"* are equal, too. Furthermore, by the consistency checks in
, the group elements of CT do not contain G,, components. The group elements of CT*
do not contain G,, components by construction. Hence, C" and C"* must differ in the G,,
components and G is a generator of Gp,. We deduce that if t = t* (mod N) and the query
is made in Phase II, B computes a generator G1 € G, and can solve the own challenge with
success probability 1, which is similar to the original proof.

All other parts of the corresponding proof still holds independently of the definition of HInput.

5.5. Further Proofs

In this section we prove that under Assumption [SD2] it is computationally infeasible to compute
a non-trivial factor of N.

5.5.1. Hardness of Factorization Under Subgroup Decision Assumptions
The following lemma was implicitly proved in [LWI0] (cf. Lemma 5 [LW09]).

Proof of Lemma[{.1. We prove that the following Algorithm [I4]satisfies the required properties.
Algorithm 14: B against Assumption given a nontrivial factor of N
Input : (D,Z, F)
Require: D = (GDy, g1, X1X2,Y2Y3,93), Z€ G, FEN,1 < F <N, and F | N.
Set a := min (F, %) and b := max (F, %),
if (Y,Y3)" = 1g then
if e (Z*, X1X3) = 1g, then output 0;

1

2

3

4 else output 1;

5 if (X1X5)" = 1¢ then

6 if e(Z%,Y2Y3) = 1g, then output 0;
7 else output 1;

8 if Z° = 1 then output 0;

9 else output 1;

B is a ppt algorithm with respect to A by construction. Next, we analyze the success
probability of the algorithm. Let g1, g2, g3 be arbitrary but fixed generators of G,,, G,, and
Gp, respectively. By the definition of Experiment it holds X7 = g7*, X2 = §52, Yo = G5,
Y3 =95, and Z = g;' - §5* - §5°. Therefore, 1 and 21 are uniformly distributed in Z7 , x5 and
yo are uniformly distributed in Z;,, y3 and 23 are uniformly distributed in Z; . Furthermore,
29 = 0 if Z = Zy, whereas zo is uniformly distributed in Z;;,Z if Z=27.

Given a non-trivial factor F' of N we have three possible cases:

1)a=pi Ab=pap3, 2)a=psAb=pip3, 3)a=p3Ab=pip2 .

The condition (Yng)b = 1g from Line [2| is satisfied if and only if b = pop3. In this case
a = p1 and the G,, component of Z disappears in Z¢. Hence, Z = Zy € Gy, if and only if
e(Z% X1X5) = 1g,. Analogously, the condition (X;X5)" = 1g from Line [p| is satisfied if and
only if b = pip2. In this case a = p3 and the G,, component of Z disappears in Z“. Hence,
Z = Zy € Gp,p, if and only if e (Z%,Y3Y3) = 1g,. Due to the observations from above, Line [f]is
executed if and only if b = pip3. In this case the G,, and the G,, components of Z disappears
in Z°. Hence, Z = Zy € Gp,,, if and only if Z° = 1¢.

In summary, under the assumption from above, B outputs 1 if and only if Z = Z;. Hence, it
holds Pr B (D, Z;,F) =1] =1 and Pr B (D, Zy, F) = 1] = 0. Consequently,

Pr[B(D, Zy, F) =1 — Pr[B(D, Z, F) = 1]| = 1

This proves the lemma. O
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Part Ill.

Fully CCA-Secure Framework in
Prime-Order Groups
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Introduction and Main Contribution

As already discussed in the introduction of the second part of this thesis in the context of IBE,
researchers have spent much effort to achieve efficient CCA-secure constructions [BCHKOT,
KG09, KV08]. However, IBE is a very special kind of PE and there is no generic method to
apply similar techniques to more sophisticated predicates. In this part of the thesis we focus
on PE scheme which are fully CCA-secure without the Random Oracle model and especially on
constructions in prime-order groups. These constructions are significantly more efficient than
constructions in composite-order groups [Guil3] which we considered in the previous part in
order to develop techniques to achieve CCA security for sophisticated predicates.

We recall that under the fully secure predicate encryption schemes constructed in prime-order
groups and considered in [YAHKI1, [NP15] only the ABE schemes from [OT10a] and the inner-
product encryption schemes from [OT11] satisfy the requirements of the generic transformation
from delegatability property. Furthermore, only for two predicate encryption schemes developed
in prime-order groups a method to construct consistency checks, appropriate to apply the
generic transformation from verifiability, was suggested in [YAST12]. As already discussed
in the introduction for the second part of this thesis, the corresponding approach does not
seem to be sufficient for other predicate encryption schemes. These results and observations
raise the question why the techniques to construct appropriate consistency checks in composite-
order groups do not work for prime-order groups. In our opinion, the main challenge in the
development of consistency checks for schemes constructed using dual system encryption tech-
niques in prime-order groups results from the fact that the so-called normal components and
the semi-functional components are not strictly separated as is the case in composite-order
groups. Namely, in groups of composite order the normal and the semi-functional components
are realized in different subgroups and consequently do not interact among each other; whereas
in prime-order groups normal and semi-functional components are in the same group. Our
consistency checks in composite-order groups simply ignore the semi-functional components of
the ciphertext, which is in principle not possible in prime-order groups.

Main Contribution

In this last part of the thesis we present a CCA-secure variant of the prime-order pair en-
coding framework from [Att16]. Our construction is inspired by the direct chosen-ciphertext
techniques [BMWO05, [KG09] and especially by our CCA-secure pair encoding framework in
composite-order groups from the second part of the thesis. Differently from the CHK-like
transformations from [YAHKTI, [YAST12, INP15], our construction is not generic. That is,
we cannot transform any given CPA-secure scheme into a CCA-secure scheme, but we benefit
from the abstraction of pair encodings such that our framework yields a variety of new CCA-
secure PE schemes. We again exploit a single collision-resistant hash function, do not use any
additional security assumptions, and this time do not even make any additional demands on the
pair encodings. That is, for every pair encoding scheme which leads to a CPA-secure scheme
via the framework of [Att16] a CCA-secure scheme can be constructed using our framework.
Hence, according to the instantiations presented in [Att16] we achieve CCA-secure PE schemes
in prime-order groups for various key-policy ABE, ciphertext-policy ABE, dual-policy ABE,
schemes for branching programs and regular languages, to name just a few. We refer to [Att16]
for an excellent overview about known pair encoding schemes and the resulting PE schemes
(over 25 schemes are presented). The research on pair encodings is ongoing [ACI7b] and new
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computationally secure regular pair encodings will directly lead to CCA-secure schemes from
our framework.

The structural extensions of the CPA-secure schemes in our framework are indeed similar
to our framework in composite-order groups. We add only four group elements (in terms
of [Att16]) to the public parameters and one group element to the ciphertext. We use a more
efficient asymmetric bilinear map, and hence the public parameters are extended by four instead
of two additional group elements. The user secret keys are not changed at all. Our main
extensions concern the decryption algorithm, which verifies to a certain extent the structure of
the ciphertext before the actual decryption using our newly developed consistency checks. The
efficiency of these checks depends on the predicate or rather on the structure of the ciphertext
pair encodings. Regarding the computational efficiency of the decryption algorithm, we usually
achieve more efficient constructions for key-policy schemes than for ciphertext-policy schemes.
Last but not least, the reduction costs of our framework are almost the same as the reduction
costs of the underlying CPA-secure framework [Att16] due to our proof techniques introduced
in the second part of this thesis.

New techniques to construct consistency checks in prime-order groups. The original CPA-
secure framework of Attrapadung [Att16] as well as our framework are based on the dual
system encryption methodology. As already discussed in the introduction of the second part of
this thesis, one cannot hope to achieve public verifiability for schemes constructed using these
techniques. Nevertheless, we introduce a kind of consistency check for schemes in prime-order
groups that is sufficient to achieve CCA-security using our framework. On the one hand, our
techniques are generic and lead to appropriate consistency checks for all schemes constructed
using the prime-order pair encoding framework from [Att16]. On the other hand our checks do
not satisfy the demands of the generic transformations from verifiability property [YAHKII]
YAS™12|. Indeed, the guarantees of our checks are weaker than the guarantees of the verification
checks constructed for our framework in composite-order groups. This is due to the fact that
the normal and the semi-functional components are not strictly separated in the schemes from
prime-order groups as explained above.

In the security proof of our framework we apply the proof strategy introduced in the second
part of this thesis to deal with decryption queries within the dual system encryption proof
techniques. This not only leads to security guarantees comparable to the security guarantees
of the underlying CPA-secure framework but also leaves most parts of the CPA-secure proof
unchanged. Nevertheless, due to the weaker guarantees of our consistency checks in comparison
to the guarantees of the checks in our composite-order framework, more sophisticated proof
techniques are required for the security proof. Particularly, one of the main reductions steps in
the proof for our framework in composite-order groups is based on the verifiability property and
does not even require any security assumptions. The corresponding reduction for the framework
in this part of the thesis is based on a Matrix Decisional Diffie-Hellman security assumption
used in the original framework anyway.

Finally, we remark that our consistency checks exploit the structure of the prime-order Dual-
System Groups introduced in [CW13]. This variant of the Dual-Pairing Vector Space approach
presented in [OT08, [OT09] was utilized in the original CPA-secure pair encoding framework
from Attrapadung |Att16]. Hence, we believe that our consistency checks can also be applied to
achieve CCA-security for schemes constructed using the prime-order Dual-System Groups even
if these schemes do not fit into the pair encoding framework.

Organization. In Chapter [6] we introduce our CCA-secure framework and explain the con-
struction of our verification checks and the intuition behind them. In Chapter [7] we present the
security proof for the framework.

We remark that the results presented in this part are submitted to the IACR conference
Eurocrypt 2018.
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This chapter is organized as follows. First, in Section we define domain of computation
and computational rules, prove general lemmata used in the security proof and recall the
security assumptions. Then, in Section we present our CCA-secure framework and the
semi-functional algorithms essential for the proof. We also prove some properties that are used
in the security proofs. In particular, in Subsection we not only prove the correctness of
the framework, but also the guarantees of our verification checks.

6.1. Preliminaries

Let n,m € N be arbitrary integers and M be a matrix over domain D with n rows and m
columns — that is, M € D"*™. We denote by m; ; € D the element of M in the i’th row and

the j’th column and by (mi:j)n ., We denote the whole matrix M. If n and m are obvious from

context, we will sometimes simply write M = (m”)

In this chapter we work with field IF,, for prime p denoted by Z,. The matrices over Z, are
denoted by bold capital letters e.g. M and vectors are denoted by bold lowercase letters, e.g.
v. Furthermore, we also consider matrices of group elements, which are also denoted by bold
capital letters but in roman font, e.g. G. Notice that all vectors in this chapter are column
vectors.

For prime p and integer d we denote by GIL,, 4 the general linear group of degree d according
to the ordinary matrix multiplication. That is, GL, 4 is the set of d x d invertible matrices over
Z,, together with the operation of ordinary matrix multiplication. By Iy = (em) 4.4 We denote
the neutral element of GIL, 4 — that is, e; ; = 1 if i = j and e; ; = 0 otherwise. 7

6.1.1. Matrices of Group Elements and Computation Rules

In this subsection we first of all define notational conventions used in the whole chapter and
consider computational rules which are used in the following framework and in the proof. We
also present the running times for the mentioned computations in order to give the reader
indication for complexity of the corresponding operation. For the whole subsection let [, m,n €
N be arbitrary integers, (G, -) be an Abelian group of prime order p, g € G and a,b € Z, be
also arbitrary. The neutral element of G is denoted by 1g.

Let G = (gi) H= (h@j)n’m € G™™ be n x m matrices of group elements. Define

n,m’

G-H:=(f;;) &G  where (6.1)

ViemViepm © fig = 9ij - hij -

Matrices from G™*™ with this operation form an Abelian group of order p™™ with neutral

element (1G)nm‘ This group is isomorphic to the finite product group G™". Furthermore,

every element from this group (except the neutral element) generates a subgroup of order p.
Hence, we use a shortcut for multiple application of the group operation and define

G®:=(fij), ~€G™™ , where (6.2)

vie[n]vje[m] : fiaj = gﬁj :

We get the following running times for these operations:
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Input 1 Input 2 Output Running time
GeGm | HeG>™ | G-HeG"™™ | n-m-mulg
GeGv™ a € Zy G* e G n-m-expg

The following computational rules can be deduced from the properties of Abelian groups:
G-H=H -G,
Ga+b — G_a . Gb
(G-H)"=G*-H" .

Next, we define a shortcut that has been previously used in many papers. For matrix A =
(aivj)nm € Zy*™ we define:

g =F = (fivj)nm € G™™ | where (6.3)

Viem)Viepm) © fig = 9" .

Given g € G, A € Z;*™ we can compute g4 € G™™. The running time for this operation is:

Input 1 Input 2 Output Running time
ge€G | AeZy™m g2 € G™™ | n-m-expg

Notice that for every generator ¢ € G and every G = (gi,j)nm € G™*™ there exists unique
M = (m,j)nm € Zy*™ such that for every i € [n], j € [m] it holds g;; = ¢g™J. Let
A,B € Zy*™ and G,H € G"*™ be such that G = g2 and H = ¢gB. Then, from (6.1) and
(6.2) we deduce that it holds

G — (gA)a
=g, (6.4)

where a- A denotes ordinary scalar multiplication of matrices over Z,. Furthermore, from (6.4))
and (6.1)) we deduce that it holds

Ge. Hb — ga-A . gb-B
_gans (6.5)

where a - A+ b- B denotes the ordinary matrix addition over Z,. In particular, G-H = gAtB.
Let G = g2 € G and B € ZZXZ we define

GB .= ¢AB c g | (6.6)

where A-B denotes the ordinary matrix multiplication over Z,. Next, we consider different ways
to compute GB. Let C = (ci,j) , = A - B. Then, by the definition of matrix multiplication it

n,

holds Ve[ Ve : ¢ij = Ezzl a; - by ;. Hence, it holds

d
D k=1 % kb

vz‘e[n]vje[l] 19 =g

gai,k'bk,j

Il
E&.

B
Il

1

(g (6.7)

|
=

e
I
—

Il
=~

(gbk»a')a““ . (6.8)

i
I
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Using the expression from (6.7) we can compute g4'B component by component given g4 and

B. Analogously, from we can compute g4 B given A and ¢B. In our work we often
explicitly use the fact that g4 B € G™*! can be computed from A € Z;LXd and H = ¢B € G,
Hence, we establish the following notation

AH = A(gB) = g4 B (6.9)
The running times are summarized in the following table (dominating computations).
Input 1 Input 2 Input 3 Output Running time
geG Ace ZQXd B e ngl gAB c gn! Mat_mulz, +n -1 - expg
G =g G BGZgXl GB c gnx! n-l'd-expry
AEZ;}Xd H = ¢B ¢ G&! AH e G4 n-l'd-expry

Next let GD = (p, (91,G1), (92, G2),Gr,e) be asymmetric bilinear groups of prime order
p with bilinear map e : G; X Gy — Gp. Furthermore, let di,ds € N be arbitrary integers,
A= (ak,j)n7d1 S ZZXdl and B = (bk,i)mdQ € ZZXdQ. Define the following shortcut (established
in [ATE16))

T.
e(gft.9) =elgr,92)® A € Gy . (6.10)
For C = (Ci’j)dg,dl = BT . A it holds Cij = Y p—1 bk - ar,j, and hence

Vields) Vjelay : € (91,92)77 = e (g1, g2) 2kt Dkt kg (6.11)

n

TT e (g1, 92)" "%

k=1

=e (91 li[( b’“) ) (6.12)
(ML)

n
|| ak] bkz

k=1

(6.13)

H e (gf'“’j,ggk’i> ) (6.14)

k=1

Let Gy := gf‘ and Gg := gQB. We can compute the elements of e (G1, Ga) € Gpd2xd component
by component depending on the given elements. The running times are summarized in the
following table (dominating computations).

Input 1 Input 2 Input 3 Running time
e(g1,92) €Gr | A€ Z;}Xdl B e Z;}XdQ Mat_mulz, + di - d2 - expg,. by
g € Gy Ac Z;‘Xdl Gs € GQXdQ dy - dy - (n- expg, + pair) by
G, € G?Xdl g2 € Go Bc ng‘b dy - dy - (n- expg, + pair) by
G, € G?Xdl Gy € GngQ dy - dy - m - pair by

Let g1 € G1, go € Gy be generators and G; € G?Xdl and Go € GngQ be arbitrary. Then,
there exist unique A € Zngl and B € ZZXd? such that G = gf‘ and Gg = gP. We derive the
following calculation rules for a,b € Zj:

o (6-4) a (6.10) a-b-BT -
e( 1,G3> e(g A ghB ) = ¢ (g1,90)""B A e (G, Go)™?
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6. Background, Construction and Intuition

Hence, we can work with element in Z, in the exponents as usual in the context of bilinear
maps. Next, let C € Z), dixdy ,and D € ZdQXd2 Then, it holds:

e (GF,GP) & o (40, oPP) B2 o (g

DT-BT.a.c (69,610) pT
91) Eag e(G1,Gy)C

1,

Furthermore, let H € ZZX” be arbitrary, then it holds

T ( ) T, (16.10|) T.E.
e(Gl,H GQ) e(gf‘,gf B) = ¢ (g1,92)% HA

(6-10) ¢ (g4, ¢B) e(HGl’G2) . (6.15)

Hence, we can also perform transformation with matrices in the exponents, but have to take
care of these unusual rules. In particular, we explicitly notice that for A € Z;}Xdl, B e ZQXdQ
it holds

B-I
e(gft.gf) = (91792 d"’)
BT-A Id2
— (gl y 9o )
I
= (gldlygé“T'B) € Grhxd

Finally, let G,H € G and F € G}*% be such that G = ¢&, H = gH and F = gF. Then,
using previously defined computational rules we deduce that it holds

e(G-H,F) Gi e<G+H F)
(6.10) T
= e (91 gQ)F (G+H)
16.5) . T.
e(g1,92)F TG, e(g1,92)F
(6.10)
= e¢(G,F)-e(H,F)

Analogously, for U € GF*? it holds e (G, F - U) = e (G, F) - (G, U).

6.1.2. General Lemmata

In this subsection we state lemmata which are quite specific for our framework. Our construction
and the security proof are based on these lemmata. The first lemma is very basic but using
this lemma we explain the form of group elements in the ciphertexts corresponding to set I'g
of the related ciphertext encoding. This lemma is also used in Lemma which states the
main properties of public parameters of our framework. Then we consider lemmata which
are essential for our verification checks and the so-called parameter hiding lemma introduced
in [Att16] and based on parameter hiding property of Dual System Groups [CW13|. We extended
the parameter hiding lemma in order to explain our extensions of the ciphertext which lead to
the CCA-security.

Lemma 6.1. Let (G,-) be a cyclic group of prime order p and g € G be a generator.
Furthermore, let d € N, H € G and B = (Babay1) € GLyp,a+1 be arbitrary. Then, there
exist unique v € Zg and v € Z;, such that

~ D

G- G =H ,

where G := gBi e GlA+*d gpq G = gl € G,
In particular, there exists unique h € Zg“ such that H = g" and it holds (%) = B™' - h.
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Proof. First of all, g is a generator of G, and hence for every H € G%*! there exists unique
h € Z&t such that H = g".
Ezistence: The d + 1 column vectors of B form a basis of ZZH, since B € GL,, 441. Hence,

there exist a unique vector w = (wq, ... ,wdH)—r € Zg“ such that B - w = h, namely w =
B~ . h. By the definition of By and by, it holds

h=B w
w1
=Bg-| | +bay1-wayr -
wy
Hence, it holds
H ="

_ gBd‘(wl7--~7wd)T+bd+1‘wd+1

_ (gBd)(wl,-..,wd)T ) (gbd+1>wd+1

~

T Wq+1
W1 ,...,Wq
=Gl ) .G :

and the equation G? - G’ = H holds for v = (wi,... ,wd)T and ¥ = wgy1. In particular, it

holds (¥) =w = B~!.h.
Uniqueness: Assume that there exist v,u € Zg and 9,4 € Z, such that

G'-G'=H=G"-G" .
Then, it holds
gBd~'v . gbd+1~f) — gBd~u . gbd+1~ﬂ RN

Bg-v+bi1-9=Bg-u+biy-us

HHEL AR
0 U
(15 - f‘) ¢ ker (B)
U —1
We deduce that it holds v = u and ¢ = 4, since B € GID 441. ]

Notice that ciphertext elements C; corresponding to index 7 € Ty of the related ciphertext

encoding will have exactly the form of H from Lemma let say C, = G- G’. Recall that by
definition of I'g every 7 € I'y is related to an index ¢ € I. Elements s and § will be the normal
and the semi-functional random elements corresponding to the ciphertext-specific variable X,
respectively. That is, elements {C;}, cp, uniquely define normal {s;},.; and semi-functional
{5i};c; random elements of the ciphertext corresponding to set I.

Lemmata for Verification Checks

The lemmata from this subsection are used for verification checks. Lemma allows us to
verify to a certain extent the form of group elements in the ciphertext corresponding to set
I". In turn, the algorithm from Lemma [6.4] is used to achieve similar guarantees for group
elements corresponding to set I'. The guarantees for our verification checks are formally stated

in Subsection [6.2.4]
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6. Background, Construction and Intuition

Lemma 6.2. Let GD = (p,(91,G1),(92,G2),Gr,e) be bilinear groups of prime order p.
Furthermore, let I,d € N, | < d and B € ZgXl be a matriz with rank [. Suppose a,c € Zg
satisfy

€ (gil’ng) =€ (gfagQB) € GTl .
Then, it holds a — c € ker (BT).

Proof. We prove the statement directly

e(gt.98) =e(gf,97) &

T. T,
e(91,02)% “=¢el(g1,0)? ‘=

B .a=B'T .c&

a—cher(BT) ,
where in the second step we used the fact that e (g1, g2) is a generator of Gr. O

The statement in the following corollary is a generalization of the statement in Lemma [6.2

Corollary 6.3. Let GD = (p, (g1,G1), (92,G2),Gr,e) be bilinear groups of prime order p.
Furthermore, let [,I',d € N, | < d and B € ZgXl be a matrix with rank [. Suppose A =

(ai,...,ay), C =(c1,...,¢cp) € ngl’ satisfy

e(gft,g8) =e(gF,98) € GV .

Then, for every i € [I'] it holds a; — ¢; € ker (BT).

Recall that encoding polynomials ¢, 7 € I' contain only ciphertext-specific variables corre-
sponding to set I. Using Corollary[6.3|we construct appropriate verification checks for ciphertext
elements C; with 7 € I'. Namely, we check if the randomness of these elements correlates with
the randomness of group elements {CT}TGFO. However, the guarantees of Corollary are
not perfect since we cannot check the elements for equality. We show how to deal with it in
Subsection [6.2.41

Consistency checks for ciphertext elements corresponding to encoding polynomials ¢,, 7 € T
are more complicated, since we have to check if the random elements corresponding to set I
are the same in all {C.}__g. The algorithm in Lemma is used to construct an appropriate
consistency check for these elements. We refer to Subsection for details.

Lemma 6.4. Let (G,-) be a group of prime order p, and g € G be a generator. Furthermore,
letd,r,t e N, M € Z;;Xt, and Y € Gt be arbitrary. Then, there is a deterministic polynomial
time algorithm ExtGauss, which given the group description GD = (p,(9,G)), Y, and M
outputs 1 if and only if there exist S € Zg” such that

Y:gS'M .
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Proof. We prove that the following algorithm ExtGauss satisfies the requirements of the lemma.

Algorithm 15: ExtGauss - adapted Gaussian algorithm
Input : (GD,Y,M)
Require : GD = (p,(9,G)), Y € G, M € Z)**
1 Compute using Gaussian elimination algorithm (over Z,) on input M an invertible
matrix T € GlL,; C Z;Xt such that T - M T is in the reduced row echelon form. Let
J C [t] be the index set of all zero rows of T - M € ZL*".

2 Compute L = (livj)dt =YT' e gixt (or rather the j’s columns of L for all j € J).
Output : Output 0 if there exist ¢ € [d] and j € J such that [; ; # 1g. Otherwise
output 1.

Notice that ExtGauss has to compute only the j’th columns of L in the second step, since
only these elements are relevant for the output.
Group element g € G is a generator and Y € G%**. Hence, there exist unique matrix
Y € Zg” such that Y = g¥. We deduce that it holds
3

. _ S-M
SEZgXT . Y =g <~

.Y _ SM
EISeZng g =g &

Ygeginr Y =8 M
. T T _ T
HSGZ;IXT.M S —Y =
. T v
Vg M X =YT

In the first step, using the Gaussian elimination algorithm on M ', ExtGauss derives an
invertible matrix T' € GL,; such that T - M T is in reduced row echelon form. Since T is
invertible, it holds

. T v
HXGZ;Xd'M X—Y @)’

3 T - M"-X=T-Y" .

Xezp*?

Let J C [t] be the index set as defined in the algorithm. Since T'- M T is in the reduced row
echelon form, for every X € Z;Xd and every j € J the jth row of T- M " - X is equal to 0'.

Furthermore, the rows of T'- M T with indices [t] \ J are linearly independent, and hence the
rank of the matrix is t — |J|. Hence, there exists X € Z]’;Xd such that T-M"T - X =T -Y T if
and only if for every j € J the jth row of T-Y " is equal to 0. Formally, it holds:

. T _ T
Ixegra i T-M - X=T-Y' &

Viesie, T-Y' =0 ez .

We deduce that an appropriate matrix S exists if and only if for every j € J the j’th row of
T-Y T is equal to 0. Furthermore, it holds

Viesie] T-Y' =0T €2 <
Vies: Y -T! . e;=0€Z &

Vjej : gY'TT'ej =1g € Gt .

That is, an appropriate matrix S exists if and only if for every j € J the j’th column of Y -T'T is
equal to 0, respectively for every j € J the vector gY'TT'eJ’ € G! contains only neutral elements
of G.
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In the second step algorithm ExtGauss computes

L=YT
— gY-TT c GdXt

and outputs 1 if and only if for every j € J the column j of L contains only neutral elements of G

— that is, if and only if there exists an appropriate matrix S € Zg” (such that Y = gSM ). O

Parameter Hiding

The following lemma was presented in [Att16] and is used to argue that normal public parameter
information-theoretically hide some chosen random elements (corresponding to the semi-
functional parameter). For our framework we have to extend this lemma. All matrices con-
sidered in the following lemmata have corresponding elements in the public parameters of the
scheme. For convenience we use the corresponding names already here.

Lemma 6.5 (Parameter Hiding Lemma (cf. Lemma 1 in [Att16])). Let d be an integer and p
be a prime number. Let B € GL, 411 and D € GL, 4 be arbitrary, D := (Q (1)), Z:=B ".D.
1

Furthermore, let H € Z](ngrl)X(dH) be arbitrary and M = (Tl\r/;’;l ’n’;z) =B~ -H-B. Then,

given B, Z as well as H - B - (Iod) and H' - Z - (Iod) the quantity of the entry ¢ is information-
theoretically hidden.

Proof. Let us denote the given tuple of matrices by D = (D1, D2, D3, Dy). Hence, D1, Dy €

GLp4y1 and D3, Dy € ZI(,dH)Xd. By construction Dy, and D, directly determine B and
Z. Furthermore, since these matrices are invertible, D is also uniquely defined and can be
reconstructed.

Using the fact that B € GIL,, 411 we deduce from the definition of M:

H - B=B M, (6.16)
B''H=M-B!. (6.17)

Next, let us explain D3 in terms of M:

Dg:H.B.<Id> B.M.(Id>

0 0
) )
- B. (%3;) _ (6.18)
We can analogously explain Dy in terms of M:
D4:HT-Z-<IOd> = HT-BT~D~<IOd>

(203

(617

<
o
e
N
o
N———
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M m: D
_ -T 1 3.
- = (0 7)(0)

M7\ -
= B—T.< 1)-D. 6.19
m] (6.19)

We conclude that in addition to D; and Dy matrices D3 and D4 determine M, ms, and ms,
which can be reconstructed from (6.18) and (6.19). The value 6 of M remains information-
theoretically hidden. Namely, for every o € Z, there exists unique H that satisfies H =

B- ("Ai% 72/2) - B~ where M, m}, and mj are the determined entries of M. O]

The following lemma is used to argue that the normal public parameter corresponding to
H € Z](;dH)X(dH) remain the same if H is changed to H + B - (39) - B~1. That is, if we fix
the normal parameter, the value ¢ is hidden and can be chosen later. This lemma is a direct
consequence of the previous Parameter Hiding Lemma.

Lemma 6.6. Let d € N be an integer and p be a prime number. Let B € G, 4.1 and

De GLyp,a be arbitrary, D := (% (1)), Z := B~ . D. Furthermore, let H € Zédﬂ)x(dH) and
o € Zy be arbitrary, H := H+ B -(39)-B~'. Then, it holds H - B - (%) = H' - B - (1)

0
and H' - Z - (4)=H'""-Z - (L).

Proof. We present a direct proof of both statements:

B (5)=H B () + B4 BB ()
=H-B-(§) .
H'- 2. (¢)=H"-z-(§)+B""-(32)-B"-B~"-(§9)(§)
1Tz ()
This finalizes the proof. O

The following lemma is used to argue about the distribution of semi-functional parameters
corresponding to H when the matrix is changed to H + B - (39) - B™! (cf. Lemma|7.14).

Lemma 6.7 (Part of Lemma 6 in [Att15]). Let d € N be an integer and GD =
(p, (91,G1) , (92, G2) , G, e) be bilinear groups of prime order p, B € GLy 441, and D € GLy 4
be arbitrary. Furthermore, let D := (13 (1)), Z: =B "D, and D := ((G]D),ng,gQZ). Consider a

probability experiment defined by H + Z;(,dﬂ)x(dﬂ) and o < Z,. Let H == H+B-(§9)-B~1.

Then, the distributions of

and
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are equal and it holds

Proof. Matrix B is invertible, and hence the random choice of H can be seen as the random
choice of M = (?gj n;2> — Zl(gdﬂ)x(dH), H := B- M - B~'. However, by definition of H' it
holds

B H -B= (51" )+(89)

mg
. Mi mo
- m; d+o
Hence, the distributions of H and H' are equal and we deduce that both distributions defined
in the lemma are equal.

Next, let us prove the last statement in the lemma. Due to the prime order of the groups it
is sufficient to consider the exponents. It holds

om0 (-0 0)5) 5 (0)
ww (eon (7).

and
-
HT.Z. 0 —H'".Z. 0 +(B- 00 .B')Y .B T.D. 0
1 1 0 o 1
T o, (0 _t (0 0\ (D 0\ (0
() (5 2) (1) ()
:HT.Z.<0>+J.B—T.<0>
1 1
This finally proves the lemma. O

The following lemma is essential for our CCA-secure framework and is based on the parameter
hiding lemma.

Lemma 6.8 (Parameter hiding extended). Let d € N be an integer and p be a prime number.
Let B = (Babar1) € GLy 41 and D c GLpq be arbitrary, D := (lg’?), Z =B ".D.
Furthermore, let t,t* € Z,, t # t*. Consider a probability experiment defined by U,V <—
ZSTED  Then, given B, Z, U-B- (%), V-B-(4),UT-Z - (L), vT.Z. (L), * ¢,
and t*-U + 'V there are p possible values of t-U + V', and all these values are equally probable.

Proof. Let us denote the given tuple by D = (B, Z, D1, Dy, D3, Dy, t*,t,T), where D;’s are

all from Zz()dH)Xd and T € Z](,dH)X(dH). Furthermore, let us denote B~! := (J:Zd ) Then,
d+1

B- <g (1)> Bl = by -w],, #0ezi
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By Lemma [6.6 and by Parameter Hiding Lemma [6.5] the choice of U and V' can be seen as
(d+1)x(d+1)

the random choice of U, V' + Z, and oy, 0, < Z;, and the assignments
U = U+B- (0 0) - B!
0 o,
= U'+0u bai1-wg,
and
V = V' +B. <0 0) B!
0 o,

/ T
= Vi+to, -bap1-wy .

Thereby, by Parameter Hiding Lemmal6.5| the values o, and o, remain information-theoretically
hidden when given B, Z, U - B - (Idi), V-B- (Iod), u' - z. (Iod), and V' .Z. (Idi)
Consider the value T'=t* - U + V given in addition:

L _ * ! ! . O 0 . 1
T=t-U+V=((t-U+V)+B (0 t*-0u+av> B

= (t*‘U/—{—V/) —}—(t* 'O'u+0'v)‘bd+1'w;|l—+1 X
For every t* the value of o, remains hidden when given all values of D due to the random choice
of o,. Next, consider the value ¢t - U + V:

(d+1)x(d+1) = o . .U LV (O 0 .g-!
Zy 5t-U+V=(t-U+V')+B (0 t.0u+av> B

=(t-U+V')+(t-oy+0y) bay1-wiy,
=T +0y (t—1") b1 wi -

Matrix T, the value t — t* # 0, and the matrix bgyq - le #0 € Zz(,dﬂ)x(dﬂ) are known.
However, as shown above, value o, is information-theoretically hidden when given D, and

hence the matrix ¢ - U + V can take all p possible values, one for each o, € Z,. ]

6.1.3. Matrix-DDH Security Assumption

In this subsection we recall the security assumption used in [Att16] for the underlying CPA-
secure framework. We also use the same security assumption for our CCA-secure framework.
We refer to [EHK™15] for an extensive study on Matrix Diffie-Hellman Assumptions.

In this subsection we consider asymmetric bilinear groups GD = (p, (g1, G1) , (92, G2) , G, )
of prime order p. Let d € N be an integer and Dy be a distribution on matrices in GL, 441 C

Zz()dﬂ)x(dﬂ) of the form

d 1
d({M 0
1\e" 1)

where M € GILL, 4 and ¢ € Zg.

Assumption 6.1. Ds-Matrix Decisional Diffie-Hellman Assumption holds relatively to
group generator G if the following function is negligible in A:

Pr [A (GD,gf‘,gf"(g)> _ 1] ~Pr|A <GD,gf‘,gfL<Z)> _ ]

Dy-mDH

Adv 4 (A =
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where the probabilities are over GD < G (1)‘), A<+ Dy, y Zg, y < Zj,, and over the coin
tosses of A.

Notice that we slightly changed the usual definition of the assumption. Namely, 3 is chosen
from Z, instead of Z;. This modification does not change the assumption, since the correspond-
ing distributions are statistically close, but the arguments in the proofs are more precise.

Intuition. Next, we shortly explain the Matrix Decisional Diffie-Hellman Assumption in more
detail in order to provide the intuition behind our construction and present an important and

well-known representative. Denote the column vectors of A by (@1 - aay1). Distinguisher A
y
A %

gets by gf the matrix A in the exponent of g;. By the elements of g, y) € G‘f“ the adversary
also gets a vector which is a linear combination of vectors ay,...,ag4+1 in the exponent of g;.
Hence, A has to decide if the last vector a4y1 appears in this linear combination. Due to the

special form of the matrices in Dy it is even more specific:

ORERIOR

_( My
- cT_y_i_yA y

where M = (mi1 - ma) denotes the column vectors of M. Information-theoretically A gets

the complete information about A through gf (that is, about the corresponding M € GL, 4

4(3)
]

and ¢! € Zg). Furthermore, the first d elements of g, . uniquely define y, since these are

equal to g{v"'y and M is invertible. The assumption says that given all these elements A cannot
distinguish between g7 and g:'f'cﬂ). Given vy in plain, this would be easy since one can compute
g7 ¢ = (g§)Y from g¢ included in gt

Similarly to [Att16] our framework does not require any specific Dy-Matrix Decisional Differ-
Hellman Assumption. A special case of this assumption is the well-known Decisional d-Linear

Assumption, where M is a random diagonal matrix and ¢ = 1. That is, the adversary has to

d ~ d
distinguish between glz’“lyk and giﬁz’“:ly’“ given g7 and (gi""™"',..., 97", where m,y «

Zg, § < Zp. We notice that due to the bilinear groups used for our construction we can use
d > 2 and there is a trade-off between efficiency (small values of d) and weaker assumptions
(big values of d) [EHK™15].

Assumption 6.2. Decisional d-Linear Assumption holds relatively to group generator G
if the following function is negligible in A:

Adv3mPH ()) .= |Pr [A(GD, 7%, g7, Zo) = 1] — Pr[A(GD, g™, g%, Z1) = 1]|

where the probabilities are over GD +— G (1)‘), m,y < Zg, 9§ < Z,, and over the coin tosses of

d ~ d
. . _ 34
A. Furthermore, gV = ¢{"""*, ..., g7""%, Zy = glz’“—lyk or /| = g?f z’“—lyk.
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Random Self Reducibility for D;-Matrix Decisional Diffie-Hellman Problem

For the sake of completeness in this section we prove the random self reducibility of the Dy-
MDDH problem instances (see also [Att16, [EHK™15]). Let d be an arbitrary integer. The
rerandomization algorithm from the constructive proof of the following lemma is used in several
reduction algorithms of our proof.

Lemma 6.9. There exists a ppt algorithm ReRand such that for every security parameter
A €N, every GD € [g (1)‘)], every A € [Dyg] C GL, g11, every y € Zg, every k € N and every

X € G{*F it holds

wlY (Y
pe it 6] e e (6. 9.0)

Y - 23xk

Furthermore, for every y € Z,, it holds

Pr X—gf(@YT) = Pr

Y Z3*F g1k

A (Y
X = ReRand (GD,gf‘,gl (y>,k:>]

Proof. The algorithm ReRand is presented in Algorithm Consider the output probability

Algorithm 16: ReRand - Self reducibility for D;-MDDH problem

Input :GD,A,Zk

Require: GD = (p, (91,G1), (g2, G2),Gr,e), A € GUTUX(HD) 7 ¢ G4 ke N
1 foreach i € [k] do
2 Choose §; < ZZ, b; Zy, and compute

3 end
Output : (Yl Y, --- Yk) c GU+Dxk,

distribution of ReRand. For every ¢ € [k] the algorithm chooses §; < Zg and §; + Z, and

A(Y).

computes from A = g{* and Z = g,

Y, :A&'.z(%‘)A
_ (<>> oy (®)
A(3)ea(y)

:gl

A.(Si'gy":‘si)
— Y
=g

!/
A-(?{f)
_ Yi

=g

143



6. Background, Construction and Intuition

()
Hence, by construction of the algorithm it outputs the matrix g, Y182 Y

elements, where for every i € [k] it holds

yi=10i-y+d;
9=0i19 .

We conclude that if § = 0, then all /’s are equal zero, whereas y,’s are uniformly distributed

and mutually independent by the choice of corresponding §;’s. Alternatively speaking in this

case the distribution on (Z} Z? ZF ) is the same as the distribution on (3? ), where Y « Zng,
1 J2 k

Analogously, if § # 0 then y}’s and g}’s are uniformly distributed and mutually independent

by the choice of corresponding 8,’s and 4;’s. Hence, the distribution on (z} Z? Z,’“ ) is the
1 2 k

same as the distribution on (yYT ), where Y « Zng, Y Z’;. O

Assumption 6.3. (k,D;)-Matrix Decisional Diffie-Hellman Assumption holds relatively to
group generator G if the following function is negligible in \:
A(Y
A (GD,gf‘,gl (y>> = 1]

(Y
«4<GD7914,914(0)> =1

where the probabilities are over GD <+ G (1)‘), A+ Dy Y « Zng, g Z’;, and over the coin
tosses of A.

AdVi’Dd_mDH (A\) = |Pr —Pr

9

The following corollary follows directly from Lemma

Corollary 6.10. For every integer k£ € N and every ppt algorithm A there exists a ppt algorithm
A’ such that
AdV]jZDd_mDH ()\) _ Advzld—mDH ()\)

6.1.4. CCA Security Definition for PE

Similarly to Subsection here we present the security experiment that is used in the formal
security proof for our framework. In the proof we consider slightly modified distributions. Those
parts of the experiment which will be changed later are framed and numbered.

Let II be a PE for predicate family Rq s; and message space M. The full (adaptive) security
experiment aPEgSf2 (A, des) against adaptive chosen-ciphertext attacks between challenger C
and adversary A is defined in Fig. [6.1] In this experiment, index ¢ denotes the number of a
covered key generation query and kInd; denotes the key index used in the query with number
i. W.l.o.g. we assume that A uses index ¢ in the oracle queries only after the i’th query to
the covered key generation oracle. Furthermore, due to the analysis from Chapter [2| we always
assume that all inputs of oracles are syntactically correct and for every CT submitted to the
decryption oracle it holds CT € Ccng € Cppp, and Ry (kInd;, cInd) = 1, where 4 is the index
specified for the decryption query. W.l.o.g. we can also assume that A never asks for the
decryption of CT* in the second query phase. That is, we use the SE-model as defined in
Chapter 2] In this chapter we denote the set of ppt adversaries against Il by Ap.
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6.2. Fully CCA-secure Framework

aPECCA2 (A, des) :

Setup : C generates {12) [(msk, pp,) < Setup <1A, des)} and starts A on input (1)‘, ppn).

Phase I: A has access to the following oracles:

CKGen (kInd;) for kInd; € X,: Challenger C generates a secret key for kInd;
(13) [ski + KeyGen (msk, kIndi)] , stores sk;, and returns nothing.

Open (i) for i € N: C returns (14 . We call the corresponding key index kInd; of
sk; a corrupted key index.

Dec (CT,i) with CT € Ccruq € Cpp, and @ € N: Challenger C returns the decryption
{(15) (Dec (sk;, CT)

Challenge : A submits a target ciphertext index cInd* € Y,, messages mg,m; € M,
|mo| = |m1| such that for every corrupted key index kInd it holds Ry (kInd, cInd*) =
C flips a bit b < {0, 1}, computes (6) [CT* + Enc (cInd*, mb)] , and returns the challenge
ciphertext CT*.

Phase IT: A has access to the following oracles:
CKGen (kInd;) for kInd; € X,: As before, challenger C generates a secret key
{7 [ski + KeyGen (msk, kIndi)] , stores sk;, and returns nothing.
Open (i) for i € N such that R, (kInd;, cInd*) = 0: C returns (1® .

Dec (CT,i) with CT € Ceyq € Cpp,, CT # CT* and ¢ € N: C returns the decryption
{(19) (Dec (sk;, CT)

Guess : A outputs a bit &' € {0,1}. (20) [The output of the experiment is 1 iff b’ = b] .

Figure 6.1.: CCA-secure experiment for the framework in prime-order groups.

The advantage of A in security experiment aPECCA2 (A, des) is defined as

1
Adv-aPE[? (), des) := Pr [aPERS (A, des) = 1] — 5

Definition 6.11. A predicate encryption II for predicate family Rqy is called fully (or
adaptively) secure against adaptively chosen-ciphertext attacks (or CCA2-secure)
if for every des € 2 and every ppt adversary A € Ay the function Adv- aPECCA2 (A, des) is
negligible in .

6.2. Fully CCA-secure Framework

In this section we present our framework to construct CCA-secure PE schemes from pair
encodings. We also explain the guarantees of our consistency-checks, which lead to the CCA-
security together with our structural extensions of the public parameters and the ciphertexts.
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6.2.1. Normal Algorithms

In this subsection we present our framework for constructing fully CCA-secure predicate en-
cryption schemes from pair encoding schemes in prime-order bilinear groups. The framework
is based on the CPA-secure framework from [Att16]. We use different notation and explicitly
denote all our extensions and modifications. We refer to [Att16] for an excellent discussion
about the relation between composite-order framework and the prime-order framework as well
as about the techniques used in order to replicate properties from composite-order groups in
prime-order setting. In this thesis we focus on CCA-security and the techniques to achieve this
stronger security notion.

Let P = (Param, Encl, Enc2, Pair) be a regular pair encoding scheme for predicate family
Ra,x. Let G be a prime-order group generator, and H be a family of collision-resistant hash
functions as defined in Subsection We require that a hash function from H chosen by
h <+ H (1>‘) works on domain Y, x Gp X G?Oly()‘) and has range Z,, where p is of length A.
Formally, we require a collision-resistant hash function with range Z, and a canonical binary
representation of elements Y, x GPY(N) We abstract from these technicalities. Furthermore,
let d € N, d > 2 be the fixed parameter of Dy-Matrix DDH Assumption.

The predicate encryption scheme II = (Setup, KeyGen, Enc, Dec) for Rq y; is as follows:

Setup (1)‘, des) :

e Choose GD = (p, (91,G1), (92, G2) ,Gp,e) «+ G (1/\) and set k := (des, p).

e Pick B + GLyat1 and D + GL, 4. Compute D := (D9) € GLy 441, Z:=B~" - D ¢
GLp,4+1, and

6 )

(1
1:=g, ’ G Z(O).

2 =09

By construction G € ngH)Xd and Go € G;d-H)Xd.

e Compute n := Param (k), pick Hy,...,H,, U,V «+ Z](Ddﬂ)x(dﬂ), and compute:

vjé[n] : Hj ZZHle N Vje[n] Zﬁ]’ Z:HJTGQ 5 (620)
U=Yag, |, U=V'aG,, (6.21)
v:=YG, |, v=vY'aG, . (6.22)

il

By construction, Hy,...H,, U,V € ngH)Xd, H,,....H, UV ¢ ngH)Xd. We denote

H:= (Hy,...,H,) and H:= (HIT,,H:L—)
e Pick o + Zg*l and compute
Y = e(leg2a)

By construction, Y € Gp!'*.

e Pick a hash function H + H (1’\) and output the master secret key msk := ¢ and the
public parameters pp,, := (des,G]D),H, Gy, {H;} U, V)Y, Go, {ﬁj }j | .U, V)

Jj€[n]> €ln

The elements Go, {ﬁj }j e Were part of the master secret key in the original CPA-secure
framework (required only for computation of keys there). We need these elements for the
verification checks. Notice that it is not obvious that these elements can be made public,
but our security proof deals with these circumstances. The hash function and the elements
U,V,U,V are new. The message space M depends on pp,. and is equal to G specified by

GD € pp,..

KeyGen (1’\, pD,,, msk, kInd) :
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e Parse pp, = (des,GD,H, Gy, {H, U,V,Y,G,, {H; U,V). If kInd ¢ X,,
K J J

Jj€ln]” j€ln]’
output L.
e Compute (k,mg2) := Encl (k,kInd), let m; = |k|. Pick 71,..., 7, < Zg and compute for
all 7 € [my]:
Zi m Ar T le m Ar.4,5°Ti
K, := msk? - G, <" [ HTT T e gt (6.23)
J€ln]

where k; = a, - X + Zie[mz] (am- Xy, + Zje[n] arij - Xn, - Xn-) is the 7’th polynomial of
k. Set K = (K1, ..., Kn,) € (G§+1)m1.

e Output sk := (klnd, 2)

The key generation algorithm is exactly the same as in [Att16].

Enc (1’\,pp,{,clnd,m) with cInd € Y, and m € Gt = M:

VS

e Parse pp, = (des,GD, H, G, {H;} U,V,Y.Go, {ﬁj}je[n} , U, V).

e Compute (¢, wz) := Enc2 (k, cInd), let wy = |¢|. Pick sg, 81, ..., Su, < Z and compute for

all 7 € [wq] (recall definition of I C [ws], from Subsection [1.3.2)):

; bri-si . sy
C, = GriEl T mEer b ¢ g (6.24)
Jj€ln]
where ¢, = Zie[w]o bri- X+ icr Zje[n] br,ij - Xp, -+ Xs,; is the 7°th polynomial of c. Set
w
G .=(Cy,...,Cu) € (G;lﬂ) 1

e Compute

Cop:=m- Y? e G . (625)

_>
e Compute the hash value t := H (cInd, Co, C) € Zy and set
Cc’ = (U V)* e Gt . (6.26)

e Output
_>
CT = (clnd, Co, C. C”)

+1

Y

w
For every cInd € Y,; we define the ciphertext space Ccng := {cInd} x Gp X (G‘f“ '

where w; is defined by Enc2 (k, cInd) as above. Hence, ciphertext spaces for different indices
are disjoint and (using appropriate binary representation) for every CT € {0,1}" we can
easily check if there exists cInd € Y, such that CT € Ccpyq € Cypp, . For every CT € Cp, - we

_>
explicitly define the function HInput (CT) := HInput ((cInd, Cy, C,C" )) — (cInd, Co, 8)
In comparison to [Att16] we only add the element C” to the ciphertext.

Dec (1>‘, pPD,., sk, CT) :

e Parse pp, = (des,G]D),H, G1, {Hj}je[n] ,U, V.Y, Gy, {ﬁ]}
sk = (kInd, 2) Denote K — (Ki,...,Kn,) € (Gg“)ml

iel] .U, V) and the secret key
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e (Syntactical checks:) Output L if CT ¢ Ceing € Ceng. Otherwise parse CT € Cengq by
CT = (clnd, Co. C, c”). Output L if Ry (kInd, cInd) # 1. Denote G := (Ci,...,Cu,) €

d+1\*!
Cl
e Choose E < Pair (k,kInd, cInd). Let E = (eT,T/)m1 w, € Ly >t where my and w are
defined by Encl (k, kInd) and Enc2 (k, cInd), respectively.

e Verification checks according to E: Recall the definitions of T'y (respectively I), I' and
T (respectively I) from Subsection on page For every 7 € I'g there is an index
i € I. Hence, we denote 7 € T'g by 7.

Compute (¢, ws) := Enc2 (k, cInd). For every 7 € [w;] denote the polynomial ¢, by

Cr = Z b‘r,i : Xsi + Z b‘r,i : Xsi + Z bT,i,j : Xh]— : Xsi

i€l iel J€[n]

If one of the following three checks fails, return L:

1. (Check for C”) Compute the hash value ¢t := H <CInd, Co,8> € Z, and check the
equation:

e (C”,Gy) Le (Cl,ﬁt .v) . (6.27)

2. (Check for the elements {C;} ) For all 7 € I' (such that 3¢, @ e, # 0) verify
C, as follows:

¢(Cr,Go) L e (H (Cr) ,G2> gk (H (Cry)Pro H) - (6.28)

iel j€n] iel

3. (Check for the elements {C.} ) Let [ := ’ﬂ Define any order on the elements in T,
let T = (71,...,7) and compute for all k € [I]:

-1

Yi:=e (CTk7 GQ) | (H (Cn)b%’i ’G2> ‘ H © (H (CTi)ka’i’j ’Hj>

icl J€[n] iel

By construction it holds Y € Gr?. Set the target matrix of group elements Y :=
(Y1,...,Y)) € Gr¥!. Let r := ‘I‘ Define any order on the coefficients in I, let I =
(i1,...,4r). Set the matrix M = (mgy) of coefficients such that Vyep,, Viep :

Mg, = b%gs — that is,

s€lr],ke(l]

T1,81 T2,i1 71,01
Tii2  UTede 0 Umie rxl
M = S/
. . p
T1yir T2,ir Tiyir

Let GD := (p, (e (g1, 92) , Gr)) - this is the group description of Gr. Check if

ExtGauss| (GD, Yr, M) 21 , (6.29)

where ExtGauss is the algorithm from Lemma presented on page
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e If all consistency checks in (6.27), in (6.28), and in (6.29)) are satisfied, compute
X = H H e(CT/,KT)eT’T/ ’

T€[m1] 7' EJw1]
and return Cp - X L.

The decryption in our framework works in the same way as in the CPA-secure framework
except for syntactical checks and verification checks which are new. We refer to the following
subsections for the guarantees of these checks.

At this point notice that in the decryption algorithm we do not have to check elements in
8 corresponding to the index set I'g — that is, for all ¢ € I the elements C;, are not checked.
Similar to the composite-order framework the elements in 8 corresponding to I'g fix the random
elements s; for all ¢+ € I. Hence, these elements are used to check all other elements. The
elements in I" are checked one by one directly. The elements in I' require a more involved single
check, since these elements contain additional random elements corresponding to the set 7. On
a very high abstract level the last check ensures that for every i € I there exists s; such that all
elements in {C;}_r are consistent with these elements. For most known schemes the set Tis
empty, but encodings for ciphertext-policy attributed-based Encryption schemes [Wat11, LW12]
require this kind of polynomials.

We also notice that similarly to the composite-order framework we cannot verify if a ciphertext
is a correctly generated ciphertext. Rather the verification checks ensure that a ppt adversary
is not able to construct a ciphertext which pass the consistency checks but cannot be correctly
decrypted except for negligible probability. This makes the decryption oracle useless for such an
adversary. The proof of this statement is the main part of the security proof of our framework.
In order to make it comprehensible we explicitly state and prove the formal guaranties of our
verification in Subsection However, before we can start with it we have to consider the
framework itself.

6.2.2. Semi-Functional Algorithms

In this subsection we define the so-called semi-functional algorithms, that are essential for the
proof. The semi-functional public parameters from the original CPA-secure framework [Att16]
are extended by the elements corresponding to U and V. The keys are not changed at all and
for the ciphertexts we modify C” added to the ciphertext in our construction. Hence, all the
extensions are very similar to those which we made in the composite-order framework.

Semi-Functional Setup Algorithm
In this subsection we consider the semi-functional setup algorithm.

SFSetup (1%, des) — (ppmmsk, f)f)mrgs\k):

e Compute (pp,, msk) (1’\,des). Let B,Z € GLy, g11, and Hy,...,H,, U,V €

Z}(,dﬂ)x(dﬂ) be as defined in this algorithm.

e Compute additionally
~ B-(9 ~ z.(0
G1:291 (1) ) G2:292 (1) y

Hence, it holds @1 € Gf“ and 6‘:2 € Gg“.
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e Compute:
~ H. ~ o~ HT ~
Vje[n] . j = JGl 5 vje[n} :Hj = 7 G2 5
~ U~ = U~
U = Gl , U = G’2 9
~ V ~ Ea VT ~
V = G]. y V = G2

By construction ﬁl, . ,I/-\In,ﬁ,\A/' € Gi”l and Hy,..., H,, U,V € Gg“.
e Compute Y =e (@1,95‘) € Gr.

e Output pp,, msk as well as

.= (V.6 {\} ).

msk := (6}2, {ﬁj}je[n]) , and
aux 1= (ﬁ, %)

The semi-function public parameters pp,, are used for the definition of semi-functional encryp-
tion, msk is required to define semi-functional keys whereas aux is not used at all. We remark
that all semi-functional elements are used only in the proof, and hence pp, and msk are just
the names for the corresponding tuples.

Semi-Functional Keys

Next we recall the semi-functional key generation algorithm and three types of secret keys
presented by Attrapadung [Att16] in our notation. We do not have to modify this algorithm
and the keys at all.

SFKeyGen <1A, pp,., msk, H/lS\k, kInd, type) with kInd € X,,, type € [3]:

o Parse pp, = (des, GD,H, G, {H}} o, U, V.Y, Go, {H} ,ﬁ,V) and the semi-

functional master secret key msk = (@2, {ﬁ]} : ]>.
JEIn

e Compute sk := (kInd, 2) +{ KeyGen (1’\, pD,., msk, kInd). Let (k,m2) := Encl (k,kInd),

my = |k|.
e Choose (3,71, ..., m, < Zy,, and compute for every 7 € [m;] depending on type:
ég Licmg] @it Hje[n] ﬁ]:ie[mﬂ et if type =1
K, = @;T'/”Zie[m] arifi e ﬁj Elmal TR e pe = 2 (6.30)
(A};T'ﬁ if type =3 ,

where k; = a,; - X, + Zie[mz] (am- Xy, + Zje[n] arij - Xn; -Xn) is the 7’th polynomial
of k.

e Set 2’ = <K1 . Kl, oo Koy Kml) and output sk 1= (kInd, 2')
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Note that as required it holds sk € SKknd-
We notice that depending on the type of the key different inputs of the algorithm are used.
In order to make this circumstance explicit, we establish the following notation:

sk < SFKeyGen (1%, pp,., msk, rﬁs\k, kInd, 1) if type =1
sk «+ SFKeyGen (1%, pp,., msk, H/la{, kInd, 2; ﬁ) if type =2

sk «+ SFKeyGen (1%, pp,., msk, (GQ, ,> , klnd, 3;ﬁ> if type =3

That is, we explicitly denote the random element 5 as input if this element is used. Furthermore,

the notation for type 3 keys makes explicit the fact that values {ﬁj} el € msk are not required
JEIN

for the computation of these keys. We will use this notation in formal statements about the

user secret keys of the corresponding types.

Semi-Functional Ciphertexts

Next we show the extended semi-functional encryption algorithm.
SFEnc (1’\7 PPy, DD, ¢Ind, m) with ¢Ind € Y, and m € M = Gr:

e Parse pp, = (des, GID),H,Gl,{Hj}jE[n} ’U’V’Y’GZ’{ﬁj}je[n] ,ﬁ,V) and the semi-

functional public parameters pp,, = <?, (A}l, {ﬁj} el ,f], \A7>
JjENn

e Choose sy + Zg and compute CT := (cInd, 00,8,,) < Enc (1/\,ppH,CInd, m; so). Let

(c,w2) := Enc2 (k, cInd), w; = |¢|.
e Choose additionally S, ..., Sy, < Z, and compute for all 7 € [w;]:
p 2 icws]y Orit8i D e briigeSi
C, = Glza 2] szﬂ W e G (6.31)

JEN]

where ¢, = Zie[wg]o bri- Xe, + D icr Zje[n] brij - Xn, - X, is the 7'th polynomial of c.
Furthermore, compute

~ 80

6’0 =Y e€Gp . (6.32)

Set €Y := Cy - Cp, and €' := (C1C1,. Cuy Gy,
e Compute the hash value t := H (cInd, Cy, c ) € Zy, and then (using s, o from above)
C’i= (U V)" (U V) e gl (6.33)

e Output CT = (cInd,C’é,é’,C”).

Notice that it holds CT € Ceng-

6.2.3. Properties of Public Parameters, User Secret Keys, and Ciphertexts

In this subsection we state and prove certain properties of the scheme. Most of these properties
were already used in the CPA-secure framework, but these properties were not explicitly proved
or even stated. We expand the corresponding statements according to our extensions and
present formal statements. We require this formal treatment of the properties, since our CCA-
secure framework is more sophisticated in comparison to the CPA-secure framework and our
verification checks exploit the structural properties of the ciphertext.
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Public Parameters

Let us consider the normal and the semi-functional public parameters of the scheme. By the
definition of algorithm it uses the normal setup algorithm as a subroutine. The

following lemma states the properties for both algorithms.

Lemma 6.12. Let GD, D, Gi, Go, {Hj’ﬁj}‘e[n} be as defined in [Setup| and C‘.l, @2,

{ﬁj,ﬁj} el be as additionally defined in|SFSetupl Then, the following properties are satisfied:
JEIN

1. Normal components:

- T
a) e(G1,G2) =e(g1,92)° € G
b) (Gl, ) = e(Hj, GQ) € GTdXd.

2. Normal components as the first parameter and semi-functional components as the second
parameter:

a) e (Gl,ég) = (1gg, .., 1gg) € Gri*d.
b) e (G H H ;) =e (H;,G2) € G,

3. Semi-functional components as the first parameter and normal components as the second
parameter:

a) e (él,Gg) = (1gy -, 1gy) " € Gl
b) e (él,ﬁj) —e (ﬁj, Gg) € Gre.

4. Semi-functional components:
a) e (él,@g) =e(g1,92) € Gr.

b) e(él,ﬁj) =e (ﬁj,éQ) € Gr.

Proof. All equations hold by the definition of the corresponding elements and the proof is
presented on page [168 O

Next consider some further properties of the group elements contained in the public pa-

rameters. The following lemma can be proved using previously stated general results from

Subsection [6.1.2]

Lemma 6.13. Let GD, B, Z, 1, and G be as defined in and él, (A}g be as defined
in [SESetup|. Then, the following properties are satisfied:

1. For the generators g1 € Gy and go € Ga defined in GD it holds

ng _ (G1 (A?q) c ng-&—l)x(d—&-l) :

g2Z _ <G2 62) c ng+1)><(d+1) .
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2. For every W € G‘IHI there exist unique wq € Zg and w1 € Zy such that
~
G¥' .G, =W, ,
3. For every Wy € Gg“ there exist unique wo € Zg and wo € Zy such that

GY2.G, =W, .

Proof. The first statement holds by construction of the scheme. The second and the third
statements holds by Lemma using the first statement, since B, Z € GlLg ;1. O

Normal and Semi-Functional User Secret Keys

In the following lemma we prove that our definitions of the key generation algorithm corresponds
to the definitions of the corresponding algorithms by Attrapadung. This lemma will be used to
argue about the correctness of the scheme in Subsection [6.2.6

At first, let us consider the normal keys.

Lemma 6.14. Let A € N, dese€ Q, (pp,,msk) € [Setup (1’\,de )], and kind € X, be

arbitrary but fized, (k,mso) := Encl (k,kInd). Furthermore, let o, H, and Z be as defined
by the computation of (pp,,msk). Then, for every ri,...,Tm, € Zg and for (kInd, K) o=

(1)‘, pp,., msk, kind; ry, . .. ,rmz) it holds
? k(o RH)

:.92 9

R = <Z<%1)z<7'gb>>

Proof. Consider the setting defined in the lemma. By definition of pair encodings, every
polynomial k; € k has the form:

where

kr =a; - Xo + Z Qri * Xri + Z Qrij* Xh]- : Xr‘i )

1€[ma] JjE€[n]

where the order of variables in monomials Xj, - X;, is important. Let 71,..., 7, € Zg be
arbitrary but fixed. Then, for every 7 € [m4] it holds

A R CE A B R )

1€[mz] j€[n]

And we deduce

ke (e RH) 070+ Py (“m"Z'( 0 )+ e @i B2y ))
9 = 9
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ar-o&

99"

(92")

I I
ZiE[WLQ] aT,i'Z'( Od ) T gZze[’fo] ZJG["] aT’i’j'H;r.Z‘( Od ) T
2 " 92

ar (gz'(IOd>>Zi€[m2] i T H (gHJT.Z.(IOd)>Zie[rn2] QrijTi
| 92 . )

JEN]

Z' ar,i Ty 72 Qr.q,5° T4
_ a\ar i€[ma] O . i€[mg] T8
= (93) G; H Hj
j€ln]
(6.23)
K, Gl
Since T was arbitrary, this proves the lemma. O

Next, let us consider the semi-functional components of the user secret keys.

Lemma 6.15. Let A € N, des € (, (ppn,msk,f)f)mrgs\k> € [SFSetup|(1*,des)], kInd € X,

be arbitrary but fived, (k,ms) := Encl (k,kInd). Furthermore, let H, and Z be as defined by
the computation of (pp,,msk). Then, for every ri,...,7py, € Zg, Byl ..y Tmy € Zyp, and for

(kInd, 2’) := SFKeyGen

(IA,ppn,mSk, @,klnd, type; T, ... Py, By 71, . ,fm2) it holds for

the semi-functional components generated in SFKeyGen:

k(0,RH :
92( ) if type =1
~ ~ \T k(z (%) RH
(Kh 7Km1> = gQ< (B> ) if type =2
k(z(2),00 .
= (5) S
where
R= <Z (9), . Z <AO >) e (z1)"™
1 T'mo
Proof. The proof is similar to the proof of Lemma and is presented on page [169 O

Corollary 6.16. Let A € N, des € €, (ppmmsk, f)f)mrgs\k) € [SFSetup (1>‘,des)], kInd € X,

be arbitrary but fixed, (k,ms) := Encl (x,kInd). Furthermore, let o, H, and Z be as defined
by the computation of (pp,,, msk). Then, for every ri,..., 7, € Zg, B,71, .. Tmy € ZLp, and

for (kInd, K’) := SFKeyGenl (1’\,pp,€,msk,£s\k,k1nd,type; 1oy Py BoT1y. .. ,fmz) it holds

( k(a,R’,ﬁ)

. - :g;c( 7) O)A if type = 1

i g:(a+z,(ﬂ),3 H) _ g%:(a,R,H)—i—k(ZA 3).RH) 0 |
= (a,R,H)Jrk(O’R’T)Jrk(Z'(5)’0’()) if type = 2
\gs (etz(5).RH) — g: (i) k(2(3) 00) if type = 3

where
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/\_ ‘ 0 ‘ 0 d+1 mo
R—<Z <r1>z (fm))e(ZP ) )
R’:R+ﬁ:(Z-(@),...,Z-(fm?))e(Zﬁ“)mQ

1 T'mo

Proof. The corollary holds by Lemma Lemma, and the linearity of pair encodings (see
Lemma [1.10)). O

and

Alternative (Semi-Functional) KeyGen Algorithm

In this subsection we present an alternative key-generation algorithm that can be used to
compute normal keys and semi-functional keys of type 1. This algorithm is used in the
proof when keys are computed from the elements contained in the security assumption. The
construction of this algorithm goes back to Lemma 5 in [Att15], where this algorithm was
implicitly used.

From Corollary we deduce that every normal key is a special semi-functional key with
71 =--- =Py, = 0. Hence, every statement for the semi-functional key can be applied to the
normal key if the semi-functional random elements are all set to zero. We present the more
general statement for semi-functional keys of type 1.

Lemma 6.17 (Alternative KeyGen algorithm for normal/type 1 keys). Let A € N, des € (,
(ppmmsk,ﬁf)m@{) € | (1’\,des)], kInd € X, be arbitrary but fized, (k,m2) :=

Encl (k,kInd). Furthermore, let Ga, 6‘.2, H be as defined by the computation of SFSetup.
Then, there exists a deterministic polynomial time algorithm KeyGenAlt which given k, msk,

H and {Ri =Gy - (A};”} outputs sk = (kInd, ﬁ) such that

iE[mg}
sk = SFKeyGen (1)‘,ppm msk, n/ls\k,klnd, Liry, oo Py, Ty e - ,fm2> ,

where (k,my) = Encl (k,kInd). B
We denote the computation of this algorithm by sk := KeyGenAlt (k:, msk, H, Ry, ... ,Rmz).
k can be alternatively replaced by v and kInd.

Proof. By definition of[KeyGen|and [SFKeyGen| a semi-functional key of type 1 with randomness
1,y Py, T1, ..., Ty can be computed component by component given the elements as defined

— — = H! ~
in the lemma as follows (recall H := (HlT, - ,H,I), H; = H;Gg, and H; = 7 Gy):

K by def. mska - GQEie[mﬂ ariTi H ﬁZie[mQ] Ar,i,5 T
- = ;
J
Jj€ln]
~ Zz‘e[mQ] Qr ;T QZie[mQ] Qr 5T
G NI
j€n]

r i\ Flui€lmg] Omid T
= mska-1_[(Ca‘r§)a’-l_[Hj€2 !

i€[ma] jE€[n]

PN 22D i my] @ring T
1 (G2) 11 H;

1€[ma] jJE€[n]
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= ek T (e3-@)7 ] H( Tap- ey

1€[ma] J€[n] i€[me]
— mska-,- . H R?T,i . H H H;FR?T,’L,] ,
1€[ma] J€[n] i€[ma]

where k; = a, - X + Zie[mg] (@m‘ Xy, + Zje[n} g Xn; - Xri> is the 7’th polynomial of k.
When k,kInd are given instead of k, the polynomials can be computed by (k,m2) :=

Encl (k, kInd). O
Normal and Semi-Functional Ciphertexts

Similarly to the previous subsection, we will prove the properties of the ciphertext in this
subsection.

Lemma 6.18. Let A € N, des € Q, (pp,,msk) € [Setup|(1*,des)], and cInd € Y,,, m € M
be arbitrary but fized, (¢, ws) = Enc2 (k,cInd). Furthermore, let H and B be as defined by the

computation of (pp,,msk). Then, for every so,S1,...,Sw, € Zg and for ((:Ind7 C’(’),a’, C”) =
(1’\,pp,{,f)f)mc1nd,m; 80,81, .., Suwy) it holds

8 _ gl(S]HI) 7

() () )

Proof. The proof is analogous to the proof of Lemma Consider the setting defined in the
lemma. By the definition of regular pair encoding schemes, every polynomial ¢, € ¢ has the

where

form
= > b X+ DD brag - Xn, - X,
lE[wQ]O el ]E[n]
where the order of variables in monomials Xy, - Xy, is important. Let so,81,...,8u, € Zg be

arbitrary but fixed. Let additionally Gq, {H, Hj}je[n] be as defined by the computation of
(pp,,msk). Then, for every 7 € [wq] it holds (recall I C [wo])

S;
- Y b B ( ) +35° S b -H;-B- <o>
i€wa], i€l je[n]
Hence, we deduce
cr (S,H) — gziele]o bT’i'B'(%i )+Z¢EI 2jem) b*yivj'Hj‘B'( %Z)
1 = 1

Zze[wz]o B () .gz"e’ S et brig By B () 5
- 1

i€[wg] Ori*8i H; B (I ) 2ierbrisi
< ) JjE€[n]

_ G 16 [wa]g br.i-si H HZZEI 71,5 Si
J€E[n]

= C, e G .
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6.2. Fully CCA-secure Framework

Since T was arbitrary, the second claim is correct. O

Next, consider the semi-functional ciphertexts.

Lemma 6.19. Let A € N, des € Q, <ppﬁ,msk,§1\)mas\k> € [SFSetup (lk,des)], ciphertext

index cInd € Y, and message m € M be arbitrary but fized, (c,ws2) := Enc2(k,clnd),
wy := |e|. Furthermore, let H and B be as defined by the computation of (pp,,msk).
Then, for every vector Sg,S81,...,8w, € Zg, every 80,581,...,5w, € Zyp and for ciphertext

(clnd,co,ac”) | SFEnd(1), ppy, Dy, cInd, m; 80, 81, - - Sug 80, 81, -« -+ Gup) it holds for
the semi-functional components generated in SFEnc:

(@1, » .,éwl)T = gf(g’H) :

where :
~ w +
S — <B- <9) B <9> .....B. <AO >> e (Zg“) ’
50 51 Swy
Proof. The proof is similar to the proof of Lemma [6.18 and is presented on page [I70 O

Corollary 6.20. Let A € N, des € Q, (ppmmsk, ﬁf)mr;a{) € [SFSetup (1’\,des)], ciphertext

index cInd € Y,,, and message m € M be arbitrary but fixed, (c,wz) := Enc2 (k,cInd),
wy := |e|. Furthermore, let H and B be as defined by the computation of (pp,,msk). Then,

for every sg,S1,...,8u, € Zg and every 50,81,...,54, € Z, and for (clnd,Cy, ,C”) o=
(1%, PPy, PPy, cInd, m; S0, 81, - . ., Swy 80, 81, - - - » Sw,) it holds

8, c(S'H) gc(S+S,H)

:gl - J1 b
where
_ (50 (s ([ Sws d+1)¥2 Tt
S._<B <O>,B <O>,...,B <O)>e(zp ) ,
wa+1
S:<B <9>,B <A>,...,B'<A0 >>e(zg+1) o
S0 S1 Swog
and

Proof. The corollary holds by Lemma Lemma and the linearity of pair encodings (cf.
Lemma |1.10)). O

Alternative (Semi-Functional) Encryption Algorithm

In this subsection we present an alternative encryption algorithm which can be used to compute
normal and semi-functional ciphertexts. This algorithm is used in the proof when keys are
computed from the elements contained in the security assumption. The construction of this
algorithm goes back to Lemma 4 in [Att15], where this algorithm was implicitly used.
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From Corollary we deduce that every normal ciphertext is a special semi-functional
ciphertext with 59 = §; = .-+ = §,, = 0. Hence, every statement for the semi-functional
ciphertexts can be applied to the normal ciphertext if the semi-functional random elements are
all set to zero. The following lemma first of all shows how the indirect and the shared elements
of a ciphertext (which corresponds to I' and T, respectively) can be expressed as extensions of
the direct elements (the elements corresponding to I'g). This lemma is also used to explain our
verification checks and was not considered in [Att16].

Lemma 6.21 (Alternative view at ciphertexts.). Let A € N, des € Q, (ppmmsk, f)f)ﬁ,rgs\k) €

| (lk,des)], cInd € Y, and m € M be arbitrary. Furthermore, let Gy, él, H;, U and
V be as defined by SFSetup. Let (¢, w2) := Enc2 (k, cInd), wy := |c| and for every T € [w1] the
polynomial c; € ¢ be as follows

Cr = Z b’r,i : Xsi + Z bT,i,j ) th : XSz‘

i€wa], Jj€[n]

Then, for every sg, S1, ..., Sw, € ZZ and 50,31, . .., Sw, € Zy the ciphertext (cInd, Co, 8, C”) =
(IA, PPy, DDy, ¢Ind, m; 80, 81, - - ., Swy 80, 81, - - - §w2) satisfies the following statements:
1. For every T € I'y with corresponding index i € I it holds (denote such an index T by T;)
SN
C,.=GJ G .
In particular C; = G2 - G°
n particular C1 = G{° - Gy .

2. For every T € T it holds

¢ =Tl T II™ @nr .
J

2 j€n] i€l
3. For every T € T it holds

C. — éliiieibm'gi . H (G3)bri H (C, )b - H H H]T(Cn)bm’j :

iel i€l j€[n] i€l

4. For Cy it holds
Cop=m-e(Cy,msk)

5. For C" it holds
C// _ t-UJrVC1 ,

where t := H (cInd, Co, 8)

Proof. See the proof on page [170 O
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Lemma 6.22 (Algorithm EncAlt given msk). Let A € N, des € Q, (ppmmsk7 f)f)mrgs\k> €

| (1)‘,des)], cInd € Y, and m € M be arbitrary. Furthermore, let Gy, (A}l, H, U,
V', and H be as defined by the computation of (ppmmsk, f)f)mn/ls\k). Let cInd € Y, (¢, ws) :=
Enc2 (k,cInd). Then, there exists a deterministic polynomial time algorithm EncAlt which given
c, msk, cInd, m, H, U, V, H, and {Si =GJ- (A}?} outputs CT = (cInd, C’o,é,C”>
such that

i€[wa],

CT = SFEnc (1>‘,pp,{,§1\)mdnd,m; 80581y -+ Swy80, 81, - - - s §w2)

We denote by (CInd, Co, 8, C”) := EncAlt (e, msk,m,H, U,V H,Sy,...,Sy,) the computation
of this algorithm. Encoding ¢ can be alternatively replaced by v and clnd.

Proof. Denote for every 7 € [w;] the polynomial ¢, € ¢ by

Cr = Z bT,i : Xsi + Z bT,i,j : th 'Xsi
Jj€n]

iG[wg]O

Furthermore, recall that H := (H1,..., H,).
C;, for ; € I'g can be computed according to Lemma

s QS
Vrer, : Cr = Gy - Gy
=S, .

Next, the elements C, for 7 € I" can be computed from these elements due to Lemma [6.21

Veer : C; = H (CTi)bT,i . H H H;(Cn)b-r,i,j )

iel Jj€ln] i€l

For 7 € T we have we deduce from Lemma

A bod b _ T o
CT = GIX:lGI i ' H (sz)b‘m : H (Cn)b‘m : H] (CTi)bT’w
icl i€l jE[ ] i€l
S; 7—1 b
~TI(cs-@l) " 1! H 1" s
icT iel €[n] i€l
H S T i H H J S T,%,J .
i€[wa], jE€[n] i€l
Finally, Cy and C” can be computed from C; = Sy according to Lemma O

6.2.4. Guarantees of the Verification Checks

In this subsection we present formal statements that explain our consistency checks. First of
all the following lemma applies Corollary to the settings of the scheme. Based on this
lemma we directly explain the guaranties of the verification checks for C"” and {C:} . in the
following two lemmata. In Lemma We explain our last verification check for {C;} . based
on Lemma [6.4]
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6. Background, Construction and Intuition

Lemma 6.23. Let d be an integer and GD = (p, (¢1,G1) , (92, G2) , G, e) be asymmetric bilinear
(?)

- ~ B-
groups of prime order p. Let B € G, 4.1 and D € GL,, 4 be arbitrary but fized, G1 := g, €

Ga+1 — BiT'(%) (d+1)xd _ T d+1 _ Y d+1
1 and Gg = g, € Gy . Suppose that X = gT € G and Y = g7 € GY
satisfy X #Y and

e(X,G2) =e(Y,Gy) € Gp?*! .

Then, there exist U € Z,, such that

X Y'=3G .
Consequently, X = ¢gT € (Gi“rl and Y = g¥ € G‘i”l satisfy e (X, Ga) = e (Y, Ga) if and only if
there is § € Zy such that Y = X - éf

Proof. The first observation is that the d columns of B~ T - (%) € ZédH)Xd are linearly

independent since B € GL, 441 and D e GL,,4. Hence, by Lemma and since X # Y
we deduce from the given equation in the lemma:

O;éu::af;—yeker(<1~)T 0>-B_1)

Hence, B™'-u € ker ((p" o)) and furthermore, B™!-u # 0 (since u # 0 and B™! € GL, 4+1).
However, the kernel of ( pT o) has dimension one, namely ker(( D o )) = <(0, -0, 1)T>. We
deduce that there exist @ € Z, such that

Bl (x—-y)=B'-u
=(0,---,0,4)" .

Hence, x —y =B - (0, -- ,O,ﬂ)T =u-B-(0,--- ,(),1)T and it holds:

This proves the lemma. O

The following two lemmata are direct consequences of Lemma, [6.23]

Lemma 6.24. Let A\ € N, des € Q, (pp,,msk) € [Setup (1’\,des)], cInd € Y, and CT =
(cInd, Co, 8, C”) € Cecina be arbitrary but fized. Furthermore, let B = (Ba bat1) € GLy, 441 be

as defined by the computation of (pp,,msk). Then, CT satisfies the verification check in (6.27)
if and only if there exists £ € 7y, such that

C’ — 7&-U+VC1 . éi 7

_ 8 g g O B'(?)_ b1
where t = H ( cInd, Cp, is the corresponding hash value and G1 = g, =g,
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6.2. Fully CCA-secure Framework

Proof. If the check in (6.27)) for C” is satisfied, than it holds

e(C”.Gy) e (Cl,ﬁt .V)
e <C1, t~UT+VTG2)
—e (t-U+Vcl7 GQ)

By Lemma the check is satisfied if and only if there exists £ € Z, such that
C’ = t‘U-&-VC1 . af )

This proves the lemma. ]

Lemma 6.25. Let A € N, des € Q, (pp,,msk) € (1’\,des)], cInd € Y, and CT =
(cInd, Co, 8, C”) € Cena be arbitrary but fized. Furthermore, let B = (Ba bat1) € GLy, 441 be

as defined by the computation of (pp,,msk). Then, CT satisfies the verification check in (6.28)
if and only if for every T € I' there exists & € Zj, such that

Ag’r bTi H; b'ri j
Cr =Gy H(CTZ> T H H ](Cﬂ') e
i€l j€n] i€l
~ (0
where G1 = gf (1) = gi’d“.

Proof. Let 7 € T be arbitrary but fixed. If the verification checks in (6.28) for 7 is satisfied,
then it holds:

e(Cr,G2) = e (H (Cx,)" ,G2> ]l (H (Cx,)mi ,HJ) ,
]

i€l Jj€n iel

=e <H (C,,)m ,G2> e T1 HHJ'(CH)’W,GQ

iel j€n] i€l

=e ([ ]I HHj(Cri)bT’”GGz

iel j€[n] i€l

By Lemma the check is satisfied if and only if there exists &, € Z, such that

Cr =G - [T@ [T ™ e

iel j€[n] i€l

This proves the lemma. O

In the following lemma we explain the last check based on Lemma and on the properties
of Algorithm from Lemma [6.4
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6. Background, Construction and Intuition

Lemma 6.26. Let A\ € N, des € Q, (pp,,msk) € (1’\,des)], cInd € Y, and CT =
(cInd Co, 8 C”) € Ceing be arbitrary but fived. Furthermore, let B = ( Ba bay1) € GLp,d+1 be

as defined by the computation of (pp,,msk). Then, CT satisfies the verification check in
if and only if for every i € I there erists s; € Zd such that for every T € T there exists §T € Z

and it holds " o
- =G Jl@)y = JJ ) JT I (e .
il i€l Jj€Eln] i€l

= B-(0
where G1 = g, (1) = gi’d“.

Proof. In preparation for the last check in (6.29)), for all 7, € T = {r1,..., 7} the decryption
algorithm computes from C;, an element Y € Gr? as follows:

-1

Y,.=c¢ (CTk’ GQ) e (H (CTi)b-rk,i ’G2> . H e (H (CTZ_)brk,z‘,j 7Hj>
iel Jj€[n] iel
—1

=e(Cp,Ga) e H 7)o HHH brii Gy

icl jE€[n] i€l

ST CHS | (CHRES | § ) EICHRGRCE

iEI j€[n] i€l

Let us consider the last term and in particular the first input of the pairing, an element of GCIHI

by construction. Recall that every X € G‘f“ can be written as GY - (A}:f for uniquely defined

x € ZZ, & € Zp by Lemma Hence, for every k € [I] there exist unique yj € Zg and Ui, € Z,,
such that X
~ Yk T i H T %,
G’!llk.Gl :CTk. HH 37
iGI j€ln] i€l
and we can write every C,, as

e

iel j€[n] i€l
We conclude

Yip=e CTk H (Cﬂ')ibm ’ H H Hj(Cn)ibT’i’jy Go

i€l Jj€[n] i€l

where the last equation holds by Lemma [6.12

In the next step the decryption algorithm executes on input (Gp, Y, M), where
description of Gt contains generator e (g1,92), Yr = (Y1,...,Yy) € Gr®* and M contains
the coefficients of the polynomials c,, € ¢ for 7; € I. Namely, for r := m an arbitrary order of
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coefficients in I is considered, let say I = (i1,...,,). Matrix M = (m,y) € Z;Xl of coefficients
is then set to Vie(Viepy : muk == b,_; — that is,
T1 51 bT 2 7{1 o Tl 751
M = 1,2 Tod 71582 _ (m m ml)
= = 1 2 ...
T1 agr T2 727‘ e Tl 727‘

By Lemma the check in (6.29)) is satisfied if and only if there exists S’ € ng’" such that

Yr=e(g,0)™Me

)i)T-(y1 Y2 o Y1) _ e )S’~M

e (g1, 92 &

g1, g2
DT-(yl Y2 ... yl):S’/-M.

D e GLp,4, and hence the check is satisfied if and only if there exists S = DfT -8 =
(5182 .. 80 ) € Zg” such that
(y1 v2 ... w)=8S-Ms&
Vke[l] typ=S-my = Zbrk,i T (6.34)
iel
In summary, the last check is satisfied if and only if for every i € I there exists s; € Zg such
that for every 75, € T it holds

CTk = G:ilk ) éZlik ’ H (C’ri)bm ’ H H Hj(cn)bm’j

i€l j€[n] i€l

G-I - Tl ) - TT T ™ )i

ieT iel j€ln] i€l

>
[l e
L=

This proves the lemma. ]

Lemma 6.27. Let A € N, des € (), <pp,€,msk, ﬁf)n,n/ls\k> € [SFSetup (1’\,des)], clnd € Y,

m € M, and CT' € | (1’\,ppm§f)mc1nd,m)] be arbitrary but fized. Then, CT satisfies
all wverification checks. As a special case every CT € [Eng (1)‘,ppH,CInd,m)] satisfies all
verification checks.

Proof. The statement holds by Lemma It is easy to verify that all group elements of
the correctly generated (semi-functional) ciphertext fit the form ensured by Lemma by
Lemma [6.25, and by Lemma [6.26 ]

6.2.5. Intuition Behind the Construction

Given the statement of Lemma [6.21] as well as statements of Lemma Lemma and
Lemma[6.26|we explain the intuition behind our construction. Our explanation in this subsection
leaves out many important details of the formal proof and can be used as a blueprint for the
construction of consistency checks in other contexts.

From the result in the previous subsection we deduce that consistency checks ensure that
every element C; of the ciphertext (including C”) has the same form as in a correctly generated
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(semi-functional) ciphertext except for additional factor é? for some &; € Z,. Assume for a
moment that all & are equal zero. Then, the given ciphertext is indeed a correctly generated
(semi-functional) ciphertext (with ¥, .7 : §; = 0 (mod p)). Decryption of such a ciphertext using
a correctly generated normal user secret key results in the correct message (see the following
subsection). This is the first useful fact that we use in the proof. Notice that this alone does
not at all ensure the CCA-security, since the adversary still could learn something using the
decryption oracle (see the details below). Rather, this is the reason for the reduction costs
comparable to the reduction costs of the underlying CPA-secure framework (cf. Section .

Next, consider the case that for every cInd € Y, set I for the corresponding ciphertext
encoding is empty (many pair encoding schemes satisfy this property). That is, the check
in is not required. We claim that in this case due to the Matrix Decisional Diffie-
Hellman Assumption a ppt adversary is not able to compute (except for negligible probability)
a ciphertext which passes all consistency checks such that there is an element C; with & # 0
(mod p). Hence, for this case we can drop our assumption about &;’s from above. Intuitively, if

we look e.g. at the form of C” = *U+V(C, . (A}f ensured by the consistency check in ((6.27), we

immediately deduce that if £ # 0 (mod p), we can reconstruct CA-‘rf from C and C" if U and V
are known. Given such an element we can break the challenge of the Matrix Decisional Diffie-
Hellman Assumption in the proof, since U and V are under our control. Similar statement holds
also for consistency checks in since all group elements of the ciphertext corresponding to
7 € I" are checked one by one (here H;’s are required instead of U and V for the reconstruction).
Recall that due to the Dual System Encryption Methodology [Wat09a] exploited in the pair
encoding framework we cannot even hope to be able to distinguish between normal and semi-
functional ciphertext. Hence, for the case I = () our checks allow negligible error but except for
that achieve ideal guarantees.

Finally let us consider the general case I # (). Schemes with reach structure of the ciphertexts,
such as ciphertext-policy attribute-based encryption schemes, require these elements. We prove
that due to the Matrix Decisional Diffie-Hellman Assumption a ppt adversary is not able to
compute (except for negligible probability) a ciphertext that passes all consistency checks with
respect to a reconstruction matrix E such that decryption using E may result in different
messages if different normal user secret keys are used. The most challenging part of the proof
relates exactly to this statement. The intuition behind this statement is as follows. Either the
decryption of the considered ciphertext using reconstruction matrix E will work as usual — that
is, & # 0 (mod p) will not influence the result — or E reveals a linear combination of ciphertext
elements which results in an element CA};T, o # 0 (mod p). We conclude that the guarantees of
the check in are weaker then the guarantees of the other checks, but these guarantees are
sufficient to prove CCA-security of our framework.

As noticed at the beginning of this subsection, all the statements from above do not yet
ensure that a ppt adversary is not able to use decryption oracle to learn something about the
challenge. Rather one can prove that if a ciphertext satisfies the consistency checks, the result of
the decryption query is equal m = Cy-e (Cy, msk)_1 except for negligible probability. Recall that

C, =G} -éio due to the regularity of the underlying pair encodings (cf. Lemma|6.21)). The last
piece of the puzzle comes from our redundant element C” added to the ciphertext and containing
the hash value t of all other elements. Namely, this element ensures that 5 = 0 (mod p), except
for negligible probability, and furthermore the adversary must know sg. Otherwise the adversary
would not be able to compute a correct value C” for the ciphertext. But then, using sq and
Y € pp, the adversaries can compute Y*° = e(Cy, msk) for themselves, which makes the
decryption oracle useless for them. The proof of this statement is the other challenging part of
the formal proof.

We finally notice that the overall structure of our additional element C” is not new. Similar
extensions (over various domains) have previously been used in the context of CCA-security,
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e.g. in [CS03, [KGO9] for public key encryption schemes, identity-based encryption schemes and
also in our composite-order framework. The intuition behind the construction of C” can be
explained if we look at the exponent of this element, which has the form (u-t+wv) - s in all
the schemes. Thereby, t is the hash value, v and v are unknown parameters from the public
parameters (respectively public key) and s is the random element chosen during the encryption.
Now, if adversary A tries to change a given ciphertext (for unknown s), it has to compute a
valid C” with respect to the new hash value. Without knowledge of s, u and v this is a difficult
task. The main observation exploited in all corresponding proofs is that for all ¢; # ty the
values u - t1 +v and u - to + v are independent over the random choice of u© and v. The collision
resistance of the hash function ensures in our construction that adversary cannot find two
different ciphertexts with the same hash value that would make it possible to reuse C”. Notice
that in [CS03| [KGQ9] the so-called target collision-resistant hash functions were sufficient due
to the simpler structure of the ciphertexts. Both our frameworks require collision-resistant hash
functions. It is remarkable that despite the complex domain of computation in our prime-order
framework we can reuse the overall structure of C”. Indeed, in our case we cannot perfectly
check the form of C” as already explained above, but the guarantees for this element stated in
Lemma are sufficient to prove the CCA-security of our construction.

6.2.6. Correctness

In this subsection we formally prove the correctness of the scheme. We have already proved
that correctly generated ciphertext pass all our verification checks. Hence, the correctness of
the schemes follows directly from the correctness of the CPA-secure framework (cf. Claim 15
in [Att15]). For the sake of completeness we present the formal proof.

Pair Encoding Reconstruction

k(o,RH .
of the form K = g (o , whereas the group elements of the ciphertext under clnd are of the

form 8 = gf(S’H), where R € (Zg“)m2 and S € (Zg“)wz. The following lemma shows that
even though we use H in the evaluation of k;’s and H in the evaluation of ¢;’s, the reconstruction
works as defined by pair encodings. We remark that by construction of the decryption algorithm
the group elements of the keys are used as the second input of the pairing. Hence, by
the have to consider the transpose of the corresponding matrices.

Lemma and Lemma state that the group elements in the user secret keys for klnd are

Lemma 6.28. Let k € Qx X, kind € X, and cInd € Y., be arbitrary. Let (k,mz) =
Encl (x,kInd), m1 = |k|, (¢,w2) := Enc2(k,cInd), and w1 = |¢|. Then, for all a € Z3,

Hi,... H, ¢ Z/™ D R — (Ri,...,Run,) € (Z)™ and § = (So,...,Supt1) €
(ZE) 2 it holds

Y ek (RH e (SSH)=a' S,

TE[mﬂ,T'E[wl]

where H := (Hy,...,H,) and H:= (H{,...,H,)).
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Proof. Consider the settings of the lemma. By the evaluation of k. (a, R, E)T we substitute

Xo s a' |
vZ‘E[m2] : XTi — R;r )
o T
vje[n]viE[mg} : th ' XTZ' — (HJ . Rz)
R .H/
=R/ H;

By the evaluation of ¢ (S, H) we substitute

vie[wg]o : Xsi — S s
Vje[n]vie[w]o : th : Xsi — Hj - S
Independently of the substitutions, due to the regularity of P and by Lemmal[I.15] all monomials

disappear except those corresponding to X, -Xs, and X;, -Xj,; - X ,. Furthermore, by Lemma
it holds

ViemaVichwaly Victn) 1 D D er (ari b+ ani bry) =0 .

T€[ma] 7' €[wi]

Let i € [mg], i' € [wy], and j € [n] be arbitrary, but fixed. The coefficients by monomial
Xy; - Xp; - Xs, come from the sum of coefficients by X, - th - X5, and th, - Xy - X, with

j =j=j'. However,

Xy, - Xn, X, (RZT ) (H; - Sy)
= R/ -H; Sy
Xp, X, Xy, (RiT : Hj) - (Sw)
= R/ -H; Sy
Thus, the substitutions of both parts are equal and thus due to Lemma the coefficient by
Xy, th - X,/ 1s also equal to zero.

Hence, the only one monomial which does not disappear is X, - X;,, which substitution is
equal to ' - Sy. The corresponding coefficient is 1 by Lemma m O

Correctness Proof
Correctness Proof. Let A € N, des € Q, (pp,, msk) € | (1)‘,des)] be arbitrary but fixed.
Let kInd € X; and cInd € Y,; be arbitrary but fixed such that R (kInd, cInd) = 1. Furthermore,

let m € M, sk = (kInd K) [KeyGen] (1%, pp,., msk, kind)], and CT = (cInd, 00,8,0”) €

| (1 ,ppn,cInd,m)] be arbltrary but fixed. Then, by Lemma the consistency checks
for CT are satisfied. It remains to prove that it holds

Pr ||Dec (1)‘,ppmsk, CT) = m} =1.

Lemma and Lemma state that the group elements in the user secret key are of the
R, ]HI m
form ? « (Gg“) ' and the ciphertext elements are of the form C = gc(s H e

(G‘f“) whore R € (Z44)™ and § = (So.....Su) € (Z7)" " with Sy = B (So°>'
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6.2. Fully CCA-secure Framework

We deduce that the decryption algorithm computes:

e
' (SH) kr(a,RH)\ ™7
X = H e(C’r/yKT)eT’T = H e<gf ( )’92 ( )>
T€[ma], 7’ €[w1] r€[mal,r €[wi]
=\ T
= H [§] (917 92)67,7-/kr (ayR,H) -c,.r(S,H)
T€[m1], 7’ €[w1]
=T
=e (g1, QQ)ETG[mlLT’e[wl] er ke (0, RH) -c s (S,H)

a’-Sy

26(91792) 3

where the last equation holds by Lemma Hence, the result of this step is
aT~B-(Id)-so

Hence, the decryption algorithm outputs Cp- X! = m - Y® .Y =% = m. This proves the
correctness of the scheme. O

Decryption of Semi-Functional Ciphertext Using Normal User Secret Key

In this section we additionally prove that the decryption of any correctly generated semi-
functional ciphertext using a normal key works as usual. This lemma will be used in one
of our new reduction steps.

Lemma 6.29. Let A € N, des € (), <ppn,msk,f)f)m1;s\k> € | (1’\,des)] be arbitrary
but fized. Let kInd € X,; and cInd € Y,; be arbitrary but fixred such that R (kInd,cInd) = 1.

Furthermore, let m € M, sk = (kInd, K) € | (lA,ppﬁ,msk,kInd)], and CT =
<cInd, Co,é,C”) € [SFEnd|(1*, pp,, PP, cInd, m)] be arbitrary but fized. Then,

Dec <1’\,pp,{,sk, CT) =m .

Proof. By Lemma the consistency checks for CT are satisfied. It remains to prove that it
holds

Pr ||Dec (1)‘,ppmsk, CT) = m} =1.

Lemma and Corollary state that the user secret key group elements are of the form
k(o,RH X =
K= o o RH) € (ngH)Xl) " and the ciphertext elements are of the form C = gf(S’H) €

Ixw
(G ™, where R € (24H)™ and S = (o, Su,) € (Z3H)"** with Sy = B
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6. Background, Construction and Intuition

(Z()). We deduce that the decryption algorithm computes:
0

12 / S,H k‘r‘ ’R7ﬁ eTYT’
X = H e (CT/)KT)eTyT — H e <gi7' ( )792 (a )>

TE€[m1], 7 €Jw1] TE€[m1], 7 €lw1]

—\T
H e (g1, gQ)eTyT/kT(a,R,H) s (S,H)

TE€[m1], 7 €lw1]

=T
=e (g1, gz)zfe[mﬂﬂ/ﬂwﬂ er k(o RH) ¢ /(S,H)

T'SO

= 6(91792)a ’

where the last equation holds by Lemma [6.28] Hence, the result of this step is

_§0

Hence, the decryption algorithm outputs Cp - X1 = m - Y$° Yy s Y 0 =, Hence,
decryption of the semi-functional ciphertext using normal secret key results in the correct
message. U

6.2.7. Further Proofs
Proof of Lemma[6.13. We prove all equations directly:

1. The first statement:

(I (I
e(G1,Go) by def e(gf(od)angD<0d>>

2. The second statement:
~ B- Id B_T- 0
e <G1,G2> by:def. (§] (gl ( 0 )792 (1)>

6(91’92)(01).(1(?)

= (lgp,---51gy)
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6.2. Fully CCA-secure Framework
e <G1,ﬁj) by et (Gl, HjT@g)
= e <HjG1, @2)
= e <Hj, 642)
3. The third statement:
. (@1,(}2) by def. (gf'(?)7ng'(lg>>

)(D 0)(9)
)T

e(glag2
= (IGT,...,lGT

9

o(GLE) "L (G G)
= e(Hj(A}l,G2>

= e (ﬁj, Gg)

4. The last statement:

0
= 6(91792)(01)(1)
- e (glv 92) )
and
~ = by def. ~ HI ~
e(Gl,Hj) = e(Gl, ]Gz)
= € <Hjéh C}2)
= e <ﬁj, é’Q)
This finalizes the proof. O

Proof of Lemma[6.15. For Type 1 keys we have for every k; € k

k(ORH) Ziﬂmﬂ(“*’i'z'(g)*Z]’ew “ﬂm'HjT‘Z'(vg))
9o = 9o
2.(9) Ziclma) 4 HT.2.(0)\ Ziclmy] 9 Ti
J€[n]
s i ‘ri'Ai QZZ m CIT,','-’f"
— G;’E[mﬂa’ i H Hj €[mg] 46,3 Ti
J€E[n]
R, .

This is exactly how the semi-functional parts of the key are computed.
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For Type 3 keys we have

(@0 ()

I
<
%)

Il
7N\
Q
NN
—~
=
S~—
~_
=)
5
iy

Hg I
> @
[\

This is exactly how the semi-functional parts of the key are computed.
Together we get for Type 2 keys:

 (2(8)29)

ke (2:(8)00) k. (0.RH)

9o = 99 P
-~ ‘rﬁ‘i’ i€lm ‘r,i'Ai gZ’L m aTaivl.TAi
_ G; Lielmy] @ T'HH]‘ €lma] @70
Jjeln]
6.30)
g
This is exactly how the semi-functional parts of the key are computed. ]

Proof of Lemma[6.19 We prove it directly for every ¢, € ¢:

N 0 0
cr(SH) Liel w210< (§ )+Zﬂ€ ”’j'Hj'B’(L@z‘))

91 = 9
 Bictunlg i BA(D) 5 Dicqugly S brig Hy B (9)5
= 91 "9

B.(9) ) Erctl b ;5§\ Bl b
= 9 ‘ H 9
Jj€n]
je n]
-
= C, .
This is exactly how the ciphertexts are computed. O

Proof of Lemma[6.21. By the definition of the semi-functional encryption algorithm it
holds for every 7 € [my]:

c [©29), [631) GZ’E[“’Q]O bri-Si . H sz'e] br.ij8i
T = 1 j

Jj€ln]
.(’ilz;ie[wzlo bridi H I/_\I]Ziel br,ij8i
j€ln]
_ 11 (Gﬁél{) 11 H( JG’{”‘J'SZ'-Hjélf“'gi) (6.35)
i, jem) i€l
= I(er-e) " I (er &)™ TIIT (ot &) es)
iel el jE[n] i€l

Next consider the statements one by one

170



6.2. Fully CCA-secure Framework

1. By the definition of I'g it holds 7 € I'g < Jier : ¢ = X;,. Such a 7 will be denoted by 7;
here. Hence, for every 7 € I'g the only coefficient unequal zero is b, ; = 1. Hence, it holds
for every 7; € I'g:

. .s; ~briSi o ..g. Hi~b. . .3
CTi " (G—ll)‘r’l S; . Glf,z Sz) . H H (HjGIiT,'L,] S; X JGI{T,’LJ Sz)

i€wa], j€[n] iel

- G¥.G. (6.37)
In particular, since ¢; = X, it holds
C, =G G1 . (6.38)
This proves the first statement.

2. By the definition of I' it holds ¢; = } , ; (bm' - X, + Zje[n] brij * X, -Xsi) for every
7 € I'. Hence, it holds for every 7 € I":

o, B M (er-6) (e en) T I (66

icl iel j€[n] i€l
~ 5\ bri H; o~ B
= H(sz‘.(}‘q) : HH J((;?,cq)h,z,a
iel j€[n] iel
= e T )
el j€[n] i€l

This proves the second statement.

3. By the definition of T for every 7 € T it holds
Cr = ZiET bTﬂ' ’ Xsi + Zie[ (b’ﬂi ’ Xsi + EjE[n} bT7i7j ’ th ) XSz‘) . Hence,

C. (6:39) (Gsl G1> (Gfi ) G1) . H H J(Gfl el )bmJ

iel el j€[n] i€l
T
_ ZGI ‘r 7 sz Sz bT’. Hj b‘r,’i, .
= G JUIC RN IACOEEN | B IR
icT iel j€[n] i€l

This proves the third statement.

4. Next, let us consider Cy. It holds by construction of and the previous result for
Cll

(6.25),(6.32) ~ 50
o EBEB v (G,05)

g
g
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6. Background, Construction and Intuition

5. Furthermore, by construction of it holds

o 633 (Ut V)™ <ﬁt ' \A/)éo
= (t-UG1 . VGl)so ) (tUarl . V@1)§O
— tUJrV(Gfo : §i0>

K
[l 2o
X

t-UJrVC 1
’

where t := H (cInd7 Co, 8)

This proves the lemma.
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7. Security of the Framework

In this chapter we present the formal proof of security for our CCA-secure framework in prime-
order groups. We use many lemmata from the previous chapter in the corresponding reductions,
which simplifies the actual proofs. In Section we first of all state the main theorem, present
an overview of the proof and explain our proof strategy. Then, in Section we present
the formal proof. Our main reduction steps are presented in Subsection [7.2.1] The proofs in
Subsection require only simple modification in comparison to the proofs for the original
CPA-secure framework. The last reduction and the final analysis in Subsection require
simple but important modifications.

7.1. Main Theorem and an Overview of the Proof

In this section we present our main theorem and explain the main steps of the proof regarding
the CCA-security.

Theorem 7.1. Let II be the predicate encryption scheme with public index for relation family
Ra,s from Section . Suppose that the Dg-Matriz Decisional Diffie-Hellman Assumption
from Subsection 1s satisfied, the underlying pair encoding scheme P is selectively and co-
selectively master key hiding, and the family of collision-resistant hash functions H is secure.
Then, 11 is fully CCA-secure with respect to Definition [6.11]

In particular, for every des € Q0 and every ppt algorithm A, there exist ppt algorithms By, ...,
By with essentially the same running time as A such that

‘Dd mDH

Adv-aPEGS? (A des) < Advis, (V) + (5+2-q1) - Advg (\)

Qdec 1 1

g - AdvgM™ (A) + Advi™ () + T

where q1 is the number of keys that are corrupted in Phase 1 and qgec 1S the upper bound for
the number of decryption queries of A.

It is important to notice that the number of decryption queries gqec only appears in the
last term and decreases the security guarantees only negligibly. This is mainly due to our
proof strategy proposed for the CCA-secure framework in composite-order groups. We used
these techniques as a blueprint in our proof as explained below. Furthermore, we notice
that in comparison to the CPA-secure framework of [Att16] we only lose the additional terms

Advgf;gl (M) and 2 - Adde o (M) which is remarkable and is also due to our proof strategy.

GReal CGresn Co G0 Gy CGo0,3 Gr—1,3 Gk,1 CGr2 Gr3 Gqp.3 Gq+1 CGq+2 Cgq 43 Grinal
0—=0—0—=0—0«=>0»0—0—0—0»0—0—0—0«>0
CR7y mDH mDH mDH = mDH CMH mDH mDH SMH mDH ~

Figure 7.1.: Proof structure for the framework in prime-order groups.
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7. Security of the Framework

The structure for the proof of Theorem is presented in Fig. (index k takes values in
[¢1]). The nodes represent different probability experiments. In Table the modifications
between the probability experiments are defined. The first experiment Ggea is the target
security experiment aPEl(-JLCJf2 (A, des) from Fig. and the last experiment Ggiya) is constructed
in such a way that the advantage of every adversary is zero. The edges represent reduction
steps and their labels the underlying security assumptions except for the edge labeled with =
representing equal experiment and expect for the edge labeled with =~ representing statistically
close distributions. In the proof we show that no ppt algorithm can distinguish between any pair
of consecutive experiments. Here, we explain the structure of the proof and the intuition behind
the main reduction steps with respect to the guarantees of our consistency checks considered in

Subsection [6.2.41

Grest: | Modify [(20 Output is 0 if there is a collision for H
G- Modify [(12) (ppmmsk,ﬁf)mrgs\k) <1 SFSetup| (1%, des):
0-
Modify [(T0)] CT* «| SFEnd(pp,., bb,, clnd, m;)
Qs Modify |12/ |19 | sk’ <—| KeyGen|(msk, kInd; ), |Dec (sk;, CT)
0 Modify (T3] [T | Generate keys in oracle Open.
ar. Insert Choose o < Z, in Setup
0° 1 o o\ 1
Modify 19| (19 | Dec (CT, i) := Cy - e (Cl, msk - Gg) after verification checks.
G- Insert Counter j for number of oracle queries on Open in Phase I.
k.1 Insert Bj < Zy for every oracle query Open in Phase I.
SFKeyGen (1%, pp,., msk, (Gg,,) ,kInd,3;Bj> if j <k
Modify |14 skj < ¢ SFKeyGen (1%, pp,., msk, IES\k, kInd, 1) ifj=k
| KeyGen (msk, kInd) if j >k
SFKeyGen (1%, pp,., msk, (ég,,) ,kInd,3;Bj> if j <k
Gg,2: Modify |14 skj < ¢ SFKeyGen (1%, pp,., msk, IES\k, kInd, 2;6) ifj=k
KeyGen (msk, kInd) ifj >k
A B 2N\ e
G Modify [ ok SFKeyGen <1 , PP}, msk, <G2,,) ,kInd,3,BJ) if j <k
KeyGen (msk, kInd) if j >k
Gg +1: | Modity (18) SFKeyGen <1A, pp,,, msk, Iﬁs\k, kInd, 1)
G | Insert B ¢ Zj at the beginning of Phase II
+2! vy —
" Modify [18) SFKeyGen <1A, pp,., msk, msk, kInd, 2; B)
G +3: | Modity (18) SFKeyGen <1/\,ppmmsk, (ég, ,> , kInd, 3; ﬁ)
Grinal: | Modify [(10 m < M, CT* < Enc (cInd*, m)

Table 7.1.: The probability experiments for the framework in prime-order groups.

The structure of the proof for our CCA-secure framework is similar to the structure of the
proof for the underlying CPA-secure framework of [Att16]. Probability experiments Gyest, G,
and G{ as well as the three reduction steps denoted by bold edges in Fig. are new. The
remaining experiments and reductions are from the original CPA-security proof from [Att14al]
and require only relatively simple extensions.

Before we proceed, let us shortly recall the overall proof structure for schemes constructed
using Dual System Encryption Techniques [Wat09al [LW10]. As in our case all proofs for such
schemes consist of a sequence of indistinguishable probability experiments. At the beginning
of the sequence the challenge ciphertext CT* is changed from normal to semi-functional. In
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7.1. Main Theorem and an Overview of the Proof

the last probability experiment the challenge ciphertext is again changed. This time CT* is
a ciphertext of a uniformly at random chosen message. This ensures that adversary gets no
information about the challenge bit and its advantage in the final game is equal zero. Our
reduction steps Grest — Go and Gg,+3 — Grinal correspond to these general steps. In between
of these two steps all user secret keys are changed one by one from normal to semi-functional,
which basically enables the possibility for the last step. When Attrapadung introduced pair
encodings and presented the pair encoding framework in composite-order groups [Att14a)], he
already refined these reduction steps. Namely, he differs between three types of semi-functional
keys. Then, in the first query phase the keys are changed one by one, but in three steps:
from normal to semi-functional of type 1, from semi-functional of type 1 to semi-functional
of type 2, and finally from semi-functional of type 2 to the semi-functional of type 3. Our
reduction steps Gi_13 — Gg1 — Gpa2 — Gg3 correspond to these steps (key number k is
changed). In the second query phase all keys are simultaneously changed in the sequence
Ggi 3 = Ggig1 = Gg42 = Gg43. Only the steps from type 2 to type 3 semi-functional keys
are based on security properties of the corresponding pair encodings and are specific for every
predicate. The other two steps are alike for all predicates. As already stated, all these reduction
steps require only slight modification, since we have to show how to compute the additional
elements in public parameters as well as in the challenge ciphertext. Furthermore, as already
noticed in the construction of algorithm we made some of the elements from the master
secret key of the underlying CPA-secure scheme public. Hence, we also prove that this does not
influence the security. In the CPA-secure framework all these elements were part of the master
secret key, since they are only required for generation of the user secret keys. The actual master
secret key is the same as in our construction.

Finally, we explain our new reduction steps which deal with CCA-security. The first step
from GRreal t0 Gresg is quite simple and is due to the collision resistance of the exploited hash
function. Namely, the output of the experiment Gyq1 is defined to be zero if adversary submited
a ciphertext CT such that the corresponding hash value is equal to the hash value of the challenge
ciphertext but the inputs of the hash function differ for these ciphertexts. Hence, CT and CT*
immediately lead to a collision for the hash function.

Next, in order to deal with the decryption queries we use our proof strategy introduced for
the framework in composite-order groups as a blueprint. In experiment G{; decryption queries
are answered using separately generated normal user secret keys, which are never given to
adversary. Only those keys which are corrupted by adversary are changed to semi-functional.
This is the reason why security guarantees in Theorem [7.1]decrease only negligible in the number
of decryption queries. Notice that according to our strong security model adversary can ask
to reveal a secret key number i after several decryption queries for this key. We proved that
a ppt adversary is not able to realize that the given key was not the key used in the previous
decryption queries, as explained next.

The reduction step Go — G, is the most challenging part of the proof and significantly differs
from the corresponding reduction step in the proof in the second part of the thesis. Namely,
in composite-order groups we constructed consistency checks which ensure that the form of the
normal components of the ciphertext is correct. Consequently, in this construction it does not
matter which normal user secret key is used for decryption and the corresponding reduction
step does not even require a security assumption. In prime-order groups, our consistency checks
do not give such strong guarantees mainly due to the fact that the normal components as well
as the semi-functional components are not strictly separated as this is the case in groups of
composite order, where these components are in different subgroups.

The proof of the reduction step Gog — G, is done in two steps. First of all we define a
BadQuery event in the probability space of Gy and prove that the probability for this event
is negligible under the security assumption. The BadQuery event covers our intuition behind
the consistency checks explained in Subsection Namely, this event is defined in such a
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way that it occurs if A submits a ciphertext CT, which pass all verification checks but there

is a ciphertext element C; such that it holds & # 0 (mod p) for the additional factor CA;% of
C;. This is indeed not obvious from the definition of BadQuery and is proved in the actual
reduction for Go — Gf. Then, the conclusion is simple, since & = 0 (mod p) for all elements
in the ciphertext ensures that CT has the form of a semi-functional ciphertext, and hence Gg
and G( cannot differ. As the additional statement of this proof we show that the result of the
decryption query on CT is m = Cj - e (Cy, msk)_l, which is used in the following reduction.
The last step regarding CCA-security is the reduction Gy — G{. In the experiment Gy all

decryption queries are answered without user secret keys by m = Cy-e (Cl, msk - @g) - , where

o < Zy is chosen once in the setup phase. Notice that in composite-order groups a similar step
was induced at the end of the reduction sequence. In prime-order groups we have to deal with
this reduction before the keys are changed. The critical observation is that in all reduction
steps except for the last step the master secret key is known, and hence m from above can be
efficiently computed. In the last Step the master secret key is not known, but we can compute
an element corresponding to msk - G2 and use it for all decryptlon queries. Notice that due to
this circumstance we cannot simple output m = Cp - e (Cy, mbk) as expected in G{. Due to
the applied technique all reductions in between regarding the user secret keys remain almost
unchanged. Obviously, the experiments G{, and G differ if and only if .4 submits a ciphertext
CT which pass the consistency checks such that e (Cq, msk) # e <C1, msk - é;’) . In the proof we
show that this cannot happen except for negligible probability due to the security assumption.
In this reduction step our additional element C” plays the main role. We basically prove that
such a ciphertext (with C” which pass the consistency check) cannot be computed by a ppt
adversary except for negligible probability over the random choice of U and V', which again
covers the intuition from Subsection [6.2.5

7.2. Security Proof for the CCA-Secure Pair Encoding Framework

In this section we present the formal proof for our framework in prime-order groups. It is
important to notice that due to the special construction of the scheme, values of some random
variables which determine the output of the setup algorithm are informational-theoretically
hidden from adversary which is given the public parameters. That is, the public parameter do
not contain information about these values. The same holds for the user secret keys and for the
challenge ciphertext. Hence, in order to analyze the probability distributions we usually show
how to define certain random values and argue that these are correctly distributed. We remark
that not all these values will be known in the corresponding reduction algorithms. However,
we prove that all the elements which must be given to adversary can be efficiently computed
according to the defined random values.

7.2.1. Main Reduction Steps Regarding CCA-Security

In this subsection we prove the first four reduction steps, including our three main reduction
steps which are new. The reduction steps Go — G{, and G{; — G{; are quite complex such that
we divided the corresponding proofs in several parts.

First Reduction Grey — GresH

Probability experiment Greal 11,4 (A, des), which we simply denote by GReal is the original CCA-
security experiment aPECCA2 (A, des) presented in Subsection Probability experiment
Gresti, 1,4 (A, des) (also denoted by Giestz) is defined over the same probability space as Greal
and differs only in the definition of the output of the experiment, defined next.
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First of all recall the definition of function HInput from algorithm [Encjon page[147] We define
event HashAbort in the probability space of Grea (respectively Giesir) as follows: A submitted
at least one ciphertext CT to the decryption oracle (in Phase I or in Phase II) such that
CT passed the consistency checks, HInput (CT) # HInput (CT*) but ¢ = H (HInput (CT)) =
H (HInput (CT*)) = t*. According to the HashAbort event the output in experiment Gyesp is
defined as follows:

e Output HashAbort A b = b.

That is, the output of the experiment is 0 if HashAbort event occurs and otherwise the output
is the same as in the experiment Grea).

Lemma 7.2. For every ppt A € A and every des € ) there exists a ppt algorithm B such that
it holds

Advii (A, des) — Adviyq" (A, des)| < Pr [HashAbort] = Advi/ ()

Proof. Let A € A and des € Q be arbitrary but fixed. By the definitions of Greal and Gyesi
the outputs of these experiments can differ only if HashAbort event occurs. In particular it
holds

GReal 11,4 (A, des) = 1 A HashAbort < Giestm,a (A, des) = 1 A HashAbort

and we can apply Difference Lemma We deduce

Advi (A, des) — Adviy™ (X, des)

by def.
Y= |Pr[Grealmia (A, des) = 1] — Pr[Gresrra (A, des) = 1]|

<  Pr[HashAbort] ,

where the inequality holds by Difference Lemma [5.8
Next, due to the collision-resistance of H no ppt algorithm A can distinguish between the
experiments. Namely, there is ppt algorithm B with the following advantage against H:

Adv%f{B (A, des) = Pr [HashAbort]

B given the hash function H generated by H «+ H (1)‘) simulates experiment Greal 11,4 (A, des)
for A, ignores its output, and outputs collision (HInput (CT) , HInput (CT*)) if HashAbort event
occurs. O

Notice that we cannot directly deduce that conditioned on HashAbort it holds ¢ # t* for
every submitted ciphertext CT. Additional arguments are required and we deal with this in
the following reduction steps.

Remark 7.3. It is important to notice that HashAbort event is recognizable in polynomial time.
Hence, analyzing the advantage of adversary A in all following reduction steps we simply assume
that A does not cause this event, since conditioned on HashAbort the output of all following
experiments is always zero — that is, A loses.
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Second Reduction G, — G

Probability experiment Go (that is Go_a.11 (A, des)) is the same as Gyesir €xcept for the challenge,
which is semi-functional. That is, additionally to the public parameters the semi-functional
parameters are generated in Gg. Furthermore, the semi-functional ciphertext in Gg requires
additional random elements 3o, ..., 3., taking values in Z,. Despite these extensions both
experiment can be seen as defined over the same probability space. On the one hand,
generates the public parameters using (recall that SFSetup does not choose any additional
random elements). Hence, also in Gy We can use and simply ignore the semi-
functional components. On the other hand, in Gyesy the semi-function random elements for the
challenge are just ignored.

The following lemma is very similar to Lemma 4 in [Att15]. We only have to extend the
proof due to our additional elements U, V, U, and V in the public parameters and due to the
HashAbort event. Notice that during the analysis we fall back to our lemmata from Section
which make the description of the reductions simpler and the formal arguments more explicit.

Remark 7.4. As already mentioned by the definition of our framework, elements Ga, {ﬁj }j eln]
generated by setup algorithm were part of the master secret key in the original CPA-secure
framework, whereas in our framework these values are contained in the public parameter. Hence,
in all reductions we have to take care of these elements in addition, but actually this is not
difficult and is implicitly covered by the proof of the original framework [Att16], where these
elements are known to the reduction algorithm and can be correctly generated. Therefore it is

not our achievement to show how to generate these elements.

Lemma 7.5 (cf. Lemma 4 in [Att15]). For every ppt A € An and every des € Q there exists
a ppt algorithm B such that

Dy—mDH

Advipg™ (A, des) — Advii?, (A, des)| = Advg" " (V)

Proof. Let A € A and des € 2 be arbitrary but fixed. We present an algorithm B, which

receives des as an additional input. According to Assumption algorithm B is also given

the group description GD = (p, (g1,G1), (g2,G2),Gr,e), T = gf € GUEHD*@+D) a5 well as
y

the actual challenge Z = g? y> € G‘IHI. The elements are chosen by GD + G (1)‘), T =

(i\g (1)> — Dy, y + Zg, where M € GIL, 4 and ¢ € Zg. Furthermore, ¢ is either zero or

uniformly distributed in Z; and B has to distinguish between these both cases.

Let us first consider how to generate the public parameters. The first part of B is presented
in Algorithm First of all notice that B is a ppt algorithm, since it performs only simple
computations.

We claim that B implicitly sets B := B-T. By the definition of Assumption it holds
T € GLy 441, whereas B is uniformly distributed over GIL,, 441 and is mutually independently
of the other random values by construction of B. Hence, B is uniformly distributed over
GLp,q+1 by the choice of B as required by the setup algorithm. Analogously, B implicitly sets
D := M" - J, which is correctly distributed by the choice of J + GL,,q since M € GL, 4 by
the definition of Assumption [6.1}

Next we prove thatAB computes Gy, (A}l and Go according to choice of B and D. Recall

the definition of Gy, G from algorithm on page and from algorithm on
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Algorithm 17: B against Assumption
Input : (des,GD,T,Z).
. N A (d+1)x(d+1)
Require: des € Q, GD = (p, (91,G1), (92, G2) ,Gr,e) € [g (1 )], T € G ,

d
Z e Gt

1 Setup
2 Set K = (p, des);
3 Choose B + GLp,a41 and J < GL,, g;
4 Compute

( Gl él ) = BT ;
5 Compute

B (Y
G2 = gy (&) ;

6 Choose H4,...,H,, U,V + ZédH)X(dH) and compute {Hj,ﬁj} P U,V,U,V
as defined in the scheme using G1 and Go;
7 Pick H <+ H (1’\) and a < Zg“, compute msk and Y as defined in the scheme.

Simulate A with public parameters

JjE[n

PPy = (des, GD7 H7 G17 {H]}]e[n] ’ Ua Va Ya G27 {ﬁj }]G[n] 7ﬁ7 V) ;
page We deduce that it holds:
~ by def.
(G1 G1> =P
= g7 (7.1)

- B

We notice that (A}l is known to B, but is not used.
According to the definition of Gg from algorithm on page this element is also
correctly computed:

by def. Z~(Id)

Go 99 0
DI
_ BD(R)
— g2
-~ _ T.
— gf FrT (M)
= g;_T'(OJT) 7

v 1

for vector v = —M~" - ¢, and hence T~ - (N(I;J) = <MO}T ’{) . (JV{)TTJ) = (OJT ) All other

elements of pp,, inclusive our additional elements U, V, U, and V are computed as defined
in the setup algorithm by construction. We deduce that B generates correctly generated public
parameters for A.

where in the last step we use the fact that the inverse matrix of T has the form T~ ! = (M; ! 0)
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Algorithm 18: Continuation of Algorithm

Phase I

Realize the oracles using known msk as defined in the experiments.
Challenge (given cInd*, mg,m; € M = Gt from A)
Choose a random bit b < {0, 1}.

Compute S = (Sy,...,Sy,) € ng—i—l)x(wg—&—l) by

B W N =

[

S +{ ReRand (Gl, BT, BZ,wg + 1) ;

6 Return
CT* = (cInd*,Co,é,c”) = EncAlt|(x, msk, cInd*, my, H, U, V, H, Sq, - . ., Su, );

7 Phase I1

8 ‘ Realize the oracles using known msk as defined in the experiments.
9 Guess

10 ‘ A outputs a bit ¥'. Output 1 if and only if HashAbort A b’ = b.

Next we consider the other phases of B (cf. Algorithm and relate its success probability to
the success probability of A in distinguishing both experiments. Using known master secret key
both query phases can be perfectly simulated. Hence, let us consider the challenge ciphertext.
First of all B randomizes the own challenge and computes

- 80 81 ** Swoy
BT(§0 §l v§w2)
S prnd gl

- B (Y
< ReRand (Gl,gF'T,gl (y>,w2 + 1)

By Lemma 80,---, 8w, € Zg are uniformly and independently distributeds. Furthermore,
if § # 0 (case § € Zy) the elements 3p,...3,, € Z, are also uniformly and independently
distributed. In turn, if § = 0 it holds §p = --- =, = 0.

Next, from we deduce that it holds

S0 81 - SW2>

That is, for every i € [ws), it holds S; = G7* éf’ Hence, by Lemma|6.22/in Line |§| B computes
the challenge ciphertext

(clnd7 Co, 8, C”) = SFEnc (1)‘,pp,§, PD,, cInd, m; sg, 81, - - ., Swy S0, 81, - - - ,.§w2>

T-(Y
We deduce that in the case Z = g (o) (that is § = 0) the generated challenge is a correctly

y
distributed normal ciphertext of my and in the case of Z = gf <y) (that is g € Z;) the challenge
ciphertext is a correctly distributed semi-functional ciphertext of mg,.

All together the view of A is as defined in game Grey if § = 0 and it is as defined in game Gg
if § # 0. In the guess phase B outputs 1 if and only if the event HashAbort did not occurred and
A outputs the correct bit — that is, if and only if the output of the corresponding experiment
is equal one. Hence, for every A € Ay and every des € 2 there is B = B4 (des, -) as defined in
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A(GD oo @5)) _1]

Algorithm [I7] such that it holds

(Y

by (gnst. ‘PI‘ [GReal,H,A ()\ des) = 1] — Pl" [GO,H,A (Ay deS) = ]-”
PET | Advig O des) - Adv (. des)|
This finally proves the lemma. -

BadQuery Event

In this subsection we analyze the event BadQuery defined in the probability space of Gg as
follows: There is CT € Cgppq submitted by A to the decryption oracle such that CT satisfies
the verification checks and at least one of the following cases arises:

t-U+V
1. C" £ MUV Cy.
2. HTEF : CT 7é Hie[ bm.IdJrlJije[n] bT’M.HjCTi

3. Forall 7 € T'let Zy, := Cr, [ Ties brisi-Tat1 =2 jen) bryins jCTZ, € G, Forall 7 € [my] let
L €r, T d+1 o
Z, = Hmerz e GI", where E = (el’])ie[mﬂ,je[wl]
matrix used during the corresponding decryption.
—a.
[ ] HTG[ml] ZT 7é 1Gd+l-

aTz

€ Z;’“X“’l is the reconstruction

#* 1Gd+1

707,i,j

° Elz'e[mﬂzlje[n] : HTE[ml] ZT 75 1th+1‘

i Elie[mﬂ : HTE[m1

Remark 7.6. Notice that the BadQuery event cannot be efficiently recognized given only the
public parameters. Namely, the first check requires knowledge of U, V', the second and the
third checks require knowledge of Hq, ..., H,. Furthermore, the elements H1, ..., H, will
be not known in the reduction steps based on the security properties of pair encodings. Hence,
we cannot deal with this event in similar way as with the event HashAbort (cf. Remark [7.3).
Instead we prove in the following lemma that the probability Pr [BadQuery] is negligible in Gy.
Later we will also deduce that the probability for this event is negligible also in the following
experiments and will use this in the analysis.

In the following sections we prove that if the event BadQuery does not occur, then the output
of the decryption algorithm using any user secret key for the corresponding key index is the
same. In turn, the following lemma states that the probability for BadQuery is negligible,
and hence similar to the proof for composite-order framework we can use separately generated
normal secret keys in order to answer decryption queries.

Lemma 7.7. For every ppt A € A, and every des € Q there exists a ppt algorithm B such
that

D,;—mDH

Advy (A\) = Pr [BadQuery]|

where the probability space on the right side is defined by experiment Go a1 (A, des).
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Proof. Let A € A and des € 2 be arbitrary but fixed. We present an algorithm B, which

receives des as an additional input. According to Assumption algorithm B is also given the

group description GD = (p, (91,G1), (g2, G2) ,Gr,e) and challenge T = ¢gT € G+ x(d+1) a9
T.(Y

well as Z = g, (y> € G4, The elements are chosen by GD «+ G (1Y), T = (iVTI (1)> < Dq,

Y Zg, where M € GL, 4 and ¢ € Zg. Furthermore, § is either zero or uniformly distributed

in Z; and B has to distinguish between these both cases.

We present B in two steps. First we show how B simulates experiment Gg for A (see
Algorithm . Then, we show how B solves the own challenge in Guess phase if the BadQuery
event occurs.

Algorithm 19: B against Assumption [6.1
Input : (des,GD,T,Z).
Require: des € Q, GD = (p, (91,G1), (92, G2) ,Gr,e) € [g (1)\)}7 Tc G(2d+1)x(d+1)’
Z e GIth.

1 Setup
2 Set k := (p,des), compute n := Pair (k);
3 Choose B + GLy,4+1 and compute

4 Choose J « GL, 4 and compute
~ = — J 0
( Gy Gy ) .— B TT(0_1> :

5 Choose Hy,...,H, U,V + Zz(,dﬂ)x(dﬂ), H+ H (1Y), a+ Zg“ and compute
{Hj,ﬁj }je[n]’ U, V, U, V, msk, Y, and pp,, as defined in the scheme using G
and Go;

Simulate A (1)‘, ppﬁ);

Phase I

Realize the oracles using known msk as defined in the experiment Gg; Thereby store
for every decryption query the chosen reconstruction matrix FE;

9 Challenge (given cInd*, mg,m; € M = Gr from A)
10 Compute (¢, w2) := Enc2 (k, cInd*), choose a random bit b < {0, 1};

® N o

k3

11 | For all i € [wy], choose (j}) < Z& and compute

12 Return
CT* .= (cInd*, Co, 8, C”) := EncAlt|(k, msk, cInd*, my, H, U, V,H, Sp, ..., Sw,);
13 Phase 11

14 Realize the oracles using known msk as defined in the experiment Gg; Thereby store
for every decryption query the chosen reconstruction matrix E;

B is given among other elements group description G which is correctly distributed by
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definition of Assumption [6.1} In the setup phase B implicitly sets

= (I M~ T.c
pop (M)

D=M-J. (7.2)

These matrices are uniformly distributed over G, 411 and GL, 4 respectively due to the

choice of B and J respectively, since (Iod M:; 'C) € GL, 441 and M € GL, 4 by definition

of Assumption [6.1
Let us first consider matrix Z as defined in algorithm on page [146] For matrix B as

above it holds
I, M T.¢ ~ 1
-1 _ (41a )
B _<O . )B ,

2
. —-T. .
since (Iod M,l C) = I4,1. Hence, it holds

byéief. (

and Z is as follows (recall D f(f)’

[l =]
~—
~—

by def. _
v S B '.D

@O 5

VA

Next, we prove that Gi, G2 and 6}2 are generated according to the choices of B and D.
Recall the definition of G1, Ga, Go from algorithm on page and from algorithm
on page [[49] We deduce that it holds:

~ by def.
(Gz GQ) =" 62

— EJT(‘éfl),
G by _def. gf(%i)
B M) (%)
e gl
B.(1d
_ W)

All other elements are computed as defined in the setup algorithm using G, and Go. Further-
more, in both query phases B generates the normal keys as defined in the scheme using msk
and perfectly answers the queries of A.
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Remark 7.8. Notice that ég is not used by B. We include the simulation of this element
since this will be important for the proof of the following lemma which use similar simulation
algorithm (cf. Lemma [7.13]).

Next, let us consider the challenge ciphertext. It holds B € GL,, 441 by definition, and hence
for all 7 € [ws], there exist unique s; € 7 s Si € Zyp such that S; computed by B satisfies

s; S; S;
by const. ( A;) B: §; ) by def. -~ 85 . A
Views)y 1 Si = g1 =g (%) = (G1 G1)<S) =G% .G, eGIT .

Elements s; € Zg and §; € Z, are uniformly and independently distributed by the choice of s
and §,. Hence, by Lemma in Line [12| B computes challenge ciphertext

(cInd7 Co, 8, C") = SFEnc (1)‘,ppm PD,., cInd, m; sg, 81, - - ., Swy S0, 81, - - - ,§w2>

We deduce that CT* is a correctly distributed semi-functional ciphertext of m;. Hence, B
perfectly simulates Gg for A.
Now we are ready to show how B can break the challenge if the BadQuery event occurs.

Algorithm 20: Guess Phase of Algorithm

15 Guess
16 A outputs a bit &’. B ignores this bit and performs the following computation:

17 foreach decryption query on CT = (cInd, Co, 8, C”) and i € N such that CT pass

the consistency checks do

18 if C" #£*U+VC, then Compute X := C” - (t'U+VC1)_1; go to Line [37];

19 foreach 7 € I" do

20 Compute X := [],¢; brilaitdjep brii Hig

21 if C, # X’ then Compute X := C; - (X')'; go to Line ;

22 end

23 foreach 7, € I do Compute Zj, := C,, - (Hiel —brp i lat1=3 e kaviﬂj'Han) ;
24 foreach 7 € [m1] do Compute Z, := [, er ZeT "k where E = (em-)ml’w1 is the

corresponding reconstruction matrix used for the decryption of CT ;
25 Compute X :=[] 7

TE€[m1] T ;

26 if X # 1 then go to Line

27 foreach i € [m3] do

28 Compute X =[] ¢, 77

29 if X # 1 then go to Lme

30 foreach j € [n] do

31 Compute X := [T epn Zr s
32 if X # 1 then go to Line
33 end

34 end

35 end

36 Output 0;

37 Break

38 Compute Q := TZ

39 Output 1 if e (X, Q) = 1g, and output 0 otherwise;

In order to analyze the success probability of B let us first consider the value Q = B Z
computed by B in Line |38 and prove the following claim.
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T (Y . ~
Claim. Let Z = g, (‘y) be as defined in Assumption B, Go, and G» be as defined in the

computation of B. Then
B 7 = GG,
where = —g. In particular, r # 0 (mod p) if and only if § # 0 (mod p).

Proof. Notice that r € Zg, r € Z, which satisfy the equation in the claim exist and are unique

. _.\ by def. BT
by Lemma since (G, Gy ) V=, g% for Z € GL, 4,1 and B 7¢ Gg“. As shown above,

Z e Zj(odﬂ)x(dﬂ) from the public parameters is equal Z = B_T A <g _01> Hence, T' can

be written as follows

T:BT-Z~<J_1 0) . (7.4)

We deduce

BB ) ()

7.4) g
pr— 92
Jly
_ <G2 G2>( 9 )
= 6 e

O]

This proves the claim.

By this claim we deduce that given (A};L for some 4 # 0 (mod p), algorithm B is able to break
the own challenge by the following simple test:

(65Z) = o(alara)
= e (é?,GS) e (é?,é;y)

Lomma BT e (g1, 92) 0

?
~ lg, -
~h BT
Namely, since @ # 0 (mod p) it holds e (G?,B Z) = lg, if and only if § = 0 (mod p).
Algorithm B uses this fact. Namely, we claim that B goes into Step if and only if event
BadQuery occurs and then, it holds X = é? for some 4 # 0 (mod p). This allow us to deduce

the lemma. We prove this claim next step by step.
Let CT = <CInd, 00,8, C”) be a ciphertext, which pass the consistency checks and t =

H ((:Ind, Co, 8) be the corresponding hash value.
1. If the verification check in ([6.27]) for C” is satisfied, than by Lemma it holds

Elfezp . C/l — t~lJ-|-‘/C1 . ai .
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If and only if the first condition C” # *UTV'C; defined for the BadQuery event is satisfied
(checked by B in Line [18)), it holds £ # 0 (mod p), B computes
X — C// . (t~U+VC )_1
— UV, Gf ~tU-V @,
= Gl ,
and solves the own challenge as explained above.

2. If all verification checks in (6.28)) are satisfied, then by Lemma it holds:

e (CHIRE | ) GG 4

el j€[n] i€l
. ) H ~6
e et 6
el

If and only if the second condition d,¢cr : C; # Hiel bridar1+2 e m bTvi*j'HjCTi defined for
BadQuery is satisfied (checked by B in Line , it holds & # 0 (mod p), B computes

-1
x=c. [ [ I[™(cne

iel j€[n] i€l
— Gy
and solves the own challenge as explained above.

3. If the check in (6.29) is satisfied, than by Lemma it holds:
AET i bT [ T i 7' ,7
VZGIHS GngTEFEl&TEZp : CT = Gl : H (GT ) T H Tz H H 7 (75)
icT el jE€[n] 1€l
This last case will be analyzed next in detail.

Consider the computation of B beginning with Line For every 7, € I the algorithm B
computes first of all

Z;. by ‘QnSt' CTk . (H *bfk,i'IdH*Zje[n] kasivj'HjCTi>

el

SO DI CRERR | ) RO

il j€E[n] i€l
7.5 T ) .
G,é k .H(sz)brk,z
iel
1 7b7' 1S4 T
= GEETT LG (7.6)
Next, B computes for all 7 € [m;]
— by Const H err
Z, k
TkEF
H (Glzief bryivsi éi%)efﬁk
Tkef
2 ieT Si' 2y, F Oryricer,r ~ D erermyEr
— G’l el L€ Tk k X G’l el k k ) (7‘7)
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Notice that Z; and Z, are exactly as defined in the last condition of BadQuery event. Next,
we show that the three following checks of B correspond to the three properties in the last
condition of BadQuery event.

1. Recall that if Ry (kInd, cInd) = 1 then, by (1.7)) from Lemma it holds:

vi’e[wg] : Z Z Err tQr bT’,i’ =0.

T'elwi] T€[M1]
Let us consider the value [] ¢, Z." used by B in Line

70 (.7) GaT'ZiET 8i> oy, T bryiser,my ] é“f‘zmef er,ry. §7p
T - 1 1

TE€[m1] TE[M1]
i GZieT 82 relmy) Zrkef ey, arbry i . (’izfe[mﬂ aT'Zrkef ery, &
- 1 1
@9 ~2- ar-y,_ cpermEr
G’l €[mq] KET k k . (78)

where in the last step we used

Lemma [I.14]
§ Si § § Crr t Qr - b‘rk,i = § S - § § Err - Qr - b'r’,i

iel T€[m1] 7, €T iel T€[m] 7' €fwi]
Lemma Zsi 0
iel
= 0. (7.9)
Hence, if the first property Hre[ml] ZjT # 1gat1 of the third condition of BadQuery is
1

satisfied (checked by B in Line , then =3 cp, ) 0r X eF €rm - &n # 0 (mod p), B
computes

X = élzTE[m] A Y T O i = azf )
and solves the own challenge as explained above.

2. Recall that if R, (kInd, cInd) = 1 then, by (1.9) from Lemma it holds:

ViehmalVilusly © D, D €rt ri by =0

Te[ml] Tle[wl]

Let 7 € [mg] be arbitrary. Let us consider the value [] }Zifvg used by B in Line

TE[M1

1

a_ -
H Z, = H <GZ¢€I Si.ZT’V er bryiermy (A}ka et ermp > EA
T - 1 ’

T€[m1] TE[m1]
Zie? Si'ZTE[ml] Erk er e"'ka'a‘ﬂ—,i'b"‘kai ~ Zre[ml] aT,i'kaeF e"""'k'&'k
= Gl . Gl
1) ~2-c @i, T €ry by,
TID g 2reim ri one (7.10)

where in the last step we used

Z Z Z b Lemma [[LT4] Z Z Z b
Si - Crm aTj T Ui - Si- Crr - aﬂ{ C U

ieT T€[m1] 1, eT iel T€[m1] 7/ €[wi]
Lemma Z s -0
= i
iel
_ 0 (7.11)
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Hence, if the second property Jicpm,) : HTe[mﬂ 7 4 1Gd+1 of the third condition of

BadQuery is satisfied (checked by B in Line 28], then & = ETe[mﬂ ;> et erm&m 70
(mod p), B computes

X = GZTE[’"1 Ori el ermbne (A}?f )
where 4 # 0 (mod p) and solves the own challenge as explained above.

3. Recall that if Ry, (kInd, cInd) = 1 then, by (1.10) from Lemma it holds:
Vietma Vel Ve © Y, D €rr (arig-brir 4 ari- b)) =0 .

T€[m1] 7' €lw1]

Assume i € [mg], and j € [n] be arbitrary. Let us consider the value J] ™ used

by B in Line
a_ -+~
za, ;s (7.7 et Si'zrkef bry, iver,7y, Azrkef ermp €\ T
|| ZTHJ — || (Gl 'Gl

TE[M1] TE€[m1]

=a
TE€[m1] ZT

Gzid si'ZTe[mﬂ ka €T 7.7, ’aﬂi,ﬁ"bf’“’i GZTEIWH afﬁ,j'zﬂc et erm €y
1 .

= 1
-7_13 AZTG[ml] a‘r,%,}"szef ET,Tk‘ffk

G, ; (7.12)
where in the last step we used
DS D D enm Oy bn
i€l T€[mi1] 7, €T
L L1
i€l T€[m1] 7' €fwi]
L 14
= Sosi| 2 D0 e (@i bra i boys)
iel TE€[mM1] 7' Elwi]
Lemma ZS‘ 0
= ;-
iel
_ 0 (7.13)

Hence, if and only if the last property Jicpm,Jjem) : HTE[mﬂ 77 4 1G§l+1 of the third
condition of BadQuery is satisfied (checked by B in Line , then 4 = >
> rer e &n # 0 (mod p), B computes

refm] Yrij

A2 relmy) Ordj Darpel Erp €y RO
X = Gl TE[m1] TTa] Tk — G1 ,

where 4 # 0 (mod p) and solves the own challenge as explained above.

All together we deduce that if the event BadQuery occurs, B outputs 1 if and only if g = 0
(mod p). If BadQuery does not occur, B outputs 0 by construction. The advantage of B is as

follows:
Dy—mDH by def. A A'(y) A A<y)
Advy (\) = r{B(GD,gl,gl 0>—1]—Pr B|GD,git,g, ‘Y| =1
= |Pr[B outputs 1 | § = 0] — Pr [B outputs 1 | § € Zj ||
by const.

Pr[BadQuery | § =0] — 0
= Pr [BadQuery] .

Thereby the last equation holds since the view of A is as in the experiment Gg independently
of B’s challenge Z, since B uses Z only in the guess phase. This finally proves the lemma. O
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Third Reduction Gy — G,

Gy, is exactly the same as Gg except for decryption queries which are answered using separately
generated normal secret keys. Also here we can view the experiment G and Gf, as defined over
the same probability space. G, additionally requires mutually independent random variables for
the separately generated normal secret keys. The corresponding random variables are ignored
in Go.

Lemma 7.9. For every ppt A € A and every des € Q there exists a ppt B such that it holds

Dy—mDH

Advg?A (A, des) — Advgf}A (A, des)| < Pr[BadQuery] = Advyg (N

Furthermore, if the event BadQuery does not occur, the output of the decryption algorithm on
every CT which passes the consistency checks is m = Cj - e (Cl,msk)_1 in both experiments.

Proof. By Lemma the probability for BadQuery in Gg is negligible. We prove that both
experiments identically proceed as long as the BadQuery event does not occur. Using Lemma|7.7]
we then finalize the proof.

Let CT = (cInd, Co, 8, c” ) be a ciphertext submitted by A, which pass the consistency
checks, t = H (cInd, Co, 8) be the corresponding hash value and E be the reconstruction matrix

computed for the corresponding decryption query. Furthermore, let sk and sk’ be normal secret
keys computed for this query in Gy and in G, respectively. We prove that Dec (sk, CT; E) #
Dec (sk' ,CT; E) implies that the BadQuery event is caused by CT. We prove it by contradiction.

Conditioned on the assumption that CT does not cause the event BadQuery the elements in
CT are as follows:

1. By the first condition defined for BadQuery it holds
c’'=tvtVg, . (7.14)

We conclude that C” is formed as by a correctly generated semi-functional ciphertext by

Lemma [6.271

2. By the second condition defined for BadQuery it holds

Veer: Cr = [[(C) - TT T ™ (Cr)tri (7.15)

i€l J€[n] il

Hence, for every 7 € T the element C; is formed as by a correctly generated semi-functional
ciphertext by Lemma [6.21

_>

For the remaining elements {CT € C} = we cannot deduce that they are formed as by a
TE

correctly generated semi-functional ciphertext. However, due to the verification checks and due

to the last condition defined for BadQuery, we are able to prove that the answer of decryption
algorithm will be the same independently of the concrete user secret key for corresponding key
index kInd.

If the verification checks in are satisfied, then by Lemma for all i € I there exists
8; € Zg such that it holds:

V.3 ez, 1 Cr = Gy - [Ty T I] HHj(CTi)bT,i,j _

icT iel jE€[n] i€l
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Consider the case that for every i € I there exists §; € Z, such that for every 7 € T it holds
§r = D i bri - 8- That is,

~ 5\ bri ] ) .
Ve Cr = [I(G) - TT@) - TT(cn) HH )P L (7.16)

iel iel iel n] i€l

Then, for all 7 € T the element C, is formed as by a correctly generated semi-functional
ciphertext due to Lemma Then, from , , and and Lemmawe deduce
that the ciphertext CT is a correctly formed semi-functional ciphertext and by Lemma [6.29
the output of the decryption algorithm will be the same for every normal secret keys for the
corresponding key index kInd. Hence, the answer to the decryption query on CT will be the
same in both experiment.

Next, consider the remaining case — that is,

C// — t-U+VC

Vrer : Cr = [[(Cr)" HH

el jE€n] i€l
AST i br; T i 7' %
VTEFH&EZP 1Cr =Gy - H (Gf )T H ) H H 7
iel el j€n] i€l

but there do not exist {3; € Z}, 7 such that for every 7 € T it holds & = > ict bri - 8i- Once
again, we intend to prove that in this case Dec (sk, CT; E) # Dec (sk’, CT; E) implies that the
BadQuery event is caused by CT, namely one of the cases in the last condition defined for this
event.

Let us consider the computation of Dec on a ciphertext CT as above given a reconstruction
matrix E. The decryption algorithm computes the value X € Gt in an intermediate step. Let
X" € Gt be the value, which would be computed by the decryption algorithm when V__
§ = 0. In this case CT is a correctly formed (semi-functional) ciphertext with V, 7 : 8; = 0,

and hence X’ will be the same for all normal keys as argued above. Let sk = (kInd, 2) with

K - (Ki,...,K;,,) be an arbitrary, but fixed normal secret key for kInd. We deduce that
decryption algorithm on input CT and sk computes:

x "I I e(Cr Ky

T€[m1] 7' EJw1]

= T TLe(6 )™

Te[ml] TkGF

Hence, if the output of the decryption algorithm is not the same for different keys, then at least
for one of the keys in question it holds

I ILe(6 %)™ £1e, .

T€[m1] 1 el

Let us consider this factor. Recall that for a normal user secret key, for every 7 € [my] it holds

R CEAHED R ()

1€[ma2] j€[n]

= o+ Z aT,i'Ri+ZaT,i,j'H;’r'Ri )

1€[ma] jE€[n]

190



7.2. Security Proof for the CCA-Secure Pair Encoding Framework

where R; = (j ). Hence, it holds

X'(X/)_l byc;nst. H H ( érk’ )eﬂﬂc

TE[M1] €L

_ (Gl K >kaef er,mp €

. H K TkEF €r,7 gﬂ'k

Te[ml

- 1

Te[m1

- < 2irefmy) Liry eT kr (0 RH)-ermy -m)

k‘r (R, H)> ZTk €T ermk

We conclude

X (X)) £ g =

S>> ke (RH) erp & # O

Te[ml] TkEf

But

ZZH > Z Z kr (o, RH) - err, - &r,

TE[m1] TkEF

T ’ [ J Tk k
Z Z ar- o+ Ari Rl+ aTZ] H Rz €rr 57'

T€[m1] 7, eT 1€[mz] jJE€[n]
= Z ar - Z €rr ng
TE[M1] €T
+ Z Rz : Z Qrg * Z €rm ng
iE[mz} Te[ml] TkGf
555 STF T SRS S
1€[m2] j€[n] TE[M1] €D

We deduce that X - (X’ )_1 # 1g, implies that at least one of the following three cases appears:

o Z ar - ZeTTk ¢ #0 =

TE ml] TkEF
E ar - E 1,71 '£Tk #0 9
Te[mll Tkef

or

Z R’L Z aT,i'ZeT,Tk'ng 7é 0=

1€[ma2) T€[m1] LED
Jie [ma] Z Gy Z ermy & #F 0,
TE[M1] €T
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or

Z ZHT R; - Z Qrij * Ze‘rm ffk 7& 0=

i€[mz] j€[n] T€[m1] €D
Elie[mg]zlje[n} : Z Qrij* Z € f’rk 7é 0.
Te[ml} Tkef

Consider these three cases. We claim that all of them cause event BadQuery, which finalize the
proof of the lemma:

1. Assume @ := ZTe[mﬂ a, - Zrkef err, - &, # 0, then

H VAl é?fe[mﬂ aT'Zrkef er . &y,
-
TE[mﬂ
— Gl 41
= 1 G+t -
This is exactly the first property of the last condition of BadQuery.

2. Assume Elie[mg] with @ := ZTE[ml] a.;- Zmef err & 7 0, then

H 7o 0 GZTe[mﬂaT,;ZT,cefew{rk
1

4
= G]_ % 1Gf+1 .
This is exactly the second property of the last condition of BadQuery.
3. Assume Elle[mQ]Elje[n] with 4 := ZTe[ml] a.;s- Zrkef err, - &r # 0, then

H za i3 7é2 aIZ:Te[ml]ar,%,j"zrkefeﬂfk'&k

~ 0
— Gl # 1Gf+1 .
This is exactly the third property of the last condition of BadQuery.

We conclude that if BadQuery does not occur, then X - (X’ )71 = 1g,. That is, the output of
the decryption oracle is Cp - (X’ )_1 =Cp- (X )_1 independently of the concrete normal secret
key for kInd used in the decryption algorithm.

We deduce that both experiments proceed identically until the event BadQuery occurs.

Hence,
Go,1,4 (A, des) = 1 A BadQuery < G{),H,A (A, des) = 1 A BadQuery

and by Difference Lemma it holds
|Pr[Go,i1,4 (A, des) = 1] — Pr [G{ 14 (A, des) = 1]| < Pr[BadQuery] .
By Lemma[7.7] there exists ppt B such that
‘Adv ' (v des) — Advi, (A, des)’
by def. ‘Pr [Go,i,4 (A, des) = 1] — Pr [GE),H,A (A, des) = 1]|

<  Pr|BadQuery

Ad Dy—mDH ()\) .
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We additionally deduce that if the event BadQuery does not occur, the decryption algorithm
outputs

m:=Cy- X1,

where by definition above X is the value computed for correctly generated semi-functional
ciphertext, as explained above. That is X = Y* . ?SO, where sg and §y are defined through
C =G G1’. Hence,

,'§0

m=Cy-Y %. Y
= C(] - e (Cl,msk)_l y

since

e(Crmsk) = e(GP-G.gf)

This finalizes the proof. O

We explicitly notice that Sy € I is not necessarily 0. Furthermore, we only proved that
o~ €T, 7 . .
HTG[ml] Hrkefe (G?k , KT) § # 1g, can happen only if the BadQuery event occurs. We did

not prove that there exist {3; € Zy}, 7 such that for every 7 € T it holds & = > it bri - Si
That is, we did not prove that the ciphertext CT has the form of an semi-functional ciphertext
if it pass the verification checks and does not cause BadQuery event.

From Gj, to G

Experiment G{ is the same as G, except for decryption queries on CT = (cInd, 00,8, C”)
which are answered by Cp - e (Cl,msk . (A}g) ' in the case that the consistency checks are
satisfied. Thereby o < Z,, is chosen once in the setup phase. This step plays similar role as the
reduction step Gg, 43 — th 3 for our framework in composite-order groups (cf. Lemma
on page . Recall that in both experiments the challenge ciphertext is semi-functional and
all keys given to A are normal.

Before we state and prove the actual lemma let us consider two additional statements. First
of all we argue that probability for event BadQuery are negligible in G;. Recall the definition
of event BadQuery from Subsection (on page [181)). Notice that we could also deduce this
from previous results, since the experiments Gy and G{, are indistinguishable. However, using
direct proofs, we achieve improved bounds.

Lemma 7.10. For every ppt A € A, and every des € Q) there exists a ppt algorithm B such
that

Dy—mDH

Advy (A\) = Pr[BadQuery]|

where the probability space on the right side is defined by experiment G6,A,H (A, des).

Proof. We deduce the statement from the proof of Lemma We just have to modify B
from the proof of this lemma such that the decryption queries are answered as defined in

6’ ATI (A, des) — that is, using separately generated normal user secret keys. All arguments in
the proof are exactly the same. O
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Intuitively, from Lemma we deduce that event HashAbort V BadQuery can be neglected.
Combined with the following lemma we can argue that the hash values for ciphertexts submitted
by adversary are all unequal the hash value of the challenge ciphertext except for negligible
probability. The next lemma plays similar role as Lemma for composite-order framework.

Lemma 7.11. Let A € Ap and des € Q) be arbitrary. Consider conditional probability
distribution derived from Gf), ATI (A, des) given HashAbort ABadQuery. Let CT* be the challenge
ciphertext. Then, for every CT # CT* submitted by A to the decryption oracle such that CT
pass the consistency checks it holds

t#t" (modp),

where t = H (HInput (CT)) and t* = H (HInput (CT*)).

Proof. Let CT* = (cInd*,CS,é*,C”*) be the challenge ciphertext. Assume that it holds

t = t* for some submitted ciphertext CT # CT* which satisfies the consistency checks. If the
HashAbort event does not occur, then it holds HInput (CT) = HInput (CT*) by definition of
this event. Then, from the definition of function HInput (on page [147) we deduce that CT has

the form CT = (cInd*, Cg, 8*, C”). We deduce that it must hold C” # C*.
Next, by Lemma it holds for CT*, which is a correctly generated semi-functional cipher-
text for cInd*:

1% t* U4V ~x
C - C]. 5

where U,V are parameters chosen in the setup algorithm and C7 is the first element of 8*
Furthermore, if CT does not cause the BadQuery event, it holds (by the first property defined
for BadQuery)

[

C// =t U-|—VC1
_ t*U+V ~x
= C1

_ C//*

Where in the middle equation we used ¢ = t* and 8* 5Ci{=C; € 8 We conclude CT = CT*
which contradicts previous statement. This proves the lemma. O

Notice that the additional condition CT # CT* is not a real restriction, since in the first
query phase the probability that any submitted ciphertext CT is equal CT* is at most z% < 2%

over the random choice of exponent s € Zg of Cj € 8* In turn, in the second query phase
adversary A € Ap never asks for decryption of CT*. Now we are ready to prove the next
reduction step.

Lemma 7.12. For every ppt A € A and every des € Q) there exist ppt algorithms B such that

0 " —m 2-
Advhy (1, des) — Advifly (1, des)| < Advg' ™™™ () + =

where qqec 1S the upper bound for the number of decryption queries of A.
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Proof. Let A € Ap and des € Q be arbitrary but fixed. By definitions of the experiments,
they can differ only if event HashAbort does not occur and A submits a ciphertext CT =
<cInd, Co, 8, c” ) to the decryption oracle such that CT pass the consistency checks but the
answers of the decryption oracles differ. We denote this last failure event by F. As long
as F A HashAbort does not occur, the experiments proceed identically and in particular, the
outputs of the experiments are identical. We deduce that it holds

0.4 (A, des) = 1 AF A HashAbort < Ggpp 4 (A, des) = 1 AF A HashAbort
and by Difference Lemma [5.8 it holds

’Advgf) ' (A des) — Adviio (A, des) ’

by _def. ‘Pr [ 0mA (A, des) = 1] —Pr| oA (A, des) = 1] ‘

< Pr [F A HashAbort]

Our aim is to analyze the probability for F AHashAbort, which is the same in both experiments.
Hence, we estimate it based on probability experiment G67H7 4 (A, des).

Let BDdec be the events that A submits CT = CT* in the first query phase. By union bound
and due to the random choice of exponent sf € Zg of C7 € C* € CT* the probability for BDdec

is at most qc;e; L where ggec, is the upper bound for the number of decryption queries of A in

the first query phase. Next, let E be the event defined by

E := BadQuery V BDdec.

Then, by the law of total probability and using the upper bound from Lemma [7.10] and the
upper bound for BDdec we deduce

Pr [F A HashAbort | < Pr [F A HashAbort AE | + Pr [E]
< Pr [F A HashAbort A E| + Pr [BadQuery] + Pr [BDdec]

Dy—mDH

< Pr [F A HashAbort A B] + Advg' ™" () + 2
p

It remains to analyze the probability for F A HashAbort A E. Let BD be the event that there
is a ciphertext CT = (cInd, Co, 8, C”) submitted by A to the decryption oracle which pass
the consistency checks and satisfies two following conditions:

° C// — t'U+V01.

e 59 # 0 (mod p), where §9 € Z, is uniquely defined by C; = GJ° - éio (according to
Lemma .

Next we prove that Pr [F/\ HashAbort /\E/\@] = 0. Let CT # CT* be a ciphertext
submitted by A to the decryption oracle which causes event F. In particular CT passes the
consistency checks. In the case of BadQuery the decryption query on CT in experiment G
results in m = Cp - e (Cy, msk)f1 by additional statement of Lemma By definition of G,
the answer to this query is

o\ —1
‘e Cl,msk~G2>

I
&

/
m

-1 so @% mo\ !
— Cy - ¢ (Cy, msk) -e(G1 .G ,GQ)

~ o~ —8p-0
m-e Gl, GQ)

=m-e 91,92)_“60'0 .
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Event BadQuery implies that it holds C” = “U*V'C; (by the first property defined for event
BadQuery). Together with BD this implies 59 = 0 (mod p) and thus m’ = m. This contradicts
the assumption that CT causes event F. We conclude that Pr [F ANEA m =0.

Finally we argue that the probability for EAHashAbort ABD = BD AHashAbort ABadQuery A
BDdec is negligible. Let CT = (cInd, Co, 8, c” ) be such that the conditions of BD are satisfied

for this ciphertext. By definition of this event it holds §y # 0 for CT. Furthermore, conditioned
on BadQuery it holds

! g
C// =t U+VC1

t-U+V so ~ 30
(ai-GY)

— UtV G Y G (7.17)

where §g # 0. However, by Lemma there are p possible values of t - U + V in the view
of adversary A as long as t # t*, which is guarantied by BadQuery A HashAbort A BDdec and
by Lemma Notice that all elements from Lemma are information-theoretically known
to A. Namely, values B and Z determine G, Ga € pp, and él, érg used to generate semi-
functional ciphertext and semi-functional keys. Similarly U - B - (Iod) V.-B. (Iod) determine
U,V € pp, whereas U - Z - d L V1.Z. (10'1), determine U,V € pp,.. Finally, t*-U +V is
contained in C"”* (cf. Lemma [6.21)) and all other elements in the view of A are independent of
U and V. Hence, the probability that C” has the form of is ]13 over the random choice
of U and V. By union bound over gg4e. many decryption queries it holds

Pr [F A HashAbort A E A BD] < Pr [BD A HashAbort A BadQuery A BDdec | < 24

p
Summarizing our results we deduce that there exist ppt algorithms B such that
|Advii?y (A des) — Advii’, (A des)| < Pr [F A HashAbort
< Pr[F AHashAbort AE] + Advy? ™" () + %
= Pr[F A HashAbort A E A BD]
+Advg " () + Bee
< By pdyyt " (/\Z))Jr q‘;%
< Advg () + 2 ';’f“ :
where the last inequality holds since [p| = A by our convention and since d > 2, gdec; < qdec-
This finally proves the lemma. O

7.2.2. Reduction Steps with Simple Extensions

In this subsection we present reduction steps which are similar to the corresponding reduction
steps in the proof of the original CPA-secure framework. We formally prove all this reduction
based on the lemmata proved in the previous chapter, which simplifies the proofs.

From Gj_13 to Gy ;

Let k € [q1]. In experiment Gj_ 3 the first £ — 1 keys in Phase 1 are semi-functional of type
3 (random element f§ is chosen separately for every key) and all other keys are normal. All
decryption queries are answered as defined in G{. We notice that Go3 is equivalent to Gg.
Experiment G; 1 is the same except for the i’'th key, which is semi-functional of type 1.
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Lemma 7.13 (cf. Lemma 5 in [Att15]). For every k € [q1], every des € Q, every A € Ay there
exists a ppt algorithm B such that

D,—mDH Gr1

Advy (A) = |AdviE ™ (A, des) — Advis ()\,des)‘

Proof. Let k € [q1], des € Q, and A € Ay be arbitrary, but fixed. We present an algorithm B,

which receives des as an additional input. According to Assumption[6.I]algorithm B is also given

the group description GD = (p, (g1, G1), (g2, G2) ,Gr, e) and challenge T = g € Gld+Dx(d+1)
Yy

T.( <
as well as Z = g, (y> € Gﬁ”l. The elements are chosen by GD < G (1)‘), T = <JC\{ (1)> < Dy,

Yy — Zg, where M € GL, 4 and ¢ € Zg. Furthermore, ¢ is either zero or uniformly distributed
in Z, and B has to distinguish between these both cases.

The setup phase of B is almost the same as in Algorithm B additionally initialize j := 0,
~C
chooses 0 < 7Z, and computes Q := msk - G, in order to answer decryption queries. In

Algorithm (19| we already showed how to compute ég. Furthermore, notice that ¢ is chosen as
%
required and Q can be directly used to answer decryption queries on CT = (cInd, Cy, C,C’ /)

o\ —1
by Cy-e (Cl, msk - G2> =Cp-e(Cyq, Q)_1 as required. The challenge and all normal keys are

also generated as in Algorithm Hence, we show only the first query phase and in particular
how to generate the semi-functional keys of type 3 and the key k which will be normal or
semi-functional of type 1 depending on the challenge of B.

Recall that by construction of Algorithm [I9]it holds

(G2 @2)23 (3 %)

The first k — 1 keys are semi-functional of type 3 by construction. Furthermore, we state that
key k is semi-functional of type 1 (if § € Z;) or normal (if § = 0). Namely, for this key B first
of all randomizes the own challenge and computes

1~3T.T~<Tl1 Ti’”) 5T (y)
P 5T T3
R=g ! 2/ «{ReRand (Gl,ng 'T,g1 Y ,m2>

By Lemma T, € Zg are uniformly and independently distributed. Furthermore, if

§ # 0 the elements 7},..., 7, € Z, are also uniformly and independently distributed. In turn,
if §=0it holds #{ = --- =#, = 0. Now we use the fact that (J %) € GL, 441, and hence
there exists unique r1,...,7pny, € Zg and 71,...,%m, € Zp such that
(J 0>'<r1 rm2>_<r/1 r/7n2>
A . =\ v )

0 -1 1o Ty L T
Furthermore, the distribution on matrix (:11 :::j) € Z](DdJrl)sz is exactly the same as the
distribution on (:} ;,’”2 ) In particular if y = 0 it holds 7y = - - - = 7, = 0. But now we can

1 mo
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Algorithm 21: B against Assumption
Input : (des,GD,T,Z).
. N A (d+1)x(d+1)
Require: des € Q, GD = (p, (91,G1), (92, G2) ,Gr,e) € [g (1 )], T € Gy ,

Z e Gy

1 Setup

2 e

3 | 07y Q:=msk-G,.

4 Phase 1

5 CKGen (kInd;) with kInd; € X,;:

6 | Store (i, kInd;).

7 Open (i):

8 ji=j+1

9 case j < k do
10 Choose f3; < Z, and return

sk <« SFKeyGen| (P‘,ppmmsk, (ég, ,) ,kInd, 3; Bj)
11 case j = k do
12 Compute (k,m2) := Encl (k, kInd).
13 Compute R = (Ry,...,Ry,) € ngﬂ)x(m"’) by
=T =T
R < ReRand (GQ, B B Z,mg) ,

14 Compute ? + KeyGenAlt (kz, msk, R, ﬁ) and return sk = (kInd, ﬁ)
15 case j > k do

16 ‘ Return sk (1)‘, pp,,, msk, kInd)

17 Dec (CT,1):

18 ‘ Realize the decryption oracles as defined in the experiment using Q;
19 Challenge (given cInd*, mg,m; € M = Gy from A)
20 ‘ e
21 Phase 11
22 ‘ e
23 Guess
2 |

rewrite R as follows:

__T o
B -T-(f,1 e
T’L2
R=g¢g

~ T J o T1  Tmg
B (§ 71)'(121 fmg)
= gl

(e e

That is, for every ¢ € [mg] it holds R; = G5* - C‘.;” Hence, in the next step by Lemma [6.17| B
computes the user secret key

(kInd, ﬁ) = SFKeyGen (1”\, pPD,., msk, @(, kInd, 1;71, ..., 7"my, 71, - - - ,me)

(¥
We deduce that in the case Z = g, (6) (that is g = 0) the generated key is a correctly distributed

198



7.2. Security Proof for the CCA-Secure Pair Encoding Framework

Yy
(3

normal key and in the case of Z = ¢,
distributed semi-functional key of type 1.

All together the view of A is as defined in game Gj_; 3 if § = 0 and it is as defined in game
Gp,1 if § # 0. In the guess phase B outputs 1 if and only if the event HashAbort did not
occurred and A outputs the correct bit — that is, if and only if the output of the corresponding
experiment is equal one. Hence, for every A € Ay and every des € 2 there is B = B4 (des, -)

as defined in Algorithm [2I] such that it holds
. . (Y A (Y
Advgd DH ()\) by def. Pr [B <GD,914,914(0)> _ 1] —PrlB <GD7914,91 (y)) — 1]
= |Pr{Gr_13ma (A des) = 1] = Pr[Geama (A des) = 1]]
At I ady Gk Y2, des) — Ade (A, des)‘

) (that is § € Z,) the generated key is a correctly

This finally proves the lemma. O

From G]@l to kag

Let k € [¢1]. In experiment Gy the first £ — 1 keys in Phase 1 are semi-functional of type 3,
key k is semi-functional of type 1 and all other keys are normal. The experiment Gy, o is the
same except for key k which is semi-functional of type 2.

The following lemma extensively use the parameter hiding lemma. We only need to extend
the challenge ciphertext, which is possible since U,V are known. For the decryption queries it
is important that @2 and msk are known.

Lemma 7.14 (cf. Lemma 7 in [Att15]). For every k € [q1], every des € Q and every A € An
there exists a ppt algorithm B such that

A (A) = |Advii (A, des) — Advyy? (X, des)

Let kInd € X, n = Param (), (k,m2) = Encl (k,kInd), m; = |k|. Before we present the
proof let us define set J C [mg] similar to the set I for ciphertext encodings:

1€ J<=>E|T€[m1] : kT:XTi .

Then, since P is a regular pair encoding we deduce that for every 7 € [m4] it holds

kr=ar Xa+ D arg Xn—i—ZZam,J h o X,

i€[ma)] ieJ j€[n

Proof. We present an algorithm B, which receives des as an additional input. According to the
CMH security property B is also given GD = (p, (91, G1) , (92, G2) , G, e) (see the definitions in
Subsection .

B computes correctly generated semi-functional public parameter and master secret key by
construction (see Algorithm [22)). The matrices Hy, ..., H, are not fixed is the view of A and
are fixed later according to Lemma

The semi-functional keys of type 3 and normal keys are computed using corresponding
algorithms, and hence are correctly distributed. All these keys are independent of ﬁl, cee ﬁn €

Gf“ and Hy,...,H, € Gg“, which are not defined yet.
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Algorithm 22: B against CMH security property of P
Input : GD, des
ReqUire: GD = (pv (gla Gl) ) (927 G?) 7GT7 e): des € (2

1 Setup

2 Set j :=0, k := (des, p);

3 | Choose B« GLygi1, D« GLyg, HY,...,H, U,V  ZiH o  zd,
4 Compute <ppmmsk,f)[\)m H/ls\k) +{ SFSetup| (1/\,des; B. D, HY|, ... H,L WU, V);
5 Parse pp,, = (\?, al,,,ﬁ,{}), msk = (ég,,). Let Z := B~ . D;

6 Choose o < Z, and compute Q := msk - é;‘

7 Simulate A (1)‘, pp,{);

8 Phase 1

9 CKGen (kInd;) with kInd; € X,;:
10 ‘ Store (i, kInd;);
11 Open (i):
12 Set j:=7+1;
13 case j < k do
14 Choose 3 <= Zj, return sk < SFKeyGen (1)‘, pD,., msk, (ég, ,) , kInd;, 3;ﬂj>.
15 case j = k do
16 Compute a normal secret key (kInd, 2) = sk +{ KeyGen|(\, pp,., msk, kInd,);

~/ ~ ~
17 Query G 5 K = (K;, . ,K;nl) — OL o (KInd):
18 For all 7 € [m;] compute K; := K, - K, where
~\Z(9 N HT-Z(9
K»,— :(K;.> (1)HH(K‘;)G J g (1) :
jE€[n]ied
_ p-T B .
where Z = B ‘(6’(1)),

19 Return the modified key sk = ( kInd;, 2),
20 case j > k do Return sk (1/\,ppmmsk, kIndi);
21 Dec (CT,1):
22 ‘ Realize the decryption oracles as defined in the experiment using Q;

User secret key number k for kInd; is computed using the first oracle of CMH security game.

Let us denote the corresponding index kInd; by kInd. The oracle query to O(leH ok (kInd)
results in R o
[T, 2
K pu— P
k:(om',h) .
9 ifv=1,

where v is the challenge bit for B. That is,for every 7 € [my] it holds

= ker (61,7,h)
! 3Ty
Gys K. =g
o gaT.&+ZiE[m2] (ariPit e arijhjii)
=gy .

We implicitly define V¢, : Hj := H; +B- (8 fg) -B~!, where izj € Zy is the j’th component
of h € Zy, chosen uniformly at random by definition of CMH experiment. By Lemma
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the public parameters given to A are consistent with these choices. Hence, V¢ : H;— =
H;-T +BT. (8}%) - BT. Hence, it holds

= bydef. HJ A

H; = TGy

, < (00
(HjT+B T‘(o Bj)-BT)-Z-(?)
= 92

<

o

- _+/00 7
HTZ(9)+B '(0 E-)'BT'B T'(%?)'(?)
92

I
mz(9)8 ()
_ gfg'z(?)ﬂ'(’?j) . (7.18)

Furthermore, it holds (will be required for the ciphertext)

e by def. Hj ~
H, 7= Gy

. ) (7.19)

Now, let us consider how the key k is extended using K'. We claim that B implicitly sets
the semi-functional randomness 3,71,..., 7y, of the secret key to &, , which are correctly
distributed, since chosen by & := 0 (if v = 0) & - Z,, (if v = 1) and # < Z'* respectively. We
have to show how to compute the semi-functional part of type 1 respectively type 2 key. Let
T € [mq] be arbitrary, then we are first of all given

7 gaT'd+Zi€[m2] ari Pt ey 2 jen] Gring Py T
T J2 .

Furthermore, for i € J C [mg] we are also given the corresponding random elements
K. = gg" .

Hence, B computes
~ . \Z(9 R aT,i,-~H’.T~Z~ 0
K. by(gnst. (K;.) (1) H(K/> J i (1)
n]i€J

R (0
B ar B4 e tmg) Or i Tit D jen] 2oieg Oring Ty Z(1) s aﬂi»j'HQT'Z'((l))
= 9o ’ H H 92

jE€[n]ieJ

2(9)
ar B+ i my) ¥riTi (%) hj ey arigti 1
= 92 : H92
Jj€n]
HT-Z-(9) e firari
H 92
Jj€[n]

0 2icg Grigti
B Z'(?)'(GT'B+ZiE[m2] fl-r,i'f“i) H;TZ((l))"'Z(}AL)
= 92 : H 92

J

JEN]
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Algorithm 23: Continuation of Algorithm

22 Challenge (given cInd*, mg,m; € M = Gt from A)
23 Choose b < {0, 1}, s < Zg compute

CT = <cInd*,C’0,8,,) « End|(pp,., cInd*, my; s¢);

~/ ~ =
24 Query G{' 5 C = (C{, ... ,C’{U1> — OéMH,u,d,f:, (cInd*);

25 Compute Cy := Cy - Cy, where

éo =e ((GQB(?) a92a> ;

26 For all 7 € [w1] compute C, := C, - (AJT, where
~ ~ B(O) Ze[n]bﬂJH B((l))
o (@) gy e
i€l

27 Compute t := H (clnd, Co, 8) and then C” = (U’ V)* . X, where

X :=

(@) tU+V)-B-(9)

28 Return CT* = (cInd*, Co, 8, C”>.

29 Phase 11

30 ‘ Realize the oracles using msk and Q as defined in the experiment;
31 Guess

32 ‘ Perform as defined in the experiments;

I8  AarBH+Sicpmy) arifi =D ey Ot
= G ] H;

J€[n]

[~

A7 B2 e (my) Ori T SDicmy) i T
G’2 * H H] .
Jjeln]

This is exactly the form of the semi-functional components as defined in on page m
Namely, if 8 = & = 0 (case v = 0) key number k is a semi-functional key of type 1 and otherwise
(case v = 1) this key is semi-functional of type 2.

Next in Algorithm 23| we show how to generate the semi-functional ciphertext using the second
oracle given in CMH security experiment.
Given mg, m; € M the challenger computes a normal ciphertext for m; (except for C”) and
than asks the oracle for cInd*. According to the CMH experiment B receives
Cl _ gf(s,s,h) ’
where (¢, w2) := Enc2 (k,cInd”), and 8 € Z, and 8 € Z,? are chosen uniformly at random.
Hence, for all 7 € [w1] it holds

C«\/ o Zie[w2]0 bris8i+Y et 2o jen) Orivihi-8i
r =9 7

In particular, 6{ = gfo due to the regularity of the pair encoding and for all ¢ € I it holds

~

6’;1 — g%, Let us consider the elements Cp, {CT} , and C” computed by B:
TE|wy
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o8

Element @0 =Y

~

Co

~

C.

by const.

by def.

il

11 (ng;
J€E[n]

(gf(?)

-B-(

> 2icfwa]g brit8i

A i B(9)
2icfwaly OritSit 2 jen) it briii-dichy 1
91 H 9

~\ B-
<912:ie[w2]0 bT,i'S'L> (

?)
J€[n]

)) 2ier Sibri

0
1

JEM]

° € Gy is computed from €} = ¢i° and is as follows

by cgnst. o ((6’{)]3(?)

Elements C, € Gt for all 7 € [wy] are as follows

(A;> B(9) ' H (a;)Zjem brij-H) B

(%)

Si

1

7)

5 )Zje[nl brij-H-B-(9)

iel
B-(

b3 icr b8
H %

0 D ier briiedi
/ 0 ~
H}-B-(} hj>

5

91

lP alzz‘e[wQ]O br,i-8i ) H I/‘\Ijziel brij-8i .

JEn]

C" is computed using t := H <cInd, Co, 8) € Zp (which itself is computed using updated

values Cyp and C) and CA’{ and is as follows. We consider only the semi-functional
component, since the normal component is computed as defined in the algorithm

x=(C

I~

tU+V)-B-(9)
)

s0-(+U+V)-B-(9)
= gl

U~, V~ \%
(fei-"e)

(ﬁt ‘ {/_) 30

We deduce that CT* is a correctly generated semi-functional ciphertext of m; according to

definition of on page [151

All together the view of A is as defined in game Gy, ; if ¥ = 0 and it is as defined in game Gy, o
if v = 1. In the guess phase B outputs 1 if and only if the event HashAbort did not occurred and
A outputs the correct bit — that is, if and only if the output of the corresponding experiment
is equal one. Hence, for every A € Ay and every des € € there is B as defined in Algorithm

such that it holds
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AV () S P [ExpGidil s (A, des) = 1] — Pr [ExpGidT 4 (A, des) = 1]|
- ‘Advﬁf;; (A, des) — Advii? (X, des)‘
This finally proves the lemma. O

From Gj 2 to Gy 3

Let k € [q1]. In Gy the first £ — 1 keys in Phase 1 are semi-functional of type 3, key k is of
type 2 and all other keys are normal. The experiment G; 3 is the same except for key & which
is of semi-functional of type 3.

Lemma 7.15 (cf. Lemma 8 in [Att15]). For every k € [qi1], every des € Q, every A € Ap there
exists a ppt algorithm B such that

Dy—mDH

G G
Ade ) k,3

(\) = ’Advny 2 (A, des) — Advps (A,des))

Proof. Algorithm B, presented in Algorithm [24] is almost the same as Algorithm [21] except for
the generation of key number k.

Algorithm 24: B against Assumption
Input : (des,GD, T, Z).
. . A (d+1)x(d+1)
Require: des € Q, GD = (p, (91,G1), (92, G2) ,Gr,e) € [g (1 )], T € Gy ,

Z e Gy
1 Setup
2 .
3 Phase I
4 e
5 Open (j):
6 e
7 case j = k do
8 Choose () < Zjp, compute (k, ms) := Encl (x, kInd).
9 Compute R = (Ry, ..., Ry,) € GITH*(m2) 1y
_ - T
R <4 ReRand (GQ, B T B Z,mQ) ;
10 Compute 78 KeyGenAlt|(k, msk, R, H).
11 Return sk = (kInd, " (A};Tﬂk), where a, is defined by k.
12
13

14 Challenge (given cInd*, mg,m; € M = Gy from A)
15 ‘

16 Phase 1II

17|
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Recall (6.30]) from page[150] By definition, semi-functional key of type 3 is a normal key with
additional factor G;Tﬂk, whereas semi-functional key of type 2 is a semi-functional key of type

1 with the same additional factor é;fﬂk. Hence, by construction (cf. Line and using the
analysis of Lemma the statement of the lemma holds. O

From G, 3 to G 41

In Gy, 3 the keys in Phase 1 are semi-functional of type 3 and the keys in Phase 2 are normal.
The experiment Gg, 41 is the same except for the keys in Phase 2 which are semi-functional of

type 1.

Lemma 7.16 (cf. Lemma 9 in [Att15]). For every every des € Q and every A € Ap there
exists a ppt algorithm B such that

D,y—mDH

Advy A) = |AdvEL® () des) — Advott () des
B 11,4 I, A

Proof. Algorithm B simulates the setup phase in the same way as Algorithm [21] which in turn
extends the simulation of Algorithm The semi-functional keys of type 3 for the first query
phase are computed in the same way as in Algorithm The semi-functional challenge is
computed in the same way as in Algorithm All the keys in the second query phase are
computed as key k in Algorithm and are all correctly distributed semi-functional keys of
type 1 or normal keys depending on the challenge of B. This already proves the lemma. O

From G4 41 to Gy 40

In Gg, 41 all keys in Phase 2 are semi-functional of type 1, whereas in Gg, 42 these keys are
semi-functional of type 2.
The following lemma extensively use the parameter hiding lemma.

Lemma 7.17 (cf. Lemma 10 in [Att15]). For every A € A and every des € Q there ezists a
ppt algorithm B such that

AvEMH (A) = [Adviys ™ (A, des) — Advi™y® (A, des)‘

Proof. B against SMH security property of P is similar to Algorithm and is presented in
Algorithm The setup phase is exactly the same. In the first query phase all keys are semi-
functional of type 3 and are generated in the same way as semi-functional keys of this type in
Algorithm Hence, we directly start with the challenge phase.

The challenge is exactly the same as in Algorithm since the first oracle in the SMH
experiment and the second oracle in the CMH experiment are equal.

The keys in the second query phase are also generated as in Algorithm However, whereas
in this algorithm only key number k is generated using the oracle, here all keys in Phase 2 are
generated using the corresponding oracle, which can be queried polynomially many times by
definition of SMH. All these keys are (independent) semi-functional keys of type 1 or of type
2. In the second case all random elements 3 of these keys are the same as required by the
definition of Gy, 12. This finalizes the proof. d
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Algorithm 25: B against SMH security property of P
Input : GD, des,

ReqUire: GD = (pv (gla Gl) ) (927 G?) 7GT7 e): des € Q
Setup

Phase I

Challenge (given cInd*, mg,m; € M = Gr from A)
Query C (’)éMH ek (cInd*);

Choose b + {0,1}, sg « Zg compute

%
CT = (cInd, Co, C, ,) + Enc|(pp,., cInd*, my; s0);
8 Compute Cy := Cj - 60, where

N O ok W =

~ B.(0
G =e ()™M .sg) -
9 For all 7 € [wy] compute C; := C; - 67, where

C, = (C;)B'((f) H (C;_i)zje[n] brig-H-B-(9) ;

el
10 Compute t := H <CII1d, Co, 8) and then C” = (U'- V)™ . <ﬁt . V) SO, where

(0°-9)" = (cp) vy E()

From G 42 to G4 43

In Gy, 42 the keys Phase 2 are semi-functional of type 2. The experiment Gy, 43 is the same
except for the keys in Phase 2 which are semi-functional of type 3.

Lemma 7.18 (cf. Lemma 11 in [Att15]). For every every des € Q and every A € Ay there
exists a ppt algorithm B such that

Dy—mDH

Adv A) = |AdvSat A, des _ Adyiuts A, des
B 11, A I, A

Proof. B is the same as in the proof of Lemma [7.16] except for keys in Phase 2. All keys in
the second query phase are generated as key number k in the proof of Lemma Only
the random element Sy is chosen ones and used for all the keys as required. All other random
elements for these keys are independent due to the choice of algorithm [ReRand| from Lemma [6.9]
This proves the lemma. O

7.2.3. Final Steps

In this subsection we present the last reduction step and the final analysis of the main theorem.
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Algorithm 26: Continuation of Algorithm

20 Phase II

21 CKGen (kInd;) with kInd; € X,;:

22 ‘ Store (i, kInd;);

23 Open (i):

24 Compute a normal secret key <kInd7 ?) = sk < KeyGen (pp,,, msk, kInd;);

25 Query G5 5K = (IA({,,IA(;,H) eOéMHV&h(kInd)

26 For all 7 € [m;] compute K, := K - KT, where
N i H'T.Z. 0
O 101 (R

jE€[n]ied
(recall Z=B~"-(D9));

27 Return the modified key sk — (klnd, ﬁ);

28 Dec (CT,1):

29 ‘ Realize the decryption oracles as defined in the experiment using Q;

30 Guess

31 ‘ Perform as defined in the experiments;

Final Step G ,3 — Grinal

In the experiment Gf] 43 the challenge ciphertext is semi-functional and all keys are semi-
functional of type 3. Experiment Ggjpa is the same as G . +3 except for the challenge ciphertext,

which is a semi-functional ciphertext of message m € GT chosen uniformly and independently

o\ —1
at random. All decryption queries in both experiments are answered by Cj-e (Cl, msk - Gg) ,
where o < Z, is chosen once in the setup phase. We remark that our method to answer the

decryption queries without the user secret keys is exploited in the proof of the following lemma.

Lemma 7.19 (cf. Lemma 12 in [Att15]). Ezperiments Gy, ;3 and Grinal are (almost) identical.
In particular, for every A € A it holds

G/
Adv 4" (des, X) — Adv G (des, \)| <

[\
T
s

Proof. In order to prove the lemma we define three additional probability distributions é; L+39
éanal, and éFinal and prove that it holds

/ e —_ A N —
q+3 = Gq1+3 = Grinal ® GFinal = GFinal

where = denotes equal distributions and ~ statistically close distributions.

First of all, Ggina can be alternatively seen as G’ +3, Where Cp € CT” is additionally
multiplied by e (g1, g2)", where u € Z,, is chosen umformly and mdependently at random. We
denote this probability experiment by GFmal Obviously, it holds GFmal Grinal since CT*
Gpmal corresponds to the encryption of m = my-e (g1, g2)" € G, which is uniformly distributed
message due to the choice of w. B

Next, we define @Final to be the same as Gpina except for the choice of u, which is defined
to be u := §¢ - v/, where v’ - Z, and $y is the semi-functional exponent defined by C; € CT*.
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By definition of S0 is chosen uniformly at random from Z,. Statistical distance between
(~}Fina1 and (A}Final is equal to the statistical distance between probability distribution Uz, x Uz,
and probability distribution on ZZQ), where the first element z is chosen uniformly at random
and the second element y is set to x - z for uniform z. In turn, statistical distance between the

latter two distributions is equal E < l Furthermore, by our convention |p| = A, and hence

% < 2* . Hence, it holds for every A€ AH

N N 1
Adv G (des, ) — AdvGi (des, V)| < 55

Next, let us consider the setup phase of G; +3 and especially the distribution regarding the
master secret. By the definition of the setup algorithm it holds Z € GL, 41 — that is, Z is
invertible. Let a € Zg“ be the exponent of the master secret key — that is, msk = g$*. Define
the following vector

where 6 € ZZ and b € Zy,. Then, o = < >

||
/\
\_/

Q;

+

N
7 N
— o
~_

S

—

=

IV

-+

17

Hence, the random choice of v can be alternatively seen as the random choice of § <+ Zd
5 Z,,. Consider the probability experiment which is obtained from Gq 43 When §is determlned
by &, u + Zyp, and 6 := 0 +u/. We denote this probability experiment by qu +3- Obviously,
Gq 43 = Gq 3 since § is still uniformly distributed.

Next, we prove that G 13 and GFma] are equal. Let A € Ap be arbitrary not necessarily
ppt adversary. Let us c0n81der the view of A in qu 13 with 6 =0 and § = §' +«/. The main

observation is that the view of A is independent of § except for Cy € CT* in both experiments.

Claim. The view of A in G; ,+3 is independent of the value b except for Cy € CT*.

Proof. Let us consider the elements which depend on msk (that is on a), and hence potentially
on ¢.

1. Public parameters: The value Y € pp, is as follows

by def.

Y e(Glag?)

- e (Gl, GS. éi)

L 6.12
et (G, f)

2. Semi-functional keys:
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e Phase I: By Corollary [6.16] the group elements of the semi-functional key number j
in the first query phase are of the form:

R _ e (3) )

k| Z- A(s R, H
0+ Bj e

:.92 ]

where (3; is chosen uniformly at random from Z,. Hence, 6+ Bj is uniformly
distributed over Z, and independent of J.

e Phase II: Analogously to the first phase, all keys in this phase are of the form

0 _
k <Z <A ) ’RJ 7IHI)
1)
?3 =99 0

where 3 is chosen uniformly at random from Z,. Hence, 548 is uniformly distributed

9

over Z, and independent of 5.

3. Decryption queries: Consider the elements in msk - ég used for decryption

0 /\3 ~0

msk -Gy = GY -G, - G,
Fy A(§+U

:GQ'GQ )

where o is chosen uniformly at random from Z,. Hence, § + o is uniformly distributed
over Zj, by the choice of o and in particular independent of 4.

This proves the claim, since all other elements in the experiment except for Cy are independent
of a by construction. O

Next, let us consider the value Cy € CT* with respect to 5. First of all, consider the semi-
functional parameter Y = e (Gl, gg‘) used in the semi-functional ciphertext (is not given to

A):
(@) = o(Gnatal)

L 612 ~ A4
Cl’l’lnfl:& e <G‘]_, G‘2>

5
= 6(91,92) .

Hence, Cy € CT* is as follows by definition

mb-YSO ? 0
= my- Y -e(g1,92)

by def.
Cy 7=

8~§()

Hence, if & = &' then Cy = myp - Y - e(gl,gg)al'go, whereas for § = & + u' we get Cy =

& a A\NU ~
(mb - Y®0 e (gq, gg)(S '50) . (e (g1, gg)so) . In the second case the view of A is as in Ggipag With
u

= 30 - «’. This finally proves the lemma. O
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Final Analysis

In the last game Ggina the adversary gets no information about the challenge bit, and hence
its advantage is equal to zero.

Lemma 7.20. For every algorithm A € An and every des € Q it holds

AdviTpet (X, des) =

Summing up all factors from the lemmata in this chapter we get

Adv-aP- KEMCCA2 (A, des) = Advﬁ}fj“l (A, des) — Adv 5 (A, des)
+ Advit (A, des) — Advm ), (A, des)
+...
+ Adv ql“’ (A, des) — AdvyiFip (A, des)
+ AdvGFm1 (A, des)
<AdvESs (A + (5 +2-q1) - Advy

Dd mDH

()

Gdec + 1
- Adv™ () + AdvE™ () + T

This finally proves Theorem
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Based both on previous results and on our results from Part [[, we conclude that for PE the
simpler indistinguishability definition is appropriate for CPA and CCA attack scenarios, as
long as the key-revealing selective-opening attacks are not concerned. Under chosen-ciphertext
attack we suggest to use the CK-model to handle user secret keys; while under chosen-plaintext
attack simpler OU-model is appropriate. This suggestion holds for PE as well as for P-KEM.
Finally, under CCA the SE-model is the most advisable in order to handle the no-challenge-
decryption condition for both PE and P-KEM. An interesting open question is if there are
practical PE schemes for which the possibility to abort in the first query phase introduced in
our security definitions significantly affects the achieved security guarantees.

The main contribution of Part [[T of this thesis consists in the introduced techniques to extend
CPA-secure predicate-encryption schemes in order to achieve CCA-security. Our framework
presented in Part [[T]] shows how these techniques can be adapted to other contexts. The same
holds also for our proof techniques, which combine CCA-security and the dual system encryption
methodology [Wat(9al [LW10]. Due to the enormous relevance of the latter for constructions of
CPA-secure PE schemes we believe that our techniques can be used to achieve CCA-security
for further schemes that are not covered by the pair encoding frameworks [Att14al [Att16]. As
the first instance, CCA-secure variants of encoding frameworks from [Weeldl [CGW15| [ACIG,
AC17D] could be interesting. We also note that our consistency checks developed for composite-
order groups and for prime-order groups bring new insights into generic transformations from
verifiability property presented in [YAHKTI, [YAST12]. Our consistency checks in groups of
composite order can be used in these transformations without any modifications; whereas our
checks in prime-order groups do not satisfy the required properties. An interesting open question
is if one can adapt the known transformation from verifiability property and/or our consistency
checks in prime-order groups in order to achieve CHK-like transformation from verifiability for
schemes in prime-order groups applicable to more predicate encryption schemes. However, due
to the more involved extensions required in the CHK-like transformations, in comparison to our
constructions, this approach probably will not lead to more efficient schemes.

In Part of this thesis we presented efficient fully CCA-secure PE schemes from compu-
tationally secure regular pair encoding schemes for the corresponding predicates. Although we
do not present a transformation from any CPA-secure PE scheme into a CCA-secure scheme,
our transformation lead to a variety of PE schemes for sophisticated predicates due to the
pair encoding abstraction. In contrast, the known generic transformation do not lead to CCA-
secure schemes for these predicates, due to the additional requirements of the transformations
which significantly limit their applicability. Furthermore, a further essential advantage of our
techniques is that the user secret keys do not have to be modified for every decryption as is
the case in the generic transformations from delegatability. As already mentioned, this is a
crucial property in practice if the user secret keys are stored in a cryptographic storage and the
decryption has to be performed in a secured environment.

Finally, in the introduction to the second part of the thesis we mentioned that in the context
of IBE there is a further technique to improve the efficiency of CCA-secure constructions.
Namely, in [KVO08] the authors used implicit rejection of malformed ciphertexts using hybrid
construction and authenticated symmetric encryption. Considering our involved consistency
checks it would be a great efficiency improvement if these checks could be dropped or at least
simplified. However, in our opinion it is hardly feasible to apply this approach for general PE
schemes, due to the more complex structure of the ciphertexts in PE schemes in comparison
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to the IBE schemes. We believe that a combination of simpler consistency checks and implicit
rejection techniques may lead to more efficient CCA-secure schemes.
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