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Abstract

The World Forum for Harmonization of Vehicle Regulations (UNECE WP.29) has issued
UN Regulation No. 155. It defines uniform conditions for the approval of vehicles
with regard to cybersecurity and the CyberSecurity Management System (CSMS). A
CSMS consists of processes to identify, assess and treat cybersecurity risks as part of the
vehicle development process. Without a valid CSMS, newly produced vehicles may not be
approved in the EU from July 2024.

ISO/SAE 21434 describes detailed requirements for a CSMS. It requires the creation of
a cybersecurity concept, consisting of 15 work products to be created. The creation of
the cybersecurity concept requires the collaboration of experts from different disciplines.
Model-Based Systems Engineering (MBSE) supports the collaboration in the concept
phase and helps to build a common system understanding between the subject matter
experts.

In this work, I present a framework that supports the creation of the 15 work products of the
concept phase using MBSE. The creation of the work products is done by a process model
and by using several supporting tools that I have developed. The result is a cybersecurity
concept according to ISO/SAE 21434.

The framework was evaluated in three workshops with subject matter experts from the
field of automotive security engineering, using the Intelligent Speed Assistant application
example. The credibility of the work by the subject matter experts was strengthened by a
real-life test with a test vehicle.
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1 Introduction

This dissertation was written during my work as a research associate at the Fraunhofer
Research Institute for Mechatronic Systems Design IEM in partnership with the University
of Paderborn. It is the result of my scientific work in the context of research and industry
projects.

The core of the work is an approach for the development of a cybersecurity concept
according to ISO/SAE 21434 Road vehicles - Cybersecurity engineering [ISO21]. This
approach integrates partial results that I have developed in the context of research and
industry projects. Within the scope of several industrial projects with a German premium
vehicle manufacturer, I was able to learn about the challenges in the concept phase and to
develop solutions for them. In the context of the research projects SecForCARs (Security
for Connected Automated Cars) and SAVE (Securing Automated Vehicles), I was able
to learn about the challenges in the area of Security-by-Design and develop solutions for
them. The SecForCARs project focused on researching methods, procedures and tools for
critical in-vehicle communication. The SAVE project was an extension of SecForCARs
with a focus on external vehicle communication.

This work is in the topic area of Systems Engineering, specifically Model-Based Systems
Engineering (MBSE), and describes a Framework for Developing a Cybersecurity Concept
According to ISO/SAE 21434 Using Model-Based Systems Engineering.

1.1 Context and motivation

The World Forum for Harmonization of Vehicle Regulations (UNECE WP.29) issued UN
Regulation No. 155 in 2021. It defines unified conditions for the approval of vehicles with
regard to cybersecurity and the cybersecurity management system (CSMS). A CSMS refers
to a systematic, risk-based approach in defining organisational processes, responsibilities,
and governance in managing risks related to cyber threats to vehicles and in protecting
vehicles from cyber attacks. Approval authorities are only allowed to grant type approvals
with regard to cybersecurity for those types of vehicles that comply with UN R155. [UN21]

UN R155 started to be mandatory for new vehicle types in the EU in July 2022 and will
be mandatory for all newly produced vehicles in the EU from July 2024 [TU22-0l]. As a
result, vehicle manufacturers and associated suppliers are required to implement a CSMS.

ISO/SAE 21434 (Road vehicles - Cybersecurity engineering) specifies technical require-
ments for cybersecurity risk management during the development of road vehicles, particu-
larly in the concept phase. The standard defines requirements for cybersecurity processes
and a common language for the communication and management of cybersecurity risks
[ISO21]. ISO/SAE 21434 concretises UN R155 to a great extent providing detailed
requirements.
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1.2 Problem

UN R155 will be mandatory in the EU for all new vehicle types from July 2022 and for all
newly produced vehicles from July 2024. This means that vehicles developed without a
valid CSMS cannot be registered in the EU.

ISO/SAE 21434 describes specific requirements for a process framework to ensure cy-
bersecurity in the automotive sector. The implementation of the cybersecurity process
framework in the company constitutes the CSMS required by UN R155.

ISO/SAE 21434 describes requirements for activities to identify cybersecurity risks, cy-
bersecurity goals and cybersecurity requirements for a system to be developed as part
of the concept phase. In addition, ISO/SAE 21434 describes requirements for Threat
Analysis and Risk Assessment (TARA) methods. The result of the concept phase is the
cybersecurity concept.

To create the cybersecurity concept, 15 work products must be created that must meet
numerous requirements of ISO/SAE 21434. Here, ISO/SAE 21434 describes requirements
for creating the work products, but does not define how these work products must be created.
These work products must meet numerous requirements and are highly interrelated.

Since the development of complex intelligent and networked systems requires the col-
laboration of various disciplines [GRS14], the creation of the work products taking into
account the numerous requirements is very challenging without a concrete procedure.

1.3 Goal

The goal of my work is to develop a framework for the creation of a cybersecurity concept
according to ISO/SAE 21434. This is to support the creation of the 15 work products of
the concept phase of ISO/SAE 21434 by means of a concrete procedure.

In accordance with ISO/SAE 21434, the approach to be developed shall include creating
the item definition (i.e. set of components that implements a function at the vehicle level),
conducting the threat analysis and risk assessment (TARA), and deriving the cybersecurity
goals and cybersecurity requirements.

According to ISO/SAE 21434, the 15 work products are closely interrelated. In the context
of my work, MBSE shall be used for the systematic use of models and requirements in early
system design. This is to make complexity manageable, ensure a common understanding
of the system between stakeholders in the concept phase, and ensure traceability between
work products.

To validate the approach, the 15 work products of the concept phase shall be created using
a realistic and continuous example.
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1.4 Assumptions
In order to apply my approach in a company, I make the following assumptions:

Al (Consideration of cybersecurity in product development): In the company, cybersecurity
is used in the context of product development, especially the concept phase. This includes
the following: (1.1) Responsibilities and authorities exist for performing cybersecurity ac-
tivities. (1.2) Resources exist for the execution and management of cybersecurity activities.
(1.3) Cybersecurity awareness exists, including associated competency management and
awareness training.

A2 (Use of Model-Based Systems Engineering): Model-Based Systems Engineering
(MBSE) is used in the company as part of product development, especially the con-
cept phase. This includes the following: (2.1) Responsibilities and authorities exist for
performing MBSE activities. (2.2) Resources exist for the execution and management of
MBSE activities. (2.3) Awareness of model-centric design of complex technical systems
exists.

1.5 Overview

In Chapter 2, 1 present the problem analysis. For this purpose, I first introduce UN
Regulation 155 (UN R155), which is relevant to this work and requires vehicle manufac-
turers to establish a Cybersecurity Management System (CSMS) for type approval. A
CSMS comprises a set of interrelated processes designed to enhance the cybersecurity of
a vehicle. ISO/SAE 21434 Road vehicles - Cybersecurity engineering is then presented.
ISO/SAE 21434 defines specific requirements for a CSMS, but does not describe how these
requirements should be realized. This is followed by the introduction of the Model-Based
Systems Engineering (MBSE) approach and the description of existing domain-specific
approaches from the area of security and safety. These approaches serve as the basis for the
realization of the requirements for a CSMS in this work. Lastly, the problem delimitation
for the framework to be created follows. This includes the identification of challenges in
the realization of ISO/SAE 21434 in the concept phase with the help of MBSE. This is
followed by the description of the fields of action for my work. Based on the fields of
action, I derive the requirements for my work.

In Chapter 3, I introduce the research method that underlies my work. My research
method is based on an extension of the Design Science Research (DSR) approach, which
supports an application-oriented validation. For this purpose, I first describe the DSR
approach and relate it to my work. Then, I present an extension of the DSR approach
that supports the repeated usage of the DSR approach. This extended approach allows the
iterative and incremental improvement of my work.

In Chapter 4, an analysis of the state of the art is conducted. For this purpose, existing
approaches from the automotive domain are considered, which are used in the context of
system design and especially in the concept phase. Thereby, approaches are investigated
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that are mainly relevant for the following areas: security, safety and MBSE. Finally,
the analyzed approaches are compared with the requirements identified in Section 2. It
becomes clear that there is an urgent need for action with regard to the targeted framework.

In Chapter 5 I describe the core of my work. This includes the description of the
Framework for Developing a Cybersecurity Concept According to ISO/SAE 21434 Using
Model-Based Systems Engineering. The framework consists of several parts, which are
connected by a procedure model. For the realization of a vehicle function to be developed,
a risk analysis is necessary. This includes the identification of damage scenarios. In my
work, I present a 3D environment with which damage scenarios can be visualized during
the concept phase and discussed by an interdisciplinary team of experts. The damage
scenarios have to be rated in terms of their criticality. To facilitate the rating, I provide
statistical data in aggregated form. To avoid damage scenarios, I present an approach to
identify threat scenarios in SysML models. Regarding threat scenarios, it is necessary to
identify the affected components and component relationships in a system architecture. In
the context of my industrial projects with a German premium car manufacturer, ECML
was used as modeling language in the concept phase and SysML in the detailed system
design. To keep the modeling effort low, I present an approach for model transformation
from ECML models to SysML models. As a prerequisite for resolving threat scenarios,
the countermeasures to be applied must be described in terms of requirements. For this
purpose, I present an approach that describes the derivation of requirements based on
SysML models.

In Chapter 6 I present the evaluation of my work. In accordance with the research method
in Chapter 3, the work is evaluated using four iterations. In each iteration, I describe my
experiences, findings, and conclusions that I used to improve my work for the next iteration.
In the final iteration, I present the implementation of my approach using a continuous
application example. During the first three iterations, the results were evaluated primarily
within the context of teaching. The last iteration was evaluated within one year based on
three workshops with experts in the field of automotive security.

In Chapter 7, I evaluate my work with respect to the stated requirements. In doing so,
I summarize the contents and contributions of my work and state the identified limita-
tions. Based on this, I give an outlook on future research areas. The Appendix contains
supplementary information on the framework.
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2 Problem analysis

The goal of the problem analysis is to identify requirements for a Framework for Develop-
ing a Cybersecurity Concept According to ISO/SAE 21434 Using Model-Based Systems
Engineering. For this purpose, I first present the context of my work. The context is on
the one hand the UN Regulation 155 and on the other hand the ISO/SAE 21434, which
I present in Section 2.1.2. The basis for the realization of my work is the Model-Based
Systems Engineering approach (MBSE) and domain-specific approaches from the field of
security and safety engineering, which I describe in the Sections 2.2 and 2.3. In Section
2.4, I introduce the problem delimitation and describe the main challenges of my work.
Based on this, I derive the fields of action of my work. Finally, based on the problem
delimitation, I derive the requirements of my work in the Section 2.5.

2.1 Relevant regulations and standards

211 UN Regulation No. 155 - Cybersecurity and Cybersecurity Management
System

UN Regulation No. 155 (UN R155) [UN21] describes uniform conditions for the approval
of vehicles with regard to cybersecurity and the cybersecurity management system. Until
the publication of UN R155 in 2021, the consideration of cybersecurity in modern cars
was a matter of good practice and was not a formal regulatory requirement for applying
for vehicle type approval. UN R155 requires the implementation of a Cyber Security
Management System (CSMS). A CSMS refers to a systematic, risk-based approach to
defining organisational processes, responsibilities and governance for managing risks
related to cyber threats to vehicles and protecting vehicles from cyber attacks. In the
European Union, this new cybersecurity regulation will be mandatory for all new vehicle
types from July 2022 and all newly produced vehicles from July 2024.

As stated in the regulation itself, these new rules are required by the approval authorities to
be imposed only on vehicle manufacturers. However, some parts of these regulations con-
cern security aspects throughout the supply chain and therefore also affect each individual
supplier of security critical elements (cf. Figure 2-1). The responsibility then lies with
the applicants for vehicle type approval to derive the appropriate requirements for their
own suppliers. Manufacturers are required to gather a sufficient amount of evidence to
demonstrate their capability to develop, operate and maintain the security of the supplied
elements throughout the life cycle of the vehicle. Based on an established and approved
CSMS, OEMs must provide vehicle type-specific evidence that demonstrates appropri-
ate measures to mitigate cyber risks associated with their products (e.g. consistent risk
assessment, relevant mitigation measures, etc.). OEMs must define relevant cybersecurity
requirements to pass on to their suppliers to ensure end-to-end security throughout the
supply chain.
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Figure 2-1: Relationship between UN R155 and ISO/SAE 21434 [Cer21-ol].

According to UN R155, the vehicle manufacturer must prove that the procedures within its
cybersecurity management system ensure that the security aspect is adequately addressed.
In this context, the threats and mitigation measures from Annex 5 of UN R155 have to be
considered.

In order to avoid having to identify threat scenarios over and over again for each project,
UN R155 describes a total of 67 threat scenarios for different categories (cf. Excerpt in
Figure 2-2) and requires evidence that these threat scenarios were considered in the risk
analysis.

Appropriate countermeasures must be selected for critical threat scenarios. UN R155
presents a total of 24 mitigation (cf. Excerpt in Figure 2-2) measures from different
categories. Here, as with the threat scenarios, evidence is also required that these have
been considered in the risk analysis.

UN R155 specifically requires manufacturers to have skilled personnel with cybersecurity
competencies and expertise in automotive risk assessments. Here, reference is made to
ISO/SAE 21434. While UN R155 focuses on type approval, ISO/SAE 21434 (cf. Section
2.1.2) describes concrete requirements for a process framework to ensure cybersecurity in
the automotive sector. The implementation of the cybersecurity process framework in the
company forms the CSMS required by UN R155.

In my work I will present an implementation of the CSMS for the concept phase, which
considers the threats and mitigations of UN R155 (cf. Section 5).

2.1.2 ISO/SAE 21434: Road Vehicles - Cybersecurity Engineering

SAE J3061 [SAE16] is a guide for vehicle cybersecurity published in 2016 that was
developed based on existing industry and government practices and existing conference
papers. ISO/SAE 21434 [ISO21] was published in 2021 and replaces SAE J3061.

ISO/SAE 21434 specifies technical requirements for cybersecurity risk management related
to the concept, product development, production, operation, maintenance and decommis-
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Table A1 Threats to "External connectivity and connections" Ref Mitigation
reference
16.1 Manipulation of functions designed to M20 | Security controls shall be applied to systems
remotely operate vehicle systems, such as that have remote access
remote key, immobiliser, and charging pile
16.2 Manipulation of vehicle telematics (e.g.
manipulate temperature measurement of
sensitive goods, remotely unlock cargo
doors)
16.3 Interference with short range wireless
systems or sensors
17.1 Corrupted applications, or those with poor | M21 Software shall be security assessed,
software security, used as a method to authenticated and integrity protected.
attack vehicle systems . . L
Y Security controls shall be applied to minimise
the risk from third party software that is
intended or foreseeable to be hosted on the
vehicle
18.1 External interfaces such as USB or other M22 | Security controls shall be applied to external
ports used as a point of attack, for example interfaces
through code injection
18.2 Media infected with viruses connected to
the vehicle
18.3 Diagnostic access (e.g. dongles in OBD M22 | Security controls shall be applied to external
port) used to facilitate an attack, e.g. interfaces
manipulate vehicle parameters (directly or
indirectly)

Figure 2-2:

Excerpt of the assignment of threats to mitigations of UN R155 [UN21].
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sioning of road vehicle electrical and electronic (E/E) systems, including their components
and interfaces. It defines a framework (cf. Figure 2-3) that includes requirements for
cybersecurity processes and a common language for cybersecurity risk communication
and management.

The focus of my work is the concept phase, for which the following sections are relevant:
Section 9 (Concept) covers requirements for activities that determine cybersecurity risks,
cybersecurity goals and cybersecurity requirements for an item. For the determination
of these points, reference is made to Section 15. Section 15 (Threat analysis and risk
assessment methods) includes modular methods for analysis and assessment to determine
the extent of cybersecurity risk so that treatment can be pursued.

Fundamental for ISO/SAE 21434 and especially for the concept phase is the model
shown in Figure 2-4. This model represents the relationships between the item, functions,
components and terms. This model content is further detailed in the individual sections of
ISO/SAE 21434 in the form of requirements.

ISO/SAE 21434 requires the creation of a total of 15 work products as part of the concept
phase (cf. Figure 2-5). A TARA has to be conducted to determine cybersecurity goals
[WP-09-02]. Thereby, the TARA consists of several individual work products ([WP-
15-01]-[WP-15-08]). The main result of the concept phase is the cybersecurity concept
[WP-09-06]. The cybersecurity concept consists of cybersecurity requirements derived
from the cybersecurity goals and a comprehensive view of the item.

ISO/SAE 21434 describes requirements for the creation of work products. It does not
define how the work products can be created.
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4. General considerations
5. Organizational cybersecurity management
5.4.1 5.4.2 5.4.3 5.4.4 5.4.5 5.4.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 64.7 6.4.8 649
Cybersecurity Cyhersecurity Tailoring Reuse Component Off-the-shelf Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context| | component case assessment post-
lities development
7. Distributed cybersecurity activities
7.4.1 7.4.2 7.43
Supplier capability Request for quotation Alignment of responsibilities
8. Continual cybersecurity activities
8.3 8.4 8.5 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase Product development phase Post-development phases
9. Concept 10. Product development 12. Production
9.3 10.4.1 13. Operations and maintenance
Item definition Design
13.3 134
9.4 10.4.2 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response
9'_5 11. 14. End of cybersecurity
Cybersecurity concept Cybersecurity validation support and decomissioning
15. Threat analysis and risk assessment methods
153 15.4 15.5 15.6 15.7 15.8 15.9
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision

Figure 2-3: Overview of ISO/SAE 21434: Road Vehicles - Cybersecurity Engineering
[ISO21].

function(s) contains . attribute of cybersecurity road
e |
asse property user
implements protects compromises affects
iteF associated with cybersecurity associated with T realizes damage
e goal scenario scenario
consists of allocated to realized by
— cybersecurity
component requirement

allocated to

Figure 2-4: Relationships between the item, functions, components and terms of ISO/SAE

21434 [1S021].
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[
[
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15.6 Attack path analysis [WP-15-05
[
[
[

15.5 Impact rating WP-15-04] Impactratings with associated impact categories
] Attack paths

15.7 Attack feasibility rating WP-15-06] Attack feasibility ratings

15.8 Risk value determination WP-15-07] Riskvalues

15.9 Risk treatment decision WP-15-08] Risk treatment decisions

Figure 2-5: Activities and work products of ISO/SAE 21434 relevant to this work. [1ISO21].

2.2 Model-Based Systems Engineering
This section is based on [GDE+19].

Model-Based Systems Engineering (MBSE) refers to the concept of a continuous descrip-
tion and analysis of the system to be developed on the basis of models, from the early
phase of conception through the entire product life cycle. The models describe the system
to be developed from different perspectives. Each viewpoint is an aspect of the system,
such as structure or behaviour. For each aspect, a separate model can be created, which
is called a partial model. The sum of all partial models with the links between the model
elements is called the system model.

The system model is a coherent set of partial models that is created in the course of
requirements definition and conceptualisation. In the early phase of product development,
documents are mostly used. The majority of the system specification is only available in
text form. The disadvantage is that this type of systems engineering leaves a lot of room
for interpretation and the documents are difficult to maintain. Furthermore, this often leads
to inconsistencies that are not immediately apparent. If a change is made in the course of
development or the operational phase, this must be taken into account in the specification.
The effects of such changes on other documents cannot be fully described in the text and
are then often overlooked.

With the current methods and tools from systems engineering, time-consuming and cost-
intensive coordination between experts from the disciplines involved occurs repeatedly
during development. One main cause is the lack of methods and tools to promote inter-
disciplinary thinking and action in systems development. A multidisciplinary modelling
approach is needed that closes the gap between the requirements and the established
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Figure 2-6: The system model as a basis for closing the gap between system requirements
and the discipline-specific development activities [GDE+19].

methods of the individual disciplines (cf. Figure 2-6).

The corresponding modelling technique must therefore capture all relevant aspects of the
system to be developed and represent them as partial models, as well as depict the mutual
relationships between the partial models. This is where the MBSE approach comes in. With
the system model, a model is created right from the start that contains the requirements
and the system specification and, based on this, enables initial analyses at an early stage.
The system model is the starting point for the discipline-specific design. It is the basis
for communication and cooperation between the experts involved throughout the entire
product development process and serves as a platform for maintaining the consistency of
all partial models created in the course of this process.

2.2.1 Advantages of MBSE
The step from a document-centred to a model-based approach offers several advantages:

. Interdisciplinary system approach: The holistic description of the system contributes
to a uniform understanding of all disciplines involved right from the start. This is a
fundamental prerequisite for the goal-oriented development of a complex multidisci-
plinary system.

*  Transparent representation of the system interdependencies: By representing the
interactions of the design aspects, the subject-specific models of the individual
disciplines are integrated via the system model. This creates a basis for ensuring the
consistency of the sub-models throughout the entire product development process.
For example, all aspects are linked to the requirements in the system model, and the
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effects of changes in a sub-model can be traced back.

e  Transition to the individual disciplines: The system model is created at the beginning
of the development. It forms the starting point for the concretisation of the system
from the perspective of the respective disciplines. In the course of this concretisation,
the system model is updated and refined if necessary.

e Verification and validation: During development, it must be ensured that the actual
system properties match the required properties and that the system functions reliably
in all operating situations in the target environment. The system model, which
is created at an early stage and continuously updated, creates the prerequisite for
deriving test scenarios to validate the system properties during development.

. Coordination of the development process: The system model has the potential to
harmonise system design and project management. This provides a powerful platform
for the management of development activities. The system model enables a holistic
and interdisciplinary view of the system.

2.2.2 Components for describing the system model

A model has a certain degree of formalisation and can thus be represented by a computer.
To describe a system model, a graphical modelling language, a modelling method and a
modelling tool are needed. Only a properly matched combination of language, method and
tool enables effective and efficient use of system modelling in a company. The modelling
language, considered in isolation, is only a means of expression. How and for what purpose
this language is used is determined by a method. This method specifies what must be
specified and the order in which the information is produced. Figure 2-7 shows examples
of modelling languages, methods and software tools for use in MBSE.

2.2.3 CONSENS
This section is based on [GDE+19].

The CONSENS specification technique consists of a modelling language with different
partial models and a modelling method.

The system to be developed is described by seven partial models (cf. Figure 2-8): Environ-
ment Model, Application Scenarios, Requirements, Functional Hierarchy, Active Structure,
Shape and Behavioural Model. For each of these partial models, specific model constructs
exist that allow a generally understandable specification of the system. system.

The partial models Environment Model and Active Structure have the same modeling
elements. The partial model Environment defines the system boundary and describes
the interaction of the system with its environment. A distinction is made between the
relationship types substance, energy, mechanical connection, information and measurement
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Figure 2-7: The basis for describing a system model is a combination of graphical mod-
elling language, modelling method and modelling software [GDE+19].

information. The Environment Model treats the system as a black box. The white-box view
takes place in the partial model of the Active Structure. This describes the system elements
that make up the system and their interactions, also with the help of flow relationships and
logical connections.

The CONSENS modelling method describes an iterative procedure for developing the
system model of mechatronic systems. This addresses seven aspects. These aspects
- and thus the corresponding partial models - are created in an interplay. In the first
step, the system boundaries are defined with the partial model Environment Model. In
parallel, different situations and the desired behaviour of the system are described in
Application Scenarios. Requirements are then derived on the basis of these two partial
models. The analysis of the requirements leads to Functions, which are described as
noun-verb constructs and ordered in a Function Hierarchy. To fulfil the functions, solution
patterns are determined and transferred into system elements. These are synthesised
into the Active Structure, which describes the basic architecture of the system and the
relationships. Based on this, the behaviour and the shape are subsequently modelled.

224 Effect Chain Modeling Language
This section is based on [Sch20].

Effect chain modelling consists of a modelling method and a modelling language. The
graphical elements of the Effect Chain Modeling Language (ECML) are shown in Figure
2-9. Effect chain modelling is oriented towards the levels of the V-model and begins
with the representation of the system in its environment. Based on this, further levels are
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Figure 2-8: Partial models of CONSENS.

modelled. The individual systems and components are interconnected via interactions and
interfaces.

The effect chain model gives an overall view of the interactions and interfaces in a system.
This includes the modelling of interactions and interfaces with the environment and inten-
tional and unintentional influences between the components in the overall system context.
The following flow types between two elements (e.g. components) are distinguished:
Mechanical, Information/Software, Substance/Material, Electrics/Electronics, Power/High
voltage, Thermal energy, Light/Optics, Airborne sound. With regard to interactions, three
attributes are used: Intentional, Unintentional and Misuse.

Effect chain modelling is used to visualise and detail the structure of a mechatronic system.
Functional aspects are not part of the effect chain modelling. Due to the few modelling
elements, effect chain modelling is easy to learn and use.

2.2.5 Systems Modeling Language
This section is based on [OMG23-0l; Nom23-ol].

The OMG Systems Modelling Language (SysML) is a general-purpose graphical modelling
language for the specification, analysis, design and verification of complex systems that
may include hardware, software, information, personnel, procedures and facilities. In
particular, the language provides graphical representations with a semantic basis for
modelling system requirements, behaviour, structure and parameters, which is used for
integration with other engineering analysis models. It represents a subset of UML 2 with
extensions necessary to meet the requirements for systems engineering.
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Figure 2-9: Graphical elements of the Effect Chain Modeling Language (ECML).

The diagrams of SysML are shown in Figure 2-10. The Package Diagram reflects the
organisation of a model. The Requirements Diagram represents text-based requirements
and their relationship to other requirements, structure and verification elements. The
Requirements Diagram depicts text-based requirements and their relationship to other
requirements, structure and verification elements to support traceability of requirements.
Structure diagrams are used to represent static aspects of the system. Typically, they are
used for modelling the system architecture. The Parameter Diagram represents constraints
on property values used to support technical analysis. Behaviour diagrams can be used to
describe system behaviour.

In the following sections I describe the diagrams relevant to my work. I limit the description
of these diagrams to the constructs relevant to my work.

2.2.5.1 Use Case Diagram

The purpose of a Use Case Diagram (cf. Figure 2-11) is to provide a graphical overview of
the functionality provided by a system in terms of actors, their goals (represented as use
cases) and any dependencies between those use cases.

A Use Case Diagram describes the usage of a system. The associations between actors and
use cases represent the communications that occur between actors and subjects to achieve
the functionalities associated with the use cases. The subject of a use case can be repre-
sented by a system boundary. The use cases enclosed by the system boundary represent
the functionalities performed by behaviours (activity diagrams, sequence diagrams and
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Figure 2-10: Diagrams of the Systems Modeling Language (SysML).
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Figure 2-11: SysML Use Case Diagram.

state machine diagrams).

Actors can interact with the system either directly or indirectly. Actors are connected to
use cases by communication paths, each represented by a relationship.

2252 Block Block Diagram

The Block Definition Diagram (BDD) (cf. Figure 2-12) defines the features of a block and
any relationships between blocks, such as associations, generalisations and dependencies,
in terms of properties, operations and relationships.

An Interface Block is a special kind of block for typing Proxy Ports. It has no behaviours
or internal parts. It usually contains a set of Flow Properties. A Proxy Port is a port that
specifies features of owning Blocks or Part Properties that are available to external Blocks
through external Connectors to the ports. It can only be typed by an Interface Block. Ports
can be conjugated. A conjugated port inverts the flow direction of all flows of a port.

2253 Internal Block Diagram

An Internal Block Diagram (IBD) (cf. Figure 2-13) captures the internal structure of
a Block in terms of properties and connections between properties. A Block contains
properties so that its values, parts and references to other blocks can be specified. However,
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Figure 2-12: SysML Block Definition Diagram (BDD).
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Figure 2-13: SysML Internal Block Diagram (IBD).

while an IBD created for a Block (as an inner element) will only show the inner elements of
a classifier (parts, ports and connectors), an IBD created for a package will show additional
elements (shapes, notes and comments).

All properties and connectors that appear within an IBD belong to a Block, whose name is
written in the diagram heading. This Block is the context of the diagram.

2254 Sequence Diagram

The Sequence Diagram (cf. Figure 2-14) is a behavioural diagram that focuses on the
exchange of messages between different lifelines. A lifeline represents a single participant
in the interaction. A Sequence Diagram shows the interaction information with a focus on
the temporal sequence. The diagram has two dimensions: the vertical axis representing
time and the horizontal axis representing the objects involved.

2255 Requirements Diagram

The Requirements Diagram (cf. Figure 2-15) is useful for showing traceability from the
requirements to the dependent elements in the system model. This diagram provides
modelling constructs to represent text-based requirements and relate them to other mod-
elling elements. These requirement modelling constructs are used to bridge requirements
between requirements management tools and other SysML models.
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description."
[ I I |
«requirement» «extendedRequirement» «requirement» «extendedRequirement»
Id =1.1 Sub-Requirement 1 Id = 1.2 Sub-Requirement 2 Id = 1.4 Sub-Requirement 3 Id = 1.3 Requirement with
d="1.1" Id="1.2" Id ="1.4" additional attributes
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description." description." description." risk = High
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Figure 2-15: SysML Requirements Diagram.
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Name

Text

Traced To | Risk |

1 Requirement 1

1.1 Sub-Requirement 1
1.2 Sub-Requirement 2
1.4 Sub-Requirement 3

Requirement description.

Requirement description.
Requirement description.
Requirement description.

Requirement description.

Use case
System
Component 1
Component 2
Component 3
Proxy Port X

5 1.3 Requirement with additional attributes High
Proxy Port Y

Figure 2-16: SysML Requirements Table.

2256 Requirements Table

A Requirement Table (cf. Figure 2-16) is used to collect requirements in a table. Each row
in the table represents a requirement. Each requirement has the attributes Id, Name and
Text. In the table, the attributes are represented as columns. Extended Requirements can
be used to create specialised requirements with additional attributes.

2.3 Domain-specific approaches
2.3.1 Determination of the Automotive Safety Integrity Level
This section is based on [GDE+19].

ISO 26262 [ISO18] must be taken into account by car manufacturers in accordance with
the German Product Liability Act. ISO 26262 provides guidelines and recommendations,
in particular for the determination of risk levels for systems and components.

One part of ISO 26262 describes the Automotive Safety Integrity Level (ASIL) (cf. Figure
2-17). An ASIL represents the degree of danger/impact on affected persons in the event
of a failure. For this purpose, the ASIL assessment of a technical system is composed of
the probability being exposed to a fault (Exposure), the controllability and the severity
of the fault (Severity). The ASIL (level) results from the assessment of the three criteria.
The spectrum ranges from ASIL A (marginal, e.g. time delay of the image of a rear view
camera) to ASIL D (catastrophic, e.g. sudden triggering of the airbag). Depending on the
level, appropriate measures are required to prevent the risk and to prove the avoidance
of the risk. For failures rated as non-critical (QM), the application of normal procedures
according to quality management is sufficient.

2.3.2 Fault Tree Analysis
This section is based on [ESH15].

Fault Trees represent the relationship between events and their linkage using Logic Gates.
The structure of a Fault Tree corresponds to a Tree. The modelling is done according to
certain rules. The basic structure and layout is illustrated by an example in Figure 2-18.
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ExposureE | C0 | €1 | c2 | c3 | Severity
SO (EO-E4| QM [ QM | QM | QM | SO: No risk of injury
EO |QM | QM | QM | QM | S1: Low and moderat risk of injury
E1 QM | QM | QM | QM | S2: Serious and possibly fatal injury
S1 E2 QM | QM | QM | QM | S3: Serious and probably fatal injury
E3 | QM | QM | QM A
E4 | QM | QM A B
EO oM | amv [ am | am EO: Incredible

Exposure

‘g E1 |QM | QM | QM | QM E; (R;are situatlion (<onetmeayear) ASIL Level

= . . ituati .

5| s2 E2 lav | am [amv | A o QciaS|<;tna situation -:!m Quality managed

> : Quite often

[ E3 [QM [ QM | A B

2 E4: Frequently (almost every ride A | ASIL A (marginal
E4 (M| A | B | C quently { ry ride) (marginal)

E1 QM | QM | QM C0: Safely manageable

A
S3
E2 [am QM | A B C1: Easily manageable ASIL C (critical)
E3 [aM | A B C | c2: Average manageable
E4 A B C - C3: Difficult or not manageable - ASIL D (catastrophic)

Figure 2-17: Determination of the Automotive Safety Integrity Level (ASIL) [GDE+19].

An event describes the occurrence of a system state, which usually characterises a fault
or error state. In principle, events that are not errors can also be expressed. All events
are noted as rectangles in which a short text describes the event. Events can be further
detailed by various gates. This refinement step corresponds to a specification in the sense
of a decomposition into individual partial events that are logically linked.

The example in Figure 2-18 shows several Events, two Gates and one Transfer Gate. The
root of the Fault Tree represents the main event of the analysis. Below this is an OR Gate
with two input events E1 and E2. This expresses that the Top Level Event can occur either
through E1 or through E2. While the tree on the left ends at E1, Event E2 has been further
subdivided by means of an AND Gate, so that Event E2 has been specified as E3 and
a Transfer Gate. Transfer Gates can be used to structure a Fault Tree into manageable
sub-trees. Transfer Gates are represented with the help of a triangle. The three events El,
E3 and E4 are called Primary Events because they are not subdivided further. Event E2
is called an Intermediate Event. Elementary events that cannot be further subdivided are
called Basic Events and are marked with a circle. Events that are not investigated further
(Undeveloped Events) are marked with a diamond.

2.3.3 Attack Potential-Based Approach
This section is based on [ISO21].

Attack potential is defined as a measure of the effort required to attack an item or com-
ponent, expressed in terms of an attacker’s expertise and resources. Attack potential is
based on five core parameters: expertise, knowledge of the item or component, equipment,
window of opportunity and elapsed time. Figure 2-19 presents an example configuration
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Figure 2-18: Example of a Fault Tree [ESH15].

of the core parameters.

Expertise refers to the attacker’s abilities, relative to their skill and experience. Item or
component parameter knowledge is related to the amount of information the attacker has
about the item or component. The equipment parameter refers to the tools available to the
attacker to discover the vulnerability and/or execute the attack. The window of opportunity
parameter refers to the access conditions (time, type) for a successful attack. It combines
the type of access (e.g. logical and physical) and the duration of access (e.g. unlimited and
limited). Depending on the type of attack, this can include the discovery of possible targets,
access to a target, exploit work on the target, time to execute an attack on a target, remain
undiscovered, bypass detection and cybersecurity controls, etc. The elapsed time parameter
includes the time it takes to identify a vulnerability and to develop and (successfully) apply
an exploit. Therefore, this rating is based on the state of expert knowledge at the time of
the rating. Numerical values can be defined for each parameter.

The attack feasibility rating is carried out as follows (cf. Figure 2-19): For each attack, a
proficiency level must be determined for each core parameter. There is a numerical value
for each proficiency level. The numerical values of the selected proficiency levels are
added up. The added value belongs to an interval called the Attack Feasibility Level (ATF).
The ATF is used together with the (safety) impact level to determine the risk of an attack.
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Value

Description

Layman: Unknowledgeable compared to experts or competent persons, with no particular
expertise.

Proficient: Knowledgeable in the sense that they are familiar with the security behaviour of the
type of product or system.

Specialist expertise

Expert: Knowledge of the underlying algorithms, protocols, hardware, structures, security
behaviour, security principles and concepts used, techniques and tools for defining new
attacks, cryptography, classic attacks for the product type, attack methods, etc. implemented
in the product or system type.

Multiple experts: At the expert level, different areas of expertise are required for different
steps of an attack.

Public information: Publicly available information on the item or component (e.g. as obtained
from the Internet).

Restricted information: Restricted information about the item or component (e.g. knowledge
controlled within the development organisation and shared with other organisations under a
non-disclosure agreement).

component

Confidential information: Confidential information about the item or component (e.g.
knowledge shared between discrete teams within the developer organisation and access to
which is restricted to members of the specified teams only).

Knowledge of the item or

11

Strictly confidential information: Strictly confidential information about the item or
component (e.g. knowledge known only to a small number of people, access to which is strictly
controlled on a strict need to know basis and individual undertaking).

Standard: Equipment is readily available to the attacker. This equipment can be part of the
product itself (e.g. a debugger in an operating system) or can be easily obtained (e.g. internet
sources, protocol analysers or simple attack scripts).

Specialized: Equipment is not readily available to the attacker, but can be acquired without
undue effort. This may involve the purchase of moderate amounts of equipment (e.g. use of
hundreds of PCs connected via the Internet would fall into this category) or the development of
more sophisticated attack scripts or programs. If clearly different test beds with specialised
equipment are required for distinct steps of an attack, this would be rated as bespoke.

Equipment

Bespoke: Equipment is specially produced (e.g. very sophisticated software) and not readily
available to the public (e.g. black market), or the equipment is so specialised that its
distribution is controlled, possibly even restricted. Or the equipment is very expensive.

Multiple bespoke: Introduced to allow for the situation where different customised equipment
may be required for different stages of attacking.

Unlimited: High availability over public/untrusted network with no time limit (i.e. asset is always
accessible). Remote access without physical presence or time constraints and unlimited
physical access to the item or component.

Easy: High availability and limited access time. Remote access without physical presence at
the item or component.

N

Moderate: Low availability of the item or component. Restricted physical and/or logical access.
Physical access to the interior or exterior of the vehicle without the use of special tools.

Window of opportunity

10

Difficult: Very low availability of the item or component. Impractical level of access to the item
or component to execute the attack.

0

<=1 day

1

<=1 week

4

<=1 month

17

<= 6 months

Elapsed time

19

> 6 months

Sum

Description

0-13

High (Values between 0 - 9)

14-19

Medium

Attack

20-24

Low

feasibility
rating

>= 25

Very low

Figure 2-19: Exemplary configuration of the core parameters of the Attack Potential-based
Approach [1SO21].
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Figure 2-20: Example of CALs and the expected level of rigour in cybersecurity assurance
measures [1SO21].

2.3.4 Cybersecurity Assurance Level
This section is based on [ISO21].

The Cybersecurity Assurance Level (CAL) classification scheme is used to specify and
communicate a set of assurance requirements, in terms of levels of rigour, to provide
confidence that the protection of the assets of an item or component is adequately developed.
This CAL classification scheme does not specify technical requirements for cybersecurity
controls, but is used to drive cybersecurity engineering and provide a common language for
communicating cybersecurity assurance requirements between participating organisations.

A CAL classification scheme can be used to determine the level of rigour with which
cybersecurity activities are performed, in terms of the effort required to provide the
required assurance. A CAL can be used to select development and verification methods,
vulnerability identification and analysis methods, and cybersecurity assessment approaches.

Figure 2-20 provides an example of a set of CALs and guidance on their use during the
concept and product development phases. For each increase in CAL, the corresponding
methods represent a meaningful increase in the assurance of the item or component through
design, verification and cybersecurity assessment.

2.4 Problem delimitation

In summary, the following can be stated: UN Regulation No. 155 (UN R155) (cf. Section
2.1.1) describes uniform conditions for the approval of vehicles with regard to cybersecurity
and the implementation of a cybersecurity management system (CSMS). Based on an
established and approved CSMS, OEMs must provide vehicle type-specific evidence that
identifies appropriate measures to mitigate the cyber risks associated with their products



Page 24 Chapter 2

(e.g. consistent risk assessment, relevant mitigation measures, etc.). OEMs must define
relevant cybersecurity requirements to pass on to their suppliers to ensure end-to-end
security throughout the supply chain.

UN R155 explicitly requires that manufacturers have qualified personnel with cybersecurity
competence and expertise in automotive risk assessment. Here, reference is made to
ISO/SAE 21434 (cf. Section 2.1.2). While UN R155 focuses on type approval, ISO/SAE
21434 describes concrete requirements for a process framework to ensure cybersecurity in
the automotive sector. The implementation of the cybersecurity process framework in the
company represents the CSMS required by UN R155.

ISO/SAE 21434 specifies technical requirements for the management of cybersecurity
risks related to the design, product development, production, operation, maintenance and
decommissioning of road vehicle electrical and electronic (E/E) systems, including their
components and interfaces. It defines a framework that includes requirements for cyberse-
curity processes and a common language for communicating and managing cybersecurity
risks.

Model-Based Systems Engineering (MBSE) (cf. Section 2.2) is an interdisciplinary
approach to the holistic description of complex, intelligent and networked systems. In this
approach, the information about a system to be developed is no longer based exclusively on
documents, but primarily on models. With the help of models, complexity can be reduced,
e.g. by using different models with different levels of detail for different perspectives and
system levels. Overall, these models and their interrelationships form the system model.

Regarding the framework to be developed, it is important to highlight the following
challenges:

Lack of a holistic approach to the creation of a cybersecurity concept UN R155 will
become mandatory in the European Union from July 2022 for all new vehicle types and
from July 2024 for all newly produced vehicles. This means that vehicles developed
without a valid CSMS cannot be approved in the European Union.

In particular, UN R155 requires OEMs to have qualified personnel with cybersecurity
competence and expertise in vehicle risk assessment. In this context, explicit reference is
made to ISO/SAE 21434.

ISO/SAE 21434 describes concrete requirements for a process framework to ensure
cybersecurity in the automotive sector. The implementation of the cybersecurity process
framework in the company represents the CSMS required by UN R155. As part of the risk
analysis, critical threat scenarios must be identified and suitable mitigation measures must
be selected. To ensure compliance with UN R155, it must be proved that the catalogue of
threats and mitigations of UN R155 has been taken into account.

ISO/SAE 21434 describes requirements for activities to determine cybersecurity risks,
cybersecurity goals and cybersecurity requirements for a system to be developed as part
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of the concept phase. In addition, ISO/SAE 21434 describes requirements for Threat
Analysis and Risk Assessment (TARA) methods. The result of the concept phase is the
cybersecurity concept.

To create the cybersecurity concept, 15 work products must be created that must fulfil
numerous requirements of ISO/SAE 21434. Although ISO/SAE 21434 describes require-
ments for the creation of the work products, ISO/SAE 21434 does not define how these
work products have to be created.

High complexity when creating the cybersecurity concept The development of complex
intelligent and connected systems requires the collaboration of different disciplines. One
challenge lies in the complex collaboration and communication in the concept phase.

Model-Based Systems Engineering (MBSE) supports the holistic description of complex
systems. With the help of models, complexity can be reduced, e.g. by using different
models with different levels of detail for different perspectives and system levels. All of
these models and their interrelationships form the system model.

A graphical modelling language, a modelling method and modelling software are needed
to describe a system model. Only a properly tailored combination of language, method and
software enables effective and efficient use of system modelling in a company. Viewed in
isolation, the modelling language is only a means of expression. How and for what purpose
this language is used is determined by a method. This method determines what must be
specified and the order in which the information is created. With the help of modelling
software, the models created can be technically managed.

For the development of the cybersecurity concept using MBSE, a suitable modelling
method, modelling language and modelling software is required.

Considering the challenges mentioned, there is a need for a Framework for Develop-
ing a Cybersecurity Concept According to ISO/SAE 21434 Using Model-Based Systems
Engineering.

Based on the identified challenges, I describe the resulting fields of action of my work in
the following (cf. Figure 2-21):

Field of action 1 (Method): A concrete approach is required for the creation of the
15 work products as part of the concept phase, which must comply with the numerous
requirements of ISO/SAE 21434. The result of this procedure is the cybersecurity concept.

The creation of the cybersecurity concept requires in particular the creation of the item def-
inition, carrying out the Threat Analysis and Risk Assessment (TARA) and the derivation
of the cybersecurity goals and cybersecurity requirements.

In the context of risk analysis, ISO/SAE 21434 refers to existing approaches that have to
be used. To determine the safety impact of an attack, the ASIL risk classification scheme
established in the automotive sector (cf. Section 2-17) serves as a reference.
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Figure 2-21: Overview of the fields of action for the solution to be developed.

For assessing the feasibility of attacks, reference is made in particular to the Attack-
Potential-Based Approach (cf. Section 2-19). For the modelling of attack paths, reference
is made to the use of attack trees. Fault trees, which add logical gates to (attack) trees (cf.
Section 2-18), are suitable for the traceability of the cause of the attack and its effect on
the system to be developed.

To facilitate communication between different business units or organisations, reference is
made to the use of Cybersecurity Assurance Levels (CAL) (cf. Section 2-20). By using
CALs, it can be determined, depending on the importance of a system to be developed, at
which effort a TARA must be carried out.

Field of action 2 (Modeling Language) A suitable modelling language is needed to create
the 15 work products as part of the concept phase.

The collaboration in the concept phase often takes place in workshops with several partici-
pants from different disciplines. Often these are leading experts who have an overview over
several projects. In addition, such experts have limited time. This means that knowledge
extraction has to be done in a short time and complex components of a modelling language
cannot be used. [Jap20; Jap21].

For extracting and modelling expert knowledge, simple modelling languages such as
ECML (cf. Section 2.2.4) and CONSENS (cf. Section 2.2.3) are suitable. To ensure
that such models can also be used in the context of detailed system design, a mapping to
modelling languages such as SysML (cf. Section 2.2.5) is necessary.

Field of action 3 (Software) During the concept phase, 15 work products must be created.
For each work product, numerous requirements must be fulfilled in order to conform to
ISO/SAE 21434. This requires the creation of numerous interconnected models. Modelling
software is required to reduce the engineering effort to comply with ISO/SAE 21434. The
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use of modelling software enables traceability between work products and change tracking.

2.5 Thesis requirements
This section is based on three scientific papers I have written [Jap20; Jap21; JKA+23].

The problem delimitation in Section 2.4 results in the following requirements for a Frame-
work for Developing a Cybersecurity Concept According to ISO/SAE 21434 Using Model-
Based Systems Engineering.

R1) Support in the creation of the work products of the concept phase of ISO/SAE
21434: To ensure conformity with ISO/SAE 21434, the required method must support the
creation of certain work products of the concept phase. This includes the Item Definition
(cf. figure 2-21 [WP-09-01]) and the TARA [WP-09-01] including the associated work
products [WP-15-01] - [WP-15-08]. In order to ensure the conformity of ISO/SAE 21434
with UNECE R155, the required method in the context of TARA must take into account
the threats and mitigations catalogued in UNECE R155.

The required method must be applicable in (online) workshops. This is because the
concept phase is characterised by the collaboration of multiple experts from different
disciplines, departments and possibly from several companies and from different locations.
The collaboration often takes place in workshops. As a result of increasing digitalisation,
these workshops can take place online, independent of any concrete location.

R2) Systematic approach for deriving requirements: To ensure full conformity with the
concept phase of ISO/SAE 21434, the required method must also support the derivation
of cybersecurity goals and cybersecurity requirements (cf. Figure 2-21 [WP-09-03] -
[WP-09-07]). The models created for the Item Definition [WP-09-01] and the TARA
[WP-09-02] provide the basis for this.

The Item Definition and the TARA is not sufficient as a communication medium outside of
workshops. In particular, communication between car manufacturers and suppliers requires
the definition of cybersecurity goals and cybersecurity requirements. The knowledge of
the stakeholders gained through the creation of the Item Definition and the TARA can
be made more precise through the definition of cybersecurity goals and cybersecurity
requirements. In addition, assumed facts in the models can be double-checked by writing
down requirements, thus improving the quality of the Item Definition and the TARA.

R3) Use of a standardized modeling language from the fiel of systems engineering: To
simplify communication between the stakeholders, but also to transfer the results to other
companies, e.g. automotive suppliers, the required method must be based on a standardised
and established modelling language from the field of systems engineering, e.g. SysML.

In this context, models should serve as a means of communication so that ambiguities can
already be resolved in the workshops. The participants should be able to complement each
other with their individual expertise about individual components, necessary functionalities,
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interface knowledge and knowledge about frequently occurring problems.

To ensure the applicability of the method in workshops, it should use simple model
constructs. This ensures that an interdisciplinary team of mainly leading stakeholders can
apply the model constructs without in-depth modelling knowledge.

R4) Realisation in a professional MBSE tool or based on a professionel MBSE plat-
form: For the creation of the 15 work products within the concept phase, the use of
modelling software from the field of MBSE is required. For each work product, numerous
requirements must be met in order to comply with ISO/SAE 21434. This requires the
creation of numerous interrelated models. The modelling software used should be adapted
to conform to ISO/SAE 21434, e.g. by means of a Profile or a Template. This should
reduce the manual effort to ensure the conformity of the contents to ISO/SAE 21434.
Furthermore, the modelling software should ensure traceability between the work products.
Ensuring traceability facilitates the traceability of changes to models and requirements
across multiple interconnected work products.

RS) Realistic and continuous example from the automotive domain: The required
approach must be validated using a realistic and consistent application example from the
automotive sector for all 15 work products of the concept phase.

I would like to avoid the following points: I would like to avoid low acceptance of my
approach by using an application example that is as realistic and believable as possible.
I would like to avoid an improper risk assessment. An unrealistic example could lead to
risks being assessed either too high or too low. This would lead to a wrong prioritisation
of development activities, as the real threats and vulnerabilities would not be adequately
addressed. I would like to avoid irrelevant results. If the application example is unrealistic,
the results cannot be transferred to real scenarios. This can lead to misjudgements in
choosing the right security measures. I would like to avoid multiple partial analyses.
Multiple partial analyses make it difficult to identify interrelationships in the risk analysis
that cover several work products.



Research method Page 29

3 Research method

My research method is based on an extension of the Design Science Research (DSR)
approach. For this, I first describe the DSR approach and present the relation to my work.
Then I present an extension of the DSR approach that supports a repeated application of
the approach. I use this approach to present in detail how I proceeded in my work.

3.1 Design Science Research

According to [Hev07], the DSR approach consists of three interrelated cycles and activities
(cf. Figure 3-1). The Relevance Cycle introduces contextual environment requirements
into research and puts research artefacts into environmental field testing. The Rigor
Cycle provides the underlying theories and methods together with domain experience and
expertise from the knowledge base into the research and adds the new knowledge generated
by the research to the growing knowledge base. The Design Cycle supports a tighter loop
of research activity for the construction and evaluation of design artefacts and processes.

Within the scope of my work, I was able to get to know the requirements of the automotive
industry in several industry and research projects for the area of the concept phase. The
existing literature from the areas of Model-Based Systems Engineering and Security
Engineering served as my knowledge base. In numerous workshops with students and
experts from industry and research, I was able to test the partial solutions I had developed.
In the context of several scientific papers, I was able to contribute to expanding the existing
knowledge base in the field of automotive cybersecurity engineering and model-based
systems engineering.

3.2 Design Science Research Process Model

According to [MGS17], the Design Science Research Process Model (DSR-PM) [KV08]
is one of the most frequently cited and accepted methods among design science researchers.
The DSR-PM consists of the following five phases that can be iteratively repeated. (1)
Problem Awareness can be gained from practical experience or from related disciplines.
The outcome of this phase is a Suggestion. (2) The Suggestion is closely related to the
problem. The Suggestion is a preliminary draft of the solution. (3) In the Development
phase the preliminary draft is implemented. The technique of implementation depends on
the artefact. (4) When the artefact has been developed, an Evaluation is required. Based on
the Evaluation, a Suggestion or the Development can be refined. (5) The Conclusion is the
final phase where the research results and contributions are identified. This includes not
only the artefact, but also any additional knowledge gained from the process, design and
evaluation. The outcome of this phase is a contribution to the research. The implementation
of these phases may reveal new problems that can be addressed in a new DSR cycle.
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Figure 3-1: Design Science Research approach [Hev07].

The five phases of the DSR-PM approach can be mapped to the three cycles of the DSR
approach as follows. The (1) Problem Awareness phase relates to the Relevance Cycle
(Requirements, Field Testing). The (5) Conclusion phase relates to the Rigor Cycle
(Grounding, Additions to Knowledge Base). The (2) Suggestion, (3) Development and (4)
Evaluation phases refer to the Design Cycle.

In the following, I describe the DSR-PM used in this work with four iterations (cf. Figure
3-2). The evaluation within the four iterations is described in detail in Section 6.

3.2.1 Iteration 1

Awareness of Problem: I started my work by analysing the existing literature on the topic
of automotive security engineering.

This included in particular the analysis of SAE J3061 (Cybersecurity Guidebook for
Cyber-Physical Vehicle System) [SAE16] from 2016, which is well-known in the security
engineering field. SAE J3061 is the predecessor of ISO/SAE 21434, which was published
in 2021 and on which my work is based. The Attack Potential-Based Approach referenced
in SAE J3061 and ISO/SAE 21434, which I present in Section 2.3.3, has thereby become
part of my work.

I was able to learn about concrete use cases of security vulnerabilities in the automotive
sector in particular by analysing the work of Charlie Miller and Chris Valasek. The
security researchers are known for the attack on a Jeep Cherokee from 2015, which they
were able to control remotely [GrelS-ol]. In [VM14], the security researchers describe
their preliminary analysis of 21 vehicle architectures and the identification of possible
vulnerabilities. This allowed me to learn about security- and safety-relevant components
and their relationships to each other in vehicles. In my work, I use a similar level of
abstraction for the representation of vehicle architectures as in [VW14].
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Iteration 1

Iteration 2

Iteration 3

Iteration 4

Awareness of
Problem

Literature analysis on
automotive security
engineering

Identification of threats
is not enough

Requirements
engineering as a
framework is not
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Figure 3-2: Relation of my work to the DSR-PM.
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Suggestions: I asked myself how automotive security engineering can be integrated
into the early phase of system design. A central aspect of system design is the creation
of requirements. An initial idea was to integrate the security aspect into requirements
engineering (RE). Based on my project experience, RE is used in every larger company.
For a better understanding of requirements, they can be supplemented with models [Pol16;
Rup14].

Development: As part of a scientific work [Jap20], I created a solution for extending the
activities of requirements engineering (Elicitation, Negotiation, Documentation, Valida-
tion/Verification) to include security. The creation of different models served as a basis
for the derivation of requirements. Here I used parts of the CONSENS method, which I
describe in Section 2.2.3. I extended the procedure from [Jap20] to ISO/SAE 21434 in
subsequent iterations.

In the context of a scientific work [JKK20] of mine, an approach was developed which
uses a 3D environment with which the representation of security-related damage scenarios
1s made possible. This aims to improve the communication between the stakeholders in the
concept phase and the quality of the requirements. This approach is part of my solution
and is described in Section 5.2.

Evaluation: Over a period of 1.5 years, I conducted 11 workshops on MBSE. The main
purpose of the workshops was to teach and apply MBSE content in the concept phase.
Usually, the work in the concept phase is done by experts from different disciplines.
Basically, there were no participants in any of the workshops who had significant security
knowledge. I used the workshops to see how security can be integrated into workshops
with participants without significant security knowledge. In Section 6.1 I describe the
evaluation of Iteration 1 in detail.

3.2.2 Iteration 2

Awareness of Problem: Through the workshops in Iteration 1, I learned how to apply
MBSE in the concept phase. I also got a feeling for which topics can be dealt with to what
extent in these workshops and how complex the model constructs should be.

Generally, it was possible to identify valuable components or data (assets) in the workshops.
However, the identification of assets is not sufficient for a security risk analysis. Although
the participants discussed possible countermeasures, it was not possible to secure the
identified assets in any of the workshops.

Suggestions: To protect the identified assets, a risk analysis must be carried out to deter-
mine which assets are vulnerable. This helps on the one hand to identify vulnerabilities and
on the other hand to distinguish critical vulnerabilities from less critical vulnerabilities and
thus to set the right priorities in engineering. To fix critical vulnerabilities, countermeasures
are needed. I asked myself how MBSE can support this in the concept phase.
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Development: In the context of two scientific works [JAD21; JA21] I have elaborated the
following solutions. In Section 5.5 I present an approach for performing a model-based risk
analysis in the concept phase. Based on this, the approach from Section 5.6 is used, which
presents the application of security design patterns in the context of the concept phase.
Both approaches use simple model constructs, which ensures that an interdisciplinary team
of experts without in-depth MBSE knowledge can understand and apply the approaches.

Evaluation: During an 8-week project in the context of teaching with 67 master’s students,
I evaluated the partial solutions that I had worked out up to that point. Beforehand, I
tested these partial solutions in a one-day workshop with 30 master’s students. During
two milestone meetings with a German premium vehicle manufacturer, I was allowed to
present and discuss these results.

The project consisted of the following activities: (1) Using a 3D environment to identify
security-critical damage scenarios. The students were able to identify 120 security-critical
damage scenarios. In this case, the approach described in Section 5.2 was used. (2)
Deriving models from the scenarios and performing a risk analysis. The models had a
median of 17 components and 21 relationships. The approach described in Section 5.5
was used here. (3) Deriving requirements from the models. Here I found that the creation
of models resulted in a median change in requirements of about 60%. (4) Application
of countermeasures using security design patterns. In the median, approx. 24% of the
components and relationships had to be adapted for this. The approach described in Section
5.6 was used here.

In the Sections 6.2 and 6.3 I describe the evaluation of Iteration 2 in detail.

3.2.3 lteration 3

Awareness of Problem: Based on the evaluation of Iteration 2, I was able to identify the
following challenges. The requirements engineering activities are not sufficient as a basis
for integrating the security aspect in automotive companies during the concept phase. In
addition, I was able to determine that the selection of countermeasures provided was not
sufficient in the aforementioned project.

Suggestions: At the beginning of 2021, ISO/SAE 21434 was available as a Draft In-
ternational Standard (ISO/SAE DIS 21434). Based on literature research, expert blogs
and discussions with subject matter experts, ISO/SAE 21434 was a promising successor
to SAE J3061 [SAE16]. Furthermore, similar to ISO 26262[ISO18] in the safety area,
ISO/SAE 21434 should become the new standard in the security area. For the concept
phase, ISO/SAE (DIS) 21434 describes, with the help of numerous complex inter-related
requirements, which work products must be created so that a cybersecurity concept can be
created.

Development: ISO/SAE 21434 does not define a concrete normative procedure. To comply
with ISO/SAE 21434, the automotive companies must develop their own procedure. To
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provide a concrete procedure for the concept phase, I used the partial solutions I had
worked out up to that point. In doing so, I have made adjustments and extensions to
my partial solutions so that they are compliant with the ISO/SAE DIS 21434 available
at that time. In Iteration 4, I describe my final solution, which conforms to the final
ISO/SAE 21434. Apart from ensuring conformity to ISO/SAE DIS 21434, further security
design patterns were developed as part of a master’s thesis I supervised [Fah21], which
are mentioned in Section 5.7.

Evaluation: Within the context of an 11-week teaching project with 140 master’s students,
I evaluated the partial solutions that had been developed up to that point. The initial
preparation was a master’s thesis [Fah21] supervised by me, in which, among other things,
a continuous application example was developed, the development of which conformed
to ISO/SAE DIS 21434. In the context of a milestone meeting with a German premium
vehicle manufacturer, I was allowed to present and discuss the results developed in the
context of my work.

The 11-week project consisted of the following activities: (Activity 1) Use Cases and
associated Damage Scenarios and Threat Scenarios were identified. (Activity 2) The
relevant components and relationships of a system architecture required to realise the
scenarios identified in Activity 1 were modelled. (Activity 3) In this activity, a model-
based risk analysis was performed. Based on this, decisions were made on how to deal
with the risks. (Activity 4) If the risks were high, a countermeasure should be chosen to
minimise the risk. (Activity 5) To check the effectiveness of the countermeasure, a new
risk analysis of the changed system components and their component relationships was
carried out. (Activity 6) Lastly, requirements were derived from the model-based risk
analysis.

Activities 1-3 were based on the approaches described in Sections 5.5. Activity 4 was
based on the approaches based in Section 5.6 and 5.7. Activity 5 was new. Here the
focus was on performing the risk analysis for elements affected by the application of the
countermeasure. Activity 6 was based on the approach described in Section 5.8.

In Section 6.4 I describe the evaluation of Iteration 3 in detail.

3.24 Iteration 4

Awareness of Problem: The evaluation in Iteration 3 brought several points to my attention,
which I will describe below.

Basically, the application of countermeasures, especially in the form of security design
patterns, causes a change in the item definition. This includes changing the components and
relationships in the item. Furthermore, additional environment elements and environment
systems interacting with the item can be added. This requires a new risk analysis including
the creation or adaptation of all 15 work products of the concept phase.
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In addition to my existing partial solutions, I have found that the participants in the work-
shops had difficulties in comparing the relative frequency of different damage scenarios.

In the context of the student projects, the partial solutions of my work have so far been
implemented mainly with office software. One advantage of this approach was the broad
applicability of the partial solutions, as practically everyone had access to such software.
A major disadvantage is that this software does not support traceability between models
and between models and requirements. This makes change tracking more difficult and has
the potential for errors, since the same objects or texts have to be copied and changes to
the objects or texts have to be made manually at all points for consistency.

Since students are usually not yet subject matter experts, there is potential doubt about the
trustworthiness of the identified vulnerabilities and the correct application of my partial
solutions.

Suggestions: The application of countermeasures is required in the detailed system design
phase of ISO/SAE 21434. In contrast, the concept phase of ISO/SAE 21434 only requires
the selection of countermeasures, but not their application. Since the focus of my work
is on the concept phase, I limit the final overall solution of my work to the selection of
countermeasures. The implications of the application of countermeasures would, in my
view, go beyond the scope of this work.

To facilitate the impact rating for damage scenarios, accident data from the Federal
Statistical Office should be used.

To enable traceability, my approach should be implemented using a continuous and realistic
application example in a professional MBSE tool.

To check and increase the trustworthiness, I would like to present my approach in several
workshops that build on each other and discuss possible improvements in these workshops
with experts.

Development: In Section 5.3, I present an approach for the data-driven assessment of
damage scenarios. For this purpose, I use data from the Federal Statistical Office, with
more than 10 million registered traffic accidents. For this, I aggregated the data and applied
it to the ASIL risk classification scheme (cf. Section 5.3).

Based on my project experience, diagrams in the concept phase are often initially created
in Office tools. With increasing complexity of the diagrams, change tracking is no longer
maintainable without errors. In Section 5.4 I describe in generalised form the result of a
development project I led with a German premium vehicle manufacturer. The creation
of the initial item definition was implemented at the vehicle manufacturer with the help
of the Office tool Visio. Diagrams in the simple modelling language ECML were used,
which I describe in Section 2.2.4. In order for the item definition to be used and extended
in different parts of the company, a manual conversion to SysML (cf. Section 2-10) was
necessary. To reduce the engineering effort and for traceability purposes, a tool was
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developed that extracts ECML diagrams from Visio files and generates SysML models
from them in a professional MBSE tool.

In Section 5.9 I describe the general procedure of my final approach to the creation of
the 15 work products of the concept phase according to ISO/SAE 21434. In particular, I
describe the points in my approach where I integrate the partial solutions from Iterations
1-4 mentioned so far. In Section 6.6.1 I explain my final approach by means of a concrete
and continuous application example. In particular, I show the implementation of the
approach in a professional MBSE tool. This enabled me to ensure traceability between the
15 work products of the concept phase. To simplify the creation of the work products, I
have created a SysML profile conforming to ISO/SAE 21434 (cf. Section 6.6.8).

Evaluation: I evaluated the approach for the data-driven assessment of damage scenarios
in two workshops with experts from the fields of product development and security
engineering (cf. Section 6.5.2).

The model transformation tool was evaluated in a project lasting several months with
operational data from a vehicle manufacturer (cf. Section 6.5.3).

With the help of a real life test, I wanted to make sure that the application example is
realistic in order to better understand the problems in modelling and specification and to
improve the approach on this basis (cf. Section 6.6.9). For this, I tried to think from an
attacker’s point of view and find suitable tools for carrying out an attack.

I evaluated my final approach in three workshops with security experts over a period of one
year (cf. Section 6.6.10). I used the application example from the practical test as a basis.
The focus of the first workshop was on dealing with the steps from the identification of use
cases to the evaluation of damage scenarios. The second workshop dealt with the steps
leading to the modelling and assessment of possible attacks. In particular, the derivation of
cybersecurity goals and the selection of cybersecurity controls were covered. The third
workshop mainly served to implement the feedback from the previous workshops and for
the final evaluation.

In addition to the evaluation of my overall approach, I had the opportunity to share my
expertise in automotive security systems engineering as a panel speaker with 60 experts
from the automotive sector.

Conclusion: The outcome of my work is a Framework for Developing a Cybersecurity
Concept According to ISO/SAE 21434 Using Model-Based Systems Engineering.
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4  State of the art

In Section 4.1 I mention existing works that have a high relevance to the requirements
presented in the Section 2.5. I address the degree to which these works satisfy or do not
satisfy the requirements stated. In Section 4.2 I give an overview of the evaluation of the
approaches examined. From this I derive the necessity of my work.

4.1 Considered approaches
411 ThreatSurf: Threat surface assessment

In [ZPR+22] an approach for attack surface assessment is presented. This approach
includes the steps of asset identification, threat scenario identification, attack path analysis
and attack feasibility assessment according to ISO/SAE 21434. Additionally, an automation
of these steps is proposed in the paper.

The paper contains the following contents: (1) A general reference architecture that can
be mapped to a variety of modern E/E architectures. (2) A comprehensive set of assets in
modern vehicles that form the attack surface. (3) Attack steps with associated feasibility
analysis in accordance with the requirements of ISO/SAE 21434. (4) An algorithm for
automatically generating and evaluating attack paths using the attack steps and attack
feasibility. (5) An example application of automated attack surface assessment to various
threats from UN Regulation 155.

Assessment: (R1) The approach supports the creation of the majority of the concept
phase work products. In particular, no impact analysis is carried out for damage scenarios.
(R2) The approach does not show the derivation of cybersecurity goals or cybersecurity
requirements. (R3) It is a table-based approach that does not use models. (R4) In particular,
the approach has not been implemented in an MBSE tool. (R5) The approach has been
briefly described using three realistic threat scenarios (Manipulate Torque, Immobilise Car,
Flash Compromised Firmware). No continuous application of the approach is shown on
these examples.

4.1.2 Attack surface assessment

In [PZG+21] an approach for attack surface assessment is presented. Threat and risk
analysis is an important part of the engineering process for automotive cyber security.
A key aspect is the identification of the attack surface with a comprehensive feasibility
assessment of possible attacks for each asset of a modern vehicle. In this paper, numerous
attack steps from the automotive domain are presented and evaluated according to the
Attack-Potential Based Approach. With the help of the attack steps, complex attack paths
can be modelled. The evaluation of the attack steps that has already been carried out
reduces the engineering effort.
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Assessment: (R1) The approach mentions damage scenarios, however, it does not elaborate
on them. In particular, no impact analysis is carried out for damage scenarios. (R2) The
approach does not show the derivation of cybersecurity goals or cybersecurity requirements.
(R3) It is a table-based approach that does not use models. (R4) In particular, the approach
has not been implemented in an MBSE tool. (R5) The approach has been consistently
described using three realistic threat scenarios (Electric Driving, Conductive Charging,
Over-the-Air Firmware Update).

41.3 TARA+ for L3 automated driving systems

In [BAS+19], a model is proposed for the analysis of cyber security of level 3 systems
for automated driving by integrating aspects of functional safety. The model takes into
account the probability and impact of an attack and combines them to derive a risk value.
The novelty lies in the integration of a formula to calculate the probability of an attack.

Assessment: (R1) The approach uses the attack potential approach to assess attacks and
supports the assessment of damage scenarios. In particular, the approach supports the
calculation of the risk for different attacks. The approach requires several steps prior to
the concept phase, which are not addressed in the approach. (R2) The approach does
not show the derivation of cybersecurity goals or cybersecurity requirements. (R3) It is a
table-based approach that does not use models. (R4) In particular, the approach has not
been implemented in an MBSE tool. (R5) The approach has been described throughout
using a realistic example ( Highway Chauffeur).

41.4 SARA: Security automotive risk analysis method

In [MBZ+18] the SARA framework is presented, which consists of four parts. (1) The
feature definition describes the defence scope of the assessed system. The system definition
is based on two architectures. The physical architecture represents interfaces, controls,
sensors, actuators and communication links. The logical architecture represents the data
flows. By knowing the data flows, the expert can determine the severity of attacks on
the system’s assets. (2) The threat specification describes the mapping from a threat to
a threat model. (3) The risk assessment contains the risk determination for identified
attacks. The probability of attack is identified with the help of various parameters. With
the help of attack trees, possible attack paths are modelled and the easiest attack to realise
is identified. (4) Countermeasures are used to reduce the calculated attack risk. After
applying a countermeasure, a new risk analysis must be carried out. Steps 1-4 are repeated
until the risk is reduced to an acceptable level.

Assessment: (R1) The approach supports the creation of most of the work products of
the concept phase with the help of a comprehensive process model. (R2) The approach
does not show the derivation of cybersecurity goals or cybersecurity requirements. (R3)
The approach uses models, but does not use a standardised modelling language from the
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MBSE area. (R4) In particular, the approach has not been implemented in an MBSE tool.
(R5) The approach has been described throughout using two realistic examples (Vehicle
Tracking and Comfortable Emergency Brake Failure).

415 Attack surface analysis

Connected autonomous vehicles are equipped with autonomous functions supported by
new sensor and communication capabilities. Such functions enable new types of attacks.
Countermeasures must be developed for this. One possible approach is to use reference
architectures to analyse the attack surface. Existing approaches are either too simple
for sufficiently detailed modelling or require the specification of too many details. In
[MBL19], a reference architecture for connected autonomous vehicles is presented. This
enables a holistic analysis from a functional point of view. Furthermore, partial reference
architectures for communication, e.g. with the cloud, are presented. This enables the
analysis from a communication perspective.

Assessment: (R1) The approach does not include a process model, but takes into account
many activities of the concept phase. Damage scenarios and countermeasures are not
considered. (R2) The approach does not show the derivation of cybersecurity goals or
cybersecurity requirements. (R3) The approach uses several detailed and consistent models.
For an approach that focuses on a reusable reference architecture for connected autonomous
vehicles, the use of a standardised modelling language from the field of MBSE is missing.
(R4) In particular, the approach has not been implemented in an MBSE tool. This appears
contradictory to the complexity of the numerous detailed and interrelated models. (RS) The
approach shows in great detail and with continuous examples the application of reference
architectures for attack surface analysis of networked autonomous vehicles.

41.6 THREATGET: Automated attack tree analysis

According to [CCS+23], the automotive industry is evolving from simple, isolated vehicles
to networked, heterogeneous systems that form a complex traffic infrastructure. The
additional means of communication lead to larger attack surfaces that can be exploited by
both physical and remote attackers if not carefully protected. This exposes the automotive
sector to new cyber risk factors. Several research projects have developed approaches to
secure vehicles and infrastructures by identifying and mitigating potential threats to the
automotive sector. [CCS+23] builds on the developments from these projects and related
standards and regulations. The core of the work is the threat modelling tool THREATGET.
THREATGET can be used to collect and analyse information about threats. Furthermore,
it enables risk assessment and the automation of routine tasks.

Assessment: (R1) The approach considers most of the work products of the concept phase,
but does not go into detail about them. (R2) The approach does not consider cybersecurity
goals and requirements. (R3) The approach uses a Domain Specific Language (DSL) to
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model the system architecture. Furthermore, the approach uses data flow diagrams, which
are known in the security field. (R4) An own modelling and analysis tool (THREATGET)
was developed to realise the approach. (R5) The approach is partly illustrated by means of
a realistic example ( Remote Attack on the Brake Control).

41.7 Multi-concern development lifecycle

According to [SWS18], synergies between different development processes for complex,
networked and intelligent cyber-physical systems are necessary to ensure product quality
and reduce time to market. Often, developing a product according to a standard provides
the means to meet a quality attribute. Compliance with standards usually means extra
work for product development. Compliance with multiple standards compounds this
problem. Since cyber-physical systems are networked and highly automated systems,
the combination of safety and cybersecurity is of great interest. In [SWS18] synergies
between the safety standard ISO 26262 and the cybersecurity standard ISO/SAE 21434
are identified. This avoids duplication of the same or very similar activities by different
engineering teams.

Assessment: (R1) The approach considers most of the work products of the concept phase.
No damage scenarios and threat scenarios are considered. (R2) The approach shows the
derivation of cybersecurity goals and requirements. (R3) It is a table-oriented approach
without using a modelling language. (R4) The approach was not implemented with an
MBSE tool. (R5) The approach was represented by a realistic but not detailed example
(Satellite Navigator Receiver).

41.8 Model-based attack tree generation

Networked and highly automated driver assistance systems require interfaces to the outside
world and within the vehicle. These interfaces can potentially be used for cybersecurity
attacks. In this context, it is necessary to investigate possible attack paths. The creation
of these attack paths is labour-intensive. In [KLB+21], an approach for semi-automatic
attack tree generation is presented. This reduces the modelling effort. The approach takes
into account the attacker motivation and the functional dependencies of the initial system
architecture from the concept phase.

Assessment: (R1) The approach takes into account several but not all activities of the
concept phase (item definition, asset identification and the modelling of attack paths),
which is additionally described by a process model. (R2) The approach does not show
the derivation of cybersecurity goals or cybersecurity requirements. (R3) The approach
does not use a standardised modelling language. The models presented are similar to
SysML, especially the SysML Internal Block Diagrams. The models additionally contain
pictograms and a color scheme. (R4) The approach was prototypically implemented using
the Eclipse Modeling Framework (EMF). EMF is an established MBSE platform in the
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open source area. (RS5) The approach is illustrated throughout using a realistic example (
Road Speed Limiter).

41.9 Mutually supporting safety and security analyses

Failures in cyber-physical systems, such as cars, are caused by faults or attacks. Faults are
dealt with in the area of safety engineering. Attacks are dealt with in the field of security
engineering. Both disciplines use their own terminology, procedures and tools. However,
both disciplines use a common system architecture and use e.g. fault trees and attack
trees for the analyses. In [KIMA21], the coordination of content between both disciplines
is dealt with on the basis of models. An existing software tool (YAKINDU Security
Analyst) was further developed for this purpose. The software tool allows both disciplines
to benefit from each other’s analyses, which improves the consistency, comprehensiveness
and alignment of the disciplines.

Assessment: (R1) Using the software tool YAKINDU Security Analyst, most of the
work products of the concept phase are supported. (R2) The approach does not show
the derivation of cybersecurity goals or cybersecurity requirements. (R3) The approach
does not use a standardised modelling language. One type of model is similar to the
SysML Internal Block Diagrams. According to the approach, a separate Domain Specific
Language is used. (R4) The approach was implemented in the software tool YAKINDU
Security Analyst, which is partly used in the automotive industry. (R5) The approach is
illustrated throughout with a realistic example (Automated Steering with Software Update
via USB).

4.1.10 Model-based safety assessment with SysML

According to [MN20], mastering the complexity of modern software-intensive systems,
e.g. in the field of automotive engineering, is a challenge from a safety engineering per-
spective. Model-based safety analysis techniques show promising results for overcoming
this challenge by automating the generation of the required artefacts for a safety proof. In
[MN20] an approach is presented that extends SysML models with Component Failure
Trees (CTF) to support Failure Mode and Effects Analysis (FMEA). While most existing
approaches based on CFTs only target the system topology, the approach describes an
integration of CFTs with SysML Internal Block Diagrams as well as SysML Activity
Diagrams and realises it in a software tool.

Assessment: (R1) The approach comes from the field of safety engineering. As in security
engineering, an item definition is created. Instead of attack trees, CTFs are created and
analysed. (R2) The approach does not show the derivation of goals or requirements. (R3)
The approach uses SysML as the standardised MBSE modelling language. (R4) The
approach has been implemented on the JetBrains Meta Programming System platform.
(R5) The approach is illustrated throughout using a realistic example ( Electronic Power
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Steering/Boost Recuperation System).

4.1.11 Security-driven automotive development lifecycle

ISO/SAE 21434 provides a generic framework for considering automotive cyber security
across the entire life cycle. In [DME+21] an approach is proposed to create the work prod-
ucts required by ISO/SAE 21434. The proposed life cycle model complements ISO/SAE
21434 and forms the basis for the company-specific specifications. A fundamental fea-
ture of the approach is the central role of threat modelling, vulnerability assessments
and the derivation of cyber security requirements at both system and subsystem levels.
The approach proposes design guidelines that are sufficiently concrete for engineers, yet
generic enough for company-specific adaptations and refinements. The approach has been
designed to be compatible with Automotive SPICE, an established process framework in
the automotive industry.

Assessment: (R1) The approach has a detailed process model for creating the work
products of the concept phase. (R2) The approach mentions the derivation of cybersecurity
goals and requirements in the process model, but does not address them further. (R3) The
approach uses a type of diagram that is unknown in the MBSE area but known in the
security area (Data Flow Diamgrams). (R4) The approach was not implemented with any
MBSE tool. One diagram was apparently implemented with Microsoft Threat Modeler, a
tool for modelling Data Flow Diagrams. (R5) The approach was illustrated with a realistic
example (Road Wheel Steering Control Unit). The example only addresses some of the
steps mentioned in the process model.

4.1.12 HEAVENS 2.0: An automotive risk assessment model

HEAVENS is a known approach in the field of research and industry for risk assessment.
However, this approach does not fulfil all the requirements for risk analysis defined in
ISO/SAE 21434. HEAVENS 2.0 is presented in [LAO21]. This approach contains 17
improvements to the original approach and is compliant with ISO/SAE 21434. The basis
for the improvements was an analysis of the gap between HEAVENS and the risk analysis
according to ISO/SAE 21434. Furthermore, known weaknesses of HEAVENS served as a
basis for improvement. HEAVENS 2.0 makes it easier for users of HEAVENS in particular
to apply ISO/SAE 21434.

Assessment: (R1) The approach has a detailed process model for creating the work
products of the concept phase. (R2) The approach mentions the derivation of goals
in the process model. The consideration of requirements is not part of the approach.
(R3) The approach does not use a modelling language standardised in the MBSE area.
However, a type of diagram known in the security field ( Data Flow Diamgrams) is used.
Furthermore, attack trees are used to model multiple attack paths. (R4) The approach was
not implemented with any MBSE tool. (R5) The approach was illustrated consistently
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with a realistic example ( Speed Limiter).

4.1.13 Cybersecurity threat analysis

According to [DES+21], the integration of cybersecurity into the development processes
of the automotive industry is not yet mature. ISO/SAE 21434, which forms the consensus
regarding cybersecurity in the automotive industry, can serve as an aid. ISO/SAE 21434
describes the requirements for the processes. The realisation of the processes must be
carried out by the companies.

In [DES+21], concrete steps and methods for the realisation of ISO/SAE 21434 are
proposed to help engineers to integrate secure system design techniques and systematic
approaches for the elicitation of cybersecurity requirements into their development pro-
cesses. The aim of the approach is to develop a generic security-oriented development
cycle model.

Assessment: (R1) The approach goes into detail about the creation of the work products
of the concept phase. (R2) The approach shows the derivation of goals and requirements.
(R3) No standardised modelling language from the MBSE area is used to model the
system architecture. For modelling the attack paths, an own variant of fault trees is used.
Furthermore, Data Flow Diagrams, which are known in the security field, are used. (R4)
The approach was mainly implemented in a spreadsheet program. (RS5) The approach was
illustrated in detail throughout with the help of a realistic example (Steering Control Unit).
Some steps are indicated in an overview figure, but were not readable.

4.1.14 Automotive SPICE for cybersecurityassessment model

In [MEM+22] an approach is described which extends Automotive SPICE, a process
framework, with regard to cybersecurity. For this purpose, the process groups Security
Requirements Management, Security Risk Management, Security Design and Implementa-
tion and Security Testing and Verification were extended to the existing Automotive SPICE
process framework. ISO/SAE 21434 served as the basis for the extension of the process
framework.

The authors state that the approach enabled a comprehensive and systematic assessment
of the vehicle’s cybersecurity and that the use of Automotive SPICE models and tools
enabled them to perform the assessment effectively and to document the results clearly.

Assessment: (R1) The approach goes into detail about the creation of the work products
of the concept phase. (R2) The approach shows the derivation of cybersecurity goals and
requirements. (R3) No standard MBSE modelling language is used to model the system
architecture. (R4) The approach was mainly implemented in a spreadsheet program. (RS)
The approach was illustrated consistently in detail with the help of a realistic example (Key
Less Go System).
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R1 Support in the creation of the work packages of the concept phase of ISO/SAE 21434
R2 Systematic approach for deriving requirements

R3 Use of a standardised modelling language from the field of systems engineering

R4 Realisation in a professional MBSE tool or based on a professional MBSE platform
R5 Realistic and continuous example from the automotive domain

To what extent do the appraoches considered satisfy the requirements?
[ satisfied [ ]Partiallys. [ |Not satisfied Requirements

Considered approaches R1|R2|R3|R4|R5
[ZPR+22] |ThreatSurf: Threat surface assessment
[PZG+21] |Attack surface assessment
[BAS+19] |TARA+ for L3 automated driving systems
[MBZ+18] |SARA: Security automotive risk analysis method
[MBL19] Attack surface analysis
[CCS+23] |THREATGET: Automated attack tree analysis
[SWS18] |Multi-concern development lifecycle
[KLB+21] [Model-based attack tree generation
[KMA21] Mutually supporting safety and security analyses
[MN20] Model-based safety assessment with SysML
[DME+21] |Security-driven automotive development lifecycle
[LAO21] HEAVENS 2.0: An automotive risk assessment model
[DES+21] |Cybersecurity threat analysis
[MEM+22] |Automotive SPICE for cybersecurityassessment model

Figure 4-1: Evaluation of the examined state of the art against the thesis requirements.

4.2 Literature rating

A comparison of the state of the art with the derived requirements from Section 2.5 results
in the following rating, which is summarised in Figure 4-1:

R1) ISO/SAE 21434 concept phase work products: The following approaches support
the creation of most of the concept phase work products: The [DME+21] approach assists
in creating the preliminary system architecture, identifying assets, identifying security
threats, performing a risk assessment and selecting mitigations. Although the approach
mentions the derivation of cybersecurity goals and requirements, this is not covered further.
The approach [LAO21] supports the creation of the preliminary system architecture, the
identification of security threats and the risk determination. The approach supports the
derivation of cybersecurity goals, but not the derivation of requirements. The approach
[DES+21] supports the identification of assets, the description of damage scenarios, the
identification of threat scenarios, the determination of attack paths, the risk determination
and the selection of mitigations. The approach also supports the derivation of cybersecurity
goals and requirements. The approach [MEM+22] supports the creation of the preliminary
system architecture, the identification of security threats, the identification of damage
scenarios, the risk determination and the selection of mitigations. The approach also
supports the derivation of cybersecurity goals and requirements. Unfortunately, none of
these approaches uses a standardised modelling language from the MBSE area. Likewise,
none of these approaches has been implemented or applied in an (MBSE) modelling tool.

R2) Cybersecurity goals and cybersecurity requirements: The following approaches
support the derivation of cybersecurity goals. Some of these approaches also support
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the derivation of cybersecurity requirements. The approach [SWS18] is table-based.
The derivation of cybersecurity goals is based on the Attack Potential Based Approach.
The approach [DME+21] describes the context in which cybersecurity goals have to
be created, but this is not shown in the application example. The approach [LAO21]
addresses most of the work products of the concept phase and especially considers the
derivation of cybersecurity goals, but not the derivation of cybersecurity requirements.
The approaches [DES+21; MEM+22] support the creation of most work products of the
concept phase. In particular, these approaches support the derivation of cybersecurity goals
and cybersecurity requirements. Unfortunately, none of the approaches uses a standardised
modelling language from the MBSE domain. In addition, none of the approaches has been
implemented in an MBSE tool.

R3) MBSE standardised modelling language: Those approaches that use a modelling
language use a Domain Specific Language (DSL), which can only be understood by
specific experts. In addition, the use of a DSL makes it difficult to compare the results
between different departments and companies if a different modelling language is used in
other departments or companies. Only [MN20] uses a standardised modelling language
from the MBSE area. Although this approach fulfils some of the requirements, it does not
address the security domain.

R4) Realisation in an MBSE modelling tool: The [CCS+23] approach uses a tool
tailored to the security sector. The tool was developed as part of research and is now
available commercially. With the help of [KLB+21], attack trees can be generated. This is
a development that uses the Eclipse Modeling Framework (EMF). EMF is an open source
platform for the creation of modelling tools. The approach [KMA21] is an extension
of the commercial tool Yakindu Security Analyst (YSA). YSA is a tool tailored for the
security domain. The approach [MN20] is a development based on the JetBrain Meta
Programming System (JetBrain MPS). JetBrain MPS is a platform for the development
of Domain Specific Languages. The approach uses SysML as a standardised modelling
language from the MBSE domain. None of the approaches support the derivation of
cybersecurity goals or requirements.

RS) Application by means of a consistent and realistic example: All approaches were
illustrated with one or more realistic use cases from the automotive sector. The majority of
these approaches used a consistent example. Most of these approaches address only a few
work products from the concept phase. Only the following approaches used an MBSE tool.
In [CCS+23], a system architecture is created for the use case Remote Attack on the Brake
Control, assets are identified, a risk analysis is performed and an attack tree is derived. In
[KLB+21], a system architecture is created for the use case Road Speed Limiter, assets
are identified and an attack tree is derived. In [MN20] the use cases Electronic Power
Steering and Boost Reuperations System are addressed. This approach fulfils several of the
stated requirements. The security-relevant requirements were not addressed. In [KMA21],
the use cases Automated Steering and Software Update via USB were addressed. The
Yakindu Security Analyst (YSA) tool is used for this. With the help of YSA, most of the
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work products of the concept phase can be created. Unfortunately, YSA is text-based and
only offers the generation, but not the editing of models. This makes YSA in particular
unsuitable for use in the concept phase by an interdisciplinary team of subject matter
experts.

None of the approaches examined, nor any combination of existing approaches, fully
meets all requirements. A crucial disadvantage is the lack of support for the derivation of
cybersecurity goals and requirements from models. Only one approach used a standardised
modelling language from the MBSE area. The other approaches were either not model-
based or used a Domain Specific Language, which could only be understood by security
or modelling experts, but not by an interdisciplinary team of subject matter experts as
part of the concept phase. Although many approaches used models, only four were
implemented in an MBSE tool. Most approaches were implemented and demonstrated
using a realistic example. Unfortunately, most examples were only partially described
using models. Only a few approaches were able to ensure digital continuity between
the work products of the concept phase. Overall, there is a need for action to provide a
Framework for Developing a Cybersecurity Concept According to ISO/SAE 21434 Using
Model-Based Systems Engineering.
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5 Developing a Cybersecurity Concept According to ISO/SAE 21434

The need for action that emerges from Chapter 4 shows that there is currently no Framework
for Developing a Cybersecurity Concept According to ISO/SAE 21434 Using Model-Based
Systems Engineering that satisfies the requirements identified in Chapter 2. In this work,
I present such a framework. For this purpose, I give an overview of the framework in
the Section 5.1. Subsequently, I present the parts of the framework in the Sections 5.2
- 5.8. Finally, in the Section 5.9, a process model is presented that connects each of the
interrelated parts. Then, in the Section 6, the evaluation of the framework is presented.

5.1 Overview of the framework

My work consists of several parts and a process model that connects the individual parts
with each other (cf. Figure 5-1). The result of my work is a process model for the
development of a cybersecurity concept according to ISO/SAE 21434.

Framework for Developing a Cybersecurity Concept
According to ISO/SAE 21434 Using Model-Based Systems Engineering
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Figure 5-1: Components of the framework.

According to ISO/SAE 21434, damage scenarios must be identified as part of the concept
phase. A damage scenario is an adverse consequence involving a vehicle or vehicle
function and affecting a road user. In Section 5.2 I present an approach that supports the
identification and modelling of damage scenarios using a 3D environment. With the help
of the 3D environment, potential hazards can be identified and damage scenarios can be
run through and thus better understood.

According to ISO/SAE 21434, the damage scenarios must be assessed according to
different categories with regard to the possible negative effects on road users. In Section
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5.3 I present an approach that supports the assessment of damage scenarios regarding
the safety aspect using statistical accident data. The use of statistical data improves the
objective assessment of damage scenarios and reduces misjudgements.

According to ISO/SAE 21434, an idem definition must be created. An item is a component
or set of components that implements a function at the vehicle level. The Effect Chain
Modelling Language (ECML) is a simple modelling language for creating the item in the
concept phase. In order to use ECML models in detailed system design, these models must
be converted into SysML models. In Section 5.4 I present an approach that enables the
model transformation of ECML models into SysML models. This eliminates the effort
of manual model transformation. In addition, errors that can occur during manual model
transformation are avoided.

ISO/SAE 21434 requires the identification of threat scenarios. A threat scenario is a
possible cause for compromising the cybersecurity properties of one or more assets in
order to realise a damage scenario. In Section 5.5 I present an approach to identify threat
scenarios based on SysML models.

Cybersecurity controls are risk mitigation measures. ISO/SAE 21434 requires that cyber-
security controls for critical threat scenarios are selected in the concept phase. Security
Design Patterns (SDPs) are solution patterns for recurring security design problems and
are used for risk mitigation. In Section 5.6 I present an approach that enables the use of
SDPs based on SysML models. In Section 5.7 I relate to an elaborated initial catalogue of
SDPs.

ISO/SAE 21434 requires that security requirements are created in the concept phase. In
Section 5.8 I present an approach that explains the derivation of security requirements
based on SysML models.

In Section 5.9 I present a process model for the creation of the cybersecurity concept.
The process model consists of 5 phases. I explain which work products are created in
which phase. Furthermore, for each phase, I explain which of the described parts are used
in which phase for the creation of individual work products. Depending on the focus,
the work products of the individual phases are developed by different groups of subject
matter experts who communicate with each other. In the context of this work, these are the
groups Product Development (Phase 1 and 4), Safety Engineering (Phase 2) and Security
Engineering (Phase 3 and 5).

5.2 3D environment for identification of damage scenarios

In this section I present the content of two consecutive scientific papers [JKK20; JSK+22].
The two papers have three contributions: A 3D environment was developed to identify use
cases and damage scenarios at the vehicle level (Cq). To check the feasibility, I developed
the first prototype of 3D Engineer (3DE). 3DE provides three-dimensional visual support
and can be used by untrained participants in online workshops. Furthermore, the tool
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generates a SysML model in the background without requiring SysML knowledge from the
participants. The model generation reduces the manual conversion effort and the workshop
results can be used directly in professional modelling tools. This prototype was further
developed in several student theses supervised by me [Sch20; Kor20; 3DE21; Sch21a;
Sch21b; Var22]. Further development consisted of the development of new experimental
features. In further work, most of the features were aggregated. In addition, the stability
and usability of the prototype were improved. Two student assistants were responsible
for this development work, which I led. Furthermore, I developed a method that allows a
step-by-step identification of use cases and damage scenarios in the 3D environment (Co).
This method enables the transition between the modelled use cases and damage scenarios
in the 3D environment to model-based systems engineering with the help of the prototype.
I evaluated the approach in 14 online workshops with a total of 118 participants over a
period of 3 years (C3). The main driver for the online orientation was the COVID-19
pandemic [WHO23-ol].

5.2.1 Conducting workshops as part of the concept phase

The development of intelligent technical systems such as autonomous vehicles is charac-
terised by close collaboration between different disciplines such as mechanical engineering,
electrical engineering and software engineering [GRS14]. Collaboration may also extend
across different companies, suppliers and subsidiaries, as is common in the automotive
sector [JA21]. At the beginning of product development, different use cases for the system
to be developed are identified during the concept phase. The identification of such use
cases is done collaboratively in workshops with different stakeholders. The goal is to create
a common understanding. The overall understanding is achieved through the identification
of use cases, the delimitation of the system and the creation of a general system architecture
[ISO21]. Stakeholders contribute their expertise to the common understanding between
all workshop participants. It is important to maintain the appropriate level of abstraction in
the concept phase; discipline-specific details make common understanding more difficult
[JA21]. In the context of concept-level workshops, top executives are usually involved, or
additional subject matter experts are invited for specific topics [Jap20]. Different drivers
shape collaboration in workshops. Increasing digitalisation enables stakeholders from
different locations and time zones to work together in online workshops using collabora-
tive tools. At the same time, due to the current pandemic, the German government has
defined the home office as the first choice of work location in 2021 [COR21-0l], so online
workshops are often the only choice for collaboration. In addition to use cases, damage
scenarios can be identified and addressed at the concept phase [JA21]. ISO/SAE 21434
[ISO21] defines them as follows: A damage scenario is an adverse consequence affecting
a vehicle or a vehicle function that affects a road user (e.g. passenger, pedestrian or vehicle
owner). ISO/SAE 21434, which is relevant to the automotive sector, even requires damage
scenarios to be considered at the concept phase. Choosing the right tools, combined
with an appropriate approach, is critical to successful collaboration in online workshops.
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Complicated tools make it difficult to get started, while an unclear or overly comprehensive
approach hinders collaboration [JA21; JAD21].

In Section 5.2.2 I present the literature review. The approach of using a 3D environment
to identify use and damage scenarios is presented in Section 5.2.3. The summary of the
evaluation and an outlook for future work is presented in Section 5.2.4. The detailed
evaluation is described in Section 6.5.1.

5.2.2 Analysis of tools that can be used in the concept phase

In the context of this work, different collaboration tools for use in the concept phase were
analysed according to different categories and requirements (cf. Figure 5-2). The tools
were generally divided into 2D-based and 3D-based tools. The 2D tools have the advantage
that they are easy to understand and use, so that use cases and damage scenarios can
be quickly noted and discussed in an online workshop. The disadvantage is that these
tools do not address workshop participants’ three-dimensional imagination. Trying out
the sequences and interrelationships of the use cases and damage scenarios is not visually
supported. This shifts the identification of barriers to realisation to later phases of product
development, resulting in higher coordination efforts. In contrast, there are 3D tools that
address the imagination of stakeholders and partially allow for trial and error of sequences.
The disadvantage of these tools is that they can only be used by trained experts such
as simulation experts or CAD developers. This hinders the use of these tools in online
workshops with interdisciplinary stakeholders. 3D tools usually produce results that can
be directly reused in subsequent steps of product development, while 2D tools usually do
not allow reuse of results without manual conversion.
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R1 |Suitable for cooperation in the concept phase

R2 |Enables synchronous collaboration

R3 |Enables the representation of structural relationships

R4 |Enables the representation of behaviour

R5 | Supports situational cognition (here: visualization)

R6 |Provides low technical barrier to entry (e.g. as web app)

R7 |Reduces effort for further use of the results (e.g. by model generation)

To what extent do the tools considered satisfy the requirements?

[ satised [ ]Partiallys. [ __|Not satisfied Requirements
Considered tools R1|R2|R3|R4|R5|R6 | R7
. [GOG22-0l] |Google Docs Editors
Office tools 1 5 27-01] [Microsoft Office
b [MIR22-0l] |Miro
@ [CON22-0l] |Conceptboard
g Workshop |[COL22-0l] |Collaboard
N tools [LUD22-0l] [Lucid-chart
[DRA22-0l] |draw.io
[FIG22-0l] |Figma
[ONS22-0l] |Onshape
CAD tools |[FUS22-ol] |Fusion 360
[THI22-0l] | Thinkercad
[SKE22-0l] |Sketchfab
o . [MOD22-0l] |Modelo
2 M‘t’g;';”g [TRI22-0]] _|SketchUp
a [VEC22-ol] |Vectary
G2l [CER+16] [Co-3Deator
[SVL22-0l] [SVL Simulator
. . [SIM22-0l] |SIMPHERA
Simulaiton - -
[BHJ17] Office Work Simulator
[FGH+15] |Driving Simulator

Figure 5-2: Analysis and evaluation of the examined approaches.

In the following, I present a categorisation and evaluation of the tools analysed. I make a
basic distinction between 2D and 3D based tools and conclude that there is a need for a tool
that combines the advantages of both types. I divide the 2D-based approaches into office
tools and workshop tools. Office tools are primarily used to create documents such as
slides, text and tables. These tools use 2D shapes such as rectangles, circles, etc. for visual
communication that can be linked together. 3D-based approaches are divided into CAD
tools, 3D modelling tools and 3D simulation tools. CAD tools allow for accurate geometric
modelling. Among other things, they can be used to check concepts geometrically at an
early stage and also to create models as a basis for production. 3D modelling tools focus
on visualisation. This makes it easier to create models for visualising prototypes. 3D
simulation tools can be used to test and visualise complex processes. By posting the Figure
5-2 (without full rating) in a career network (1425 views, 10 comments), I was able to find
out that the categorisation mainly covers tools for concept development.

In the following I describe the requirements according to which the different tools were
rated. The requirements are based on my intensive experience in using different online col-
laboration tools with industry and research partners during the pandemic. The requirements
generally relate to the level of support for collaboration between different stakeholders in
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online workshops. R1: Online collaboration tools for use in the concept phase must not
require in-depth expertise for use, e.g. knowledge of geometric modelling or knowledge of
modelling simulation processes. 1 justify this by pointing out that the common professional
basis of the interdisciplinary stakeholders is low. R2: Online collaboration tools must
allow simultaneous editing of a document, an environment, etc., in order to enable parallel
work and thus active collaboration of several participants. This contrasts with the more
one-way collaboration of presenting results in an online meeting. 7o illustrate complex
structures R3 or complex interactive sequences R4, online collaboration tools must provide
appropriate means and functionalities. The creation of structural relationships in concept
development is fundamental. If you need to identify use and damage scenarios that repre-
sent behaviour, an associated tool must also allow you to model behaviour. R5: To improve
visual relationships, online collaboration tools must provide visualisation. R6: Online
collaboration tools must be immediately usable without technical barriers and independent
of department and company. When stakeholders of a company or several companies
from different disciplines collaborate online, there are different I'T infrastructures with
different rights concepts for the use of software. To ensure that collaboration does not
fail because of unsuitable application software, the application software must be usable
from any operating system, any location, any web browser, with minimal requirements for
the rights concept. R7: In order to be able to reuse results outside of online workshops,
online collaboration tools must have an export function that allows further processing of
the results on a fine-granular basis. This means that an image or PDF export, which some
of the analysed tools offer, is not sufficient.

I will discuss some of the approaches in more detail below. Microsoft Office [MS0O22-0l]
is suitable for creating Office documents. Documents can be edited by multiple users
simultaneously without training. Shapes such as rectangles can be used to create structures
using connecting lines. It is not possible to create complex interactive sequences. Those
without Office can edit documents in the browser via an invitation link, but the display
is not the same or error-free as in the native application. Editable export to a non-Office
tool is not possible. Onshape [ONS22-o0l] is a CAD tool. CAD models can be viewed
and moved by various stakeholders. However, editing and creating CAD models requires
specific expertise. The tool can be used collaboratively. Each CAD model is made up
of individual parts, allowing complex structures to be created. As a web tool, access is
easy. Once created, CAD models can be reused in other tools. SIMPHERA [SIM22-0l]
is a 3D simulation tool for testing critical road traffic situations. Simulations can be
viewed by different stakeholders, but creating and editing simulations requires specific
expertise. The tool cannot be used collaboratively. Complex structures and processes can
be modelled. Access to the tool requires lengthy preparation through installation and may
require approval of installation rights by system administrators. Simulation results can be
reused in other tools. Overall, none of the tools examined, and no trivial combination of
tools, meets all the requirements.
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5.2.3 Systematic identification of damage scenarios

In this section I present a method in which 3DE has been used in the context (cf. Figure
5-3). The method is the result of numerous workshops (cf. Section 6.5.1). The method
extends the CONSENS method [GRS14], which is an approach from model-based systems
engineering. The CONSENS method supports the workshop moderator in creating different
structural and behavioural models. This includes the creation of scenario visualisations.
In the method, I show how the developed tool can be used in scenario visualisation.
Furthermore, I describe how damage scenarios can be derived from application scenarios
and how they can be linked in terms of modelling. The method is based on my experience
as a workshop moderator and the feedback of the workshop participants. The workshop
moderator uses the method to guide the participants through the steps to achieve a step-
by-step extension and refinement of the results. To do this, the workshop moderator uses
guiding questions to support the process (cf. Figure 5-4).

(Design thinking

.................... e alcacco . Static
Damage scenarios  : L PP EPTRPRLS 3D scenarios

3 Testing

Dynamic | e YRS System ...
3D scenarios : model .

~

Booo000] 4 Formalization 5 Model derivation H 6 Plausibility check hﬁ.

Legend
Start End . Data > Control  _ Data Decision
{ O event . event [j Activity D object flow 9 flow node

Figure 5-3: General procedure.
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1 |deation Which use cases and damage scenarios are relevant for the system to be developed?

How do you rate the priority of each case?

Which 3D objects do you need to visualize a case and how do the 3D objects relate to
each other?

What important sequences does the selected case contain?

What impediments do you notice when going through the case?

What needs to be changed or added so that the sequence can be realized without
problems?

How would you describe the case textually?

2 Prototyping

3 Testing

4 F lizati
ormaiization How could you describe the process in more detail using the identified 3D objects?

5 Model derivation [Use the information obtained to derive a system model.

Would you still understand the case description you created and the model relationships

DIHEUEISIY e you identified in X weeks?

Figure 5-4: Guiding questions for the workshop moderator.

The method consists of two parts. I illustrate the method and the use of 3DE based on
the outcome of the online workshop I moderated with 7 product development experts (cf.
Figure 5-5 and Section 6.5.1). Part 1 (Design Thinking) serves to determine the expertise
of the workshop participants. This requires their active participation in the workshop. Part
2 (Design Formalisation) is used to formalise the workshop results for use in further steps
of product development (e.g. requirements engineering/architecture design). A subset
of the workshop participants is sufficient for the formalisation. In Part 1 I use process
steps from Design Thinking [GJL+10]. I focus on the steps Ideate, Prototype and Test.
In Step 1 (Ideate), use cases and potential damage scenarios are identified, written down
and discussed. For example, the 2D-based workshop tools mentioned in Section 5.2.2
can be used. The discussion will ensure a common understanding between all workshop
participants. In order to use the limited time of the workshop participants effectively,
the use cases and damage scenarios need to be prioritised so that only relevant cases are
worked on. In the workshop with the 7 product development experts, the participants
focused on the use case driving onto road and derived the damage case overtaking vehicle
not visible. Step 3 (Prototype) is used to visualise the use cases and damage scenarios. For
this purpose the participants use 3DE. First, the 3D objects required for the use case have
to be identified and placed in 3DE. By moving the 3D objects, the behaviour of the use
cases or damage scenarios can be communicated between the workshop participants in
Step 4 (Test). In the workshop the participants modelled the case shown in Figure 5-5. By
moving the 3D objects, the participants constructed several sequences and finally identified
a concrete damage scenario.



Developing a Cybersecurity Concept According to ISO/SAE 21434

Page 55

«Use case»
Drive onto road

«Damage case»
Overtaking vehicle not visible

Trefine

/8

P /’

f

I refine

Il 5 detect overtaking vehicle a8

3 detect road vehicle

J derive ! derive
«Environment» «Environment» «System» «Environment» «Environment» «Environment» «Environment»
Road vehicle Overtaking vehicle Vehicle Obstacle Road Road vehicle Overtaking vehicle
£} o

Sensor Sensor data/

data Material
~ 3 deformation
M < X
«System» =z refine
Vehicle <=
o
Sensor
Sensor
data/ data
Friction

Y
«Environment»

A
«Environment»
Obstacle

Road

T T
| |
1 detect obstacle |

T

|
|
|
|
2 detect road :

——

|
3ldetect road vehicle

|
I
I
1
|
|
T
I
4 turn right :

A

T
|
|
|
|
|
|
|
|
|
|
|

5 det‘IEct overtaking vehicle

|
6 crash with overta

king vehicle |

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

1
|
|
|
A
|
|
1

*

«Use case scenario»
Drive onto road

T
| derive
|

«Damage scenario»
Overtaking vehicle not visible

derive

| Priority level = high*
Text = ,The vehicle must assist the driver when entering a road.”

Priority level = ,high*

Text = ,Entering a road is critical if there is a vehicle on the
opposite road and if the view of the road to be entered is blocked by
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Exit of the vehicle could lead to a crash.”

Figure 5-5: Result of the online workshop with 7 experts from the field of product develop-

ment.

Part 2 involves formalising the use case to ensure the usability of the results outside the

workshop. This step can be done with a subset of the workshop participants. In Step 4

(Formalise) the discussed case is formalised based on the experiences in the prototype and

testing steps. This is done by describing the object relationships and sequence steps in 3DE.

Furthermore, the explicit formulation of the use case and the corresponding damage case is

done in some short sentences. In the example (damage scenario) Entering a road is critical

if there is a vehicle on the opposite road and if the view of the road to be entered is blocked
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by an obstacle. Behind the obstacle could be an overtaking vehicle. Exiting the vehicle
could lead to a crash. In Step 5 (Derive model) the tool assists the user by automatically
deriving SysML models. I chose SysML as the modelling language [SYS15] because it
is one of the de facto modelling languages in systems engineering [DOR16]. The tool
generates a black box structural model from the object relationships in the form of a SysML
IBD. Based on the sequence information, the tool generates a black-box behaviour model
in the form of a SysML sequence diagram. The model generation was first introduced in
[JKK20]. Step 6 (plausibility check) is a final quality check to ensure the usability of the
results outside the workshop. During Step 6 the results can be reviewed by other people or
a report can be presented to other people.

5.24 Evaluation summary and identified limitations

In 14 online workshops, suggestions were made for improving the approach to identi-
fying use and damage scenarios and for improving 3DE. The first 12 workshops were
conducted in the context of teaching and were used for initial evaluation. For further
evaluation, two workshops were held with subject matter experts. The following is an
extract of the feedback from the subject matter experts and the derivation of future work.
In general, the approach was well received by the 17 experts. I would like to highlight the
following statement "The approach can be used in industry. Generated SysML models
can be refined and the visualisation can be inserted as a screenshot into any requirements
engineering/architecture design tool". The placement of objects was found to be slow by
the participants. This can be improved in the future, for example by using 3D objects
with fewer polygons. Several times the participants asked for an application example to
better understand the approach. This is now available and is described in Section 5.2.3.
It was also suggested that the description of use and damage scenarios could be made
more precise by using more standard parameters, e.g. by specifying weather or speed (cf.
Section 6.5.1 for the comprehensive evaluation of the approach).

5.3 Data-driven risk assessment in workshops

In this section I present the contents of a scientific paper [JKA+22]. This paper has
two parts: I will present an approach for the assessment of damage scenarios (C4). For
this purpose, data from the German Federal Statistical Office (StBA) are used, which
contain more than 10 million registered traffic accidents on German roads. The data covers
the period 2017-2020. I have analysed the StBA data and evaluated it according to its
usefulness for workshops. The result of this work is a set of concrete tables covering
different accident types and causes. In two workshops with 17 experts from the automotive
industry and experts from product development, the developed tables were used to evaluate
different damage scenarios (Co).
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5.3.1 Need to use statistics at concept phase

During the concept phase, different use cases for the system to be developed are identified.
The identification of such use cases takes place in workshops with various stakeholders,
usually in a leading position [JAD21; GRS14]. The ISO/SAE 21434 standard [ISO21],
which is relevant to the automotive industry, also requires the identification and evaluation
of damage scenarios as part of the concept phase.

In this context, ISO/SAE 21434 recommends the use of the Automotive Safety Integrity
Level (ASIL) [ISO18] risk classification scheme established in the automotive industry. In
order to derive an ASIL that describes the risk of a damage scenario, various parameter
values must first be determined. These parameter values are determined by the stakehold-
ers. In particular, stakeholders must estimate by how often the damage scenario being
considered occurs. The determination of these parameters is based on the experience of the
stakeholders. In Germany, the Federal Statistical Office’s road accident statistics record all
police-documented accidents resulting in personal injury or property damage on public
roads and places in millions of cases [FSO21-ol]. Validation of risk assessment based on
stakeholder experience through statistical data currently occurs, if at all, in subsequent
development steps rather than in the conceptual phase. However, in some cases a risk
assessment based on stakeholder experience may differ significantly from a risk assessment
based on statistical data. This can lead to mis-prioritisation at the beginning of product
development, with the result that the mis-prioritisation is not recognised until later stages
of product development. This leads to high costs in product development, as changes have
to be communicated and implemented across several stages of product development.

By using statistical data as part of the ASIL rating, stakeholders can better estimate how
often damage scenarios can occur. Since multi-stakeholder workshops are expensive to run
and managers have little time for one-on-one meetings, adequate solutions need to be quick
and easy to apply. In my analysis of 19 approaches (cf. Section 5.3.2), I could not find
any approach that uses comprehensive statistical data in relation to the ASIL classification
scheme, so that it can be applied in concept phase workshops.

I present the literature review in Section 5.3.2. In Section 5.3.3 I describe how I aggregated
the statistical data and how I mapped this data to the ASIL risk classification scheme. In
Section 5.3.4 1 describe an approach to using the aggregated data for risk analysis. A
summary of the evaluation and an outlook for future work is given in Section 5.3.5. A
detailed evaluation is described in Section 6.5.2.

5.3.2 Related approaches using statistical data

In this section I present the approaches I have analysed (cf. Figure 5-6). I have considered
approaches that are based on as much data as possible. In particular, I have examined
whether these approaches support the evaluation of damage scenarios.

In the following I present the requirements according to which I evaluated the approaches:
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R1: The information provided must be usable in a workshop with multiple experts from
different domains. R1 is conditionally met if the information is difficult to understand
and more in-depth statistical knowledge is required to understand and use it. R2: The
information provided must be empirically validated. Based on the underlying number of
traffic accidents of the investigated approaches, the following three clusters result: R2
is fulfilled if the number of underlying traffic accidents n >= 10000. R2 is conditionally
fulfilled if n < 2000. Otherwise R2 is not fulfilled. R3: The underlying data has to be
up-to-date. Here 1 assume that technical solutions already exist for frequently occurring
traffic accidents from the past. R3 is fulfilled if the majority of the data is not older than 5
years. R2 is conditionally fulfilled if the majority of the data is not older than 10 years. R3
is not fulfilled if the majority of the data is older than 10 years. Using R4-R6, I require
that the provided information of the analyzed approaches must be able to be used for risk
assessment according to the ASIL classification scheme.

The parameters exposure, severity and controllability are used to determine the ASIL
level. The ASIL level represents the risk for a damage scenario. An approach fulfils
R4/R5/R6 if the parameter value can be obtained directly from the information provided.
An approach conditionally fulfils R4/R5/R6 if the parameter value can be determined with
additional effort from the information provided. An approach does not fulfil R4/R5/R6 if
the parameter value cannot be determined because no data are available.

I describe the assessment using the following approaches as examples. The approach
[KBD+17] is designed for use in workshops and provides several compact and easy to
understand tables (R1 fulfilled). Extensive statistics have not been considered (R2 not
met). The tables are based on approaches from 1974-2010 (R3 not met). The tables
presented explicitly provide the parameter values for severity (RS met) and controllability
(R6 met), but there is no information on exposure (R4 not met). The [KC21] approach
provides several tables, some of which require a deeper knowledge of statistics (R1 partially
satisfied). The information is based on comprehensive and recent data from 2017-2018
on road accidents in the London region (R2 and R3 fulfilled). The exposure values of
the damage scenarios considered can be obtained directly (R4 fulfilled). Damage effects
must be determined individually for each table through intensive analysis of the work (RS
partially met). No information on controllability is available (R6 not satisfied). Overall,
none of the approaches considered, and no trivial combination of approaches, meets all the
requirements.

5.3.3 Data aggregation approach

As a basis for the approach, I examined all 16 tables of the German Federal Statistical
Office on road traffic accidents. The tables are based on the data available at that time for
the period 2017-2020. Based on the procedure described below, this results in the tables
shown in Figures 5-8 - 5-10. I have chosen this source because it provides data on over
10.2 million road traffic accidents registered by the police during the period mentioned
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R1 |Information usable in workshop

R2 |Information based on large-scale data
R3 |Information based on current data

R4 |Considers ASIL parameter Exposure

R5 |Considers ASIL parameter Severity

R6 |Considers ASIL parameter Controllability

To what extent do the approaches considered satisfy the requirements?

[ satisfied [ ]Partiallys. [ [Not satisfied Requirements

Considered appraoches R1|R2|R3|R4|R5|R6
[KDA+20] |ASIL estimation using fuzzy set theory
[KBD+17] |Objectification of HARA
[SV20] Simulation-based methodology for HARA
[CGA20] |Analysis of the risk factors

n<10

8 [[SS17] Crash severitiy factors
Q [[KSM+20] |Risk factors contributing to road traffic accidents
L [WLS+20] |[Risk factors on victims of traffic accidents
[Cai20] Cause analysis of traffic accidents
[OG18] Risk factors on occurrence time of traffic accidents
[JSB+20] [Road trafc crashes in llam province
[KC21] Hazard-based model of traffic incident durations

[CS14] Risk factors affecting raod traffic accidents
[AFB+13] [Risk on severity of traffic accidents

[AHS+19] [Factors involved in road accidents

[LPP+20] [Road traffic accidents on Lithuanian roads
[LCZ+18] [Road accident statistical annual report of China
[LCZ+18] [|Road traffic accidents in India

n>10000

Figure 5-6: Evaluation of related approaches.

[FSO21-ol].

Each table contains data on related causes of accidents. Each row in a table represents
a specific cause of an accident, e.g. turning mistake. Some of the 16 tables dealt with
different aspects of an identical group of accident causes. This allowed an additional
aggregation of several tables into one table. To aggregate the data from the 16 tables, I
proceeded as follows for each table: Step 1: Calculate the sum of the number n of road
accidents in the period considered. Step 2 & 3: Sorting the rows in ascending order. The
rows were aggregated into 4 groups so that they could be assigned to exposure levels E1-E4.
The median was used as a separator for E1,E2 and E3,E4. Step 4: Add columns S1-S3
(severity levels S1-S3) for each row if data are available for the corresponding columns.
For S1 and S2 this is the case for all tables. For S3 this is the case for Tables 6, 9 and 13.
For Tables 9 and 11 additional data were available on the distribution of accident causes
by severity S1-S3. Step 5: Columns C1-C3 (controllability level C1-C3) were added for
each row. This allows an assessment of how easy or difficult it is for the driver to react to
the considered damage scenario in order to avoid it. Step 6: Calculate the ASIL levels for
each entry in the table according to the ASIL classification scheme.
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Figure 5-7: Result of applying the approach in a workshop with 10 product development
experts.

5.34 Risk assessment based on statistical data

In this section, I present an approach for assessing damage scenarios in workshops. 1
illustrate the approach with the results of a workshop. This workshop was attended by 10
experts in the field of product development (cf. Section 6.5.2). The approach consists of a
method (cf. Figure 5-7) and 13 tables (cf. Figures 5-8 - 5-10) for risk assessment based on
comprehensive statistical data (n=10 million).

The approach consists of four steps. Step 1: Identification of damage scenarios for the
system to be developed and initial prioritisation. The damage scenario is visualised and
the process of the damage scenario is discussed. In the workshop the participants decided
on the damage scenario overtaking vehicle not visible. 3D Engineer [JSK+22] was used to
visualise the damage scenarios. Step 2: Based on the discussed damage scenario, the exact
description is documented. In this case: Entering a road is critical if there is a vehicle on
the opposite road and the view of the road to be entered is blocked by an obstacle. Behind
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o I _ . S1 S2
% |Description (n = 1,4 million) ciTczlcalciTazlcs
4|Overtaking mistakes
E1 4|Influence of alcc?hol alalalalala
4 Impropgr behavior towards
pedestrians
E2 7|Improper road use QlQjQfQ]Q] A
E3 | 12|Inappropriate speed QlQ|A|[Q]A]|B
14|Insufficient distant
14|Failure to yield right of way
E4 Turning off mistakes, mistake in QA B|A]|B|C
16|starting off or entering the road from
premises et cetera
Table 1: Driver-related causes of accidents involving personal injury
o i _ S1 S2
% |Description (n = 14 thousand) CilczlcalcilTczlcs
E1 2 Towin.g equipmer?t alalalala
5|Steering mechanism
E2 | 16|Lighting QlQajQfQ]Q] A
E3 | 18|Brakes QlQ| A|Q |A |B
E4 | 29|Tyres Q|A|B|A]|BJ|C
Table 2: Causes of accidents involving personal injury - Technical faults
o i _ S1 S2
% |Description (n = 120 thousand) ciTczTcalciTeaTcs
Obstacles: Road construction site on
0,4|carriageway not or not sufficiently
secured
E1 Influence of the weather: Obstruction | Q | Q | Q [ Q| Q | Q
of visibility by fog
Obstacles: Other animals on the
carriageway
E2 Obs.tacles: Wild animals on the alalalalala
carriageway
Influence of the weather: Obstruction
" of visibility by dazzling sunshine
E3 — . QlaflA|la|A]|B
14 Roa.d surface condltlops: Slippery
carriageway by snow, ice
Ea| 18 Roa.d surface coqditions: Slippery alalelalelc
carriageway by rain

Table 3: General causes of accidents involving personal injury

Figure 5-8: A - Statistically validated ASIL tables for workshop use.
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o . _ S1 S2
% |Description (n = 65 thousand) cilcalcalcilcalcs
2|Improper behavior towards pedestrians
E1 3|Overtaking mistakes QlQjQlQfQaja
4|Insufficient distant
7]Influence of alcohol
E2 7|Failure to yield right of way QrajaerajalAa
Turning off mistakes, mistake in starting off or
E3 entering the road from premises et cetera Q|Q|A|Q]|]A|B
10|Inappropriate speed
E4 | 17|Improper road use Q(A|B|A|B|C
Table 4: Causes of accidents involving personal injury: improper driving of cyclists
o . _ S1 S2
% |Description (n = 49 thousand) cilcalcalcilcalca
On pedestrian crossing without control by
04|~ . L
policeman or traffic lights
E1 2|Failure to use footway QlQlQlQfQja
Near junctions, traffic lights or pedestrian
crossings with heavy traffic at other places
E2 At places where .the pedestrian.tra?ffic was alalalalala
controlled by policeman or traffic lights
3| 14 By suddgnly emgrgipg from behind obstacles alalalalals
obstructing the visibility
46|Without paying attention to the traffic
E4 79 Improper behaviour when crossing the Q|A[B|A|B|C
carriageway

Table 5: Causes of accidents involving personal injury - Improper behaviour of

pedestrians
S1 S2
% |D ipti =1,2 milli
% |Description (n million) cilcalcalcilcalca
1|Drivers of buses and coaches
E1 2|Pedestrians QlQjQlQfQja
2|Drivers of motorcycles with insurance sign
E2 5|Drivers of motorcycles with official sign QlQ [QJQ|QfA
E3 6|Drivers of goods road motor vehicles Q|Q|A|Q]|]A|B
E4 15 Dr!vers of bicycles alalela c
16| Drivers of passenger cars

Table 7: Main accident perpetrator in accidents causing personal injury

Figure 5-9: B - Statistically validated ASIL tables for workshop use.
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Figure 5-10: B - Statistically validated ASIL tables for workshop use.

S1 S2 S3
% |D ipti = 1,5 milli
b |Pescription (n = 1,5 million) c1|c2|c3|c1|c2|cs|c1|c2|c3
2|Buses and coaches
E1 2|Goods road motor vehicles QlajQ|QfajQ|QfQ]A
4|Motorcycles with insurance sign
E2 8 Motorcy.cles with official sign alalalalala A
8|Pedestrians
E3 | 23|Bicycles Q|Q]J]A|Q|A|B|A|B]|C
E4 | 54|Passenger cars Q|A|[B|A|B|C|B]|C
Table 6: Persons injured/killed in traffic accidents, by type of traffic participation
S1 S2
% |D ipti = 2,2 milli
o |Description (n million) cilcalcalcilcalcs
E1 1 Dr!vers of Buses and Cogchgs ‘ alalalalala
2|Drivers of Motorcycles with insurance sign
5|Drivers of Motorcycles with official sign
E2 5|Drivers of Goods road motor vehicles QlQjQlQlQ|A
6|Pedestrians
E3 | 17|Drivers of Bicycles Q|Q|A|Q|A|B
E4 | 62|Drivers of Passenger cars Q|lA|B|A|B]|C
Table 8: Persons involved in accidents causing personal injury
S1(82%) | S2(17%) | S3 (1%)
% |D ipti =42th d
6 |Pescription (n ousand) c1|c2|c3|c1|c2|c3|c1|c2|c3
E2 | 1 |E-Scooters QlQ|Q|Q|Q|A|Q]A|B
E4 | 20 |Bicycles Q|A|B|A|B|C|B]|C
Table 9: Traffic accidents of e-scooters - A comparison
S1 S2
% |D ipti =10,2 milli
o |Description (n million) cilcalcalcilcalcs
E1 1|Personal injury: On motorways QlajQjajaQja
E2 ° Personal injury: Outside built-up areas, excl. alalalalala
motorways
E3 8|Personal injury: Within built-up areas Q|Q|A|Q|A|B
E4 | 88|Accidents involving material damage only Q|l|A|B|A|B]|C
Table 10: Accidents registered by the police by type of damage/location
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S1(82%) | S2(17%) | S3 (1%)
% |D ipti =10,2 milli
b |Pescription (n million) c1|c2|c3|c1|c2|cs|c1|cz|ca
E1 Serious ac;mdents |nvo.IV|ng.ma'ter|aI damage: alalalalalalalala
under the influence of intoxicating substances
E2 Serlou.s accidents involving material damage: in alalalalalalala
the strict sense
E3 | 12|Accidents involving personal injury Q|Q|A|Q|]A|B|A|B]|C
E4 | 85|Other accidents involving material damage Q|A|B|A|B|C|[B]|C
Table 11: Accidents registered by the police: specification - Accidents and casualties
% [Description (n = 12,2 thousand) S3
' C1|C2|C3
E1 13|February - March QJQ|A
E2 | 22|November - January Q|A|B
E3 | 26|May-April, October A|B|C
E4 | 39|June - September B|C
Table 12: Persons killed in road traffic accidents, by month
S1 S2 S3
% |D ipti = 1,5 milli
% |Description (n = 1,5 million) c1|c2|c3|c1|c2|c3|c1|c2|c3
E1 5/15t0 18 QlaQjQjQfQjQ|QfQ]A
E2 7|under 15 QlQ|Q|Q|]Q|A|Q]A|B
13[65 and over
E3 A A|B|A|B]|C
16|18 to 25 ale Q
E4 | 59|25 to 65 Q|A|B|A|B|C|B|C
Table 13: Persons injured/killed in traffic accidents, by age

Figure 5-11: B - Statistically validated ASIL tables for workshop use.
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the obstacle could be an overtaking vehicle. Exiting the vehicle could lead to an accident.
Step 3: In this step, the risk assessment is carried out based on statistical data. To save time
in the workshop, guiding questions were formulated to help workshop participants identify
relevant statistical data for the damage scenario under consideration (cf. Figure 5-7). In
order to provide the workshop participants with a simple decision support tool for risk
assessment, the statistical data were aggregated in the form of 13 tables and combined with
the ASIL risk classification scheme (cf. Figures 5-8 - 5-11). In Section 5.3.3 I describe
how I have approached the aggregation of the statistical data. In the application example,
the tables to be considered could be reduced to the following: Tables 1,3,6,7,8,10 and 11.

In the following I will explain the breakdown of registered accidents using Table 1 as an
example. In total, n=1.4 million registered accidents of the category Driver-related causes
of accidents with personal injury were recorded by the police in Germany in the period
2017-2020. The table shows the percentage distribution of the related subcategories. For
example, 4% of the 1.4 million accidents were caused by Mistake!

I illustrate the further procedure with the help of Table 1, which describes Driver-related
causes of accidents involving personal injury. For each table, the relevant entries for the
damage scenario are identified. If more than one entry is relevant, the most critical value is
used. The entries Insufficient distance and Turning mistake in Table 1, both in category E4,
were identified as relevant by the participants. In general, relatively infrequent cases are
assigned to E1 and relatively frequent cases are assigned to E4. Participants then select
the severity level of the damage scenario. S1 describes slight injuries, S2 severe injuries
and S3 fatal injuries. The participants chose S2. The next step is to determine how well
the driver can react to the damage scenario in order to avoid it. C1/C2/C3 means that
it is easy/medium/difficult for the driver to avoid the damage scenario. The participants
chose C2. Using the determined parameter values, the ASIL level for the considered
damage scenario can be determined. There are values Q (quality management), A, B, C
and D. Q represents the lowest risk, while D represents the highest risk. In the application
example, the ASIL level for Table 1 is B for the determined parameters E4, S2 and C2. This
procedure is repeated for the other tables identified as relevant in Step 2. This is done to
consider further aspects of the damage scenario in the context of frequently occurring cases.
The result is a set of individual ASIL levels. In the application example: B,Q,C,B,Q,B

Step 4: A representative ASIL level is added to the damage scenario description. The value
is determined by taking the median of the determined ASIL values. This is done as follows:
The ASIL values are assigned to the numbers O for Q to 4 for D and the median of these
numbers is determined. The retranslation is then performed. The application example is
0(Q),0(Q),2(B),2(B),3(C). The median is 2(B), so the representative ASIL value for the

' The sum of the percentages does not add up to 100% in every table. The reason for this is that for some

accidents there is a general assignment to a category (table), but no information about an assignment to a
subcategory. Since no relative probabilities are available for such cases, they can be grouped together in
E4 as a precaution.
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considered damage scenario is B.

5.3.5 Evaluation summary and identified limitations

In various contexts, I have spoken to experts in the automotive sector. One result is that
risk analysis in the concept phase is based on empirical knowledge and "gut feeling". In
general, all experts were interested in easily applicable, statistically validated resources
for risk assessment in the concept phase. I analysed data from the Federal Statistical
Office on traffic accidents in Germany, aggregated them and mapped them to the ASIL
risk classification scheme in the form of 13 tables. In addition, I developed an approach
to use the tables based on identified damage scenarios. The approach was first used with
students to get initial feedback and make necessary corrections. The approach was then
used in two workshops with a total of 17 subject matter experts. In general, the approach
was well received by the subject matter experts. The approach was described as intuitive
and structured, which could be applied without prior knowledge. It was noted that the task
description was unclear. This was due to the fact that at this point the approach was mostly
communicated verbally and there was no example of its use. This has been corrected in the
Section 5.3.4. It was unclear what happens after the damage scenarios have been evaluated
(cf. Section 6.5.2 for the comprehensive evaluation of the approach). The relationship of
the approach to the risk analysis steps of ISO/SAE 21434 needs to be better described in
the future. Furthermore, it was unclear how exactly the mapping between the considered
damage scenarios and the scenario descriptions in the tables should be performed. This
needs to be more clearly described in the future.

5.4 Model transformation

In this section, I present the results of five research-related industry projects. The customer
was a German premium vehicle manufacturer. My role was to elicit the customer’s
requirements and to plan and manage the development activities. This work has two
contributions. In the first project, I analysed a company standard for its compliance
with common Model-Based Systems Engineering (MBSE) approaches [OEM19b]. The
company standard describes how a general system architecture can be created during
the concept phase. The company standard defines the Effect Chain Modelling Language
(ECML) as the modelling language. This modelling language has been used in practice
in the company for more than 10 years. In order to be able to use the general system
architecture in the detailed system design, a model transformation to the Systems Modelling
Language (SysML) is necessary. SysML is the de facto modelling language in MBSE
[DOR16] and is used by the customer for detailed system design. For this purpose, a
software prototype (C1) has been developed in three completed projects and one initiated
project, which enables model transformation with operational data [OEM20; OEM21a;
OEM22a; OEM22c¢]). In the context of these projects, the prototype has been evaluated
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on the basis of several cases (Cg).2

In Section 5.4.1 I explain the background to the use of ECML. In Section 5.4.2 I first
introduce the mapping between ECML and SysML. Then, in Section 5.4.3, I illustrate the
mapping with an example. A summary of the evaluation and an outlook on future work is
given in Section 5.4.6. A detailed evaluation is described in Section 6.5.3.

5.41 Need for the use of the ECML

The Effect Chain Modelling consists of the ECML and a method for creating a system
architecture. Effect Chain Modelling is a creative method. Due to its relative simplicity, it
can be understood and applied in offline and online workshops with several domain experts
without intensive training. The creation of a system architecture is done in the client
company using Microsoft Visio. Digital templates representing the graphical constructs of
the ECML are used. In the workshop, the moderation and modelling is mainly done by
a systems engineering expert. The domain experts provide input for the modelling. The
domain experts also check that the model is correct.

The use of Microsoft Visio simplifies usability and does not restrict the creative flow
of workshop participants through complex model constructs. Because the ECML uses
a simple color scheme, model constructs can be quickly distinguished visually. Unlike
traditional brown paper modelling, it is easier to make changes in digital form. In addition,
the problem of illegible handwriting is eliminated as text can be entered via text boxes
using the keyboard. Unlike brown-paper modelling, a digital system architecture is not
limited in the number of elements it contains or its size. In addition, digital model elements
can be rearranged more easily, allowing implicit relationships to become apparent quickly.

SysML is a standardised modelling language with diagrams for modelling structure,
behaviour and requirements. There are 9 diagram types in total. SysML tools such as
Cameo Systems Modeler make it easy to manage the complexity of complex models and
comply to the extensive syntactic rules of SysML. The SysML specification is detailed
in over 340 pages [SYS15]. The SysML specification is based on the UML specification,
which is 730 pages long [UML17].

Understanding individual SysML diagrams, which do not use complicated model con-
structs, requires only simple instruction. Proper modelling with SysML requires training.
There are different types of blocks, ports and relationships. Without expertise, consistent
modelling is not possible. In addition, this would lead to a high level of coordination and
editing in engineering. Due to the high entry threshold, SysML-compliant modelling is not
suitable as a creative method in the context of interdisciplinary design during the concept
phase.

2 In order to maintain confidentiality, only the general approach is explained in the following, based on
publicly available work and illustrated with an own example.
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5.4.2 Mapping ECML to SysML

In order to be able to use the system architecture created in the concept phase in the system
design phase, it is necessary to transform the ECML model into SysML. In the following,
I present the elaborated mapping between the two modelling languages (cf. Figure 5-12).
The mapping is based on numerous consultations with the customer company.

ECML consists of three types of graphical elements: Blocks, Interactions and Effect
Types. In general, all ECML elements are mapped to SysML Internal Block Diagram
(IBD) elements. An interaction is a relationship between two ECML ports. Interactions
are differentiated as follows Intentional, Unintentional and Misuse. Interactions are
mapped to SysML connectors. An appropriate stereotype is used to distinguish the type of
interaction. A connector connects two SysML ports. ECML allows different port types to
be distinguished using effect types. Figure 5-12 lists some effect types. For example, the
Information Effect Type or the Mechanical Effect Type. The effect types are mapped to
SysML interface blocks. Interface blocks allow the typing of ports in SysML.

Figure 5-13 shows an ECML2SysML profile. This profile extends SysML with the
interaction and effect types of ECML using stereotypes. To represent the different ECML
blocks, SysML blocks and SysML part properties are used (cf. Figure 5-12).

5.4.3 Explanation of the ECML to SysML mapping using an example

The Figure 5-14 shows an example of a mapping between an ECML model and a SysML
model. The model is a system architecture for the realisation of the User Story Warn Driver
(The driver’s steering wheel vibrates if an obstacle is detected by the platoon leader’s
vehicle). See Section 5.5 for a more detailed description of the example and the meaning
of the model elements.

In general, all ECML blocks are mapped to SysML blocks or SysML part properties.

ECML Interactions are associated with ECML Ports. Where ECML Ports have a Port
Direction and an Effect Type. ECML Interactions and their labels are mapped to SysML
Connectors. In the following, compare the ECML interaction Sensor data between the
ECML blocks Obstacle and Multi purpose camera. The Obstacle ECML block represents
an untyped ECML block and therefore, in particular, does not represent a system, com-
ponent or element. The ECML block Multi purpose camera represents a component. A
Multi purpose camera can detect an Obstacle, therefore there is an information relationship
between the Obstacle and the Multi purpose camera, called Sensor data. The information
relationship is represented in ECML by the effect type named Information using an icon as
part of the associated ECML ports.

ECML ports, including effect type and port direction, are mapped to SysML ports in
several steps. Step 1: Depending on the concrete effect type, a mapping to a corresponding
SysML interface block is performed first. Interface blocks allow a detailed specification of
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Elements of the Effect Chain Description of the elements Mapping to elements of the
. of the Effect Chain Modeling Systems Modeling Language Mapping description
Modeling Language (ECML)
Language (SysML)
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: Item boundary 1| consi derr}zlat’ion s zlearl «Block» boundary" of the ECML to the
ABC - ) - ABC element «Block» of the SysML IBD
| || delimited from its operational di
| 1| environment lagram
_____________ - g
Mapping of an untyped element of
Representation of untyped «Part Property» the ECML to the element «Part
ABC elements. ABC Property» of the SysML IBD
diagram.
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