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Foreword

Trust is a risky advancewrites Niklas Luhmandone of Ger manydés most
sociologists and systems theorists, who also left a strong imprint on our region of
Ostwestfalen. Trust reduces uncertaintyted coordinated action becomes possible.

In this spirit, Simon Hemmrichos doctoral t
the design of information systems to explore how trust and reputation can be established

in businesgo-business marketbr awi ng on core concepts fror
theory, Simon proposes a design theory for reputation systems that establish trust between
actors in busines®-business markets, enabling efficient interaction.

Conceptually and t eldhessibreakd newgrounl byrdeveldpiag d oct o
monetary ratings, counteatings, and selective sharing or trading of rating information

as mechanisms that align incentives while preserving privacy through thenbuilt

properties of blockchain technology. Thadeas constitute an innovative information

systems class, with systems theory and economic theory mapped to concrete design
principles and IT artifacts.

Contrary to what its systettheoretical framing might suggest, the contributions of this
thesis are nopurely theoretical. Simon demonstrates how blockebased reputation
signals can lower information asymmetries and promote business relationships in the field
of professional consulting. Beyond consulting, these ideas may also benefit other
businesgo-business markets in which partners are initially unknown and information
asymmetry about goods and services could lead to market failure if left unresolved.

For our research group, which has long been committed to the development of innovative
digital sewices, this dissertation is a strong fit. It contributes new findings on service
ecosystems and value -ceeation with a systestheoretically grounded, blockchain
based reputation layer poised to enable more efficient matching, better incentives, and
moreproductive value careation across organizational boundaries.

On a personal level, the relationship between an academic supervisor and a doctoral
studentalsorestsontrdsand it i s, indeed, a risky advan
a new doctoral tadent, just as it is for a candidate to embark on a PhD. Simon has
certainly demonstrated that my trust in him was well placed. What | value most about him

is his talent for reading deeply into complex theoretical terrains and generating new,
exciting ideas for advancing IS research from that foundation. He combines conceptual

rigor with inventive system design. This blend of theory and artifact, of Luhmannian

i nsight and bl ockchain technol ogyds potent.i



systen that advances IS research while opening pathways fewogld coordination in
digital markets.

| wish Simon every success on his future patvhether in a continuing academic career
or as a trustworthy entrepreneur building his own stprt

PaderbornQctober 2025  Prof. Dr. Daniel Beverungen
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The logical structure of reality is identical to the logical structure of consciousness.

Christopher Lagnan

If you want to find the secrets of the universe, think in terms of energy, frequency and
vibration.

Attributed toNikola Tesla

Your task is not to seek for love, but merely to seek and find all the barriers within
yourself that you have built against it.

Jal GDomdMuhammad RI md

New opinions are always suspected, and usually oppostthut any other reason but
because they are not already common.

John Locke

The most profound technologies are those that disappear. They weave themselves into
the fabric of everyday life until they are indistinguishable from it.

Mark Weiser
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1 Int roducti on

1.1 Background and Motivation

Many markets suffer fromnformation asymmetrieswhere liyers cannot accurately
assess the quality of goods or services bgforehaseThisinformation asymmetrissue
relates to thevell-known economic problem articulatéy A k e r (197D)Rabel Prize
winning lemon markeproblem which descrileshow quality uncertaintyostersadverse
selectionConsequentlysellers who provide lowguality products are not recognized and
remain in the markeSince buyes lack rdiable information about qualitdistribution
they assumepoor qualityand hesitate tgay price premiuns. In conjurction with
increased production costs, highality sellersare driven out of the market in favor of
lower-quality ones, resulting in a downward spiral in quality.

Thelemon markeproblemis an unresolved research challenge, as no effeatidecost
efficientmechanism has been found to eliminate adverse seléactosrkeplaceqgG. E.
Bolton et al., 2024; G. E. Bolton et al., 2019; Greiner et al., 2021; Thierer et al., 2016)
Lemon markets hae been empirically proven to persistB2C (Ghose, 2009; Scott et

al.,, 2015)and B2B marketgAlhauli et al., 2022; Jan Devos et al., 2Q1Pherefoe,
assuming thewre prevalent imany otheB2B marketds reasonablee.g.,(Klor et al.,
2015) The continueddevelopnent of reputation systems repeatedly mentioneds a
promising solution to overcome lemon marketeffectively (Spychiger et al., 2022;
Thierer et al., 2016; Zavolokina et al., 2021; Zavoiaket al., 2018)

Reputation systemaredescribed aaninformation systenthatficollects, distributes, and
aggregate feedback about participadtpast behaviar (Resnick et al., 2000, g6).
Thesesystems enable buyersrate product qualityand sellers t@end quality signals
Reputation system&mploy reputation mechanismghat prompt participantsto act
trustworthily based on incentives and sanctiqdgsang et al., 2007)hese systens
facilitate thebuilding of reputation e.g, for users, organizations, digital agents, or
computer nodefBattah et al., 2021Reputatiorsystemsare widely adopted in B2énd
C2C ecommerceo inform buyersabout the quality of produsbr servicesHowever,
they are subject to significant limitations aadiapt#éion barriers For instance, lthough
built to foster truststudiesasserthatreputation systemsave become a fAmaj o
of concer n un(Bubramanian] 2018, B1).rNoretteless in the future
digital economyyeputationsygems areexpected to béhe centerpiece adverydigital
market platform(Greiner et al., 2021; Kolleck & Teubner, 2024)

Researclon reputationsystens in the B2B context isstill i v e r y  (Dikowi et a&,d 0
2015, p.33), despite their growing importarto support B2Bpartnerdecisions for both



sellers and buyer$auska et al., 2013; Kian et al., 2010; Parasuraman & Zinkhan, 2002;
Sheikh et al., 2017)Calls to address thifong-standingand significant gapn the
development ofeputation systesican be tracethack 20 yearse.g.(Herhausen et al.,
2020; Steward et al., 2018)Almost no attention has been giveaa the design of
reputation systems in academic researdB. This pronounced neglect ofesearchin the

B2B context{Chatzipanagiotou et al., 2023; Chaurasiya, 2024; Gutt et al., 2019; Steward
et al., 2023; Toth et al., 2028 all the morestriking given that the B2B -eommerce
market volumes about D times larger thafor B2C markets(Statistisches Bundess,
2024a, 2024 The research voidccurs despite substantially higher decision risks
(Truong, 2019) This highlights the need for an information system that facilitates the
exchange of ratings beégn businessedMeeting this need requires overcoming
limitations of existing systems and addressing BpBcific challenges.

Blockchain technologis discussedsa solutionto mitigate information asymmetignd
enhance trust in lemon markd&remont & Jonathan, 2018; Zavolokina et @021)
This technologyholds potential fora revolutionaryimpact on social and economic
coordination and is expected to sotlielimitations oftraditional reputatiosystemgM.
Becker & Bodd, 2021; Y. Cai & Zhu, 2016; Goncalves et al., 2022; Seidel, 2018;
Voshmgir, 2020) A blockchain representsa digital distributed ledger that provides
transparent,tamperproof, and decentralized data recqragich excludes ex-post
manipulation (Nakamoto, 2008) It enables all participants to independentkrify
transaction authenticitwithout relying on central authoritieBeck et al., 2017;
Hawlitschek et al., 2018; Ostern, 201&lockchain characteristics areseful in
environments wh moralhazard(Arrow, 1986) e.g., wherratings argroneto ex-post
manipulation(Y. Cai & Zhu, 2016; Rejeb et al., 202et, theutility of reputation
systens is constrained by theracle prokemd a coordinationchallengeto reliably
integrating offine information on a blockchaifAlbizri & Appelbaum, 2021; Caldarelli,
2020)

Despiteits potential the designof trustinducing blockchainbased systemeemairs

almostentirely unexploreqGregory et al., 2024; GrolRe at, 2024) Literaturereviews
clearlyunderscore tils profound research voi{@atwa & Norrman, 2021; Calvaresi et al.,

2018; Gongalves et al., 2022; Kolbel et al., 2022; Mohammed et al., 2024; MuRBigmann

et al., 2020; Soleimani, 2022; Y.aNg et al., 2019; Zheng & Lu, 202Eindingthe right

i ncentives i s considered t [JePeneitaietqalg208 c hal |
p.101) To harnesshe potentiabf blockchainbased reputation systemesearch nesd

to (re-)designthe whole systemand associated incentive structBeck et al., 2018;

! More evidence for this gap can be foundarikka-Stenroos and Makkonen (2014); Godes et al. (2005);
Gutt et al. (2019)Parasuraman and Zinkhan (2002)
2InGermany,B2B€ ommer ce vol ume vastly surpasses B2C: al. 94



Davidson et al., 2016; Fremont & Jonathan, 2018; J. Pereira et al., 2019; Spychiger et al.,
2022; Tumasjan & Beutel, 2019; Y. Wang et al., 2019)

This dissertation pursues the design of a blockebased reputation system as an
information systenthat mitigates adverse selection and supports fiousiationin B2B
markets.For this endeavorsocial theoriesshould beconsulted(Hevner et al. 2004)
However, theory candidatésame trust in overly rational terms, e.g., ebshefit logic
(Coleman, 1990; Colquitt et al., 201y do notexplain how systems opera{&iddens,
1984, 1990)Accordingly, oth theoriesdo not considethe trust constructsufficiently,
eventhough it ispivotal in reputation systemsvhich areoriginally rooted intrusted
socialtradingsystemgqRifkin et al., 2022; Tadelis, 2016l uh manndés syst ems
on social systems (LSTis particularly suitable because it provides a vi@linded
explanation of trust and systserior (re-)conceptualizing reputatiosystemsas complex
social systemg§lalava, 2003)LST allows trustbuilding to be understood as a selegtiv
observable communication mechanisBuilding trustenabling systems warrants a
Design Science Research (DSRproach{Hevner et al., 2004, Peffers et al., 2005¢c.
3.2).Thus, he desigrgoalreads as follows:

Design a blockchaibased reputation systetmat addressemformation asymmeigsin
B2B markets bgnactingthe trust mechanismf social system

The designed artifact is a reputation mechanism, classifiedassauctin DSR(March

& Smith, 1995) This mechanism is described idasign heoryforming the basis foa
novel class of informatiorsystem8 blockchainbased business reputation systems
(Hevner et al., 2004; Nunamexket al., 1990)The theory describdwow digital trust can

be established, coordinated, améhforced Situated in a longtanding and unresolved
problem space, the work contributes to IS by advancing thesxplicating the
mechanism design, angroviding an instantiation for trusenabling infrastructures
Reputation systemsare reconceptualizedas selective, observed communication
structures This work theorizesthe mechanism that combines monetary trust signals,
countefrating logic, andatingmarketsto improvetrustcoordination amongtrangers

Across nine contributions, the dissertation delivers: 1) a collection of system®tical
concepts for IS, 2& reconceptualization of reputation systems as social systemas, 3)
reframingof trustformationas aorwardshiftedrisky advance4) an observerdependent
threshold to steer behavids) the introduction of reputation information as a selectively
private, tradable asset) @ digitally supportedtrust mechanismy) a nascentdesign
theoly for reputation (ecgsystem,8) a metatheoretical integratiorof LST with
explanatory economic theori€},apotentialsolution forcoordination problemd4.0) and
aninstantiaton of a blockchainbasedorototypefor B2B use cases



1.2 Research Problemand Objectives

Prior to the actual design of the reputation system, foundational work is required to
identify and organizeystems concepts and understand fineiction Thisunderstanding
helps bridge the gap between abstradystemtheoretical concepts andher
operationalizatiorior desigr® a challenge thas generallyinsufficiently addressed ifs
(Turpin & Alexander, 2014)Systems theory provides an extensive basis for systems
conceptgAdams et al., 2014jhough concepts astill fragmentedSillitto et al., 2018)
Although the IS discipline carries the term system in its nanandis deeply rootedn
systems theor{Markus & Saunders, 2007; Nolan & Wetherbe, 1980; L. D. Xu, 2000)
the accessibility andpracticalapplication of systemtheoly conceptsremainseverely
underdevelopedAlter, 2004; Deretis & Lee, 2016, 2017)Despitebeing frequently
mentioredin top-tier IS journalgyBenbya et al] 2020; Markus & Saunders, 2007; Porra
et al., 2005)theconceptsemainlargely absenas a sourctr guidanceon howto design
complexinformation systemg¢Demetis & Lee, 2016; Turpin & Alexander, 201dhe

lack ofaframework leaves researchers without clear pathwagpplythis knowledge

Accordingly the first researchobjectiveis to explore systemgheoretical concepts to
inform the design otomplexinformation systemsSelectedconceptswill be the
foundation for conceptualizing hotlve trustmechanisntanbe enacted tanfold within
reputationsystemsConsequentlythe following research questions are derived:

Research questions for understanaig systems concepts:

RQ 1.1: What are the fundamental principles of systems functioning from a systems
theory perspective?

RQ 12: Which systems theooncepts are suitable to guide the design of complex
information systems?

These system concepts need to be integrated intih¢leetical understanding of trust
and reputation Understandingthem is essential for designing effective reputation
mechanisra since reputation is built othe logic oftrust (Jgsang, 2007)The tust
construct has been extensivegsearched, and tust characteristicarewell understood
from an academic point of viefR. Mayer et al., 1995; Schoorman et al., 20Bi6wever,

a significant gap remains translating these theoretical insights idisign pringbles
(DP) for trustenabling systemgGrolie et al., 2024)Design principles are needed to
systematically transfemabstractknowledge into descriptive features within digital
systemsSo far trustmechanismare notintegratednto reputation system®.g.,norisk
exposuresocial safeguardsr selectiveobservation (G. E Bolton et al., 2004; Jgsang,
2016; Milgrom, 1982; Nissenbaum, 2004%Yithout ths social contexture, reputation



systemsoverlook the underlyingocial trust relations, detachingocial trustfrom its

original conceptualizatianThis misalignmentb e t w enatural social reputation
systemdandeput ati on syst e msungesningsithé abilitgighisi on sys
information systentlassto accurately represent reabrld trustdynamics(Brgnn &

Brgnn, 2015; Nissenbaum, 200Fhus,reintegrating the inherent characteristicsroft

and socialsystem principles appearsindispensatd to designinga novel reputation
mechanismThis requiresrethinkinghow reputation systems are conceptualizgdce

trusing is a relationaldynamicprocess which captureghe intricaciesof human trust

interactiors (Dasgupta, 1988; Gambetta, 1988; Kroeger, 2011)

Accordingly thesecondesearchobjective is tanalyze trust characteristics to integrate
the socialtrust mechanism into reputation systefa this purpose, this studyonsults
LST andanalyzs the trust dimensionsof institutional trustdistrust(McKnight et al.,
1998; Utz et al., 2023 onsequently, the following research questions are derived:

Research questionsegarding trust:

RQ 2.1: How canthe inherent characteristics of trust be integrated into a digital
reputation mechanism?

RQ 2.2:How can institutional trust dimensions be operationalized

Thereputation mechanisaan usédlockchain technologtp safeguardocial interactions
(Gregory et al., 2024 hereforeb| ockchai ndéds capabiltobei es f or
examinedThebuilding blocks a blockchain provide$fer potentialto tackleissuedike
data manipulation, information asymmetries, arstifficienttrustbuilding (Awang Abu
Bakar, Normi Sham et al., 202Rallandies et al., 2022; Han et al., 2022; Mdiller et al.,
2020; Zavolokina et al., 2021leverthelesshow exactlyblockchain technologghould

be operationalizeds urknown Utilizing this technologyo resolve trust issues between
companies is a researchallenggFilippi et al., 2020; Gongalves et al., 2022; Gregory et
al., 2024; Grol3e et al., 2024; Holtz & Fradkin, 20Z)is isprimarily because¢he data
input itself can be manipulatg®ouceur, 2002)Sec. 2.4.2)Consequentlyproviding
proper incentivego ensuretrustworthy datas indispensabléo counteract the lemon
market problem with blockchain technolo@@ersbach et al., 2022; Grol3e et al., 2024;
Spychiger et al., 2022; Zavolokina et al., 2018)

Utilizing blockchainbasedeputation systentequiresan in-depthunderstandingf how
blockchainfeatures carmeet theneeds of B2B environmen{®Narang et al., 2019)
Blockchan transparency and immutability ensaccountability and redeanformation
asymmetrybut simultaneously raise privacy concemaich areseenascritical within
B2B context{Govindan et al., 2024; Leung et al., 20B¢solving theension between
transparency andlata confidentiality is imperative since reputatiodata requires



confidentiality(Aras et al., 2022; K. Zhu, 20Q2)his does not pose a conflict sirszeial
systems are opetommunicatiorsystemshat maintainoperational closire (Luhmann,
1995, p.37). However, this issueimposesa nontrivial design challengan using
observableand non-observablemonetary ratings, as envisioned in theputation
mechanismSince content on a blockchain is by default transparerst unclearhow
monetary ratings cabe implemented on a blockchain while maintainiraging data
confidentialityin ablockchainnetwork Seemingly private transactions have been shown
to be deanonymizedwith forensicsin blockchains(Biryukov & Tikhomirov, 2019;
Filippi, 2016) Hence, esolving this issue requiresmadvancearyptographicsolution

Accordingly, te third researchobjectiveis to leverag blockchain features to support
trust-building while maintainingprivacy in B2B reputation system$his objective
involves developing a reputation mechanism that balanes transparency and
confidentiality In particular, the systershouldincentivize truthful reporting anthus
provide reliable quality signals, leading to fodowing research questions

Research questions regarding blockchain technology:
RQ 3.1:How can areputation mechanism be designed to encourage honest ratings?
RQ 3.2:How canmonetary ratingdata bekept confidentiabn a blockchain?

Based on a solid technical desigreteputation mechanism needs to be socially effective
(GrolRe et al., 2024; Sanger & Pernul, 20H8nce, his phaseexamineswhether the
reputatiormechanisnulfills its intendedpurpose by incentivizing truthful reporting and
whetherthe designed mechims such as tradable monetary ratings and counter
ratingsd build andsustaintrust.Evaluating whether the mechanisms function as intended
is a pivotal stepn the design procegBaskerville et al., 2015; Sonnenbefgvom
Brocke, 2012; J. Venable et al., 201&he evaluation incorporaeéuyer and seller
perspectives to determine whether the designed systarstruthful quality reporting.

Accordingly, he fourth research objective is to evaluate the reputatiorsysterd s
effectiveness and stakeholder perceptions tiityu The evaluationinvolves game

theoretic modeling an@ simulationto assess whether the systafiectively elicits

truthful behavior and fosters trusAlso, the evaluaton is supported bygualitative

interviews Consequentlythe following research questions are derived:

Research questiongor evaluaton:
RQ4.1: How can the reputation system ensurestworthy rating®

RQ 4.2:How do buyers and sellers percethe designed reputatiomechanisra



1.3 Structure of the Dissertationand Core Contributions

This cumulative dissertation comprises two main parts (Fig. 1). Part A provides the
conceptual foundation and overarching framework for the research contributions.
Because the research questions require conceptual exploration and empirical validation,
a mixed-methods approach is adopi{@nkatesh et al., 2018pec. 3.2)Part Aconsists

of eight sections:Section 2 reviews theoretical foundations, including systems theory,
reputation system®2B market characteristicand blockchairfoundations Section 3
outlines the research foundations, justifies thearebedesign, and presents the applied
methods Section 4 synthesizes findings and constructs the design theory. Section 5
presents core contributions acras&chanism, conceptuatlheoretical,and practical
levels. Section @ositions the research contrtimn with DSR Section 7providesa
critical reflection on the studgnd outlines implications and future resear8hction 8

concludes the work
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Exploresystemgheoretical

Design Objective

Design a blockchaibased
reputation system that
addresses information
asymmetries in B2B
markets by replicatinthe
trust mechanism of social
systems.

concepts to inform the
design of complex
information systems.

Analyze trust characteristic:
to integrate the social trust
mechanism into reputation
systems.

Leverage blockchain
features to support trust
building while maintaining
privacy in B2B reputation
systems.

Evaluate the reputation
systembds ef f ¢
stakeholder perceptions of
utility .

Main Contributions

1. Conceptualize trust as a
coordination function in
sociceconomic systems
basedon LST.

2. Design a newlokchain
basedeputation
mechanism, including
monetary ratings, counter
ratings, and trading ratings.

3. Enacting the socidtust
mechanisnwithin an
information systems

4. Develop a nascent desig
theory for reputation
systems, combining
economic and social theory

GiDemorestrate s a
instantiation and muki
method evaluationis B2B
contexts

-

Figure 1: Structure of the Dissertation

Each pape(P1-P9) makes a standlone contribution, addressing one or more research

questiongFig. 1).



PartB comprises nine peeeviewed papers that are either published or under review in
academic outlets. Theargetedoutlets are ranked-C in the VHBJOURQUAL 4 for
WirtschaftsinformatikThe outlets includ&lectronic Markets (EM)Communications of
the Association for Information Systems (CAlB)formation Systems andBasiness
Management (ISeB)Game Theory and Applicationthe European Conference on
Information Systems (ECISjje Hawaii International Conference on System Sciences
(HICSS) and thdnternational Conference on Wirtschaftsinformatik (WHhHe following
outline describese a ¢ h  praepire sh&pmg the cumulative research contributions
before providing an overview of teepaperqTab. 1).

P1: Bridging Systems Theory and Informatiorst8ynsi A Framework for Designing
Complex Information Systenixl develops aystemgheoreticaframework for complex
information systemsparrowingthe longstanding gap between abstract systems theory
and its applicabilityin 1S. The paper consolidat&? systems concepts into a coherent
structure indicates areas to analyze IS phenomamal, identifies 129 systemlesign
specifications, offering guidance for IS researchersldsign, analyze and theorize
systens principles. P1 enables the targeted usé multiple systemconcepts, e.g.,
observation, communication, and selectiondesigningthe reputatiormechanismP1
illustrates the applicability of the proposed concepts in the context of blocKudiseal
reputation system3heconceptsare used ifP2andtheoreticallyinform P3 and P4

P2: Service Through CommunicatoConcept ual i zing Service
Systems Theory2 explores theelf-producing abstractconceptof service systems as
self-sustaining communicatiostructures Drawing on slectedconceptsfrom P1, P2
provides an irdepth understanding of hasocialsystems operate. This theoretical lens
helps distinguish system types and reveals how foundational system mechanisms affect
systemé behavios. P2 contextualizes social syshs as autopoieticcommunication
structuresmainly usingconcepts oEommunication, observation, and selecfimm P1

This conceptual grounding informs the design and paves the way for P3 aod P4
operationalize thessoncepts into the reputation meafsm

P3: Reconceptualizing BlockchaBased Reputation Systeim8pplying Systems Theory

with Basic ConceptsP3 builds on the theoretical foundation laid in &id P2 to
reconceptualize reputation systems as social systems, umsithgsaative scenario of a
marketplaceBy using the method @&fystems thinking, P3 shows how systethesoretical
concepts can combine the trust mechanism while using blockcisangproperties like
transparency, immutability, and decentralization. Tlag@ep outlines the reputation
systemds basic design. This conceptuald]
mechanisms refined into concrete design principles.

Sys

zat



P4: Business Reputation Systems Based on Blockchain Techinofogysky Advance

P4 trankates the conceptual foundation from P3 into concrete design principles for
blockchainbased trust formation. The paper introdut&® mechanisms: monetary
rating® where payments function as economically costly trust signatel counter
ratings, which alla sellers to rate buyers in return atidcouragexploitativebehavior.
These mechanisms operationalize trust as a risky advance, embeddingndisk
safeguardingnto the trustbuilding process. P4 provides the foundation for technical
implementationgP5P6) and sets the stage for empirical evalua(isP9).

P5: BlockchainBased Reputation Systems for Busisied8usiness ServicésDesigning

a Reputation Mechanism to Reduce Information Asymmetry in Professional Consulting.
P5 designs and technicallgstantiates a blockchalmased reputation mechanisAn
instantiation of thartifact is implemented oan EthereumTesNet, demonstrating its
technical feasibility and showcasing how blockchain featoaesupport trusbuilding
between B2B consultancie¥he design integrates six institutional trust and distrust
dimensions, operationalized through 23 factors to promote trustworthy behavior.
Furthermore, P5 contrasts the design with B2C review systems, highlighting their
limitations for B2B use andthe improvementsachieved by this new reputation
mechanismThee mpi r i c al evaluation from the selle
relevance. Hand ihandwith P6, P5serves as the basis for technical refinements and
further evaluation activities in PR9.

P6: Designing Business Reputation Ecosystéms Method for Issuing and Trading
Monetary Ratings on a BlockchaiR6 builds on the reputation mechanigi®4P5)and
addresses the challenge of implementing monetary ratings on a blockchain while
preserving dta confidentiality. The paper presentsrgptographicmethod that allows

only transacting parties to verify the authenticitytlodir rating exchange. By enabling
secureissuance and selective trading of monetary ratings, P6 provides a technical
foundaton for trading monetary ratings in decentralized reputation ecosysteras. Th
provided mathematical proof supports the assumgitakenin P5, P7, and P9 that
monetaryratingscan beusedas transferable economic assets.

P7: Does the Blockchain TechnologWHelp to Reduce Information Asymmetries?
P7 explores how blockchain technology can reduce information asymmetries by linking
guality signals immutably stored aa bloclchain. Tlke immutable storing of ratings
enhances the credibility of signals and discoesagfrategic misinformation. The game
theoretical analysisf P7 shows that this setupanimprove the coordination problem
between rational agents and suppartsre efficientincentivecompatible equilibria
where agents are motivated to report truthfullizereby, P7 provides a stroempirical
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foundation for the signaling logiescribedn P4 P6 and reinforces the assumption that
monetary trust signals can be reliably linked to truthful reporting.

P8: Overcoming Lemon Markets with Business Reputatiasysteni A Multi-Agent
Simulation on Monetary RatingB8 employsa multragent simulation to evaluate how
monetary ratings and countettings mitigate information asymmetry neputation
ecosystemsBYy tying ratings to monetary transactions, #waulaion links observed
product quality tac o mp areputétisrandits economic resultsvhile counterratings

deter opportunistic buyer behavior and enhance system fairness. The simulation
demonstrates that these mechanisms promote truthful reporting v éprofitability

for high-quality sellers. P8 empirically validates the design logic developed ir@and
complements P7 by confirming that countatingsmightachieve their intended function

and that rating trade can be sustained.

P9: The Value oReputation Systems in Business ConfieXQualitative Study Taking

the View of BuyersP9 explores how B2B buyers assess the practical value of a
blockchainbased reputation system, focusing on monetary ratings, rating trade, and
countefratings. The qudative findings show that the system increases market
transparency, reduces purchase uncertaiatyd facilitates access to trustated
information. P9 complements the conceptual and technical contributions 86 Réhd
substantiates the simulation uéts from P8 through empirical user insights.

Table 1: Overview of Research Articles (P4P9)

No. Authors Title Outlet VHB JQ4 Share
P1 Hemmrich, S., Bridging Systems Theory and CAIS B 0,55
Ibrahimli, U., Information Systems: A (resubmitted
Winkelmann, A. Framework for Designing 2" round)
Complex Information Systems
P2 Beverungen, D., Service Through Electronic B 0,30
Pdppelbuf3, J., Communication: Markets
Hemmrich, S., Conceptualizing Service Systen (resubmitted
Igbal, T. with Luhmannoés 2"9round)
P3 Hemmrich, S., Reconceptualizing Blockchain  ECIS A3 0,80
Ibrahimli, U. Based Reputation Systems:

Applying Systems Theory with
Basic Concepts

P4 Hemmrich, S. Business Reputation Systems ECIS A 1
Based on Blockchain
Technology: A Risky Advance

P5 Hemmrich, S, Blockchainbased Reputation  1SeB C 0,70
Nissen, V, Systems for Busineds-
Beverungen, D., Business Services: Designing a
Pauls J. Reputation Mechanism to

3 This publication was accepted with minor revisions for presentation at ECIS 2025 but was not included
in the confeence proceedings, as the author did not attend the conference.
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Reduce Information Asymmetry
in Professional Consulting

P6 Hemmrich, S., Designing Business Reputation ECIS A 0,70
Bobolz, J., Ecosystems: A Method for
Beverungen, D., Issuing and Trading Monetary
Blomer, J. Ratings on a Blockchain

P7 Duman, P., Haake, Does the Blockchain Technolog Decisions in  Not 0,10
C. J., Hemmrich, Help to Reduce Information Economics  ranked
S., Koch, A., Kiihn, Asymmetries? and Financt
S.,Beverungen, D.

P8 Ibrahimli, U, Overcoming Lemon Markets Wi B 0,35
Hemmrich, S., with Business Reputation
Zauke, S., Ecosystera A Multi-Agent
Winkelmann, A. Simulation on Monetary Ratings

P9 Hemmrich, S, The Value of Reputation HICSS A 0,60
Schafer, J., Systems in Business Contexts:
Hansmeier, P., Qualitative Study Taking the
Beverungen, D. View of Buyers

X 5,10

4 This joint work was presented at several pesiewed academic venues, including the European Meeting

on

Game Theory (SI NG 20), one of
is intended for publication in the corresponding special issuGahe Theory and Applications
specialized journal for higkevel theoretical work. Although not listed in VHBOURQUAL, the journal
is widely recognized in the game thg@ommunity for its academic quality and relevance.
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2 Theor &Ebuonalati ons

2.1 Systems Theory

2.1.1 Systems Theory in Information Systems Research

Systems theoris atranglisciplinary theory for systems thinking and analyzing complex
systems(Boulding, 1956; von Bertalanffy, 1968)nitially applied in biology and
engineering, its @ncepts have been adapted acrossany disciplines, including
managemen{Checkland, 1999; Mingers & White, 2010land sociology (Luhmann,
1995) among othersDue toits theoreticadepth systems theory is natsingletheory

but acollectionof related systentheoriestailored to specific disciplies (Sillitto et al.,
2018)

In IS research, the application of systems theésfynited and fragmente{@emetis &
Lee, D17; Onik et al.,, 2017)A | t €200 )scritique, Desperately Seeking Systems
Thinking in the Information Systems Discipljmmderscorethe persistent lack of systems
thinking within IS echoed byTurpin and Alexander(2014) ten years laterThese
observatios illustratethe disciplinés ongoing "overall neglec{Demetis & Lee, 2017,
p.163) of applying systems theory, despit& having strong roots in systems theory
(Markus ¢ al., 2002; Merali, 2006; Mingers & White, 2010b; Nolan & Wetherbe, 1980;
L. D. Xu, 1995) Only a few studieshave suggested applyingystems conceptfor
designng information systems.g.,(Waguespack & Schiano, 2013; Warren & Adman,
1999) Still, systemsonceptarec onsi dered nAndeepl y(Denmatisedded i
& Lee, 2017, pl64) Yet, thevast conceptuatapacityof systems theorfor designing
information systemeemairs largelyunderutilizedBenbya & McKelvey, 2006a; Benbya
et al., 2020; Demetis & Lee, 2017; Jaradat, 2015; Whitney et al.,.2015)

Designing conplex information systems demands a structured approach, for which
systems theory offers valuable concdptdans, 2012; Markus et al., 2002; Nan, 2011)
However, its applicatiom IS has resulted in diverse and fragmented approg@tiaa

& Fitzgerald, 2013; Alter, 2013; Baskerville et al., 2022; Benbya & McKelvey, 2006a;
Cur keu, 20 0L6D.XuN1®9Ib, 200R)@hichhjghlightsthe challengef using
systems theoryor information systens design(BurtonJones et al., 2021; Markus &
Rowe, 2018)This fragnentation reflects a broader issue in IS research: the absence of a
stable theoretical framewoffior theorizing inlS (Baskerville et al., 2015enbasat &
Zmud, 2003; Burtordones et al.,, 2021; Gregor, 2006; Markus & Saunders, 2007)
Systems thed@s encompass foundational concepfssystems, including, for instance,
systemenvironment differentiation, observation, selection, communicatiself
organizationpr feedback loopgAdams, 2012; Luhmann, 1998hd many more (P1)
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Information systems amociotechnical systems unity of distinct social and technical

system partswhich collect, process, and provideanf mat i on to support L
(Langefors, 1973; Lyytinen, 1987; Ropohl, 1979jncethereputation systens abroad

term (Sec. 2.2.1), this study adopts a breauseof desigh (Fig. 2) Notethatan abstract
systemcannot bedirectly designed, but can only evolve indirectly based on chainges

t he syst e moé(suhneannyli995 g mel0)referring to this broad sense.

Feedbacee

Inf ormati on

—_— Process —_—
, Soc Byaslt e m: i TechnSysdlerm ! —y
S t hei I-C—h—)‘:—b: N i : - e b : Broad sense
ys imrar | & \ . % P !
< e ¥ o = '
Opesiystbomndaryi els | Sociateractioni{ure: I Brtifacts: Desi r
pesny r ST L't P Narrow sense 9
Socbpkration Logibcianaper ati dn

(codedommunifation (codedan d)

SocTec hnSgatem

Informati on System

Environment

Figure 2: System Lens on thénformation Systems Conceptialization (based on:.Chatterjee
et al. (2020)and A. S. Lee et al(2015)(P1°)

212 Luhmanndés Sy satddmst Comdeptualizagion

LST offers a suitable foundationfor addressinghe design challenges of reputation
systens, since thegan be understood ascial systemg¢Tadelis, 2016b)Connected to
Luhmannds f ounda,tLBTois @altticulavlp suitabldorfstudyimgtrustt
formation(Jalava, 2003; Luhmann, 201A)iso, LST holds underutilized but significant
potential for IS researc{Demetis & Lee, 2017)Although Luhmann does not offer a
definition of socialsystemsheimplicitly definesthemthrough their differencéom the
environment and their mode of autopoietieproductiorf. Social systems use
communication astheir sole mode of operation and formexpectation structures
(Luhmann, 1995, pdl2i 59). Being operationally closed, they exhibit a kind of self
referencing path dependency in the continuation of communication (P2).

Through this lens, reputation $§8s areabstractcommunicationsystemsin which
expectation structuref®rming trust can evolve(Jalava, 2003; Luhmann, 1995, 47ff)

5 When dealing with systems theory, one must respect the ontolaliffesentsystem types as argued by
Orlikowski and Baroudi (1991andOrlikowski and Scott (2008%ince the term system is often used for
disparate systems with fundamentally different modes of operationiEugch et al. (2022)

6 This Figure originates from a revised version ofiiPduly 2025

7 Autopoiesis refers to a saléferential mode by which systems generate and reproduce their own elements.
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Trustrequires acommitmentto vulnerability and involves the willingness to accept an
uncertainoutcomeeven though expecting benevolent behaftiom others(Luhmann,

19%, 419ff) Thisuncert ainty involves risk understoo
2017, pA47), where the trustor initiates a communicative act without guaranteed success
(Deutsch, 1958)Trust is a function that facilitates communication under conditions of
observedisk (P2P4). In a reduced set of system conc&pte designincludes

Observation: The system distinguishes relevant from irrelevant information by drawing
systemdistinctionsbased on selection®bservatiordeterminesvhich communication
e.g., trust signalhecomesneaningfulwithin the systenboundary(Luhmann, 1993b)

Selection:Informa i on i s sel ected based on the syste
thereby shaping which communications are proceflsgdmann, 1995, pl27) Trust
emerges when informati on astructgreis.,identifyimgy t he sy

a seller as credibl@alava, 2003)

Communication: The systenstructurefacilitatescommunicationshaped by observation
and selectionCommunicatiorcontinuouslyeshapea systends expectatiorstructure by
understandig the utterednformationmeaningfully(Luhmann, 1995, pd42 159).

Risky Advance: Trust inherently involves asymmetric risk exposure, requiring one party
to act first and accept vulnerabilifyuhmann, 2017, [38).

Safeguards:Formal mechanisnds such as identity verification, feedback moderation, or
institutional control structurésact adatentcontrol structureshat stabilize expectation
formation(Luhmann, 1995, 332) They provide theecessarypreconditions for trust
to evolve(Luhmann, 2017, pB9i 44).

L S T doscepts are tightly interwoveforming a cohesive logic (Jalava, 2003; King &
Thornhill, 2003) Put simply, observation feeds selection, selection shapes
communication, and communicatioeconfiguresexpectationsThis expectatiorforms
structurs that equal a system structurdLuhmann, 1995, 332, 345jnaking futher
communication exgted which reinforces trust or distrust Reputationacts as a
stabilizing forcehatfosterscommunicatiorprogressand underpisthe formation of trust
through re-relatihg communication(Luhmann, 2017) Trust is a process,jn which
utterance canbecome observable agdnbe selected withia system (P2).

8 To maintain clarity, the dissertation focuses on a reduced set of system concepts. Additional system
concepts that justify the system conceptiomtioned or explained within this dissertation contjstem
boundaries, structural coupling, salescription, reentry, elements and relations, system trust, feedback
loops, adaptive tension, information redundancy,-sedfinized criticality, requisiteariety, and inverse
generativity(P1-P3).The transfer and application of these concepts on reputation systems are discussed in
P1 and P2.



15

2.2 Reputation Systems

2.2.1 Fundamentals of Reputation Systems

Reputation systems have their roots in sdcalingsystemgRifkin et al., 2022; Taelis,
2016a, 2016b)This justifiesreputation systemw® be understoods social systemss

one part oaisociotechnical syster(Sec. 2.1.1)Understood adecision support systems

they enable participants to make informed decisions in contexts marked by information
asymmetries and uncertainfygsang et al., 2007; Shi et al., 20Bgputation systems

can reduce asymmetriaad makenteractions and t h expesignces more transparent

(G. E. Bolton et al., 2008; S. Liu &k, 2022; Thierer et al., 2016h digital marketplaces
where direct personal interactions are absent, reputation systems are fundamental for
establishing trus{Dellarocas, 2005; Rice, 2012; Tadelis, 201@) providing rating

data, reputation systerfeilitatetrustformation, reducing information asymmetries and
enhancing rarket coordinationLoebbecke et al., 2007)-or this purpose,eputation
systems provide reputation mechanismsthat sanction opportustic behavior and
incentivize trustworthy behavidG. E. Bolton et al., 2004; Jgsang et al., 200%gse
mechanisnpromotes benevolent actions atthpeparticipantdexpectations of positive
future engagementsyhich improves trust and market efficien@g. E. Bolton et al.,
2019; G. E. Bolton et al., 2008; Dellarocas, 2005 current systemsating dateserves

as a proxyo identify unreliable entitie¢Dimoka et al., 2012; Tadelis, 2016a)

In B2C markets, platforms like Amazon and eBay demonstrate how reputation systems
enhance market efficiency by providing transparent, crowdsourced ratings frems buy
(Greiner et al., 2021; Mudambi & Schuff, 2010; Tadelis, 201dll)ese systems
aggregate and present ugenerated feedback through textual reviewameical
ratings,andaggregateatings and allowpotertial buyersto assess seller credibility and
product reliability before engaging in a transact{@abral, 2012; Dellarocas, 2003)
Accordingly, reputation systemprovide quality signalsand decisionsupportto select
capable seller¢G. E. Bolton et al., 2013; S. Chen et al., 2022; Steward et al.,.2018)
Positive ratings enhance cooperative beha{®r Chen et al., 2022)ncreasethe
purchase likelihoodf new buyersand raise¢heirwillingness to payrice premiuns (Ba

& Pavlou, 2002; G. E. Bolton et al., 2004; Forman et al., 2008; Mai & L&l ;2Moreno

& Terwiesch, 2014; DH. Park et al., 2007; Rice, 201Z)onversely, negative ratings
can significantly reduce perceived trustworthiness and damage repu(@iorcka et

al., 2012) although findings on this effeareinconclusive(Steward et al., 2023)

Both trust and reputation are interdependent constructcafiattively underpin the
effectiveness of reputation syste(d@sang et al., 2007)rustreducesuncertainty and
facilitates cooperation(Luhmann, 2017; Zucker, 1986allowing economic actors to
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engage in transactions despite rigReutsch, 1958; R. Mayer et al., 199&enerally,
trustarises and is strengthentdough norexploitative behavior that acknowledges and
respects mutual vulnerabiliffpasgupta, 1988; GambettE988) While trust processes
alwaysinvolve arisky advanceasa leap of faith(Nikolova et al., 2015)reputation is a
proxy to anticipate future actions and trust the trust of offgasnbetta, 1988; Resnick

& Zeckhauser, 2002)Reputationreflects observed past behavior and serves as an
informational foundation upon which (new) trust can depélashmann,2017) In this
sensereputationis a socieeconomicsignalfor credibility that is hard to faksince it
cannot be purchasdoecauset emerges based arpnsistent integrous,trustworthy
behavior(B. K. Boyd etal., 2010; Connelly et al., 2011; Kirmani & Rao, 2000)

The termreputation systems applied inconsistently across disciplines, leading to
conceptual ambiguityJgsang, 2016; Yao et al., 2013cholars often hold different
views on what constitutes a reputation system and its specific operational domain and
functions. Reputationbuilding variantsrelatedto reputation systemshow different

forms ofunderstandingTab. 2) Review systems are considered a subtype of reputation
systems, as they fall within their definitional sc§Resnick et al., 2000)

Reputation systems are complex information systems that offdedigndimensions
(Hendrikx et al., 2015)Since these systems are utilized across various environments
(e.g., peeto-peer, multiagent, aghoc networks, online marketplaceghicle markets,

and social networks), a fundamental distinction can be drawn between technical and
socially embedded systertisoutrouli & Tsalgatidou, 2015; Noorian & Ulieru, 2010)

1 Technicaly embeddedeputation systems aggregate network data and compute
trust between network nodes throudghchnical metrics and algorithms
independent of human observati@@sang & Goldbeck, 2009; Marsh, 1994)

1 Sociatembeddedreputation systems involve social networks, iredy on
gualitative assessments and subjective feedibepgkndent on human observation
(Jogsang et al., 2007; Mui et al., 2002)

% Rating systemmostly refer to vendor management systems, which store ratings without intending to
disseminate tisi information. Reputation and trust management systeans sometimesonsidered

reputation systems but do not involve social system struct@elaborative filtering systemsr

recommender systenase distinct systems that can use data from reputatistersg.The unstructured

exchange of online opinions (eWOM) is typically understood as a phenomenon and is thus not a system.
YThese differences are sometimes overlooked, despit:e
For a comparison of differg understandings, s€&hanbari et al. (200@ndRezgui et al. (2003)
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Table 2: Distinction of Related Concepts of Reputation Systems

Typical Understanding Typical Focus
Reputation Collect, distribute, and aggregate feedbac| Providing mutual trust signalg
Systemé! about an ent i(Regricket p| based on past behaviorin
al., 2000) online marketplaces.

Review Systems | Provide metrics to evaluatand aggregate | Aggregating and sharing usel
online feedback, including numerical ratin¢ generated text reviews on
and review text¢Dellarocas et al., 2004) | products in eeommerce.

Rating Systems Rate a supplier &ds p|lInternal company metrics are
according to the prdefined criterigdChoy | used to evaluatsupplier
et al., 2003) performance.
Reputation Monitor, collect, evaluate, update, and Managing trust algithms in
Management disseminate reputation information about t distributed peeto-peer
Systems behaviors of network nod¢Rezgui et al., | computer networks to sustain
2003; Yamamoto et al., 2003) privacy.
Trust Provide access structures in computationg Managing and evaluating
Management trusting peeto-peer network¢Blaze et al., | accessights in multiagent
Systems 1996) computer networks.
Collaborative Filter informati on | Providing personalized
Filtering Systems, and preferences to derive ddtased recommendations based on
Recommender recommendation§Goldberg et al., 1992; | user preferences in e
Systems Resnick & Varian, 1997) commerce.
Electronic-Word- | Any available online statement about an | Disseminating information
of-Mouth organization, product, or other subjects of| (often reputation) in digital
(eWOM) interest(Hennig Thurau et al., 2004) platforms and socialetworks.

Technicdkembeddedeputation systems computerize trgsbresthrough algorithmic
data aggregatioand usually do naccounfor social relationshipgocusng ontechnical
privacy requirementse.g.,(Bazin et al., 2017; Jgsang & Goldbeck, 2009; Soska et al.,
2016) Socialembeddedreputation systesirely on human observation, where trust
emerges from subjecity, oftentechnologysupportedSanger & Pernul, 2018)

2.2.2 Current Knowledge of Designing Reputation Systems

Research has generated a rich body kobwledge onreputation systemsTo
systematically structure this knowledfpg design it is classified into (descriptive) -
knowledgeand (prescriptive} -knowledge Originally introduced byMokyr (2011) and
adapted byGregor and Hevnef2013) q-knowledgerefers to the general theoretical
understanding of what phenomena occur and how they can be explaicedtrasts-
knowledgeprovides guidance on how to apply a system This distinction separates
understandingrientedfrom actionabledesign knowledgeln the following, relevant
knowledge summarizetheorybased q-knowledge(Tab. 3) empirically basedq-
knowledgehatis not directly linked teestablishedheorwy (Tab. 4) anddesigroriented
s-knowledggTab. 5)

1 The termfeedback systeia used synonymously, e.g., Tadels (2016b)andJ. Yang et al. (2007gqual
to trust systemi G. E. Bolton et al. (2004Noorian and Ulieru (2010But the terms can also be seen to

be different. According tdYao et al. (2012, (), trustsystemme asur e t he fAwillingness t

reputation systems measur iex pect ati on f or g theydre undersioal meegual.

n

t hi
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Table 3: Theory-b a s e-iKihowjedge for Reputation Systems

Theory g -Knowledge
Observable and costly signals convey more credible informéSipence, 1973)
Signaling Participants who bea_r the costs of sendiosgtly signalsare perceiv_ea.s more
Theor trustworthy(Mudambi & Schuff, 201Q)Sellers offering a costly signial
y reputation systems such as a monet afikglihcodob at e
makingpurchase decisior{tingfang & Xiao, 2014)
Source The perceived credibility of a rating strongly depends on the trugtworthiness (
Credibility source(S. Banerjee et al., 2017; C. M. Cheung etlg 2012; Pornpitakpan,
2004) When the identityand associated inforation of the ratermreknown trust in
Theory the information prowionis enhance@Ekstrom et al., 2005)
Rational Individualsdgcideby systematically weighing costs and bengfits to maximize
Choice personal ut|I|ty(_G. S. Beck_er, 1976; C(_)Ie_man, 1_99[31) reputation systems, actor|
Theory behave strategicallgnd rationallyto optimize their economic outcomgs. E.

Bolton et al., 2013; Dimoka et al., 2012)

Transaction
Cost Theory

Market participants incur transaction costs when engaging in economic exchg
(Coase, 1937; Williamson, 1983 eputation systems reduce these costs by
lowering uncertainty and enabling trust between unfamiliar paRiaglou &
Gefen, 2004)Whentransaction costs decrease through reputation systems, th
likelihood of successful interactions increagegndifird & Weinstein, 2007)

Table 4: Empirical ly-b a s e-lidihowjedge for Reputation Systems

Topic g -Knowledge
Quality of Accurat_e and detailed _reputation_ information is particularly _valuable v
. uncertainty and cooperation costs high (G. E. Bolton et al.2005; Dimoka et al.
Information 2012)
Rating While <llers ddentities influence perceived product qualifPaviou & Dimoka,
Subject 2006) product ratings are perceived as more informgtB.eE. Bolton et al., 2024
Multi-dimensional rating systems increase accuracy but may lead to inforn
Rating overload depending athe user interface and use contéStinger & Pernul, 2018
Information C. Schneider et al., 2021; Seutter et al., 20EBjering options enhance decisic

quality (P. Y. Chen et al., 2018; Sénger & Pernul, 2018)

Review Depth

Comprehensiveext reviews enhance perceived helpfulness, especially for s
goodswhose quality cabe assessed before purch@dedambi & Schuff, 2010).

Monetary
Incentives

Incentives for rating submission increase the rating quafiitytch et al., 2018
Jurca & Faltings, 2003)ut often reduce rating qualifiafky & Wilson, 2020)

Uncontrolled
Ratings

Many wncontrolled ratings with higkext diversity diminish manipulation risk an
increasethe perceivedating veracity(Téth et al., 2022) Active moderation of
platform owners negativelynpactsperceived trustworthineg&. E. Bolton et al.
2024)

Fraud Costs

Reputation systems that impose higher costs for fraudulent behavior incree
trustworthiness of ratinggDellarocas, 2000, 2005and lead to more efficien
reputation system@rigel & Paetzel, 2024)

Sybil Attack

In closed systemspanipulation via multiple fake identitiésbest prevented throug
rigorous identity verificatiofDouceur, 2002)In open systems, the best approac
to check past trust relationships, tracing back to different rating ider{tiessrom
et al., DO5; Malavolta et al., 2017; Mislove et al., 2012; Mohaisen et al., 2011

Data Privacy

Transaction data and identities can be fully anonymized to protect privacy w
compromising basic system functionalfigalvenes & Basu, 2006)

Identity
Disclosure

Raters who do not commit to a stable identity (or pseudonym) are perceived
trustworthy (Friedman & Resnick, 2001Preventing full anonymity reduces ba
mouthing and negative discriminati¢ellarocas, 2000%

12 These results stand in contrast to extensive technicaliyited research, which aims to mask identities

(for economic actors), e.dBader et al. (2023Bazin et al. (2017)andHasan et al. (2022)
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Rating The perceived importance of ratings varies vtbhduct complexity and decisio
- context(Toth et al., 2022)Recent reputation information is more informative
Significance more prone to aggregation biagh@nova & Scholz, 2017)
Rating Ratings marked aBelpful are generally perceived as more trustworf@hose &
Helpfulness Ipeirotis, 2010)
Rating When decisiormakers can weigh reputation data based on personal rationale
Weighting in the decisionrnicrease¢Ekstrom et al., 2005)
Reputation is a mediating trust signal for purchase decigiGnsE. Bolton &
Purchase Ockenfels, 2012; Loebbecke et al., 2Q@P9sitive ratings are more likely to lead
Decision purchasing decisions than negative of@sjari & Hortacsu, 2004G. E. Bolton et
al., 2019)
Re-Entry Re-entering the system with a new identity can be effectively limited by high ¢
fees(Dellarocas2005; Friedman & Resnick, 2001)
Reciprocal Customers tend to reciprocate fairly when they fiegfthey have received expectt
Ratings quality (C. M. K. Cheung & Lee, 2012; Gharib et al., 2019)
Effect of Trust between transactior] partie's inc_reases with positive recip(@ciBy. Bolton et|
) . al., 2013) whereas negative reciprocity tends to escalate conflict&. Bolton et
Reciprocity al., 2018)
Visible The mere visibility of quality signals (such as badges)tively affects custome
Indicators behavior, even when they do not read detailed review coftieinet al., 2020)
Rating Partial rating disclosure does not necessarily disadvantage buyers in comj
Disclosure markets and may benefit them when the supplier side is compéStivet al., 2023)
Two-Sided Mutual, doublemasked ratings enhance informational value but deter sy
X participation due to the fear of retaliation by the ratatity (G. E. Bolton et al.
Rating 2018)

The following table summarizes thes-knowledgethat provides presciptive design
knowledge forreputation systemglab. 5) Opposing findingsrequire careful design
consideratior{Baskerville et al., 2015y

Table 5: DesignOr i e nKmowledge for Reputation Systems

Topic s -Knowledge

Data Security | Use cryptographic methods and redundant stovagating dateto ensuredata
authenticity, integrity, and confidentialififao et al., 2012)

Immutability Ensure thatserscannot modify pblished ratings or aggregated reputation sco
(Vavilis et al., 2014)

Provided Design features must maximize meaningfud &elpful rating contertH. Hong et

Information al., 2017)

Alignment of Structure incentives to reward honest rating behavior and penalize manipulat

Incentives (Dellarocas, 2005; Friedman & Resnick, 2001; Jgsang et al.,.2007)

Entry Fee Assign the lowest reputation to new entities and use refundable entry fees to
strategic reentry (Friedman & Resnick, 2001)

Rating Implement mechanisms to distinguish rating quality by source and detect

Differentiation | unreliable ratinggVavilis et al., 2014; Yao et al., 2012)

. Update a reputation profile with a time offseréoluce moral hazard amadprove

Time Offset cc?operative%ehasv'r (Bellarocas, 2006) P

Filter and Filter ratings using metadata and known sources to exclude outliers and low

Metadata credibility ratings(Roy et al., 2024)

Incentives Enforce incentives (GmoRetthale204r t i ci p

Unfair Mitigate unfair atings through objective performance metrics and aggregatior

Ratings multiple uncoordinated sourcédzsang et al., 2007)

13 Differences ins-knowledgeaeflect the differing contexk.g.,transparency is impactful for establishing

trust and enabling informed decistamaking, it conflicts with privacy protection (¢ec. 2.3.1; 2.3)3
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Fraud Develop mechanisms that maximize the collective probability of accurate frat
Reporting reporting(Dellarocas, 2005; Dellarocas & Wood, 2008)

Fraud Reputation systems shouldve means to enable participantsiétect

Detection inconsistencies in rating®ellarocas & Wood, 2008; Yao et al., 2012)

Aggregation Structure the aggregation logic to generate meaningful refifegslis et al., 2014)
and Volume and distinguish lowolumeand highvolumetransactiongYao et al., 2012)

Rated Display the numberofnenat ed transactions to a
Transactions (Dellarocas & Wood, 2008; Nosko & Tadelis, 2015)

Human Use human judgment to enharthe overallinterpretation ofrating result§Grof3e
Judgment et al., 2024; Sanger & Pernul, 2018)

2.2.3 Limitations in B2C Environments

Since research on B2B reputation systesnscarce, B2C review systemsustbe the
referencepoint for designingbusiness reputation systemBeview systems arevell-
studied in B2Cenvironmentsand exhibit welkknown limitations (Tab 6). These
limitations are equally critical fahe B2B context(Sec 2.3.4).

Table 6: Limitations of B2C Review Systemsddopted from: P6)

Limitations Description SelectedLiterature
Fraud and Fakeidentities, manipulated | (Y. Cai & Zhu, 2016; Dellarocas, 2000; He €
Manipulation ratings attacks, ballestuffing, | al., 2022; Ivanova & Scholz, 2017; Jin et al.,
Vulnerabilities | andbadmouthingundermine | 2023; Lappas et al., 2016; Luca &Xas,
trustin ratings 2016; Mayzlin et al., 2014; R. H. Pereira et ¢
2023; F. Schneider & Teubner, 2024;
Swamynathan et al., 2010)
Lack of Users lack motivation, timer | (Adar & Huberman, 2000; Neumann & Gultt,
Incentives and | incentivesto provide ratings 2019a; Y. Sun et al., 2017; J. Wangkt
Free-Riding leadng to insufficient data. 2018; Y. Yu et al., 2022)
Reputation Ratings tend to be overly (G. E. Bolton et al., 2013; Filippas et al., 201
Inflation and positive due tdeniency, Fradkin et al., 20134annak et al., 2017;
Other Biases reciprocity, retaliation fears, | Kolleck & Teubner, 2024; Nosko & Tadelis,
strategic behavior, @gocial 2015; Resnick & Zeckhauser, 2002; T.
pressure. Teubner et al., 2017; Wan & Nakayama, 201
Zervas et al., 2021)
Contextual Ratings often fail to capture | (S. Banerjee et al., 2017; G. E. Bolton et al.,
Limitations contextual complexity, 2004; Z. Cheng et al., 2016; Hendrikx et al.,
resultingin inaccurate or 2015; H. Hong et al., 2017; X. Liu et al., 202
misleadingtrustsignals. Qiu et al., 2012; Wan & Nakayama, 2014)
Centralized Centraized systemsaise (Filippi, 2016; Gefen & Pavlou, 2006; Long &
Governance concerns about data ownershi Liu, 2024; Lyon, 2014; 3S. Park et al., 2018;
and Privacy manipulaion, misuse, Subramanian, 2018; Zyskind et al., 2015)
Concerns breaches, anprivacyissues.

Reputation systems are highlusceptible to manipulation and fraudulent practices
(Ansari & Gupta, 2021; Gossling et al., 2018; Jgsang & Goldbeck, 2009; Jgsang et al.,
2007; Wan &Nakayama, 2014; Zhuang et al., 2Q18gllershave a strong financial
incentive to create misleading information and actively seek ways to manipulate ratings
(Luca & Zervas, 2016; R. H. Pereira et al., 20FE3ke reviewsrea serious issue and

are often systematically generaf@&nova & Scholz, 201 AVan & Nakayama, 2014)
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They can be purchasecheaply which makes manipulation attractive as long as the
benefits frombuying faked ratingsoutweigh the expensed creatingthem (He et al.,
2022; Y. Yu et al., 2022A major risk in this context is th®ybil Attack, to which every
open system is vulnerab{®ouceur, 2002)In this scenariosingle entites can create
multiple fake account$o re-enter the system with new identiti€@Gellarocas, 2005;
Friedman & Resnick, 2001 hese fakedentitiesopenattackscenarig, e.g.,shilling,
brushing, selfpromotion badmouthing, ballotstuffing, flooding and whitewashing
(Dellarocas, 2000; Jgsang et @D07; M. Zhou et al., 2008Pespite countermeasures
e.g.,(Duma et al., 2024; & et al., 2024; Swamynathan et al., 20if@)enerallyremains
difficult to distinguishgenuine from deceptivatingsex-post(Shin et al., 2023)raud
can persist whereputatiormechanismare weakSnehasish Banerjee & Chua, 2023; R.
H. Pereira et al., 2023; Téth et al., 2022)

Ratingsareunderprovided, as they offéttle benefit and rating new products can have
disadvantages for the rai@ellarocas, 2005; Samuelson, 195Akiting detailedrating
reviews is time-consumingandwithout incentives, most useopt not toprovidea rating
(Dellarocas & Wood, 2008; Jurca & Faltings, 2009; Y. Sun et al., 201 7his free-
riding problem users rely on existing ratings to make decisidmg do not actively
contributeratingsthemselvegAdar & Huberman2000; G. E. Bolton & Ockenfels, 2012;
Feldman et al., 2004; M. Zhou et al., 2008entives can increase participation, but
when provided by the rated entity the platform owne¢e.g., monetary rewardshey
often distort rating accuracyyhich leadsto systematidiass (Kargozari et al., 2023;
Neumann & Gutt, 2019b; J. Wang et al., 2018)

Reputation inflation, a phenomenon where ratings tend to be overly posifiveyasent

in mostB2C reputation systesr{Filippas et al., 2018; Zervas et al., 20H9r example,

G. E. Bolton et al(2013)report approx9 8 pdsitive ratings on eBaldsersare hesitant

to leave negative reviews duelémiencyor retaliation fearsconsequentlythey donot
reportbad exgriences(G. E. Bolton & kenfels, 2012; Fradkin et al., 2019his
situation leads to two effects. Firgtflated positiveratings become the norm, masking
performance differencesvhich impeces differentiation between average angigh
guality products(G. E. Bolton et al., 2019; Zervas et al., 2021Zhu & Grover, 2022)
Secondpnly acomparativelysmall group of active users shapes ratimgschreinforces
several biases (J. Wang et al.,, 2018)Additionally, biass arise from strategic
manipulation, seiselection, reciprocityleniency, orsocial influence, all of which
undermine thérustworthines®f ratings(J. Chen et al., 2023; Fradkin et al., 2015; N. Hu
et al., 2009; Jurca et al., 2010; Matherly, 2019; You & Sikora, 2Qb&)ly, negative
ratings can be removed due to legal reasons or platform pdlicies r ovi | & Kni epk
2022)
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Most reputation systems in B2C contexts iasensitive to contextual factorgiling to
account for specific trust dimensionsproduct complexitfG. E. Bolton et al., 2004;
Gutowska et al., 2009; Pavlou & Dimoka, 2006; Wan & Nakayama, 2&eputation
systems often rely on overly simplistic aggrégascores, erasing meaningful contextual
information andpaving the way formalicious behavioflvanova & Scholz, 2017; Sanger

& Pernul, 2018) Without detailedinsights, reputation scores can mislead rather than
guidebuyers(M. Hu & Liu, 2004; Mcauley & Leskovec, 2013; Qiu et al., 20Tking
social network relations into account is a largely overlooked aspect.

Many reputation systemare applied incentralized platforms, whereperators retain
contol over which rating are observable This situation introduces risks of biased
moderationand censorshipwhichii nt ensi fy the problem of
(Shi et al., 2023, B01) rather tharresolvingit. It is a recurring issue thabmmercial
platform operators manipulgtremo\e, or withhold ratings for their advantadéilippi,

2016; Y. Lim & van der Heide, 2015; Singhal et al., 2025;k8ost al., 2016;
Subramanian, 2018; Ye et al., 201@pnsequentlyuserdack control over theiratings,

and platformscan proactivelysuppresghem In addition privacy concerns arissince
platform operators collect vast user data with limited user cof@eshabe et al., 2019;
Filippi, 2016; Hasan et al., 2022)

Despite their valu€Greiner et al., 2021jeputation gstemsgenerallyfaceseveral severe
limitations. While the literature orthesesystems isextensive concreteguidance for
improving these systems is strikingly abs@bt E. Boltonet al., 2024; Sanger & Pernul,
2018) Hence, it is concluded thatvercoming these limitations requiresibstantial
redesignmovingbeyondthe current system class.

2.3 Businessto-BusinessMarkets

2.3.1 Main Characteristics of B2B Markets

B2B marketgypically involve complex products and servi@slare characterized by
strategic noftransparencyhigh uncertainty,and substantialtransaction costsall of
which drive pronounced information asymmetriestweenrsellers and buyer&aricano
& Kaplan, 2001; Kittur & Chatterjee, 2023)

Usually, ompanies intentionally limithe disclosure ofpotentially businesssensitive
information. High transparencyequirementsan discourage companies from engaging
in electronic markets(Truong, 2019; K. Zhu, 2002, 2004)Non-transparency helps
protecttheir proprietary knowledge and competitive positigagerlof, 1970; Glaeser,
2018) Transparency is particularly relevdat selles sincetransparencgetermineghe
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shift of marketconditions While low-costhigh-quality sellersaregenerallyinterested in
sharing performaneeelated datahigh-costlow-quality sellerstend to withhold such
information (Grossman, 1981; D. Kim & Cadogan, 2024; Khu, 2002, 2004)
Transparencyhat expo®s cost structuresliscouragesigh-cost, lowefficiency sellers
from participating irtransparencgreatingplatforms(Nawaz & Wagner, 2025; K. Zhu,
2004) On the other hanttansparency iproactivelyusedo attract new custome(Buell

& Kalkanci, 2@1; Kirmani & Rao, 2000)According to K. Zhu (2002) market
trans@rencycan negativelyaffect 1) pricing strategieswhenprice disclosurénduces
price pressure?) relationshipswhenbusiness partnershipseexpose to competitors
3) procurement strategiewhencompetitorscananticipate strategic moves.

High uncertaintyis most prevalent during the initiation of business relationskpgh
are characteded by spase, unknown social structurespatial distanceregulatory
requirements, and othenterdependenciegKittur & Chatterjee, 2023; Lanzolla &
Frankort, 2016; Teece et al., B)INew businessefequently requireellersto invest in
capitatintensive solution$o send quality signal@otlarsky et al., 2023)Assessing and
selectingproducd qualities andsellesd capabilites is time-consumingand challenging
(Grewal et al., 2015; Wuyts et al., 2008) complex transactions, buyinggnters with
domain expertare neededtb help mitigate uncertaintfWebster et al., 1972Another
means to navigatencertaintyis toleveragetrust(McKnight et al., 2017; Truong, 2019;
L. Zhou et al., 2022)It is consideredhe most effective mechanism to redusecial
uncertainty(Luhmann, 2017; Mehrwd et al., 2019)Trustreduces agency codidl. C.
Jensen & Meckling, 195) andfosterscollaboration(J-Y. Son et al., 2006)

High transaction costmivolve expenses such as search, negotiation, enforceamht
monitoring costghat collectively impedemarket efficiency(Coase, 1937; Picot et al.,
2020; Williamson, 1985) Doing businessusually demandsextended negotiation,
rigorous testingiegulation andcompliance checins,with highdue diligence for vendor
selectionsincea poordecisioncan lead to costly pitfall§auska et al., 2013; Ho et al.,
2010; Koh et al., 2012; McKnight et al., 2017v@ira & Roth, 2012; Truong et al.,
2012) For this reason, contracts aemployed but annot completelyprevent
opportunismarising from information asymmetri¢dbraham et al., 2016; Williamson,
1979) Therefore trust is necessaty streamline operatiorendredue transaction costs
(Bromiley & Cummings, 1989; M. Granovettet985; Pavlou, 2002; L. Zhou et al.,
2022) Buyers typically rely on a few core suppliers fmost of their procurement
volume In contrasta much larger group of small, lewnlume supplieraccounts only
minimally for the overall purchasgolumebut makes up large sharef the supplier base
(Bahameish eal., 2024) Costreducing structures areecessary due to high transaction
costs,including 1) search and information costs from identifyingpablesuppliersand
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verifying their capabilities (Stigler, 1961; Williamson, 1985)2) Bargaining and
contractingcosts fromnegotiating terms, drafting contracts, and aligning expectations
(Alchian & Demsetz, 1972; Williamson, 1979, 1988) monitoring andenforcement
coststo ensure compliance with agreed terms, detect opportunism, and adapt contracts
over time(Macneil, 1977; Williamson, 1979)

Besides these main characteristics, B2C and B2B markets typeailyit otherclassic
differenceqBruhn et al., 2014; Fauska et al., 20(3b.7).

Table 7: Differencesin B2C and B2B Markets

Differences B2C Markets B2B Markets
Stakeholder Individual buyers and sellers Complex organizational decisianaking
Structure (Bridges et al., 2005) units(Johnston & Bonoma, 1981)
Decision Fast, individual decisiomaking Formalized evaluationmegotiationsand
Making (Singh, 2002) long, complex decision processgteward
et al., 2023; Webster et al., 1972)
Transaction High-volume, repetitive High- andlow-frequency, strategic
Frequency transactiongKkumar, 2008) transactiongR. Dai et al., 2005)
Standardization | Standardized goods and services| Customized, complegrodict specifcity
(Heim & Sinha, 2001) (Williamson, 1975)
Price Usually, hgh price sensitivity and | Mixed price sensitivitywith afocus on
Sensitivity immediate comparisofChoi et al., | value, quality, and lon¢germ coss (Erdem
2006) et al., 2001; Stock, 2005)
Trust Public user feedback and Private vetting, contradiased safeguards
Formation comparison obnline reviews personal contact and referréBoney et
(Liwei Li & Wang, 2020) al., 2007; X. Huang et al., 2008;
Ratnasingam, 2005)
Relationship Oneoff relationshipgDowling, Short anddngtermrelationshipsand
2002) customer retentio(Friman et al., 2002;
Gummesson, 2004)

While reputation systems cannot resolve all structural complexities inherent in B2B
markets, they offer a trusiuilding mechanism that supports deliberate, selective
transparency, reduces uncertainty, and lowers transaction costs irstdkgh
transactios (Sec. 2.3.3)However, much potentially valuable information is withheld
rather than shared in a targeted mad@naimarily due to concerns over transparehcy
despite its potential to reduce uncertainty and transactionamastsll (P4).

2.3.2 Shortcomings of Trust Surrogates in B2B Environments

Companies often lackelevantinformationwhen evaluatingprospetive B2B partnes.
While sellers have efficient methods to reduce uncertéifailberg & Udell, 2003; Safi
& Lin, 2014), buyers must rely otrustsurrogatesvhen trust is absen€ompanies turn
to trust sirrogates to expand their information bgseY. Son et al., 2006)Trust
surrogatesserveas indirect proxies fortrust i.e., formé safeguards and governance
mechanismgPavlou, 2002) They strengthen specific trust face(Poppo & Cheng,
2018) The followingtablecondensethe main weaknesses of surrogaésb. 8)
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Surrogates Examples | Strengths Shortcomings | Selected Literature
Third Party - Third-party High Limited (Backhouse et al., 2004;
Verifiers audits, credibility, availablity of Gao et al., 2017; Lansing
industry regulatory verifiers, high et al., 2019; Lins et al.,
associations | alignment coststime- 2022; Lins et al., 2016;
certifications | impartial consuming Pavlou, 2002; JY. Son et
assessment | processedribery | al., 2006; Zucker, 1986)
concerns
Contractual Contracts, Legal Only expost (Lui & Ngo, 2004; Shen et
Safeguards warranties, enforceability, | remediesrigid al., 2020; Susarla et al.,
insurance binding structureslimited | 2009; Woolthuis et al.,
agreement flexibility 2005)
Market -Based | Brands, Easily Susceptible to (Cartwright et al., 2021;
Signals awardsgseals, | accessiblend | manipulation, Gallus & Frey, 2017; Lins
web recognizable | signaldistortion, et al., 2024; Lowry et al.,
presence, andsometimes 2014; Téth et al., 2021;
public superficial Weng et al., 2024; Wuyts
reputation indicators et al., 2009; J. Zhang &
Du, 2020)
Experience Personal Peer Fragmentedand (Aarikka-Stenroos &
Based referrak, validated, hard to scale Makkonen, 2014; D. E.
Endorsements | references, | sociallymore | contextspecific | Boyd et al., 2023;
testimonials, | credible andlimited Chatzipanagiotou et al.,
blogs, WOM, informative value | 2023; K. Cowan et al.,
eWOoMm, potentialy 2023; Godes, 2012; Hadal
social media socialy distorted | et al., 2024; Hada et al.,
or biaed 2014; Ishii & Kikumori,
2023; Jaakkola & Aarikka
Stenroos, 2019; Kikumori
& Ishii, 2023; H. Kim,
2014; Zhao & Ke, 2023)
Internal Internal Company High effort,no (Choy et al., 2003; Gefen
Organizational auditsand specificin- externaluse of & Pavlou, 2006; Koh et
Control scoring depthinsights | data only data of | al., 2012; Lins et al., 2016
vendor tailored to known supplies Lins et al., 2015; E. Ng,
management | internal 2010; Pathak, 2004;
systems processes Steward et al., 2018)
Technological | Datadriven | Automation of | Complexity, (A. Agarwal & Jayant,
Setups and framgwor_ks validation, concerns about | 2019; Ba & Pavlou, 2002;
Data Analytics algorithmic transparency, | data sources and | Khedr, 2024; Bvlou &
monitoring, scalability privacy, high Ratnasingam, 2003; van
sensotbased setup costs Nguyen et al., 2023; Yaylz
tracking et al., 2015)

As thesestudies show, each trust surrogate has its strengths and shortcéseingsally

buyers typically combine multiple surrogates simultaneously to offset respective
shortcomingsNonethelesssellers have an interest in sending ostensibly-figddity
signalswithoutactuallyimproving theirperformanceespecially when true quality is hard

to verify (S. E. Kaplan et al., 2007; Kerton & Bodell, 1995; Prabhu & Stewart, 2001; Q.
Zhang et al.2024) Consequently,dmon marketsanemerge in markets marked by high
nonttransparency, and deceptive behabecoms rational(Benner & Zenger, 2016; G.

E. Bolton et al.,, 2019; Scott et al., 2019his situation exacerbatesnformation
asymmeties, often kading to increased efforts to vet sell@snner & Zenger, 2016;
Johnston & Bonoma, 1981; Mason & Sterbenz, 1994)
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High information acquisition costs areajorissue Data is often scattered across various
sources, making it difficult to understand a prospectiygear t ner 0 s capabi
comprehensivelyThis fragmentation forces decistomakers to consolidate diverse data
points, which increags complexity, time, and cost Many trust surrogates require
significanteffort to obtain, verify, and interprehe necessey information(Teece et al.,

2016; Wuyts et al., 2009Vhile third-party intermediaries provide credible and impatrtial
assessments, their effectiveness is limited by high costs, data availability issues, and time
intensive processes. Although legally enforceable, contractual safeguards primarily
function as expost remedies, offering little protection agaipstrtnerselection risks.

While easy to recognize, markeased signals are susceptible to marketing
embellshment, selective disclosure, and manipulafigoh et al., 2012; Lins et al.,
2024) Experiencebased endorsements rely on social credibility but are dliffic scale,
fragmented acrossmformation sources, and prone to bias, limititfieir overall value
(Babil et al ., .2nfeind contrbsystem®previde mmpamspeific2 2 )
insights but requiresubstantialeffort, lack external validationand do not share
information wth others(Lins et al., 2016)While technolog improves scalability and
transparencyynreliable data sourcese a major challengef. Sec 2.4.2)

These shortcomings can be grouped three categories: 1) high search and validation
costs, 2) limited credibility or verification, and &pnstraints irinformation utilization

As a result, existing surrogates often fall shorimitigating uncertaintyadequately
particularly when reliable, consolidated information is lackirgs situatiorunderscorg

the need for IS researchdesign asystenfor interorganizational exchangdkeat provides
accessible, trustworthgnd contexspecificinformation.

2.3.3 Advantages and Adaptation ofReputation Systemsn B2B Markets

B2B markets evolved into increasingly digital, complex, and globalized environments,
where traditional mechanisms for building tdustuch as personal relationships or long
standimg partnership® are often no longer viabl@avlou, 2002)Especidly in oneoff

or shortterm transactions, establishing trust remains a central challénge Bolton et

al., 2005; Gregory et al., 2028rol3e et al., 2024; Mdller et al., 202REputation systems
offer a potential solution by fostering transparency, which is particularly valuable in B2B
contexts. However, their adoption remains limi{€tatzipanagiotou et al., 2023; Dikow

et al., 2015; Yili Hong & Pavlou, 2017; Luo et al., 2028Yen though they can be
understood as strategic instrumesftbusiness coordinatid@utt et al., 2019 Small and
mediumsized enterprises (SMEgpad to benefit the most, given their restricted access
to information, limited processing capacity, and higher frequency of partner switching
(Yoon et al., 2021)
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Reputatiorsystems can streamline the exploration, evaluation, and selection of suppliers
by reducing information acquisition costs and minimizing the need for extensive internal
assessmen(S. Chen et al., 2022pnline reviews have become an increasingly important
information source for B2B buye($oth et al., 2022)About8 0 ofB2B buyers actively
search online, e.gthroughonline channels or reviews$o assesgprospective sellers
(Grewal et al., 2015; Seutter, 2022; Steward et al., 2023; Steward et al., R€84&ng

a trusted positive revieis reported to increadke likelihood of a purchase lp to9 0 %
(Chatzipanagiotou et al., 2023; Kaemingk, 20Z5)en negatively rated suppliers are
considered in order to mitigate binding risks linked to other sgkerdnderson & Jap,
2005; Steward et al., 2018; Steward et al., 2023)

Reputation systems establish institutional mechanisms that help build initial trust without
requiring longstanding relationships or prolonged vetting processes. This form of
institutional trust allavs companies to enter into collaborative arrangements that might
otherwise appear too riskipimoka et al., 2012; Pavlou, 200Burthermore, rating data
can enhance buyersd bargaining position
visible (P5). Conversely, wethted sellers can use their reputation to justify price
premiums and negotiate from a position of streri@thShapiro, 1983)

Positive ratings also function as strategic quality signals, enabling suppliers to
differentiate themselves in competitive mark@sitt et al., 2019; Kotlarsky et al., 2023;
Porter, 1997) This is particularly advantageous for higbality providers in settings
where a&tual quality is difficult to verify based on objective medhtontecchi et al.,
2021) Moreover, accessible ratings foster transparency, support fair competition, and
incentivize continuous improvement. Sellers can actively use feedback to refine offerings
(Chatzipanagiotou et al., 2023; Gutt et al., 2019; Kwark et al., 2018; Ye et al., 2014)

Despite thee benefitsonly afew digital B2Bplatformsemployreputation systemyVith

the notable exceptions @apterrg G2, Clutch, andAlibaba such systems are largely
absent.Even with these platforms, usiness reputation systems remain underutilized
across most B2B sectoiGapterraand G2 have found success in the software domain,
where products are standardized anldvalfor structured reviews and comparative
ratings To boost review volumeCapterraoffers incentives for submissions, which
despite generating conténtlso creates bias, inflates reputations, and raises concerns
about credibility and review frau@Kargozari et al., 2023)Although no research da2

is available, their appareptid sales promotioffior sellersmost likely distors rankings

and underming neutrality (G2, 2025) While focusing on service provider€lutch
exhibits comparable issues, including inflated ratings, paid placements, and insufficient
identity verification(Clutch, 2025) These practicesiirror the issues known frorB2C

by
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websiteqY. Lim & van der Heide, 2015; Luca & Zervas, 2016; Roh & Yang, 2021; Shin
et al., 2023; Singhal et al., 2023)ibabaoffers no directatingincentivesandreviews

are often notably brigbut lesscontrolledand more authenti€Toth et al., 2022)Still,
despite verification mechanisnegllers manipulate sales volumes and rat{dgset al.,
2023; Téth et al., 2022Equally, reputation inflation can be obser@dibaba, 2025)
Many sellersdo not have transparent profiles, which linmstsurcecredibility (M. L.
Jensen et al., 2013; Pornpitakpan, 2004)

Since the design of the®&2B platformsis similar to those oB2C, it is reasonable to
assume thathe systemsencounter the same limitations (Sec. 3.2The weaknesses
inherent in B2C system designs render them less suitablesggiddnadoption barriers
(Sec. 2.3.4)This situatiorunderscorethe need tdre-)design reptation system$o meet
thedemands of modemprofessionaB2B marketgLong & Liu, 2024)

2.3.4 Adoption Barriers in B2B Markets

While reputation systems in B2@arketsare widespregdB2B marketslack their
adoption(Bader et al., 2023B2C limitations Gec. 2.2.3 Tab. 6)seem tantensify in
professional environments dtgethe more demanding market characteristics (Sec. 2.3.1).
Althoughthelimitations may be tolerable for B2C markégtggher stakes, strategimon
transparency and confidentiality requirements tuthiem into substantial adoption
barriers(Tab. 9). Tab. 9 categorizes adoption barrieo§ reputation systems in B2B
environmentsTah 9 exhibits strong parallek® the limitatiors outlinedin Tab. 6.

Table 9: Adoption Barriers for B2B Reputation Systems

Selected Lierature
(Abbas et al., 2021; R. S. Hill &

Barrier Description

Reluctance to Share | Companies hesitate to sharg

Manipulation Fears

and riskswveakdecisions.

Information data due to competitive riskg Zubielqui, 2023; Huong et al., 2016;
information leakage, and Narang et al., 2019; Pressey & Ashton,
market vulnerability. 2009; Schomakers et al., 2020; Vuolast

& Smolander, 2024; K. Zhu, 2002, @9)

Fraud and Manipulation distorts trust (Darby & Karni, 1973; Hemmrich, 2023;

Truong, 2019)

Limited Incentives
for Submission

Little incentive for companieg
to submitratings

(Seutter, 2022)

Rating Aversion and
Fear of Retaliation

Fear ofnegative ratings and
retaliatory actions.

(Hemmrich et al., 2025; Hemmrich et al
2024; Steward et al., 2023)

Multi -Dimensional
Product Complexity

Complex products complicat
performance evaluations ang
reduce comparability.

(Altayyar, 2017; Hemmrich et al., 2025;
Saprikis & Vlachopoulou, 2015)

Centralized
GovernanceControl

Concernsaboutdata control,
misuse, andbiased
moderation

(R. S. Hill & Zubielqui, 2023; Pressey &
Ashton, 2009)

Legal and Regulatory
Risks

Negativereviews ofrisk
defamation claims and

contractual disputes.

(G. E. Bolton et al., 2018; Hemmrich et
al., 2025)
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Onecentr al barrier Il i es i n compani es o rel
information (Truong, 2019) including performance data, pricing models, or supplier
relationships(P5P9. Such di scl osures can weaken a fir
expose it to strategic vulnerabilities, especially in industries where competitive advantage

relies on proprietary lowledge(Schomakers et al., 2020; Vuolasto & Smolander, 2024)
Transactionadata may reveal patterns that competitors can ex{Haibrizio & Kim,

2019; R. S. Hill & Zubielqui, 2023; Schumann et al., 2025; Truong, 20d)ertheless,

firms with cost advantages may be more inclined to engage in transparent rirkets

Cui et al., 2024; K. Zhu, 2004)

Concerns abouhanipulation are particularly pronounced in B2B settifigaong, 2019)
(P5). Yet empirical evidence suggts that trustworthy ratings can be achieved when
buyers select sellers based on their credilitystrom et al., 2005)

Another barrier is the lack of tangible benefits for contributing ratings. Given the
complexity ofmany business products and services, providing meaningful feedback often
requires substantial effort and internal resourCesnpaniesnay view submitting ratings
asaninefficientinvestmentithout a clear rational@9).

Companies @ reluctant to be tad or rateotherspublicly (T6th et al., 2021; Zavolokina

et al., 2021) For sellers,nduced transparency can eliminaeneficialmarket barriers

(K. Zhu, 2002)and undermine buyditoyalty (Belhadi et al., 2023Negative reviews

cai but must ndt severely damage a compdeyreputation, jeopardize strategic
partnerships, or trigger contract dispute8 abi | et al ., 20%tB,; St ewa
even a averageaeputation can undermine a compaiongterm viability (Luo et al.,

2020) On the buyer side, hesitation is similarly present. Buyers may avoid honest ratings

out of fear of retaliation or strained relationshi@s E. Bolton et al., 2018)

B2B products are oftemorecomplex andustomizedhan most B2C prodig(Saprikis
& Vlachopoulou, 2015)Thus, nany products and servicean be compared to a limited
extent Still, any informatiorappearyaluableto buyers(P9). Simple rating mechanisms
risk oversimplifying complexproduct dimensionswhile extensivetext reviews may
overwhelm userwith information(C. Schneider et al., 2021; Seutter et &23) When
ratingresultsareinconsistety buyers try to resolve the(Steward et al., 2018)

Trust in B2B platform operators presents another baB@B platforms raise concerns
about data ownership, misuse, breaches, and privacy (#syssari et al., 2022ften,
companies distrust platform operators, fearing data manipulation or biased moderation
(R. S. Hill & Zubielqui, 2023; Pressey & Ashton, 2009; Shin et al., 2048pative
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reviews @n result in defamation claims or legal dispu{®$). Therefore, ompanies
avoidsuchsystems to minimize legal risk3. Chandler et al., 20Q7)

In sum, the adoption of reputation systems in B2B markets is constrained by a
combination of structural, behavioral, and legal barrigrsk aversion, timexpenditure

and other perceived disadvantages significant obstaclegMcKnight et al., 2017)
These challergs can be understood as intensified forms ofBRE limitations (Sec

2.23). However, additional concerns of data confidentiality must be explicitly addressed
in systemdesign.Companies require mechanisms to control what information is shared
and with vhom(Kalvenes & Basu, 2006fExcessive transparency carpese participants

to competitive risks, while strong privacy obscures rating credil§Ntyl. Jensen et al.,
2013) Resolving this tension is critical for designing reputation systems.

2.4 Blockchain Technology

2.4.1 TechnologicalFoundation and Economiclmplications

A blockchain is a decentralized and chronological ledger that records Igligighed
transactions betweemvo or more entitiessecurely stored in cryptographically linked
blocks(Beck et al., 2017; Y. Lu, 2022ach block contains multiple transactions and is
permanently linked to its previous block through cryptographic hashes, foaohmgn

of blocks(Nakamoto, 2008)This blockchain is maintained by network nodes that have
an economic incentive to follow the consensus protpeither by solving cryptographic
puzzles(Proofof-Work) or staking tokens (Proaff-Stake) to validate transactions and
add new blocks to the cha{Antonopoulos, 2017; Beov et al., 2014; Narang et al.,
2019) Altering past transactions is infeasibl@ithout controlling the majority of
computingpower (or the total stakg As long as sufficienhodes act independdyt the
networkresistsmanipulationof stored datdLipton & Trecani, 2022; Nakamoto, 2008;
Tschorsch & Scheuermann, 2016)

Blockchains are typically categorized geermissionless (openpr permissioned
(restricted) depending on who is allowed to access, read from, and writelitotikehain
ledger(Helliar et al., 202Q)Furthermore, pvacy-preserving teahiques can be useat
hide certain transaction contewtstransacting identitieBernabe et al., 2019)

Notably,blockchaintechnologysupportsmart contractéSzabo, 1997)A smart contract
is self-executing codentegratedinto blockchaintransactiongButerin, 2014a) Smart
contractdacilitate6 p r o g r a mniraharécededogicmithdut needingn exeaiting
trustedinstancgGregory et al., 2024; Swan, 2017, 208 removing the needbr such
intermediaries, blockchainholds high potential for disintermediation and -re
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intermediation(Feulner et al., 2022; Fridgen et al., 2021; Mougayar, 200@ye
advanced forms of smart contracts are envisioned to constidetentralized
Autonomous Organizatien(DAOSs) that managetransactionsautonomouslywhile
adjustingselfgoverning rulegButerin, 2014a)

Beyondsmartcontracts, blockchaié s ar ¢ h i dthe cdduhiespendisggiobieen

(Davidson et al., 2018This problem refers to the risk obpying datawithout securely

identifying the originalThe solution prevents unauthorized duplication and the exchange

of digital assets, e.g., tokens and other valuable informgtidro wi Es ki & . Koz ma,
Since the solution enaldethe trade of digital assets with programmable logics it
announced fofar-reaching economic implicatiorfavidson et al., 2018; Swan, 2017)

From aNew Institutional Economigserspectivetransaction costs primarily result from
opportunism and information asymmetiilliamson, 1985) Traditionally, companies
control the associated riskthrough hierarchical governance and binding contracts
(Carson et al., 2006; Fossw&eber, 2016)Blockchaincantransfornmtheseorganizational
formsby providing a layer of technologicgbvernanc€Davidson et al., 2016; Meijer &
Ubacht, 2018pnd transparendffFranke et al., 2024; Wigand, 2020) this way,smart
contractsanimprove economic coordination by embedding-geiforcing rules directly
into the networkwhich, in turn, reducdsusinessransaction cost®avidson et al., 2018;
Gregory et al., 2024; Grosse et al., 2021; J. Pereira et al., 3gtoyingdataandsending
(costly) signak with this technobgy areexpected to counteraittformation asymmetry
Both reduce adverse selectiamd moral hazardDavidson et al., 2016; Meier &
Sannajust, 2021While thetechnolog is expected tenhanceeconomic coordinatiqrit
also introduces new challengesincluding legal ambiguity, code vulnerabilities, and
governance complexitigRieger et al., 2019; Toufaily & Zalan, 2024)

A blockchainis a highly reliable trust surrogate with buiitt verification and validation
mechanismégFilippi et al., 2020; Hawlitschek et al., 2018; Lustig & Nardi, 2015; Ostern,
2018) As areliable stucture,themain benefit ligin creating trus{Grol3e et al., 2024,
Toufaily & Zalan, 2024; Zavolokina et al., 2024; Zavolokina et al., 20&h)le it also
reduceshe nedfor otherforms oftrust(M. Becker & Bodo, 2021; Davidson et al., 2018;
Schinle et al., 2020However, blockchakbasedtransactios work only on complete
contracts that are fully codifiable and executablecloain, while many business
transactions are governed by incomplete contrdictd require human judgment
(Davidson et al., 2016; Gregory et al., 2024; Hart, 1989; Voshmgir & Zargham,.2020)
While monetary tokens are subject to a secure validation mechanism, other (potentially
fabricated) information can be recordedarain Accordingly, the tility of blockchain
technology is limited to the extent of thidormationprovided
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A blockchain ensuregmmperresistancgbutlacks mechanisms to validate twrectness

of realworld input dataknown as theracle problenm{Caldarelli, 2020; Sheldon, 2021)
Proposed solutions includsecure sourcdagging (e.g., pictures, GPS or RFID),
technicaloriented reputation systerndatafeeds, or trusted partieghat validate data
(Albizri & Appelbaum, 2021; Chang et al., 2020; Hassan, 2023; Pasdar et al., 2023; J.
Pereira et al., 2019%inceonly human judgment can resolve this isduleckchairs must
remaininherentlylimited (Barr et al., 2014; Battah et al., 2021; Caldarelli, 2020; Franke
et al., 2024; Gongalves et al., 202R)blockchainfi ¢ a n n o ¢ outsigeehe sphere of

c o mp ut @azaitis etal., 2017, p13)* To bridgethe gap, scholars increasingly
emphasizentegratinghuman judgmen(Pastore et al., 2013; Sanger & Pernul, 2018)
Nevertheless, the precise design of such mechanisms remains aessrih question
(Buterin, 2021; J. Pereira et al., 2019; S. Wang et al., 2019; Xia et al., 2018)

Consequently, eeliable mechanism iquiredto ensurdghatstored information reflects
not only technical bualsosocib-economic realitfHawlitschek et al., 2018; Toufaily &
Zalan, 2024)Only humanjudgmentcan mitigate the oracle problem and help reduce
information asymmetriesand enhance coordination efficien¢Bons et al., 2020;
Caldarelli, 2020; Lanzolla & Rnkort, 2016)

2.4.2 Building Blocks for Blockchain-Based Reputation Systems

Research oiblockchain andeputation systems idominated bytechnicalapproaches
(Goncalves et al., 2022)ith a stong emphasis on enabliocgmputational trusbetween
network node¢Battah et al., 2021; Bellini et al., 2020echnicalembeddedblockchain
based reputation systems are vagll/eloped and employ advanced privacgserving
techniquegHasan et al., 2022)Vhile thesdechnicalembeddedeputationsystems deal
with the samelimitations outlined in Sec. 2.2.3,they largely neglecttrust issues
concerningdata origin(Greenspan, 2A®; Sanger & Pernul, 2018)

Accordingly, this studyexamines sociaémbeddedeputation system&Sec. 2.21), also
referred to ablockchainbasedreputation system&'. Cai & Zhu, 2016)Thesesystems
are used omlockchairs primarily because they argecurevehiclesfor storing ratings
Hence, he focusapplied hereis to design incentive structuseon top ofblockchain
technology(Gregory et al., 2024; Grol& al., 2024; Spychiger et al., 2022)

Next to cryptographical building blocks (PGyd technologicatapabilitiesare identified
as central building block®r designing the blockchaibasedeputation mechanism

“YThis echo(@%2)LAs df Regudsite Variefya system law that suggests that a system cannot
process external complexity unless it possesgasralent internal complex variety.
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(1) Immutable Storage: Blockchain ensures tampeaesistant storagethrough
cryptographic hashing, preventing modificatiqg@dmasoud et al., 2020; Battah et al.,
2021) Numerous studiedemonstrate the storage of ratings.(Alhogalil et al., 2021;
Avyukt et al., 2021; Kugblenu & Vuorimaa, 2020; M. Li et al., 2021; Z. Liu & Li, 2020;
Rahman et al., 2020; Ramachandiran, 2019; Shaker et al., 2021; Z. Zhou et al., 2021;
Zulfigar et al., 2021)Storingthisinformationis argued to reduce information asymmetry
(Zavolokina et al., 2021 However, since blockchain only secures diategrity but not
veracity, an incentive mechanism for truthful inmuts pivotal (GroRRe et al., 2024;
Voshmgir & Zargham2020)

(2) Token-Based Incentives: Tokenbased reward schemes are critical to stimulate

sustained participation and truthful contributions. Tokens may be redeemable for
monetary or nofmonetary benefits, such as discounts, services, or apcedsges

(Dojan & Karacan, 2023; Kranz et al ., 2019
Zaccaria, 2023)Blockchainsupported incentives enhance alajuality andreduce

vulnerability to manipulatiofAvyukt et al., 2021; Hunhevicz et al., 2020; Spychiger et

al., 2022; Wei et al., 2020 permissioned blockchainith a mordinating instancemay

be best suited fothereputationmechanismas it enables stricter contmil data sharing

and the enforcement of governance rf&sychiger et al., 2022)

(3) Smart Contracts: Smart contracts automate bussmesommitments such as
payments, rewarallocation or conditional feedback relea¢Ballandies et al., 2022,
2024; Zavolokina et al., 2021yhey can escrow monetary value and triggayments
based orverifiable digital eventgAsgaonkar & Krishnamachari, 2019; Gregory et al.,
2024; Meier & Sannajust, 2023Vvhen combined with privaegreserving computation
including fully homomorphic encryptiorsensitive data can be processed withpliic
exposurgAlmasoud et al., 2020; Bernabe et al., 2019)

(4) Pseudonymouddentities: In a public blockchain network, addresses of transaction
participants areisible. By default, identies associated with an address can be \aatifi

or remain pseudonymousir(inked to realworld identity) (Cousins et al., 2019)

Participants can reuse the same addaeskestablisha persistent identity, agenerate

new addresse$or privacy reasonsHowever, despite changesf addresseszerce

knowledge proofs (ZKPsandprivacy-preserving systen{giasan et al., 2022echnical
forensicsfrequentlymanages toeveal real identitiegAtlam et al., 2024; Narayanan et

al., 2016) In permissioned blockchains, a trusted instaceeensue only authorized
participantsenterthe systen{ Y. Cui et al ., 20 2 7Zheyallbov] an & K

15 The system shifts rather than resolves information asymmetry. While more data is made available, its
reliability remains unverified, as it still originates from external sources whose completeness and
truthfulness camot be verified within the blockchain itself.
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secure and private B2B collaboratigiNarang et al., 2019 erifiable credentialshelp
preventthe creaton of multiple identitesf Doj an & Karacan, 2023; H a
Ring signatures can ensure the privacy of errasa person(Rivest et al., 2001)

(5) Token-Curated Registries TCRs were originally suggested bysoldin (2017a,

2017b)to provide acuration mechanism where mutually unknown pgrtnts stake

tokens to collectively validate and rank blockchairtries(Gajek, 2018) The curators

stake tokens twote on the expected order, rateg both their stake and a share of the

fees The incentive ensures that curators align their interests with the most expected
outcome, whichnaturally converge toward the closesb appr ox i matuitdhrd of
(Asgaonkar & Krishnamachari, 2018his principle is known in economics 8shelling

point.®

Related researdrgueghatinformation asymmetrgan beeducedhroughb | oc kchai né s
immutabledata recordingNotheisen et al., 2017; Spychiger et al., 2022; Zavolokina et

al., 2021) Yet, theseapproachksshift the information asymmetry problaimthe oracle

problem asthey relyon externalnformationsourcegSec. 2.4.1)Suchapproacksmay

fall short formanyrealworld scenarios athey sufferthe sameshortcomingf third-

party verifiers (Sec. 2.3.8 Tab. 8) Gregory et al.(2024) goes one step further by
implementingiauomated reciprocitypbased orex-antedetermined technicaonditions.

A similar approach can be found @rof3e et al(2024) which isadapted to the logistic

domain.

In contrastto these approacheeputation systems are mdyeadlyapplicable anatan

rely on distributed data sourgéscludinghuman judgmentlgsang et al., 2007; Sanger
& Pernul, 2018)Consequentlythey do not have to rely on institutional data sources or
predefined technical condition§he approaches mentionadoveconstitute the cutting
edge of current research in this ar&at, theyprimarily emphasize the reliance on
bl o c k cdata stora@yesapabilitiesrather thandesigninga reputationmechanism
However the design of incentives &pivotalingredien for these systeme®.g.,(Beck et

al., 2018)but incentive design is still significantly undessearchedoir the design of
these systems in I8Grol3e et al., 2024; J. Pereira et al., 2019; Spychiger et al.,.2022)

6 Two independent agents are likely to choose the option they believe others find most pissgable
Schelling (2006)
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3 Resed@&ppihoach
3.1 Foundations

For every research endeavor, it is crucial to understetdtheoretical assumptionsicd
paradigms as they significantly influend¢be research approach atide designed
information system(Hassan et al., 2018; Hirschheim & Klein, 1988)etatheowy
provides an overarching worldview from which m#taoretical assumptions are derived,
thereby shapinghe structuref scientific inquiry(Bostrom et al., 2009Paradigms are
core constituentsin the metaheoretical landscape and encompass a nm&sea
communit/& fundamental convictiodsparticularly regarding mtology, epistemology

and methodologyJ. Becker & Niehaves, 2007; Kankam, 2Q10Otology refers to the
nature of reality and the fundamental question of what constitutes rgtdisgan et al.,
2018) Epistemology concerns the acquisition of knowledge based on the underlying
ontology and what counts as valid research knowledgeiethodology provides a
framework to translate epistemological stances into methods for applied regeaach

et al., 1998)Depending on the ontological and epistemological assumptions, different
methodologies and theories are deemed more appropf8tlle methodologies and
theories are not strictly bound to paradigfisissan & Mingers, 2018; Z. Zhu, 2022)
Developing and refining theory seenasthe central purpose of IS research, employing
methods tanake sensofphenanera(J. S. Lee et al., 2011Based on tis understanding
andreadingKuhn (1970) thesenterrelationshipsare depicted belo\Fig. 3).

MetaTheory
Paradigm

Ontology Epistemology Methodology

Phenomena Sensemaking Method;

Figure 3: Research Model for Theory Development (based on Kuhn, 1970)

Metatheoeetical perspectivegan cover individualism, holismand systemism(Bunge,
2000) Individualism emphasizes autonomous actotglism privileges structural
totalities while systemismintegrates both bireatingsystems as structuréReihlen et
al.,2007) The | ast perspective i s (Bbnge 20@nl vy
p. 147)andmatcheswith the historical roots of IS, where systems thinking has informed
information systemsdesignandthe analysis(Avgerou, 2000; Burtordones et al., 2015;
Chatterjee et al., 2020; Nolan & Wetherbe, 1980; L. D. Xu, 169&¢. 2.1.1).

cog
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The IS research field is characterized by aoheng landscape of paradignidiehaves

& Stahl, 2006)which represent a set of assumptions and beliefs shared within a scientific
community that guide their research condueckson, 2003; Kankam, 201®aradigms

can lead to ideological conflicts or eveparadigm wars Such tensions can foster
scientific developmeniKuhn, 1970) In IS, such garadigm warhas taken place during

the debate origor vs. relevanceg.g.,(Benbasat & Zmud, 1999; A. S. Lee, 1998hich
reinforcedthe progressiorof DSR (Hevner et al., 2004; S. Weber, 2010)

In IS, paradignmpluralismis considered essential to cultigathealthy research landscape
and areflectiveresearch communitfV. Chen & Hirschheim, 2004; Hassan & Mingers,
2018; Hassan et al., 2018; Robey, 198&ther than existing in isolation, paradigms can
complement each other, contributing to a more comprehensive understanding of IS
phenomendW. Chen & Hirschheim, 2004 Peripheral paradigmsan introduce new
puzzle piecs to the existing knowledgepuzzle reshapingthe disciplines collective
understandingHassan & Mingers, 2018; Kuhn, 1970)

Thethreemajor paradigmswidely acceptednd usedh IS, arepositivism interpretivism

andpragmatism(Goldkuhl, 2012; Kankam, 2019; Richardson & Robinson, 2Q0ab.

10). AlthoughDSR isoftenclassified as paradigm it is moreaccuratelydescribed aa

methodologicaframeworksituated in thgaradigm ofporagmatism(Goldkuhl, 2011; S.
Weber, 2010Q)Similarly, social and behavioral sciensarelabeled paradigm@evner
et al., 2004)howeverthey aremoreaccuraely research fieldéKuhn, 1970, p182)

Table 10: Main Paradigms Adopted in IS, based onl. Becker and Niehave$2007)

Ontology Epistemology Methodology

Positivism Reality exists objectively | Knowledge through Hypotheticedeductive
and independently from | hypothetical, deductive | approach (commonly
human experiences testability of causal applied using the
(Realism). relationships, empirical | methods of surveys

observationand and experiments)
measurement.

Interpretivism | Reality is (re)constructed | Knowledge is constructed Hermeneutic and
through human experiencg through the interpretation| inductive approaches
and social interaction of subjective meaning (e.g., hermeneutics,
processes (Constructivism| through social actions. grounded theory).

Pragmatism Reality is shaped through | Knowledge through Iterative design and
practical outcomes of practical application and | intervention that aims
implemented concepts, evaluation of concepts in | atpracticalsolutions
e.g., artifactsPragmat the real world, e.g., (e.g., mixed methods,
Realisn). artifacts. action resarch).

Relevant to this study is the paradigmRsbgmatism It emphasizes practical problem
solving by applying theoretical knowledge in practical contexts. Pragmatism is closely
aligned with DSR, where realorld utility is prioritized over mere theorizir{@Goldkuhl,

2012) Root ed i (1969 semioahwioik onlhe Sciences of the ArtificialDSR
focuses purposefully on designing artifacts as interventions in complex environments.
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Due to the interdisciplinary roots and the complexity of seeahnical phenomenain IS,

no single paradigm can fully capture the multifaceted nature of reqdairaiers, 2001;
Niehaves & Stahl, 2006; Orlikowski & Baroudi, 1991; Robey, 1996grefore, IS as a
discipline inherently supports pluralistic approaches, acknowledging the coherence and
interplay of multiple paradigm@lassan & Mingers, 2018; Mendling et al., 2021)

DSR serves ashe methodology for developing information syste(hainamaker et al.,

1990; Peffers et al., 20Q7)his approaclseeks to creat design theorky accumulating
design knowledge that can be dapplied,
experience, creativity, intuition, and problemo | vi ng capabilities
(Hevner et al., 2004, 76). DSR emphasizes the utility of problesolving and fosters

the systematic generation of design knowle@@®gor & Hevner, 2013; Gregor & Jones,
2007a) The design processtgpically executed through iterag cycles, searching for a
solutionto a problemclass(Hevner et al., 2004Pesign knowledge is distinguished into
(descriptive)q -knowledgeand (prescriptive¥ -knowledgdFig. 4).

Application q-Knowledge Human
Environment . Capabilities
Sensemaking Phenomena p

) Theories, (natural, artificial, . L

U Research Patterns, human) U Cognitive

opportunities RP””T'Prz_es Observation, skills,
eqgularues, Cl ification, g

and problems Natural laws Mzsass'df:rég';t creativity,

reasoning,

U Vision and analysis,
imagination * Cont r i bknawlkedge otl nf or m-kiowledge q * synthesis
s -Knowledge

U Research U Social,
questions — teamwork,
O ﬁ > = collective
Constructs Models Methods  Instantiation intelligence

Design Theory

NascendesigntheoryA Design theory

Figure 4: Knowledge Bases in DSR (adopted from Gregor and Hevner, 2013)

To ensure theoretical rigor DSR, it is essential to clearly distinguish between different
types of theoryTheoies help translate conceptual ideas into cognitive mottefaake
sense ofkpecific phenomen@Neick, 1989) Gregor (2006) distinguishes five types of
theory in IS. Relevant to this studyre theory for explaining(type II), theory for
explaining and predictingtype V), andtheory for design and actioflype V). Type Il
theories involve complex frameworks that explain how the world functeamsng for a
comprehensive understandiriggpe IV combines explanation and prediction to offer a
systematic and testable view of phenomena. Type V provides principles to guide artifact
development and evaluate their utility in practice. Lastlgesign theory provides an
explanation of how and why a desigimuldwork andspecifies thenetadesignin terms

of constructs, models, methods, and instantiati@msgor & Jones, 2007.a)

e
of
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3.2 Justification

This section delineates the research approadesoyningblockchainbasedbusines
reputation systemg€onsistent witlBunge(2000) LST treatssocial systemasstructures
(Sec.2.1.2. LST provides a mettheoretical lens for I$Demetis & Lee, 2016, 2017)
and is valuable as a social theory to guide design reasor{idgvner et al., 2004;
Nunamaker et al., 1990; Walls et al., 1992)erefore, iis employed as guidingkernel
theoryforthe DSR approachA kernel theory is an explanatory or predictive theory from
the natural, social, or design sciences, providing justificatory grounding @@sign
theory(Gregor & Jones, 2007a; livari, 2007; Walls et al., 1993stems theory is an
explanatory theory eminently suitetb understand complex systems complex
environmentgWinthrop-Young, 2000)Thisper specti ve r es(IP9at es wi |
notion ofbuilding artificial systems in complex environments, underpinned by pragmatic
design thinkingThat is whythe study follows the paradigm Bfagmatism

Given the persistent problem of lemon markets and little knowleddmw toredesign
thissystemclass t he use of DSR is justified, as it
problems in unique or innovative ways, or solve problems in more effective or efficient
way gHevner et al., 20Q4p.81). This study is firmly grounded in the relevance
perspective of DSRargeting acomplex impactful,realworld problemby developing a

novel artifact(Tuunanen et al., 2024As a DSR construct the designedreputation
mechanism israintendedsystem structurand ametaartifact for the problem class of
lemon markets, where quality is difficult to observe, and trust between unknown parties
is hard to establisflivari, 2015; March & Smith, 1995; Nunamaker et al., 1990)e
artifact builds upon other designedrtifacts including a model ofthe reputation
mechanism (P4,P5)nanstantiation of the reputatianechanisn{P5), and a method for
tradingmonetaryratings (P6)livari, 2015; Bruls & Winter, in press)

In line with the pragmatismparadigm(Magnani, 2005)the artifact development is
supported by abductive reasonif@ronholm et al., 2023; J. S. Lee et al., 201iljs a
form of logical reasoning thatombinesdeductivelogic with inductive grounding
iterating back to conceptual reflecti@iReirce, 1931)Abduction empowers researchers
to derive testable propositiorfikom upcomingconceptual patternDubois & Gadde,
2002; Gregor & Jones, 20074 is particularly weHsuited for earlystageresearctand
complex desigs sinceit facilitates creativity andearning through buildingS. Lu &
Liu, 2012; Smuts et al., 2022; Weick, 1989; R. Winter & Aier, 2016)

17 Abductive reasoning underscores that the aim of DSR is not primarily to achieve falsifiability; rather, its
main purpose is tguide problensolving and the refinements of artifacés explainethy J. S. Lee et al.
(2011) While falsifiability is essentialseePopper (1977)it can be left to future inquiryas arguedy
Hevner and Gegor (2022)
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The overarching processof designing the reputation mechanidoilows the DSR
methodology oPeffers et al(2007) which structures théesignprocess into six iterative
steps (Sec. 3.3.4). ®resxarchprocesgeflecs the cyclical knowledge refinement and
matclresthe design goahnd the research questi@Baskerville et al., 2015Methods
applied inP1i P9 logicallysupport tis DSRresearclprocess (Figs). Figure5illustrates

the successive and methddven progression of the research proc8ssnantically, the
develop/builcandjustify/evaluatecycles can be understood as building and evaluating an
artifact and developing and justifying a design thébigvner et al., 2004After building

an artifact, theesulting knowledgehould betransferred andormalized into a design
theory(Hevner et al., 2004; Walls at., 1992)

Develop/Build
| Literature Review H Conceptual Research H Soft Systems Thinking H DSR Method
P1: Identification of P2,P4: Understanding P3:Conceptualization of P4 P5: Design of the trust
systems concepts for  social systems concepts to reputation systems as mechanism within a reputation
designing complex conceptualize how social system with systems system and instantiated on a
information systems.  reputationsystems concepts using blockchain  blockchain.
function. technology.

Identify Objecti_ve of Design and » Demonstration P  Evaluation pP{Communication

Problem Solution Development
Lack of a Develop a Design a Blockchain Multiple Disseminate
shared system re utatlic())n reputation based evaluations the design
for trust mgchanism mechanism reputation based on knowledge
formation in thatenhance that emits system with simulation, through
B2B contexts trust and reputation novel design conceptual academic
leads to S signals based features assessment, publications
: : coordination in f -
information B2B markets on social trust demonstrated andqualitative and
asymmetries formation logic in consulting interviews conferences
Justify/Evaluate

DSR Method H GameTheoretic Analysis H Agent-Based Modeling & Simulation H Qualitative Interviews

P8: Evaluation of the reputation P5,P9:Evaluation of the

mechanism regarding trading monetary reputation mechanism

ratings, exploitation of risky advances for buyer and seller

and honesty of ratings. perspectives through
interviews.

P7: Demonstration that the
blockchain mechanism
enables more credible
signals and reduces
coordination effort.

P6: Demonsation
that monetary
ratings are feasible
on a blockchain.

Figure 5: Multi -Method Approach Embeddedin DSRM (Peffers et al., 2007)

This dissertatiorfollows the advice to directlgescrike the design theoryas the final
research outcom@askerville et al., 2018; Bruls & Winter, in pres8) design theory
makesthe insights frommetaartifactstransparent, generalizablnd integrable into the
knowledgebaseof IS (Hevner et al., 2004; livari, 2015Basically, a design theory
comprises at least metaquirements, a metdesign,one or morekernel theoriesand
testable proposibins(Walls et al., 2004)The theory development process here follows
thestructure as proposed Byegor and Jon€2007a) When thekernel theorys abstract

it oftenrequires complementary explanatory groundimogn other theorief/N. Kuechler
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& Vaishnavi, 2012)Since LST isahighly abstracsuper theor? (Luhmann, 1995, pgbi

6), complementaryeconomic theoriesuiting the B2B contexare consultedeffective
theorizing relies on adedemdenaylwkile griiculaging the t i f a ct
conditions under which a design is expected to wetévner et al., 2004; March &

Storey, 2008) In this vein, contextualization is a central precondition for meaningful
theorizing(Davison & Martinsons, 2016; zur Heiden & Beverungen, 2022)

The theorydriven constructionuses abductivereasoning to validate during the design
(Tab. 11). It deivesgeneralizale solutionswithin the theory space of LSffom the
context of consulting and other B2B areas (P5,B8ing different validtiontechniques
(cf. Fig. 5), the research outconeaninvention(R. Winter & Aier, 2016)Sec. 6).

Table 11: Classification of the Design Approachadopted Smuts et al., 2022)

Dimensions | Characteristics

Meta- Construct Model Method Instantiation

Artifact

Sub- Construct Model (no full Method Instantiation

Artifacts DSR cylce)

Research Construct Model Method Instantiation | Design

Outcome Theory

Construction | Build andEvaluate TheoryLed Construction

Mode

Validation Parallel with DesignAbductive Reasoning) | Only at the End

Procedure Specializen General Generalize Specific Combine Existing
Solutions Solutions Solutions

Validation Experiment| Simulation| Prototype Active Formal | Case | Empirical

Technigues Participation| Proof | Study | Validation

Contribution | Routine Design | Improvement | Exaptation Invention

Methods must suit the tasks they aim to solve, which is why multiple methods are
especially advisable for complex system des(fessey & Glass, 1998 ombined with

the pragmatism paradigm and abduction, mukithodhaveii | ed t o a (BAbest an
Mitchell, 2018, p103). This is in line with the pluralistic tradition in IS to use methods

with different pragmatic stancéslingers, 2001; Venkatesh et al., 2018)xed methods

enable different but complementary insigimi® the same research subj¢Creswell &

Creswell, 2017)Researchers should apply diverse validation techniques to ensure the
findings®d i ntTeangnlaion canpensaiessfar thenlimitations of individual

methods anénhances the robustness of findi(yek, 1979; Mingers, 2001y he mixed

methods approach used inststudy comprises seven distinct methods.

18 A super theoryis an abstract, met@ieory that structures how reality is perceived and explasesl
Winthrop-Young (2000)
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3.3 Applied Research Methods

3.3.1 Literature Review

Literature reviews form the foundation of scientific woflhey enableresearchers to
collect, structure, analyze, and synthesize what is knownresearch fieldJ. Webster

& Watson,2002) Literature reviewshow what is known, expose research gaps, and
identify future worktrajectories(Okoli & Schabram, 2010)Depending on theoal,
literature reviews descrilibe stateof-the-art, develop research agendasgp concepts
provoke thoughts, resolve conflicts, build unified framewpdkhielptheoriz (Cooper,
1988; Y. Levy & Ellis, 2006; Paré et al., 2018} scholars emphasize thgalitative
literature reviewshouldguide the creation of new knowled@&hryen, 2015; Schryen
et al., 2020) They also highlight the importance of reviewing systapabilities $uch

as systentoncepts}o designnformation systemgSchryen et al., 2017)

Based orCoopeb §1988)taxonomy the seech process can be structured in four steps
(vom Brocke et al., 201%)Yab.12). Comprehensive systematic reviews often reach their
limits in fields where research is highly fragmenf@dré et al., 2015)nconsistent terms,
scattered publicains, and different academic traditions make it hard to apply a
systematicliterature review(Watson, 2015) In these cases,naiterative search is
methodologically preferabléBoell & CecezKecmanovic, 2014; vom Brocket al.,
2015) Accordingly, the reviewshouldfollow the logic of anarrative review which
consolidates and synthesizes fragmented knowledge on doeh@rant concepts into a
coherent frameworkParé et al., 2015; Schryen et al., 2020; Watson, 20tbinitiate

this process, the review anchors on seminal publicatidested for their conceptual
relevance which serve as starting points for iterative backward and forward searches
(vom Brocke et al., 2015Backward search traces the origins of a concept by reviewing
keywords, references, aredu t h o r s 0 . Forwardosearchvexanknes more recent
publications that cite the identified sources, uncovering how a concept has egalved
Webster & Watson, 2002Both approaches ensure coveragel allow researchers to
identify the most usefubpics(Watson, 2015)

Table 12 Definition of the Search Scope (adapted: vom Brocke et al., 2015, p. 214)

Dimensions Characteristics

Process Systematic|Sequential | Iterative

Sources Citation indexing Bibliographic database | Publications
Coverage Comprehensive Representative Seminal works
Techniques Keyword search Backwerd search Forward search

P1 applies an iterativbterature reviewon seminal publications with a forward and
backward searcfirab. 12). Itdevelopsa frameworkto guidelS researchersvhen they
want to usesystems theorfor their study The reviewcollecss, structurs, conceptually
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integrate, and consolidatesystems concepts from interdisciplinary sources. Guided by
McBride6 $2005)notion of epistemologicakcaffolding, the framework structuresd
synthesizedoundational systems concepisto a unified abstractioto support the
analysis and design of complex information systéPasé et al., 2015; Schryen, 2015)

3.3.2 Conceptual Research

Conceptual research is taeorybuilding methodto advancesystematic reasoning,

abstraction, and synthesis of existing knowleddgakkola, 2020)Unlike empirical

studies it does not rely on data collectiand constructdnsteadit contributes to theory

by building concepts resolving their ambiguities, exposing gaps, and refining new
theoreticaperspectivegHirschheim, 2008; Jaakkola, 2020; Mora et al., 2008hcepts

are indispensable for IS reseaf®arkus & Saunders, 2007 They form a bundle of
meanings that follow | ogical rul es fAassoci a
and used for representation, i dédNetedith,i cati on
1993, p5), whereas construcareseen asgictional entities abstracted from concepts for
measuremenfHassan et al.,, 2022) T h a't i s why HAconstructs st
(Hassan et al., 2022, #30), building uponsolid conceptial research

This method is particularly valuable when empirical evidencecérce, fragmented, or
difficult to interpret e.g.,whenobservablepatterns ardimited (Yadav, 2010) While

often not labeled as suatgnceptual research is widely practiced iiN®ra et al., 2008)

It supports the reinterpretation and realignment of empirical findings to enhance
theoretical coherendgradav, 2010) Sincethe methodcan beappliedacross research
paradigmsit can alsanform design studie@Mora et al., 2007; Mora et al., 2008y
resolving conceptual uncertainty, conceptual reseascpports the eargtage
consideration®f system desigrfAntunes et al., 281; Nunamaker et al., 1990)he

guality of conceptual research depends on the internal coherence of arguments, consistent
conceptual relationships, and the potential to guide future reqgaiadtkola, 2020)

The resultsof this methodcan befc oncept ual description, t ax
and phil osophi c a(Meredith,n1898,pp8) s Well asé onceptnad

inductio n , conceptual deduct i(danedith,d908, POk thrncept u a
particular,conceptual systenase characterized by multiple intelatedconcepts forming

a cohesivesystemstructure While complex,this resultoffers substantial explanatory

powerto understandomplex phenomena.g., trusbuilding (Meredith 1993)

Jaakkolg2020)outlines four core approaches to conducting conceptual resdaohy
synthesis theory adaptationtypology and model Relevantto this studyis theory
adaptation whichreadjusts a theoretical concept by informing it with another theoretical
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lens.Furthermoreamodelcapturegherelationshippetweerconcepts to map and explain
a focal construgte.g., trust(Jaakkola, 2020)Thus, amodelselectively abstracts and
pragmatically reconstructs aspects of reality to serve explanatory pufftseisowiak,
1973)

P2 appliegheory adaptationwvith the framework otonceptual systents reinterpret the
establishedservice systentoncept through the lens of LST. The objective is to
reconceptualize service systetheough thdens of systems theory, clarifying the service
systenctonceptualizatioas autopoietic communication system. This wdisicovesLST
conceptghat constituteservice systems. Hence, it strengthens the captacgtudyand
understandystemsprinciplesbased orLST. P4 construct& modelasa framework of
conceptual systemto theoretically develop the conceptual logic behind the trust
mechanism of risky advangesafeguargl control, andother systenrelatedconcepts.
These findings serve as the theoretical foundation, formulating initial design principles.
Thus, conceptuaksearch provides the necessary abstraction

3.3.3 Soft Systems Thinking

Soft Systems Thinking (SST) is rmethodologywithin the broader systems thinking

traditionfor ill -structuredandambiguous problesin socialcontextqCheckland, 2000)
Systemsthinking generallyrelies on holistic, integrative thinking and aims solve

problems that reductionist thinking canridonat & Gannon, 2015)Therefore, it is
recognizedascr i t i c al skill for solving Athe most
(Jaradat, 2015, 3). It has been highly regarded by IS founders as an effegtpreach

to tackling complex problems in information systems develop@diar, 2004; Jackson,

2001; Mingers & White, 2010b; L. D. Xu, 1995)

SSTis a heuristic thabllows aniterativereflectionprocessbeginning vith constructing

conceptual modeli t h mul t i pl e st ackrephmglthdneto idedtifyi nt er e s
feasible and systemically desirable changéSheckland, 2000)Co mpar ed t o Oha
systems approaches, with defined goals and measurable outcomes, SST adopts an
interpretive stance suited for situations where ohjest stakeholders, and system
boundaries are dynamidingers & White, 2010b; L. D. Xu, 2000Yhis flexibility

enables researchers to abstract stakeholder, ndkestify communicatios, and map
feedbackrelations(Checkland, 1999; Mingers & White, 2010b)

In the DSRcontext SST is useful in the conceptualization phase, where it helps clarify
what should be designed and wiBheckland, 2000; L. D. Xu, 19953 ST contributes to

the early stage of thdesignprocesshelping to refindghe artifactheforeconstructionM.
Winter et al., 1995)Accordingly, SST isparticularly well-suited for conceptualizing
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blockchainbased reputation systems that span both technical and socia|\ayenes tke
design challenge lies in bridgimgformation asymmetries aribde trust gap (Sec. 2.4.2).

SST encourages researchersige conceptual moded to explore system concepts and
their impact on system behavi@@heckland & Poulter, 2020Accordingly, thismodel
helpsstructure thinking about, e.ghesystem elementand relationscommunication,
observation, and selection boundaifeshmann, 1995)SST thereby corresponds with
conceptal research particularly with building conceptual systemss explicated in
Meredith(1993)(Sec. 3.3.2)In this way, SST providea conceptual systethatexplains
complex, undetheorized domain@Matook & Brown, 2017; Meredith, 1993)

P3 employs SS1o con@ptualize the basic structure of the blockcHaased reputation
system with selected system concepts on a unified layer (social and techniw[)s

identify and formulate relevant system concepts agstemlevel requirements and
conceptualizethe relationships between users, trust signalsttesl/stem design logic.

3.3.4 Design Science Research Method

DSR is the primary methodological approach for develogiegeputationmechanism
and associated artifacts (Sec. 3MariousDSR methodologs (DSRMs) exist for this

purposgJ. R. Venable et al2017) A DSRM suppor abductive reasonindpstering the
rigor and reliability of research outcom@ronholm et al., 2023Yhe DSRM of Peffers
et al. (2007) provides astructured, neutraland widelyacceptedprocess modethat
suppors abductive, mixedanethod approaché€Sec. 3.2) This DSRMbelongs to onef

five DSR genregPeffers et al., 2018¢ach withits own standrds, evaluation logj@and
contribution focugDeng & Ji, 2018)

The DSRM of Peffers et al(2007)follows an iterative sixstep procedure, which can be
re-entered (Fig. 6).These iterations allow new insights to be integrated during the
research process. The model supports multiple entry points, reflecting the iterative nature
of the design proceg&oldkuhl, 2012; Peffers et al., 2007)
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Figure 6: DSRM Process Model (Peffers edl., 2007, p. 54)

The application of DSR hinges on the rigorous evaluation of artifacts and the derivation
of generalizable design knowled@devner et al., 2004)The evaluation is not only a
validation but an integral part of knowledge generation, which should also point to artifact
weaknessefBaskerville et al., 2018)Evaluation strategies should be carefully selected
based on the artifact type, maturity level, and intended contrib{8m@mnenberg & vom
Brocke, 2012; J. Venable et al., 2012, 2016}his vein,DSR guidelineshould be used

to ensure bt scientific rigor and practical utilitfTab. 13). Furthemore publication
guidance can be found Baskerville et al(2018)

Table 13: Guidelines for the Design Proces@dapted: Hevner et al., 2004)

Guidelines Description

DSR must produce a viable artifact as a construct, a meadetthod, or
an instantiation.

DSR should develop technologpased solutions to important a
relevant business problems.

A designed artifaés utility, quality, and efficacy must be rigorously
demonstrated viavell-executed evaluation methods.

Research Effective DSR must provide clear and verifiable contributifoms
Contributions artifacts design foundations, and/or methodologies.

DSR relies upon the application of rigorous methods in both the
construction and evaluation of the design artifact.

Artifact

Problem Relevance

Design Evaluation

Research Rigor

Design as a Search The search for an effective artifact requires utilizing available meal
Process reach desired ends while satisfying laws in the problem environmer
Communication of DSRmust be presented effectively both to technologgnted as well a
Research managemenrbriented audiences.

The embedded studies follow a cumulative DSR approach and contribute to the
development and evaluation of the mat#fact. P4 lays the conceptual foundation for

the DSR process by identifying design challenges, formulating reagtarementgwWalls

et al., 1992)and proposing initial design principlés the reputatiomechanisn{Gregor

et al., 2020; Heinrich & Schwabe, 201Based on aconceptualizednodel of the
reputation mechanism in P4 (cf. Sec. 3.3%follows a full DSRM cyclgPefers et al.,

2007) The study contextualizes the design in the consulting domain and develops a
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functional instantiationP6 dso uges the DSRM byPeffers et al(2007) and designsa
methodfor the reputation mechaniswhere blockchaisecured ratings can be tradéed
P4-6 contribute to the theorizing process by refining thearadifact components

3.3.5 GameTheoretic Analysis

A gametheoretic analysis is a formal method for examining strategic interactions
betweenrational agentslt provides a deductivibgic of how actors behave when their
decisions depend on the expected behavior of ofMymrson, 1984)In IS, game theory

is rarely applied, but it offers valuable insights into coordination, incentives, trust, and
reputation mechanisme.g.,(Ba et al., 2012; Elitzur & Wensley, 1997)

Game theory allows researchers to focus on the strategic logic o ayemaviorand
goals (Maskin, 2008) It models utilitymaximizing agents andquilibrium outcomes
understrict rational assumption@Bergemann & Morris, 2005; Myerson, 198#)ence,
it provides a rigorous, logical view of possible systemcomesand conditions under
which a proposed mechanism is expected to be effd@nteelling, 1958)

The strength ofgametheoretic analysiss its ability to identify howchangedgame
settings af f e ard tha gssonidtesydem. Spehifecally, i enablean
understandingof how information availability, reputation, or incentive structures
influence cooperation, defection, or strategic manipulafige et al., 2012; Myerson,
1984) Its contributionto IS researcties in offering type 1V theoryfor explanation and
prediction (Gregor, 2006)which can be usetb justify design decision@Nalls et al.,
1992) Thus the analysiscanexplore the effect of novelmechanism before empirical
evaluation(Sonnenberg & vom Brocke, 2012; J. Venable et al., 2016)

P7 applies gamtheoreticabnalysis to model and compare strategic behaviosending
trustworthy signals with and without a blockchalimne model is formalized asstatic
signalinggame under asymmetric information. The results demonstrate that blockchain
secured ratingsan shift stategic behavior towardeuth-telling when combined with pre
committed monetary ratings.

3.3.6 Agent-Based Modeling and Simulation

ABMS is asimulatonmet hod t o model and simul ate agenit
environmentgo explore how system propertiagse from micrelevel decisios (Macal

19 Since the method is based mathematical primitives, no formal evaluation process is necessary, see for
instance Baskerville et al. (2015); Cleven et al. (2009); J. Venable et al. (2016)
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& North, 2005) In IS researchsimulationsareprimarily used to testiesign assumptions
andexplorephenomena that adsfficult to captureotherwise(Beese et al., 2019)

ABMS is particularly relevant for systemth evolving statesvhere agents interact

under uncertainty andoundedationality. Unlike gametheoretcal models (Sec. 3.3.5),

ABMS explicitly allows agents to differ igoalsandbehaviors, and strategies. It enables
thestudyof feedback loops, loek effects, and other emergdrghavioMacal & North,

2005) It is useful for testingvhethera mechanism leads to stable behavioral patterns

under norequilibrium conditionsgonsideringpp g e nt s 6 a d a(fppsteinyl®99p e havi o

A simulation is arartificial, formaive, and typicallyexante evaluation method ithe
DSRcontext(J. Venable et al., 2016 hus, simulatiortontributes to rigor by testing if
a setting operates as intended under controlled cond{Baese et al., 2019; J. P. Davis
et al., 2007)Its formative character is reflected in generating early insighttrateveal
weaknesses withitie design. This iterative refinement increabesnetaartifact quality
and enables researchers to adjust mechanisms beforeorglimplementation(J.
Venable et al., 2016Simulation results depend on model structure, patarization,
and boundary condition8eese et al., 2019)

P8 implementgshe ABMS methodto evaluate the reputationethanismfor repeated
interactions The approach follows the design guidanc@&eése et a2019)andRand

and Rusi(2011)and uses metrics for reputation systems as propos&dhigsser et al.
(2004) The results show that monetary ratings lead to market segmentation, where high
quality sellers dominate loAgrm interactionsand counterratings from sellershelp

deter buyes dnisbehaior. The findings support the incentive logic fromilP$ and
extend theanalysis inP7.

3.3.7 Qualitative Interviews

Qualitative interviews are an interpretivemethodfor understanthg how individuals

perceivea specific subject of interest in social settingsresearch regularly uses this

methodto investigate perceptions, expectations, and behavioral ratiqal&saplan &

Maxwell, 2005)I t often reflects practicality and t

The qualitative researcimethodologysupports inductive category formation and open
interpretation, allowingnowledge extractiofrom interviews (Schutze & Avital, 2011)

One of the most frequently used qualitative techrsgaesemistructured intervies
which elicit richinsightsandenablethematic comparison among participatit/ers &
Newman, 2007) Qualitative data can be analyzed through various inductive coding
techniquesOpen codingdentifies relevant categories for inductive category formation,
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while axial codinghelps structure relationships between existing categCiesin &
Strauss, 1990)Qualitative content analysisombines deductive and inductive category
development wihin the codingscheme, making guitable for structuredata collection
(Mayring, 2000) Guidelines and pitfalls for conductimgerviews can be found Myers
and Newmar{2007)andSarker et al(2013)

Qualitative reseatt supportsformative or summative artificial, exante or expost
evaluationin DSR (J. Venable et al., 2016Jnlike simulation and gamtheoretic
models, which rely onpurerationalreasoning qualitative interviews capture how real
users interpret design features and anticipate use sce(Beingtze & Avital, 2011)
They offer a perspective groundé@d domainspecific undersnding (B. Kaplan &
Maxwell, 2005). Accordingly, qualitative methods are particularly suited for exploring
informationsystens designat an early stagéBeck et al., 2013; J. Venable et al., 2016)
These methodeefine the desigrby uncovering conditionfr use acceptance factors,
and perceived valu@. Kaplan & Maxwell, 2005)

P5 and P9 applgemistructured interviewso formativelyevaluate the artifact frorte
sel | er 6 s pesspedtivedsPhapm@iesdpan codingprganizing emergenopics into
higherlevel categorieselated tatrust dimensioafromt h e s e | Vagaudfacets i d e .
of trustbuilding are examinedand the reputation mechanism is detailefl appliesa
qualitative content analysi® investigate theerceived valuend perceivedcostsof
using the system from the buyerds side
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4 ResearchANResadatds gn Theory

4.1 Purpose and Scope

Following the theory development structure Gfegor and JoneR007b) this section
outlinesthe purpose and scopéadesigntheory, specifiesgts metarequirementgWalls
et al., 1992)anddelineates itbounday conditions(Dubin, 1969)

The theoy 6 s p u topnéosnethe idesign of new information system classhat
addressemformation asymmetry anisterssodal trust. The classis primarily intended

for settingswherecompaniesare unknown to each other, relationships are dian,
decisionmakingfaceshigh uncertaintyandweakinstitutioral capacitiesexistto build
trust (Sec. 23.1). While current reputatiosystems suffer from limitations (Sec. 2.2.3),
alternativetraditional trust surrogates amet sufficient (Sec. 2.3.2Businesgeputation
systems arenissing(Sec. 2.3.4) This situation mdicates &nowledgegapfor research

on how businessreputation gstens can be designeddccordingly, the designtheory
applies toareputation(ecgsystert? fithat collectsanddistributes feedback and helps to
determine the feedbackds trustworthiness, w
selectively aboa(P6, k@)l this systemelass, sating infgrmadidn s
can be traded and selectively disclos#tereby establishing complex interrelations
between different ratings from different entities (P6).

Table 13 Meta-Requirements of the Design Theory (based on P4)

Meta-Requirements | Description

1) Business
Relationships

The systenshould reflect the actual socioeconomic relationships and
commitments between parties involved in B2B exchange.

2) Trust Formation

The system should support trdmiilding between unknown actors by
enactingthe trustmechanisnusing the system concemtobservation,
selection, communicatigmisky advane, and safeguards

3) Sybil Attack

The systemshould be robust against manipulation, even in advers:
settings where actors collude, bribe, or create multiple identities to gan

Robustness system.
4) Systemic The system should incentivize honest and-remiprocal rating behavipf
Fairness ensuring participastcannot systematically benefit from biased ratings.

5) Performance
Differentiation

The system should provide credible, meaningful signals about perforn
that support decisions in sh@aermbusiness settings withigh uncertainty.

6) Control over

The systenshouldenable parties to control which information is forwardg

Disclosed shared, or withheld, ensurimgntextsensitive information sharing in
Information competitive environments.

7) Decentralized Thesystem should be based on a distributed system, avoidimgla

I nfrastructure powerful gatekeeper that can influence ratings.

20 Following Hein et al. (2020pndYoo et al. (201Q) t he suf fi x O e c o ocreatesf er s
value by establishing complex relationships among entifiéis. omplexity of relations within thesystem
contributes tats overallhealth (P1).

t

(o]
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Based orimitations (Sec. 2.2.3) and adoption barriers (Sec. 2.3m8tarequirements
are formulateqTab. 13). These metaequirement§MR) define the sope of the system
cl assobds ess e nndgualéedesiga dedsions¢histbeory(Sregar & Jones,
2007a) The added value of this theorized system cladanited by deliberate non
participation(e.g., due tohigh competition) low network effectsand difficulties in
standardiing the rated subject The theory is notprimarily intended for settings
characterized by stable, lotgrm relationships hereinstitutional trust mechanisnase
sufficient(Pavlou, 2002)even thoughthis system class mastill add valugP5,P9)

4.2 Theory Units for Theory Development

In line with D u b i (19693%theorybuilding method this section introducdteoryunits
of the design theory. The units cde abstracimetatheoretical coceptsthat construct
thephenomena of interediére:trust and reputation) and serve asrttetadesignwithin
the theory(Gregor & Jones, 2007a; Walls et al., 1992)esystenmconceptsact as theory
units, including (observation, selection, communicafi@nd concepts for trust building
(risky advancesafeguardsjSec. 2.1.2JLuhmann, 1995, 2017P2 (Tab. 4).

Table 14: Selected* Theory Units of the DesignTheory

Theory Units Description

Observation Distinguishes relevant from irrelevant information (e.qg., trust signals).
Selection: Filters and prioritizes observed information to reduce social complexity.
Communication Connects both system operatioasabling the interpretation of trust signa
Risky Advance Initiates trust through vulnerability without guaranteed reciprocation.
Safeguards Fosters trust by integratidgtentrisk-mitigating mechanisms into the syste

Fig. 7 illustrates how trust emerges throulgé process afommunicatiorfrom an LST

lens(P3)# Trust evolves under double contingency, where each sideconustde aisk

while the outcome is uncertajhuhmann, 2017, pB1i 32). Thus,one sidemusttake the

first step and makéself vulnerablenot expecting to beexploited (Luhmann, 2017,

pp.47148). The trustee (U) selects ,bhsednonprior t r ust
observatios( P4) . The trustor (b) then observes tF
how to respondin the communication procesBZP3). Trust can develop through an

alternating process of mutual observation when vulnerabildaresnot disappointed

(Luhmann, 2017, B7). Trust thereby relies on safeguardsttis, explicit organized,

but latent control structures (e.g., institutions, technoladgyhmann, 990, 2017,

2L while further systentheoretical concepts can be applied (P1;BR;fese three units are sufficient to
model the trust mechanism

22 According to LST Sec. 2.1.2 human beings amotconstituent®f social systems. While social systems
cannot exist without human consciousness, they are constituted solely by communsesiathmann
(1995, p.59). For the sake of understandigarticularly in exploring the emergence of trust as discussed
in an ealier work byLuhmann (20174 the respective roles of these systems of consciousness are referred
to astrustor andtrustee.
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pp.51i 64). Reputation can be understood as seeamtr trust(Jgsanget al., 2007)
sincereputatiorcan beif or med by s eei rflghmammk013, plB).ees t r ust
pr ospect i can select whetheo to trugt one or both communicaiotes

Social System
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Figure 7: Systems Conceptualizations of Trust and Reputation Formation

Furthermoreamardatorytheorycomponents a set obysten outcomegGregor & Jones,
2007a) Schematically, dur systemoutcomesdefine the conditions under which a
prospectiwmayttoussor (fFdpyg. 8). The wvertical a
to reduce complexityhrough selectionthe horizontal axists ability to distinguish
informationthrough observatiarincertaintydescribes the systeoutcomesjn which
the systemrmédther supports distinctions nor applies seledifmm a prospective buyenb;
trust cannot emerg&tructural Blindnessefers to selection processes withsufficient
observation nt o t he sy st leadidgsto nasalignedatmgsamd didtorted
trust signals Signal Ambiguitycapturessysteminternal observationvithout sufficient
selection logicwhich resultsin ambiguous interpretatisnTrustBuilding denotesthe
desiredsystem outcoman which observation and selection batpport trustformation

A
High Selectability

Structural Trust
Blindness Building

Uncertainty ilrgrt;%uity

Low Selectiability

»

Low Observability High Observability

Figure 8: System Outcomedrom a Prospective Trustor Perspective
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4.3 Principles of Form and Function

Following Gregor and Jond2007b)principles of form and function need to be described
to characterize the system. Ttoem refers toa systen@s structural compositione., the
operationaliation ofthetheory units(Sec. 4.9 Tab. 14. Functionexplairs how these
forms interact withinthe systemo achieve the system outconiRietz et al., 2019;
Townsend et al., 2011fach form isa derivationbasedon how a social systetuilds
trust(Luhmann, 1995, 2017Fig. 9). Theexactmapping of the systesiconceptdo DP%

6 is depicted imAppendix A reflecing multiple trust dimensions (P5).

Observation Selection Communication
— Identity — Engage with Identiés — Double Contingency
— Relationships, Patterng — Offer Risky Advance — Trust Signal
— Rating Data — Respond Risky Advanct — Reciprocity
— CounterRatings — Assess Ratings — TrustBuilding
— Reputation — Access of Ratings
Risky Advance Safeguard
Monetary Risk — Blockchain Techology
Reputational Risk —  Escrow Mechanism

— CounterRating Mechan|

T Sanctions

— Control

Figure 9: Operationalization of the Theory Units into Forms

These system operations can take different forms depending on the roles of trustee and
trustorin respective situation8uyer, seller, and prospective buyer repeatedly perform
system operations (observation, selectiang communication)co-construct trusty
oscillating risky advancesand thereassurance and recourse offered drgtective
safeguard¢M. S. Granovetter, 1973; Luhmann, 1988; S. P. Shapiro, 1987)

Based on the meta requiremermtssign principles translate operationalizieelory units
(form) into intended system behavi@funcion) (Tab. 15) The metaartifact consists of
six design principles (DRDP6), which have been derived from a combination of
systemtheoretical reasonin_uhmann, 1990, 1995nd economic coordination logic.
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The subsequent design principles (DBP6)showformandfunctionthat mimic therust
mechanism in social systematuraly (Gambetta, 1988; Hardin, 2002) more detailed
version of Tab. 15 is provided in Appdix B, following Gregor et al(2020)

Table 15: Overview of Design Principles Acording to Form and Function

Design Principles

Form

Function

DP1: Risky Advance
(MR1,MR2,MR5)

Sellers offer a price discount
and commit to being rated

Send exante trust signals whileelying
onsafeguardsind buyer reciprocation.

DP2: Voluntary
Monetary Rating
(MR2,MR3,MR4,MR5)

Buyers voluntarily issue
(costly) signals in the form of
monetary ratings.

Promote authentity of trust signaling
of both sellelmandbuyers,encouraing
voluntary, norcoerced ratings.

DP3: Counter-Rating
(MR2,MR4)

The system detects repeated
nortpayment and allows
sellers to issue counteatings.

Prevent strategic buyer exploitation,
incentivize honest reciprocation, and
safeguard reputation building.

DP4: Selective Signal
Observability

Buyers control whether, whe
and towhom their ratings are

Protectsensitiveinformationthrough
operationakclosed and selective
communicationand foster trust

(MR2,MR6) disclosed or sold. building without enforced transparenc
. Potential buyergan Facilitate selective ratings assessmen
DP5: Trust ; ; . ; "
Assessment u_ndersta_nd _s,lgnals ba_\sed on| based on ratlngs assomatepl identities
different indicatorsavailable | regarding relational, behavioral,
(MR2,MR3) to them

economic, and time indicators.

DP6: Decentralized

Storage
(MR1,MR2,MR5,MR7)

All rating commitments and
executed ratings are stored a|
exchanged on a blockchain.

Ensure tampeproof recordkeeping,
credible rating origin, and institutional
trustsafeguardedavithout an influencing
platform intermediary.

Risky Advance (DP1):

To initiate trust under uncertainty, the system should enable

sellers to issue a risky advance as a voluntary;qamtractual commitmenflrust is
initiated through a risky advanaethe form of anonetaryratingas ashareof the basic
payment(Sec. 4.9 Fig. 7). Sellers selectively offer a price discourgrior to the
transaction, exposing theslves to the risk of nhorcompensatiorand reputation loss
(Lingfang & Xiao, 2014) This action signalsa

performanceand invites the buyer to reciprocate by releaghmywithheld monetary

s e lednfelendesinthe offered

compensatiomas offered by the sellé6. E. Bolton et al., 2013)The actiornconstitutes
the first communicative act, reflectihgu h ma (201 H\8ew thattrustrequires aisky

advancgP4) The ratings held in escrow on smart contracand can be released by the
buyer upon satisfactory performan&3P5).

Voluntary Monetary Rating (DP2): To ensure the trustworthiness of ratings, the system
should allow buyers to issue monetary ratings after performance delrodumtarily.

The buyer

retains ful

control over

whet her

buyer releases a partial payment as a rating, it is recorded on the blockchain as an
economic trust signalJurca & Faltings, 2003)The freedom to withhold payment is
essential for the authenticity of the ratings, aligning with the notion that trusbtda&n
enforced Gambetta, 1988; Luhmann, 201Buyer$rating decisions show four potential
outcomes regarding seller performance (Fig. EQix. Positive RéingsandFair Negative
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Ratingsare desirable outcomes. The other two should be avditgtbitative behaviar

where the buyer withholds payments despite high performance, is counteracted through
the safeguard described in DRZnient behavigrwhere poo performance is rated
positively, is unlikely to occur assuming rational beha{@rE. Bolton et al., 2013jnce

buyers would pay mor@r poor performance (P5).

A
High Performance Fair

Exploitative| Positive

Behavior Rating

Fair .

Negative Lenlen_t

Rating Behavior
Poor Performance

Negative Rating Positive Rating

Figure1l0. Buyersd6 Behavior Basedecsion Per f or mance an

Counter-Rating (DP3): To protect sellers from opportunistic behavior, the system

should enable counteatingswle n buyers repeatedly exploit
The freedom to withhold paymeateates potentigl exploitative behaviorandrepeated

refusal of a buyeto compensata s e |l | e r 0 s Theaffactedsellacdntreygerc e

a negative countamting (P4)2 Once a defined threshold éxceedede.g.,more than

10 $hhare ohoncompensatio)) the buyels flagged(for the time beingaspotentially

exploitativein the systemyisible to other seller@5).As a resultpthersellers are less

inclinedto offerarisky advance to ik buyer, diminishing he buyer 6s spotent.i
from systemparticipation such as receiving quality signals or saving costs by giving

negative rating$§P4).2* Counterratings educeb u y estrategicnisbehavior(P8).

Selective Signal Observability (DP4)To protect strategic interests, the system should

all ow users t o abservabilitp &andhe deledtive disclasureRatiggs 6

information must be protected imompetitive settings (Sec. 243. By using

cryptographic primitives, buyers should retain full control to decide whether, when, and

to whom their ratings are disclosed (P6). This mechanism reflects a deliberate balance
between transparency and strategscition, ensuring signals are selectively observable

but not universally exposetVhen di scl osure is withheld, tt
(P9) enables the trading of rating information for profit (P6,P7).

Trust Assessment(DP5): To enable trust formatmg the system should provide
observable rating enriched with contextual, relational, and economic metadata
Analyzing buyersellerrelationships helkpidentify moretrustworthy interactiompatterns

23 According toBottom et al. (2002)when the penalty is perceived as justified, the seller may accept the
rating as a form of financial compensation and refrain fretaliating with a negative counteating.
24|n this sense, the buyer mighisobuilda o6r eput ati oné as a rater, who sta
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(Ekstrom et al., 2005; Noorian & Ulieru, 201@¥trust is based on selective observation
within complex social communication structur@s). Second, buyers can select and
assess ratings according to their source credilahity theobserveddentities involved
(cf. Sec. 4.6).This implies comparingratings from different rater(P5). Third, the
monetarya mo u n t -toafk iadnptfiéstle signal strengtlof sellers(Spence, 1973)
Moreover, the ratio between basic and performaetaed payments (Sec. 8.Zab.7)
supports signal calibration by quantifying risk.dddition, semantic elements such as
review text, counterating responses, and other metadata imptoew ratings are
interpretedMudambi & Schuff 2010)(P5).

Reliable Storage(DP6). To ensure tampetesistance and verifiability, the system should
store all rating commitments and outcomes on a decentralized blockobiaiork A
permissionedlockchainanchors the trudtuilding logic with pseudonymous identities
(P4 (Sec. 2.4.) This safeguard ensures thas long as ik blockchaintypeis designed
tamperresistantno party can manipulate, delete, or disavow ratimigh smart contracts
(P5). Using verifable credentialsn a blockchainenables costly and verifiable trust
signals (Sec. 2.4.2) which supportincentivecompatible equilibriaby aligning the
payoffs with truthful reportingP7).Also, it prevents Sybil Attacks (Sec. 2.2.3).

4.4 Artifact Mutability

In line with Gregor and Jong@007b) artifact mutability refersto how an artifactcan
evolvein a realworld setting based dhe logic ofthetheory Drawing onSimord €1969)
notion of evolving artifacts and @Hea $1989)idea ofevolutionarytrajectories(cf.
Gregor & Jones, 2007anutability can bdllustrated throughrefinements which are
understood a suggesti ons ffaurr tihmegGregoo& doges, [2€0Ta,
p. 324) Drawing on abductive reasoning (Sec. 3.2)tability provides a lens through
which artifact states can be theorized before implementdki@mrich & Schwabe,
2014)

The trajectories express design tensions, each addressed through refinements, gllustratin
how a reputation system may unfold (Tab. IR)ese refinements are no flaws laut
logical desigrextrapolation of the design theory logB. Kuechler & Vaishnavi, 2008;

W. Kuechler & Vaishnavi, 2012Refinementalign with thecontextual reliabilityof the

design that acknowledges the situated nature of deg¢®josey et al., 2025)These
refinementscanextendor generate newPs in further validation cyclggregor et al.,

2020)
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Table 16: Trajectories for Refinements Arising from Design Tensions

Trajectory Design Tension Refinement

T1 Monetary Upfront monetary Allow non-monetary risky advances that re

Commitment commitments may deter (sdely) on reputational exposu(€ig. 9).

(DP1,DP2) costsensitivesellers fom Provide bonus paymenfsom buyersaligned
participating with their interest to sell rating®4,P5).

T2 Economic Signal strength and cost ar| Introduce differentiated ratingmountghat

Signaling (DP1,DP2) notstrictly coupled reflects e | Ilcanfidenéfuncertainty(P4).

T3 Rating Buyersaremore interested | |mplementan Gaccessatings for submitting

Generation in receiving (buying) ratings logica Introducetokens surcharges

(DP2,DRY) ratings than generating or throttling when ndelpful ratings are
them (P9). generated®

T4 Threshold A static threshold may not | Implement adaptive thresholased on

Mechanism refl ect s e | | | counting overall rating outcomésEmploy a

(DP3,DP6) and buyersbod governance mechanism to manage the
rating distribution. threshold update® Combine with T3.

T5 Product Multi-dimensionakuljects | Decompose ratinguljects irto (simple)

Complexity (DP5) may be difficult to rate. subcomponents and allow domaipecific

aggregation logi¢P5). Rateconditionbased
or within time frames Combine with T2.

T6 Rating Freetext reviews may leak | Implement staged disclosurethe rating?®

Disclosure(DP5) sensitive information Enable cryptographic redaction templates |
role-based access for selective disclosure.

T7 Marketplace for | Buyersmay strigdle to Introduce a marketplace with

Selling Ratings assess the utility of a rating recommeadation algorithms and rating

(DP5, DP6) before purchase. bundles (P5). Employ TCRs to improve
pr os pect isekeetionoiratiegs®s 0

T8 Dispute The systems lack a central| Add an instancewith governance ruketo

Resolution (DP5) governance layer to resolvq resohe conflicts (P5) Implement a

disputes. superordinatgovernancdayer to legitimize

databased orheblockchai® saw datai!

T9 Ownership of Ambiguity about who owns| Define ownership and usage rights of

Ratings (DP4) and may trade a rating (P6| generated ratingspon rating commitmerig

25 Sold ratings are considered helpful by default unless disputed by the buyer within a fixed period.

26 Rating outcomes (negative/positive) can be analyzed in a confiderpisdgrving manner using
homomorphic encryption and protocol rules, efy.Wu et al. (2024)The visibility of the counterating
threshold should remain hidden until a sufficient number of ratings witktrinéal amounts have been
collected (P6).Governance musdetermine whether past countatings are revealed or not based on
updates of the adaptive thresholds.

27 Depending on the threshold level, it may be reasonable to enforce a payout even for negatide ratings
where neither party receives the fudds orderto further reduce opportunistic rating behawbbuyers

28 Raters may encrypt rating contents with different keys and selectively grant access, allowing targeted
disclosure to specific recipients to maximize profits. Offering should be cepdset, nbidentity-based.

29 A potential buyer can publicly solicit a recommendation for a specific product or service using TCRs.
While TCRs are prone to capital concentration effects as notéddgonkar and Krishnamachari (2018)
these can be mitigated through capped stake amounts per entity and verified, thus independent, curators.
30 Approaches to resolve disputes rooted in blockchain immutability are suggegididrbgt al. (2019)

31 One may envision a superordinate institutional layerdbatifiesdata points recorded on a blockchain.

This layer could serve as the basis for arbitration, compliance audits, legitimatedispute resolution
protocok. Anchored to amstitutional mechanisng.g., legitimated vs. not legitimated, can complement
technically immutable records with legitimization through one or more trustworthy instances and enable
multi-level trustassessing institutions. Technicallipjs can be achieved by excluding undesired entries
from index structurese.g., using hastables see for instanceHillmann et al. (2020)

32 Ratings sold by a seller may be perceived only as credible whempaaied by different ratings from
different sourcegP6). Furthermorgthe transfer of the monetary rating amount can be stalled, enabling the
seller to submit proof at a | ater time, thereby

str
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Testable proposition§TP) explicatethe theorybased causalesignlogic (Gregor &
Jones, 2007aJ hey serve three purposes: 1) artitulgqdesigrinducedcauseandeffect
assumptiongWalls et al., 1992)2) contribuing to mid-range theorizing3) establishing
abasisfor theowy refinementand empirical evaluatiofW. Kuechler & Vaishnavi, 2012)

Und

Tablel7: Testable Propositions on the Systemds

Testable Proposition Evidential
Grounding®

TP1 (DP1):If the system enablesseller to issue risky advance prior to a 0 (P3,P4)
contract, prospetive buyerépercept i on o f trustivathiressricreasas.6| (P9)
TP2 (DP2):1f buyers issue voluntary monetary ratings, then the perceived 0 (P3,P4)
trustworthiness of ratings increases for prospextmyers. (P5)
TP3 (DP2):If buyersare offeredvoluntarycompensatiorfrating paymentjor 0 (P4)
sellerdrisky advancs thenthelikelihood increases that these buyers submit | y (P8),
negative ratings to ieeivethe escrowedating amountunless countemcentives (P5)
(as outlined in DP3) effectively deter such behavior.
TPA(MDP3):l f the system defines a thr es|o(P1P4
ratings become visible to other sellers, then buyers refrain fidomitting (P9)
negative ratings that would exceed this threshold.
TP5(DP3):Ifabuyebs negati ve r atervabipsoravher s e| 06 (P4)
sellers,then the likelihood that other sellers ave@dgaginghis buyer increases. (P5)
TP6 (DP4): If buyers can selectively control the observability of their ratings, | 6 (P4),
then the incentive to forward ratings increases. (P5)
TP7 (DP4): If buyersprofit from selling ratings, then the incentive to forward | 6 (P3,P4)
ratings increases y (P7, P8)

TP8 (DP5): If the system provides contextual, relational, and economic meta
then the perceived trustworthiness of the rating signal increases for buyers.

5 (P1, P3
(P5)

TP9 (DP6): If monetary ratings are stored onbdockchain, then a buyés Yy (P7),
rational behavior is more likely to converge toward honest rating reporting. (P5)
TP10(DP6): If rating commitments and outcomes are stored on a blockchainf 6 ( P4) ,
then the trustworthiness of the rating signal increases. (P5)

TP11(general} If a seller offers good qualityhen the profits of these sellers
increase over time.

> (P4, P6
Yy (P8)

TP12 (general) If a buyer has access to ratings by purchasing théen these

b u y alecisidamaking payofféincrease.

y (P7,P8)

Each proposition iprimarily derived from design principle$hepropositions bridge the

designods

i n tthe explandtorylandguistificatary khdwledge bdseazy et

al., 2010; B. Kuechler & Vaishnavi, 2008achTP is supported by deast onenode}

based or empiricgbiece ofevidence, going beyonsble conceptualdesign logic(see
footnote 33) The propositior build the foundation for future empirical testir(@Gregor
& Hevner, 2013; Walls et al., 1992)

B Evident i al

l ogi c

et al. (1992)

(design

grounding

i s

based

on

t he

type

of

-bazdd ieviderace @njtantiatipn, smoukhteon, analytical modeling),
empirical support (e.g., interviews, experiments). Eviidégrounding is not limited to empirical validation
but also includes conceptual and leb&sed reasoning, s€gegor and Jones (2007 lyari (2007} Walls

evidence
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4.6 Justificatory Knowledge

Justificatory knowledge explains why a theory is expected to function by providing
scientific support for the design. It is seen as the most important part of a design theory
(Gregor & Jones, 2007aJherefore, this section adoftthe multi-grounding approach

to design theories followingsoldkuhl (2004) which includes conceptual, value,
explanatory, and empirical grounditmjustify the knowledge (Fig. 11).

System Concepts Value: Trust Building g -Knowledge
1 Goal: Reducénformation I
Form and Function Asymmetry Explanatory Theory
‘L Conceptual grounding v Value grounding v Explanatory grounding
Design Principles — > Desired Result | Design
Prescriptive Theory

T Empirical grounding

Action : — Effect
Explorative, Descriptive

Figure 11: Grounding of the Design Theory (based on Goldkuhl, 2004)

LST provides the conceptuagirounding for the artifact framing it within a
communicatiorstructure (P2). LST conceptualizetrust as alecentralizednechanism
coordinded via observation, selection, amdmmunicationwhich can be transferred to
informationsystems P2P3. LSTt heory wunits i nf-design(Seche art.
4.2), and design principles (Sec. 4.3). The system operationalizes risky advances through
monetary ratings and incorporates safeguards like cotattagsor visibility rules via
communication, obsertian, and selectionR2P3).

The alignment with valuegrounding ensures the artifact meets normative goals
(Goldkuhl, 2004) The design is valugrounded in institutional tsi dimensions
addressing normative expectations in professional B2B interacéisishiown irP5.The
artifact incorporates 23 distinct institutional trssipporting and distrusteducing
factors, mappedn six theoretical dimensioftsfollowing Utz et al.(2023) (P5) These
dimensiondully integratewithin the desigmnddemonstrate a comprehensive trust logic

34 To maintain alignment with the design theory structure proposed by Gregor and Jones (2007) and avoid
redundancy, only selected grounding processes are elaborated here. For the full spegtoundaig
processes, see Goldkuhl (2004, p. 67).

35 The dimensions include cognitiveknowledge, and calculatiofbased trust, and skepticisncontrok,

and vigilancebasedlistrust (P5).
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Explanatorygroundingcompletes abstract kernel theamth a setof designrelevant
explanatory predictive theorig8V. Kuechler & Vaishnavi, 2012prounded ortheory
basedy -knowledggSec. 2.2.8 Tab. 3) Theseselectedheories describe the anticipated
functional impacts and are, to some extent, detached frofP1

Signaling Theoryexplains that actors canitigate information asymmetries by sending
signals that are bottostly and observabl&pence, 1973DPlembodies this principle
Risky advancesmake it unattractive forlow-quality sellersto mimic highquality
behaviod an effectreferred toassignal fit(Connelly et al., @11; Kirmani & Rao, 2000)
DP2explicates a genuine riskbof beingrated negativelywhich introduces a utilitpased
risk calculus(cf. Rational ChoiceTheory). The cost of potentially foregone revenue
renders the signal credib{8pence, 1973DP4 reinforcesthis signal fitby ensuringts
saliences quantifiableandobservake (Connelly et al., 20115ignaling Theory predicts
that such mechanisms differentiate trustworthy from untrustworthy acfosided the
signaling cost structure supports a separating equilib@mE. Boltonet al., 2008;
Kirmani & Rao, 2000)P7 formally validates this requirementdemonstratinghat cost
dependent signalingan yield separating equilibriavhen using a blockchain These
effects occur irrespective oh buyer 6s i ncenti vethatsther uct ur e
discriminatory power stems from the seller signal itself (P7).

Rational Choice Theory posits that actors seek to maximize expected utility by comparing
anticipated benefits and cogi€oleman, 1990)DP1 ensures only those sellers who
expect(long-term) utility offer risky advances (e.gacquiring new buyers) to outweigh

their potential costs (e.geputation lossjBa & Pavlou, 2002y DP2 countdralances
leniencysince rational raters refrain from givirgxcessivepositive ratings du¢o the

econome value of ratingsin addition DP3 applies thresholdased sanctions fwevent
misreportingRat er s 6 wut i | i t y)theisnegatvexratings lzelp davewcbsts,n

2) they do notrisk profitsto sellratin88), and 3) t hey still benef |
(G. E. Bolton et al., 2008 Hence, occasional negative ratirggearational for raters,

while misreporting beyond a dynarfithresholdappearsirrational. DR allows raters to

monetize or withhold their ratings based on their utility calgugigenfootnote 32is

applied(P6). Rational raters choose to sell ratings when expected benefits (e.g., monetary
compensatioff, reciprocal valugT3)) exceed the remwélsnsiive cost s

information. These conditions are attainable in fammpetitive environments (Sec. 4.1),

36 A certain level of risk needs to be accepted to confer reputation valuéregeseand Wilson (1982)

37 When the quality distribution in a market fluctuates, the threshold should be dynamically adpested (
4.45 T4). This aligns with the system concept of dynaegailibrium (P1), se€ombs and Vdg (2002)

38 Empirical findings suggest thaatings are perceived as valuable and tradable assets, supporting the
underlying assumptioaf economic utility (P5,P9).
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while theycanhold selectively in competitive settin@gl. Cho & Jun, 2013; M. Levy et
al., 2003; Shi et al., 2023; Tsoy & Konstantinov, 2023)

Source Credibility Theorgxplairsthatthe persuasiveness of informatidepend onthe
sourcedbds percei ved e Howandtet a.,e1953; Pdrnpitakpans t wo r t
2004) Ekstrom et al. (2005) demonstrate tthas theory can be operatiolized in a B2B
context, addingfamiliarity betweenrater and buyerand organization affiliation as
factors.DP5 builds onthis logic Potentialbuyerscanassess ratingsased on their source
credibility andrating behavioJ. Cho et al., 2009; Ekstrom et al., 2Qd)yerswho
comparenonaggregatedatings(and their monetary weighéicross different sourcean
infer source credibilitfLingfang Li et al., 2020; Mohaisen et al., 201dyen with limited
information available(G. E. Bolton et al.,, 2005)Raters with stable identifiers are
perceived as more trustworthy artderefore more credibleg(C. M.-Y. Cheung et al.,
2012; Friedman & Resnick, 200DP6ensures this principl&Vhile the system operates
underpseudonymityrationalraterswould disclose their identit§or trading (cf. Rational
ChoiceTheory). Raterswho stake their credibilityappeamoretrustworthy(Ekstrom et
al., 2005; Gluckler & Armbruster, 2003 ource Credibility Theory predictatings are
weighted more strongllyy buyers with high source credibiliffPornpitakpan, 2004)

Transaction Cost Theory positeat organizations minimize theombined costs of
coordination and safeguarding under conditions of bounded rationality and opportunism
(Williamson, 1979, 1985)The system reducescantesearch and information costs by
rendering quality observable via costly signals (cf. Signal Theatyi)e smart contracts
reduceexpostenforcement cost{#lalaburda et al., 2019ncreased optionality may raise
cognitiveeffort, thereby notirectly redudng transaction cost@Villiamson, 1993)P5).
Nondhelessthe systentanfadlitate bargaining byncreasingperformancexpectations

that streamline decisiemaking (Poppo & Zenger, 1998) Contracting costs might
slightly increase due to more detailed rating specifications (P5), but smart contract
formalization offers the potential fdongterm cost reduction(Beck et al., 2018;
Shermin, 2017)The enhancedransparencgandisciplineactors and reduamonitoring
efforts (Bachmann & Inkpen, 2011; Jgsang et al., 20DP1 and DP2 jointly provide
buyers with economically meaningful indicators of seféngent (G. E. Bolton et al.,
2013) DP5 supportdargaining efficiencypy anticipating exante performance based on
rating metadata(relational, economic, and tempordG. E. Bolton, 1991; Poppo &
Zenger, 1998)Still, comparabilitybetween rating subjecis constrained wheasset
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specificityis highand few ratingsreavailable(Williamson, 1985f° Supporting DP6, it
is shown thablockchainbasedsystemsanreduce transaction cogRRoeck et al., 2020)

The design theorycausal logic is backed by two empirigabundinglayers First, the

design is suisant i ated through empirical studi es
buyer sd per spe,idraws an priore@rira -kn@wedggSed 2.2.24

Tab. 4)

From a selldis view,sellersacknowkdgethe concept of a risky advanaspecially when
ratingsare expressenhonetaily (P5). Despite tie approvalof DP1 and DP2the effect

on the negotiation effort remainedhconclusive.Some sellers/oiced concerns about
increased operationabverhead Sellers emphasizedthe importance fo selective
disclosure, multidimensionaépresentation of ratingandtherr contextualkzation. These
views align with DP4 and DPS5¢emphasizinghat metadatgplays a decisive role and
sensitive data mustemain individually controllable. Interviewees viewselective
disclosure, such as revealing only parts of a rating, adding textual context, or
distinguishing sources, as essential, especially in competitive seltiragidition,raters
should possessiomain expertis® While some interviewees acknowledged the logic
behind DP3 to prevent opportunistic misreporting, others expressed resertations.
Nonetheless, the ability to reactriegativeratings and the traceability of rater identities
(DP6) werewelcomed, as thegrsure thentegrity of ratingbehavior*

From ab u y eview, ghe systemis valuable in opaque markets and unanimously
beneficial for knowledgéntensive service@9). The rating paymenwvas framed not as

a sellerside risky advance bwsan upfrontinvestment by buyerfl'l). This framing
prompted skepticism regarditige compensationf ratingexpenseghrough resalerhus
operationalizing theating payment mechanisas sellerside signalseemspreferable
with voluntary rating submissio(DP1DP2). Furthermore buyers express discomfort
aboutbeingratedby sellers This aspectunderscores the rationale behind the deterrence

39Asset specificity significantlimits the perceived usefulness of the system, whitbdshigh (P5).Still

an open question is whner the system yields a sufficiently rich set of rretaristics to extract meaningful
dataof relatedcasesas it is currently practiced (PSYetwork effects may plausibly contribute to reaching
the necessary informational density.

40 In this regardconsidering Article 17 GDPR, is advisable to provide access to qualifratersonly,

using ringsignaturegSec. 2.4.2).

41 Concerns weralso raised about potential retaliation and limited avenues for recourse ioffone
transactions. Whether these cems translate into systemic limitations needs to be stemever,G. E.
Bolton et al. (2018)ndicae that negative reciprocity tends to escalate conflicts. A dispute resolution
function, as outlined iSec. 4.4 T8 and detailed ifiootnote 31 may therefore be a reasonable approach.

42 The difficulty of objectively measuring consulting success and theiva bi | i ty in clientsbd
assess service qual it yThie reflestarganeral problem in €onsulting,sées ut i | i
Nissen and Dittler (2019Fven if performance cannot be objeetivmeasured, ratings can still indicate a

client ds s hamiesal. 2@0#)Whlenthesesissues do not undermine the design per se, they

emphasize contextualization and thpdrty oversight.



mechanism aimedt preventing exploitative behavior by buyers (DP3). In this regard,
counterratings introduce a(desirabl¢ tension when the distribution of received
perfor mance
such cases, itindicatesthat buyers strategically allocate their ratings to maximize
outcomes while staying below tlveunterrating thresholdP8). Although this strategy

rat.

ngs

does
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mtent (Sem a.® d4). Ina

appears rationalt remains empiricallyundeterminedvhetherthis approach maintasn
the desired behavioral integrity aheareshonesd reporting aligned with rating
differentiationin thereal worb. In suchcomplexcasesBaskerville and Priekleje(2010)

poi nt

to the

u s avhioh fwvoul® ddtb thendoisclus®m thad buyers

distribute ratings in line with true quality (TR®loreover, contrding ratingsvisibility
appearsmportant(DP4). Buyers stress the need for product filters, metadata, and credible
sources supporing DP54 While most buyers value the option to sell ratindbgeir
primary interest lies in consumingatings Thus, ths finding reveals a interest
imbalancerequiring counteractinthis imbalancgT3).

buyer

Scientifically grounded arguments are integrated, empirically substantiating the
underlying design principlethroughq -knowledge(Tab. I7). Trajectories argustified,
as theymayalsocontribute to the refinement of existidgsign principle®sr inform the
derivation of newones(Gregor & Jones, 2007.a)

Table 17 E mp i {KKinowladge Injegration
Topic Empirical Finding Design Justificatory Argument
Principles,
Trajectories
Quality of Reputatiorinformation | DP1, DP5, T2 | Monetary ratings and incentives
Information is especially valuable in enhance information quality in B2B
contexts with high markets characterized by high
uncertainty uncertainty.
Rating Productratingsare more | DP5, T5 Ratingscenteron producs rather than
Subject informative tharidentity seller identiies.
ratings
Rating Multi -dimensional DP5, TS5 Ratings can be decomposed with
Information ratings increase accurag partialmonetary ratings.
but require filtering
Review Reviews enhancthe DP5, T3, T6 Review text can be included as a text
Depth perceived usefulness of file in the stored ratings{. Sec. 4.8).
ratings.
Monetary Monetaryincentives DP1,DP2, Monetary incentives promotauyer
Incentives increase rating volume | DP4, T3 participation(e.g., saving mongy
but may reduce quality. Rating monetization helps preserve
rating quality by decoupling incentive
from sellerdirected reciprocity.
Uncontrolled | Rating diversity reduces| DP1, DP2, Incentive structures foster rating
Ratings manipulation; platforra ¢ DP5, DP6, T3, | submission andiversity.The
activemoderation harmg T8 bl ockchaindéds i mmu
ratingcredibility. ratingdata cannot be deleted.

43 Some buyers showednlitedinterest in purhasing ratings wheimformation was readily accessible.
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Fraud Costs | Raising the cost of DP1,DP4,T2, | Fraudcost for sellers increases due tg
fraudulentbehavior T6 the hecessaryinimum) monetary
increases trust in rating value of ratinggcf. P6) Buyer®costs
outcomesand increases arise from thresholgliolations(and the
system efficiency limited marketability ofutureratingg.

System exclusion prevents actors fro
extracting benefits from the system
(raisingtheir costs).

Sybil Attack | Sybil Attacksare DP5, DP6, T7 | A permissioned blockchain enables

prevented by identity
verification, low initial
reputation, and cross
referencing identities.

identity verification without pre
assigning reputation. Fake ratings tie
up funds and beconiesssustainable
as network effects grow. TCRan
crossreferencdifferent collected
ratings

Data Privacy

Privacy can be preserve
without compromising
system functionality.

DP4,T4,T6

Cryptography supports the proposed
functions and ensures the privacy of
rating conént.

Identity Stable pseudonyms DP5, DP6 A persistent identifier issued on a
Disclosure enhance rater credibility| permissioned blockchairan be used
full anonymity does not. to determing at er sd cr e
Rating Rating informativeness | DP5, T5 Selectivity enables the comparison of
Significance varies by product the most meaningful rating componer
complexity and recency and allows the focus on recent rating
Rating Ratings labeled as T3 Marking ratings aselpful strengthens
Helpfulness helpful are trusted more signal salience and incentivizes
guality-oriented rating behavior, whicl
addresses motivational asymmetry.
Rating Allowing users to weigh| DP5 Selective assessment based on
Weighting ratings themselves underlyng data and individual choiceg
increases decision trust of ratings enhances decision quality.
Purchase Reputation is a positive | DP1, DP2, T1 | Sellers who are able teceivepositive
Decision mediating trust signal ratings are more likely to achieve
forb u y @urchases. higher siles.
Re-Entry High entry costs reduce| DP6 Permissioned controls maintain
opportunistic reentry. identity consistency.
Reciprocal Customers tend to DP2, DP3 Buyers tend to rate fairly based on th
Ratings reciprocate fairly. actual performance.
Effect of Positive reciprocity DP1, DP2, Only sellers whare confident itheir
Reciprocity increases trust; negativg DP3, T5, T8 | capabilities are expected to send trus
reciprocity fuels signals. Negative reciprocity is limiteg
conflict. by a thresholand carbe managed by
a thirdparty.
Visible Quality indicators DP4, T6 Themerevisibility of trading
Indicators influence trusd even relationshipsaandthe existence of
without reading reviews ratingscanenhance customer tryst
even without readintheratings.
Rating Partialratingsdisclosure | DP4, T6 Selective disclosure enables
Disclosure doesnot necessarily strategically aligned rating sharing,
reduce buyeadvantages which mightallow the system to scale
in competitive settings into more competitive seltgs.
Two-Sided Masked mutual ratings | DP3, T4 Two-sided ratings yield partial
and One increase informational benefits, help curb retaliation, which
Sided Rating value butmayreduce prevents the reduction of participatior

participation interest

interest.
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4.7 Principles of Implementation

Principles of implementatioguide the practical use of the desi@aregor & Jones,
2007a) While not mandatorytheyare valuablefor design theoriefHeinrich & Schwabe,
2014) They may include descriptionof how to establish a systerfAier & Fischer,
2011; Gregor & Jones, 2007a)he focus here lies on practical guidaneéile
prescriptives -knowledgecan be consulted independer(8ec. 2.2.8 Tab. 5)

As a platform instance, thegysst embés | evers shouphdsesbe conf i
promote trusbuilding and foster network effec{Beverungen et al., 2021; van Alstyne

et al., 2016)* This requires a balance in which sellers can issue credible trust signals
while buyers have limited incentives for negative ratifeg., low risk advarces high
counterrating threshold). In other wordat this stage buyer behavior shoulcatherbe
encouraged to lean towalénient behavior than exploitative behavior(Sec. 4.3

Fi @). Ovkrall, the system shoulgupport a normative climate of trestilding
(Ostrom, 1990put alsodifferentiate quali (Avery et al., 1999)Thelattermaybecome

more worthwhile as adoption maturg92). Communication betweehuyer and seller
before the ratingcommitmentis essentigl which should aimfor intended but not
guaranteegbositive reciprocity(G. E. Bolton et al., 2013; Gharib et al., 2019)

The trajectories provide several wabnsidered foundations for refinirbes y st e moé s
effectivenesgSec. 4.4)Integrating refinements might be indispensable for preystem
implementation These refinementscludeg for instanceadaptive or soly enforced
thresholds that preserve buysgencyto rate correctlyfT4) (Sec 4 ,.re&tjictingrating
purchasedy buyers who have not submitted helpful ratif@8), or determiningwho

owns ratings (T9). Additionally, the system must use governance mechanisms to remain
viable across contexédtime (Beck et al., 2018; Tiwana et,@2010) Governance rules

must bedefined and enforced, e,throughexternal oversight amart contracts.

Several operational aspects should be considéfest, rating paymentshould be
executed vidiat-backedstablecoins (P5). Second, ratnghould follow standardized
templates and predefinechtegories to reduce ambiguity, promote consistency, and
minimize time and effort during submission and revi@vW. Chen, 2017; Seutter et al.,
2023) (P9). Rating descriptions should be mandatory and aligned with discrete rating
scales tassessheir expected helpfulnegdabr & Rahman, 2022; Mudambi & Schuff,
2010) Third, privacypreservingtechniques e.g., ring signaturesllow institutional
actors to submit GDPRompliart ratings(Mahmood & Vacius, 2020)

44 |n this sense, it should initially resemble a customer loyalty program, as descrideddiyal. (2023)
thatleverages longerm business relationshipssen if its primary purpose is to supportéons
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4.8 Expository Instantiation

Expository instahation is an optionalpartin the design theorgevelopment, eitheto
uncovertechnicalchallenge®r demonstrat designfeasibility (Gregor & Jones, 2007.a)
Althougha mockup would havesufficed a functioningprototypewas developedrhis
instantiatiorwas implemented on a permissionl&ssereumrestnetP5).*°

Core elements include the creation, approval, and execution of ratings, as illustrated by a
UML activity diagram (Fig. 2). Buyer and seller create a ratiogmmitment, allowing

the buyer to submit monetaryrating within a defined time frame (DP2)hile rating
amounts can be kept private amlockchainas shown in PEDP4), full confidentiality
cannot be guaranteehEt her e umé s rUnterivager etaly 2018¥Thus,at
present rating commitments stored on a permissioned blockchain are recommended
while usingstablecois.*” The blockchain layer in the prototype serves to mkcating
related transactionsecurelyin a transparent yet privagyeserving manner. Smart
contractsstorerating agreements, including baaadperformancebasedpaymentsand

rating commitments with deadlines (P5). Rating metadatstored orchain, while
sensitive content like review texts can remainatféin, referenced via signed hashes.

Create T:::ﬁ::;‘t( createTransaction(
: B customer: User, —t
contract and string) basicPayment: uint, customerConfirmation
transaction I deadlinePerformancePayment: directly tritg_?tle':s basic
flow Aseller uint, ‘ payment if there is
participates in the || Seller creates performancePayment: uint) sufficient balance
N account
reputation system ) A
| executes
Deploy Seller creates Client acceptContract
- transaction, so b| confirms — " et
.> sm?ﬁgfgg:ﬁ' to msg.sender is seller transaction (transaction|D:string)
. includes
' v
A client . checkBalance
participates in the || Cllea:tczlfrites Fl;" Iﬁ;':;; ?t (userlD: address
reputation system Y amount: uint)
createUser( .
username: Decision
string) about rating
payment

Deadline passed @
Clients actively rates the service

payPerformance(
satisfied: bool)

[unsatisfied
== false]

payPerformance(

satisfied: false) Deadline reached

Pay _
perfomance-based

T T [
i
— N == true]
Ca[\ be positive or merge Can be positive or - 1
negative as determined negative
| rating transaction complete |>©

Figure 12: UML Activity Diagram of the Workflow of the Rating Process

45 permissionlesblockchainsgenerally impose highequirementsHere, theyare preferable because they
enable native integration of stablecoins into smantre@ts.The project was conducted and funded under

the supervision of the Chair of Information Systems, particularly Business Information Systems.

“%l'n Ethereumdés native currency (Ether), Privacy put s
coinsaddress this issue but are currently not reliable regarding confidentialityMésger et al. (2019)

and often lack adequate smart contract functionaligyer2 solutions (and other blockchains) are a
promising avenue to provide solutions; Saenwal et al. (2024pr an overview.

47This can be achieved by storing a signed hash of the payment agreeskaingnvhich ensures content
integrity without disclosing sensitive detai@nart contractsight still bepossible; seélenry et al. (2022)
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The prototype featuresanctionalgraphical user interface (Fig3jL Int h e detail=dl , d
users can enter texts (DP@henter timestamped, signed hash values (e.gefévence
review content), which can be stored-offfain(Lou et al., 2023; Z. Zhou et al., 2021)

Customer-address:

0x3f79232296cc898fd160c436C93577C2CF« Transaction x Transaction x
Basic payment: D 1693470108A D 1693470108A
0.01 Seller 0x00610190885F 7564813199992638C 146D03COES Seller 0x0061010e885F7564813199992638C146D08CBES
Customer 0x3179232296cc8981d160c436C93577C2CFA9F 17 Customer 0x3179a322960cB9810160c436C3577C2CFAOF 17
Performance payment Details Description Details Description
0.0005
Status pending Status paidBasicPayment
Details: Basic payment 001ETH Basic payment 001ETH
Details Performance payment 0.0005 ETH Performance payment 0.0005 ETH
Deadline for basic payment:
01.09.2023 a B e performance 30102023 eNae partomnes 30.102023

Do you want to accept this contract?

Deadline for performance payment:
30.10.2023 (=}

Do you want to pay performance-based?

Figure 13: User Interface of the Reputation Mechanism (P5)

Additionally, the prototype can be integrated into an SAPa@gronmentAs part of a
studentled implementation project, various ABAP modules and function blocks were
developed to simulate the entire proctogay cycle(Fig. 14)* The functional prototype
was implemented using a variety of function modules withe SAP test environment

to simulate a trial run of the rating processng TestEther The process covers a broad
functional spectrum, from the formulation of the rating agreement to the inspection of
monetary ratings by a potential selter the SAP tstnet As just one example, Fig4
shows how a transaction for SAP purchase orders is créidside) Different
performance aspextan be rated separatelgcording taheir fulfilment level (T5). The
aspects may includelemens such as delivery, product quality, se® performance,
price-performance ratio, or reliabilityThis partially demonstrates how DP5 can be
applied, although a rating history with real participastsissing which would be a
prerequisitdor activatingcounterratings (DP3).

(@]

7 Seller Programm

Smmulating the seller’s perspective

Buyer

Z Filter Product/Industry

Searching for the seller’s rating

7 Get Balance

Displaying current account balance

Z Rate Trans

Initiating the rating flow

7 Rate Print/ Service

Submitting a rating

Z Get Purchased Ratings

Retrieving all transaction [Ds

Wallet-Adresse

2. Eingabe

Beschreibung

3, Eingabe

Reputationsrate

Seller Programm  Bearbeiten Springen  System  Hilfe

Function Description N

Z Load Topping up the wallet address v «@ KAX @ 0o
Z_Get User Transaction | Displaying the transaction ID to the user
7 Create Transaction Creating the transaction Example Of ~

Z Accept Contract Accepting the transaction .

Z Buy Details Providing a description of the product or service [nstantiation 1 erae

Bitte geben Sie hier die Wallet-Adresse des Kunden ein

Birte geben Sie hier dle Beschrelbung des Prodults / der Dienstlelstung an

Bitte geben Sie hier VRatemax in Euro an

Figure 14: SAP Function Modules with Implementation Example

48 As part of a university course project in the 2023 study moddkanced Enterprise Systentbe
execution of the rating process was demonstrated in an operatbtiad).
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5 Synop€pbatrisbuti on

51 Mechanism-Level Contributions

This dissertation provides a theeadgiven reconceptualizationfor reputation
(eco)systems$o overcome persistent limitations in current systems (Sec.d2aB. 6)
(P5). It reframes trustrelated information as a structured, selectively tradable
coordinationasset thatan reducenformation asymmetries in B2B transactioii$ie
design yieldsix contribution® none of which have been proposedhis corfiguration
before.

First, this study introduces economically weighted trust signatee form of a risky
advanceThis design departs froitine retrospectiverating logic of relatedsystens by
sendingquality signalsembedded directly in the transactiorhus, sellers can send
quantifiable, monetary trust signdiefore contracting.Ratings embody aostbearing
signal as a function of risk filtering for high-quality sellersthrough a sefselection
mechanisn{Sec. 4.6)The monetary weighhitigatesrating inflation byimposing&cost®
on rating submissionsThese costencountemnearly costless rating submissspwhich
are seen as one ramuseof fraud(Krigel & Paetzel, 2024)

Second, this study highlights the voluntary nature of ratiigtuntary ratingreflectsa
s e | Irigk, wibich helps build trusfLuhmann, 2017)Almost all previousapproache8
consistently fail tantegrate riskinto the design of reputation systemds a result, the
capacity to build trugs limited to the extent thatsk is limited (Litos & Zindros, 2017,
Milgrom, 1982) Yet the design primarily proposed herdocuseson human rating
decisionsTechnology cameadily determing¢he outcome ratingd'5).5°

Third, this study introducea threshold t@egulateobservability This thresholdensures
that excessive negative ratirgghavioris exposed.Previous studies have not used
observatiorbasedthresholdsto steer rating behaviotdere, an observetependent
threshold mediatethe problem of dispute escalatiareused by negative reciprocii@.

E. Bolton et al., 2018)It prevens immediate escalatiobut still acts as safeguard
(Luhmann, 2017) The mechanism mimics the Nobel Prizevinning revelation
principlest Based orP76 svidence that incentivesinfoster truthtelling as a dominant

4% The only known egeption isLitos and Zindros (2017) However their approach misses sufficient
safeguarding, which might render their approach ineffective. Safeguards are necessarbinldiogt
systems according to Luhmann (2017).

50 A technicatbased approach was recently publishe@bggory et al(2024)

1My e r s(d979) revelation principle demonstrates that truthful reporting is possible without central
oversight. This paper is part of a series ofkg for which Myerso@ together with L. Hurwicz and E. S.
Maskind was awarded the Nobel Prize for foundational contributions to mechanism design theory.
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strategy a thresholebased observation mechanismma y i mpr ovratingbuyer s o
effectivenesfurther(Sec. 4.6)Research onrdorcing truthful reporting is natompletely

new (one exception is Jurca & Falgjs, 2003, 2005, 2009)but the conditional linkage

to observatiorbased system thresholdswhich allows strongerselection pressute be

puton raters, if desire(Sec.4.64.7).

Fourth this studyintroduces thereconfiguration ofratings from public goods to
selectiwely tradablemarket asset$rior work treas ratingsas public goodse.g.,(Chan

et al., 2022; Lingfang & Xiao, 2014; Samuelson, 19%wever, heir costlessnature
appeargo be themain source of inflatedating signals(Friedman & Resnick, 2001;
Resnick & Zeckhauser, 200Beconceptualizing ratings as private goods imdl)akey

carry inherent weight, making them economically costly, 2) they become unambiguous,
deterministic,quantifiable, and®) they can be tradedased orthese features, ankets

for trading ratingganaddresshe problems of lovincentives andfree riding(Sec. 2.2.3)

(T3). Selective transparencaddresses privacy concerasd aligns with broader B2B
requirements for controlling thdissemination ofatings(Sec. 2.3.4)

Fifth, this study introduces new starting point faratinggenerationThe design prompts
buyer® not seller§ to becomeactive drivers of trustworthy feedbackNith few
exceptions i.e., platform owners(Chan et al., 2022)literature shows that rating
incentives are provided by sellers, whigduallyinduce a risk opositive rating biase.g.,
(Neumann & Gutt, 2019a; Y. Yu et al., 202BY shifting theincentive sourceof rating
generationto buyers positive rating biasesinduced by sellefsincentivescan be
eliminated

Sixth, the studyusespermissionedlockchairs for reputation systemdt helps defend
against attack scenarios, includiBgbil Attacks (Douceur, 2002)In research, tering
ratingson blockchains is wellocumentedSec. 2.4.2)The novelty here lies iproving
thatit can also be done with monetamgtings (P6). Next to the general difficulty of
building a fake rating networlwithin a permissioned blockchain netwoflRP6), the
economic valueof ratings and the selection of buyerboth impeds the creation of
plausible fake atingseven moreCautiously formulatedmonetary weighting malyelp
impece Sybil Attacks since transactionare not costlesgSec. 7) TCRs can further
resolvethis issue (T7,)opening avay for the system to functioim an open environment

52 Although the inclusion of buyers as incentive providers is implicitly possildlerca and Faltingsuglies,
theydid not mention buyers as incentive providers.
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5.2 Theoretical Integration and Conceptual Innovation

This dissertatiodevelops gheorydriven foundation for a new generation of digital trust
enablinginfrastructuresCentral is a novel design logic that reframes reputdiiolling

as a coordination functiowithin a socioeconomic information systei@neinnovation
lies in the use oftechnologybasedcommunication structures shaped by economic
signaling.The envisionednformationsystemfor B2B marketsaddresses shortcomings
of trust surrogates b¥) reducing search and validation cosyenhancing creibility
through verifiable monetaryweighted ratings and 3) leveraging available yet
underutilized information for crossrganizational usgsec. 2.3.2).

The system offers solutions to reduce the B2B adoption barriers (Se@ Z&bh4 9).

While some barers can be alleviated by solving known system limitations (Sec. 5.1),
other barriers require more targeted intervention through trajectories (Sec. 4.4). By
sending an exnte risk signal, trustworthy sellers carskbé-selectedit an earlypusiness
transctionstage thereby curbinghe difficulty of detecting manipulative behaviex-
post(Sec.2.2.3)Anot her central issue is buyerso rel
The design theory accommodates this behavior by governing rating incentivég)(T3

and rating disclosure (T5,T6). Likewise, the issue of ruittiensional complexity can

be reduced via T5, provided that service performance can be clearly described and
supported by a manageable user interfdteWang et al., 2020)0verall, the system
design shows the potential to overcome Mastoption barriers of B2B markets (P5).

The reputation systengsan unfold within a selectivelylayered visible ecosysters
including elements such ammitment mechanisms, the sharing of ratings, rating
component disclosure (T6), Token Curated Registries (T7), and a legitimacy layker (T8)

in which complex relationships aoeate valu¢Hein et al., 2020; Jacobides et al., 2018;
Yoo et al., 2010)The evolvingecosystenis described within thewutability of the design
theory Guided bymutable trajectories (FI9), a reputatiorecosystentanevolve into a
marketby turningrating informationinto a priced, selectively tradable, npablic good.
Conceptually new is that rating information can be strategically withheld, disclosed, and
monetized. The design allows selective transparency, without enforcing transparency
(Truong, 2019; K. Zhu, 2004)

Extending this market logic, the design also leverages blockutfieastructure functions
as an equilibriunsupporting devicethat discouragesstrategic lying (P7). This
mathematicallyprovenimprovement of coordination efficiency directly addresses the

53 Legal risks have only been partially addressemhcerns about the traceability of rating identities (P5)
are not a problem when using ring signatutdewever, @en questions remain regardinigetlegal
implications introduced by the use of blockchain technobmy rating contraciseeRieger et al. (2019)
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phenomena deémon market(Akerlof, 1970) The desigraligns theeconomic design for
truth-telling that can helscreenout low-quality sellergMaskin, 2008; Myerson, 1979;

G. Sun et al., 2022Beyond market signaling, the design also responds tortwe
problem, the challenge of reaching credible information bases in decentralized settings
(Caldarelli, 2020)rooted in the same coordination challenge.

This work reaches beyond IS releganby offering a solution for the public goods

problem as described in the seminal wdark G. E. Bolton et al.(2004) on trust

engineering Yet, generating trust information is externalizedhich leadsto the
underproduction of trust signgladar & Huberman, 2000; J. Wang et al., 20H8nce,

reputation mechanisms exhifiita ki nd of public goods probl e
of trust and trustworthy behavior go to the whole community and are not completely

i nt er n(@IEiBpl®rddi al., 2004, A587) Reframing tustinducing informatbn
asaprivategoodallows oneto rever® the incentives logic. Potential buyers become the

source of rating incentivdsy paying for themThis reversion internalizes the coatsd

benefits of rating generation taters By changing the incentive sourcthis research

of fers a potenti al solution tJoPeteimeetallbbi gges
2019, p.101), which is to find the right incentive structua such systeméSec. 1.1)

The design theory fulfills all components of a design theory as outlinégrdgyor and
Joneg2007a) The developed nascent design theory can be categorized as aypaarly
IV theory(Gregor, 2006)hat provides a testable and extensible foundation forramde
theorizing on B2B trust formatiofor IS researcherK. H. Lim et al., 2006; Merton,
1968; JY. Son et al., 2006)rhis workfulfills established criteriaf theory contribution.
For instance, it introduces construttisadvance scarce theory (Aier & Fischer, 2011), is
grounded in mettheory, offers empirical insights (Weber, 2003), and provides rich
explanatory power (Whetten, 198®&)eeting criteria of maningful theory contribution

5.3 Integrative Synthesis andScholarly Relevance

This dissertatiomedefineshow reputation systentan beunderstood and designdsly
reframingthemas social systerffgather than mere feedbaidols (Resnick et al., 2000)
this work breakswith over two decades ofradition and questionsdominant design
assumptionsf reputation systems its(Hendrikx et al., 2015; &n, 2005; Vauvilis et al.,
2014) It shifts the theoretical perspective from evaluativeommitmentbased systems.
Yet, current systems are designed for neutral information exchangediiavoke trust

54 This reframing is legitimate and aligns with the widespread conceptions of information systems as having
a socie and a technical system p#8ec. 2.1.1)seealsoChatterjee et al(2020)andLyytinen (1987)
Reputation systems are thus only a social system, operationally closed from the technological part, see
Luhmann (1990Q)
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or distrust,without intentionally cultivatingrust based ocommittedrisks. Given that
reputation systems are expected to become the centerpiece of digital pl¢Goemsr
et al., 2021; Kolleck & Teubner, 2024}his workd as the first to describe this
reconceptualizatiah may hold longlasting scientific relevanc@Nagner et al., 2021)
Scholars can examine the coordination logic to foster trust, waptor adapt it.

Trust formation is grounded in LST and conceptualized as an indirect yet designable
systempropertyd relevant for any IS aimed at reducing uncertainty in digitally mediated
relationships. The socially-oriented system design operates witin bounded, self
referential informational domainsyhereinformationcan beselectively disclosednd
observedand ispegged to theonditioral logic of smart contractsThesefeatureshelp
coordinatestrangersvia endogenous incentive structur@. E. Bolton et al., 2005;
Gregay et al., 2024)IS researchmaybe inspired to ussimilar endogenous incentives

to steer behavior in other application are@sllectively, the integration of LST with
economic mechanism design opens new directions for designing coordibasied
artifacts.

The increasing interdependence of platfdrased coordinatiomlemandsexplanatory
frameworks that move beyond deterministperationgL. Zhou et al., 2022)While full
behavioral outcomes can never be hewded into artifactgPentland & Feldman, 208
this work showcasabatemerging system patterasenot left to chanceScholars might
not only concemtiteon desiging technology, bualsostartdesignprojectstargetingthe
creation ofsystemphenomena based on system principles.(P@) instance DSR
scholars can reimage designelements, such as riflearing signaling, observer
dependent thresholds, or selective transpareasyeliberatelesignlevers.EchoingA.

S. Lee et al(2015)critique of IT artifactcentrism, IS scholars may study mechanrism
oriented IS artécts with economimcentives leveraged by technology.

Anothemgor contribution lies ifireengineeringru s (GOE. Bolton et al., 2013, @65).
This reengineeringenables the reduction of information asymmetaedaddresses the
coordination failure describeds lemon markes (Akerlof, 1970) one of the most
enduring problems in economics Most importantly, ratings naturally absorb
environmental information into a systenthus, orrectly configured, they offer
extraordinary capabilities for solving coordination challen@gsE. Bolton et al., 2013;
Dellarocas, 2003)Likewise, the logic also holds the potential to mitigate the oracle
problem (Sec. 2.4.1)nformation generation can be positiomedsidea technical system
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through humargeneratedncentivealignedratings(Sanger & Pernul, 2018) Yet, in all
cases, contexgpecific adaptation must be respect{éterwix & zur Heiden, 2022;
Orlikowski & lacono, 2001)Interdisciplinary scholars can investigate its application and
specification for different contexts.

The proposed coordination logic is not confined to B2B ratings. It can be extended to
B2C scenarioand other application domains characterized by epistemic unceriidiety.
developedogic isalsopromising for machingéo-machine negotiation, where agents must
assess both unfamiliar counterparts and negotiation sufjemtset al., 2015; Jennings

et al.,, 2001) Beyond that, the coordination mechanism may inform adjacenaidem

such as recommendation generation, expectation formation, negotiation strategies, or
attribution processg®7). For instance, applying the logictecommendation conteht

rather than teating contend mightimprovepersonrelatedrecommender systems

Few studies have begun to explore how such systems may serve as economic instruments

in B2B settinggChaurasiya, 2024; Gregory et al., 2024; Grol3e et @242Gutt et al.,

2019; Koh et al., 2012; Luo et al., 202Q@pmplementary to these endeavors, this study
presents a holistic stance actively involvalythree sides in information exchandes

such,the studycontributes to a growirdy though still mscend stream of IS research on
trustevoking ecosystem@regory et al., 2024; Grol3e et al., 2024; Ishii & Kikumori,

2023) The proposed design opens up multiple avenues for research to explore the

syt embébs concrete instant.iation in different

This study uses system concepts of LST as an abstract lens on systems function-and trust
building, integrating explanatory theories such as signalBgence, 1973)source
credibility (Pornpitakpan, 2004Yational choic§Coleman, 199Q)and transaction cost
theory (Williamson, 1985) Together, they form a coherent theory corpus substantiated
with economic explanationgNiehaves & Ortbach, 2016)Overall, this work
demonstrates the utility of LSGoncepts for designing information systems. The use of
LST implies that other systems concepts may also be fruitfully applied in the IS discipline
(Waguespack & Schiano, 201®1). A lens largely neglected so far in IS (Sec. 2.1.1).
This dissertation offerslaueprint onhow abstract system theory can be transformed into
generative design logicThis may reposition systems thecinpm a reflective to a
generative stance for analyzing, designing, and theorizing information systems and their

55 n this context, the overall blockchab@ased truspromoting logic proves valid in practice, ddgerson
(1979) (P7). It supports the growing claim that organizations may no longer be the superior mechanism
Aifor -maskdt trust c Geideld2008a #0) and may besrepacegiiccessivehby
blockchaing see for instancdavidsonet al. (2016); Lumineau et al. (2021); Pedersen et al. (2019)
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patterns (P1)LS scholars can learn from this study how abstract system theories can be
operationalized.

This dissertation pioneers a desiggitothat combines abstract system concepts with
DSR Unlike traditional DSR approaches that build on behavioral assumptions or
technical constrain{devner et al., 2004; R. Winter, 2008)is workshows how abstract
system concepts and economic incentives can {mesigned into one functional logic.

In this vein P1 may open avenuessyfstentheorydriven desigrfor IS scholargArazy

et al., 2010; Markus et al., 2002; Markus & Saunders, 2@&temgheory, esp. LST,

as a peripheral paradigm that stands outside of mainstream science, is often marginalized
or ignored (Sec. 2.1.1), yet exactly those theories hold the potential to challenge and
transform established thought patterns in(Hassan & Mingers, 2018; Kuhn, 1970,

p. 175) Therelevanceof systems theorfor IS stems from the growing complexities of

the digital world, which is argued to be best handled wiAlter, 2004; Benbya et al.,
2020; Demetis &Lee, 2017)

At an abstract level, thisork indicatesinformation systems may be conceptualized not
only associotechnicalbutassociceconomietechnical systemslence this study points
toward a path for integratirgconomic mechanism desi@urwicz & Reiter, 2006)nto
DSR studies.This work invites IS scholars to reconsider the ontological role of
information systemsegardingsociceconomic coainationbased on technology et,

the socieeconomic perspective marelyrecognized in I§Sah & Stiglitz, 1984)

In sum,theorycontributions from Sec. 5.5.3 are distilled(Tab. 19)

Table 18: Overview of Core Contributions

No. | Core Description Contribution | Theoretical
Contribution Type Foundation
1 Collection of Collectionof 52 system conceptd | Conceptual Systems
Systems Concepts | 129 system specificationtie guide Theory
the design and analysis of complex
information systems.
2 Reconceptualizatiol Reconceptualizingeputation Conceptual LST
of Reputation systems as bounded, sedferential
Systems as Social | empbying a trust mechanisbased
Systems onsocial system concepts
3 Trust as Risky Reframing trust as a forwaishifted | Conceptual LST;
Advance commitment initiated under risk, Theoretical Signaling
enabling actors to signal trust. Theory
4 Observablébased | Introducing an observabléependent| Conceptual LST
Threshold threshold mechanism to steer Theoretical
behaviour
5 Reputation Recasting reputation from a public | Economie Information
Information as a good into a priced, marketabd@od, | Theoretical Economics;
Selectively enabling selective disclosure and Public Goods
Tradable Asset monetization in rating markets. Theory
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6 Digital Facilitation | Operationalization through six Design LST; DSR
of the Trust design principles illustrated with 23| Theoretical
Mechanism institutional factors to establish trug

7 Design Theory for | Development of a testable, Design LST; DSR;
TrustEnabling extensible design theory with Theoretical Explanatory
Systems mutability logic and explanatory Economic

rationale for norcompetitive B2B Theories
markets.

8 MetaTheoretical Synthesis of LST with explanatory | Meta LST: q
Integration t heor i «owledgednto@ Theoretical Knowledge

coherent metaesign.

9 New Approach for | Suggeste@pproach to mitigate Economie Economic
Coordination persistent coordination problems, | Theoretical Coordination;
Failures including Lemon Markets, Oracle Game Theory;

Problem, and Public Goods Proble Mechanism
through a new reputation Design
mechanism. Theory

10 | Application for Prototype for B2B trust coordination Design Related
B2B Markets and | leveraging blockchain for incentive | Contextual Literat
Blockchain alignment, confidentiality, and Knowledge
Implementation decentralized control.

54 Practical Implications and Societal Relevance

While eWOM slowly gains traction in B2B settings (Belhadi et al.,

2023;

Chatzpanagiotou et al., 2023)rustenabling information systemare largely absent
(GrolRe et al., 2024)n industries where offerings are comparable, stakes are high, and
interpersonal trust is difficult to establish, reliable decision supp&gtsentialAras et

al., 2022; Hada et al., 2024; Tsao et 2022) The proposedsystemtargets this setting
though itsexactform is subject tomutabhlity (T1i T9). Onceadoptedit might redefine

how business relationships are forn{Beck et al., 2017; Narang et al., 2019; Sanger &
Pernul, 2018)Managerseed taunderstand howuch systms operatehow to integrate
them into operations, arbw ratings affect business outcomBseir strengths and linst
relativeto conventional trust surrogates shouldcbasidered (Sec. 2.3.3ec. 7)

Buyers gain a tool to reward performance, deter opportunism, and convert feedback into
tradable informational assets. Ratings can complement contracts and signal accountability
early in the procurement cyd®oreno& Terwiesch, 2014; Padgett et al., 202B)yers

canpay reduced priceshenas e | pesformbasmceés below expectationsvhich can help

rebuild cooperatiofBottom et al., 2002)Also, soldratings offer a return on rating effort.
However, establishing rating commitmentsght complicate contractingeg., when
expectations diverge aating conditionsare hard todefine (P5). Sharing rating data
requires careful governance to avoid exposure or m{8kset al., 2023; Truong, 2019)

For sellers, the systemmight serveas a strategic instrumefGutt et al., 2019pr a
marketing tool(Herhausen et al., 2020%eller® commitmentto get rated signals
confidence and credibilityPositiveratingscan be expected tmstertrust, attract new
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customersjustify price premiums and defend margindonetarybackedratingsmight
have an even stronger trimiilding effect than sole text reviewWSec. 2.2.2)Sellers
might userating feedbackio adjust offering®or differentiate themselves in competitive
markets (Porter, 1997) Nondheless,ratings issued by buyers carry inherent risks.
Mitigation strategies like counteatings andalsob u y @ntestionto sell ratingscan
reduce such riskd7; T3) but do not eliminateiskscompletly. Sellers may choose to
limit rating exposureT2) or establish safeguard®r instance, by screening buyatings
behaviorbefore agreeingo berated(T4) or pegrating resultsto objective mesures
(Gregory et al., 2024Refusal to be rated it necessarilya poorquality signal

Prospectivebuyers benefit from reduced seaabstsand screening cos(Bakos, 1997,

Mai & Liao, 2021; Steward et al., 201Bince reputation is hard to fake (Sec. 2.2.1),
sel |l er s 6 ighthe shifted fromararketmg efforts toward direct investmant i
product or service qualityBuyerscancrossc hec k pr ovi calisthe pr omi s
procurement cycle and triangulateller selectiornwith low resource effortRatings can
support early trust formation in new partnerst{lpgnzolla & Frankort, 2016; McKnight

et al., 2017; JY. Son et al., 2006 Monetary ratings offea discretemeasurebut mght

also complicate interpretation when comhbih&ith review texts(C. Schneider et al.,
2021; Seutter et al.,, 2023Risky advancedy sellersact as selselectionsignals
indicatingconfidence and thus confer a certain credibility regarding tiapabilities In
addition to thisrating variance as well as negative ratings can yield valuable insights
(Steward et al., 2023; S. Zimmermann et al., 2008)eninformation isscarce or raters
lack credibility, decisiormakers shouldonsultalternatives

Monetary ratings provide a distinct informational dimensionithabt captured by other

rating attributesThey may significantly reduce the effort required to generate a rating,
since they build a weighted and standardized information base for rafimgsystem

can replace selected portions of costlyaete negoation with datadriven heuristics

(Cao et al., 2015Reputation ecosystems can show their value in dense, loosely coupled
networkswith frequently switchingpartners. This system may support trust in digitally
mediated economies if deployed in algorithmic procurement or mattmeachine
settings. Businesses can engage flexibly, as raters, signalers, or observers, shape their
involvement based on strategidguities, transaction types, risk levels, and disclosure
intentions(Chatzipanagiotou et al., 2023; K. Zhu, 2004)

Managers can start using the system in settings where trust is hard to establish, such as
new supplier relationships, agency work, or stenn projectgBenson et al., 2020)
Managers must be aware of pitfalls and be able to disaestworthy ratinggSteward et
al., 2018) Early implementations should focus on lealume and lowrisk contracts to
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test how ratings work facompanylmplementergan usalifferenttrajectorieso adapt
thesystemandbalance perceiwkrisk (T1-T9). However, nitial implementation may face
frictiond buyers may hesitate to rate, and sellers may fear unfair treatiient,
principles of implementation should be considered (Sec. @ivgn its generic logic and

low dependency on contegpecificity, the system may scale into other areas facing
coordination problends including less trussensitive B2B fields, and otlefSec. 5.3).
Adoption will likely depend on network effects and declining marginal costs to use the
system(Katz & Shapiro, 1986; Zeithaml, 1988)

As blockchain technology gains wider adoption, solving oracle problems for
decentralized applications becomes increasingly impq(Banerin, 2021)for which this
coordination logic is a solution candidatesstiminga dense network monetary
weighting combined with selectivity (including TCRsaypractically helpmitigateSybil
Attacksin open environments.

By viewing Ar eput asoti@emr onyyanti e msd(Bifess, 2GR d i @int, O
p. 131)this mechaimsm desigrcanserve as a reference design for future systertrsistf

coordination, where institutional scaffolding erodbtasum & Tovey, 2012; Schneier,

2012) As such, it may also complement traditional governance mechanisms and help
structure economic interactions in setinghere formal contracts or institutions are
insufficient (Davidson et al., 2016, 2018; Earl & Potts, 2004; Thierer et al., 2016)

Treating ratingalsoas private goods may prove more effectivancreasingroduct and

service quality in B2C settindBar-Isaac & Tadelis, 2008; Tadelis, 1999, 2016a)

Beyond organizational relevance, the system provatemstitutional scaffolding for
coordination in settings where institutional trust is weakalogous to money as a
medium of remembered val@&lexander, 1987)reputation is a medium of remembered
trust. Drawing onOstron® £1990)governing the commonthe system is an initial step

to coordinate trust between actareder shared but modifiable governance. Different
developmental trajectories illustrate how the system may give rise to genuinely self
organizing and sophisticated reputation environmeoxgr time (Ashby, 1947;
Kauffman, 1993; van Lier, 2019Reputation systems might become highly compled
evolve into fullyfledged social coordination systemst so differenfrom social sgtems
(Takacs, 2022)
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6 Posittberi Pgopgesnmsd DSRs I nventi on

The system classs positioned as ra invention within the Knowledge Contribution
Frameworkfor DSR by Gregor and Hevngi2013) True inventiondia r e (Gregoe 0

& Hevner, 2013, p345)and essential drivers of academic and practical progress, capable
of opening new avenues for further probisoiving(Baskerville et al., 2018An artifact
qualifies as an inventionwhérnisfir e c 0 g n i bp(&redon& Havaer, 28013, [346)
within a clearly underexplored problem domain, such as a fil@ssof aninformation
systemin a domain Invertions areradical innovationgSchumpeter, 1934hew to the
world, wherefithe idea of the problem or opportunity, and the knowledge to solve it, have
not been r ec@gvner & &rdgorp 20220 8).€Tbe exceptionally high
degree ofinnovationis demonstrated by objective criteria for IS research defined by
Grover and Niedgnan (2021)sincethis research fulfillsall twelve innovation types
(AppendixC). Inventions address complex, wicked problems characteriziélddsfined
requirementscontexts, ad conflicting stakeholder interegBuchanan, 1992; Gregor &
Hevner, 2013) Also, to be chssified asan invention, both solution and application
maturity must be underdevelop@dregor & Hevner, 2013)

Solution Maturity . Existing reputation systems face inherent limitations such as
manipulation reputation inflation lack of incentives, contextual insensitivity, and
privacy concerns (Sec.23). Despiteoftenbeingaccompaniedy distrust, hese systems
are used primarily due to thdack of better alternative¢Dellarocas & Wood, 2008;
Swamynathan et al., 201@hese limitations indicate®w to medium solution maturity.

Application Maturity . It is evident that the adoption of reputation systems in B2B
marketss limited. B2B buyers rarely use ratation systems in their dep-day business.
Only a few B2B platforms exist,covering niche areagSec. 2.3.4).Platforms are
compromised by paid listings and biased feedback and fail tothesstandard®f trust
and neutrality(Luca & Zervas, 2016; Singhal et al., 202bpw adoption and usage
indicate a low application maturity.

This work leverageslockchainto enablemonetaryweighted, selectively shared trust
signals Departing fromtraditionalreputation system@esnick et al., 2000jhis system

a) embeds economic stakes into ratings, b) enables selective information désclpsur
allows monetizingratings, andd) introduces countematingswith observerdependent
thresholdsthroughwhich the system mimicauthentic trus(Milgrom, 1982)

This research achieves a level of innovation that aligns with the concept of an invention
in DSR (Hevner & Gregor, 2022)Potential critics might argue that thenetaartifact
draws on existing knowledge. Howev@regor and Hevner caution againatrowviews
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of novelty, emphasizing that the essence of an invention lisgymficant advancement

odina cl ear de paaptedways ofthmlonmant do@a(Grego & Hevner,

2013, p.345). This is readily supported by the analysis in Section 5.1 and the obvious
absence ofany comparableanechanism in B2B context§eatures such as monetary
ratings, sellersd targeted exposure to risk
ratingsare unprecedentad existing B2B system¥ et the artifact nght beseernonly as

apotential inventior{P5), as the solutios primarily theoreticalandincreasingoractical

maturity remains to be seen.
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7 Refl ectiom, dndni Fautturme Research

Critical reflection isessential in researdm uncover underlying assumptions, clarify

limitations, and inform future wér(Barata etal., 2023y he fAmost i mportant
to be in the earliest phases, w(Henshaf,é] st al
2019, p67). This aligns with calls for work that is new, creative, and impo(tdevner

& Gregor, 2022; Nunanker et al., 199Q)ackles a demandirtesign spack a challenge

many scholars shy away frof/. Chen & Hirschheim, 2004; A. S. Lee, 199Gjven

this broad thematic scap critiques areboth expected and warranted, butst be
interpretedrelative to the contributimade(R. Agarwal & Lucas, 2005; A. S. Lee,

2001; Lyytinen et al., 2007; Rai, 2017)

Luhmanndéds work, despite its abstraction and
(Rucht & Roth, 1992)offers a compelling lens for conceptualizing trastasystem
inherentcommunicatiorbasedcoordination mechanisnit is acknowledged that systems

theory ishighly complex Accordingly, the reader may find parts of this dissertation
intellectually challengingMarkus & Robey, 1988)This challengeis not uncommon

among kernel theories. Precisely for this reason, explanatory economic theories are
integrated to align abstract theoretical reasoning with implementable design(\/dgic

Kuechler & Vaishnavi, 2012Due to the strong theoretical orientation of this work, the

focus is placed on justifiyg the design theory rather than the artif@tegor & Hevner,

2013) As part of the metatrtifact (Sec. 3.2), evaluationseaconducted in P5 and P6.

This studyintegratestwo distinct yet complementary theoretidehses, typical for
reputation system researctationality andtrust (G. E. Bolton & Ockenfels, 2012;
Dellarocas, 2005; Jgsang, 200YYhile some scholars advocdia strict separation
(Williamson, 1993)trust cannot be fully captured by classical assumptions of rationality.
For instance, initiating a risky adnce to build reputation appedirst irrational from a
rationalist viewpoint, from which reputation systems have traditionally been engineered
e.g.,(G. E. Bolton et al., 2013; G. E. Bolton & Ockenfels, 2009)is stuly showsthat

trust and rationalityare fruitful in combination and shed light owmo sides of the same
coin (AppendixD). Combiningdiverging perspectivesftenyields the mostmeaningful
research outcomdgMueller & Urbach, 2017)

Due to the limited availability of B2Bpecific research, this study relies on insights from
B2C and C2C context$hough conceptuallgimilar, underlyingassumptions magiffer

in interorganizationaB2B settingsMor eover , realizing the syst
on various legal, technical, and organizational preconditions, many of which are €ontext
specific andundespecified.] ni t i all empirical evidence supj

relevance (P5,P9)The systen depends upon network effects and faces a cold start
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problem.Yet, the artifact has also not undergone fibltsed evaluatiofrurthermore, the
mechanismargets norcompetitive environments with specific characteristics (Sec. 4.1).
This covers only a coparatively small area of B2B segments. Although it is argued that
the design theory logic appears to be extensible in more competitive settings, this
assumption is unprovenuRiher studies need to examine and eefime results

The design theoryexhibits acomplex logic structured around multiple trajectories

ensure contextual adaptabili%. Schneider et al., 2017; Storey et al., 203iill, they

aregr o un d-&«mwledge(Ser. 4.0 Tab. Y)andal i gn wi th the princ
do not have to know, or guess at, all the internal structure of the system components, but
only that part of 1t that i s (Gmregor&laenks, t o t he
2007a, p327). Thet r a j e cedhworld apmicdbility has yet to be demonstrated.

Usdulnessii s t he main val i di t(®oldkuhla200sh p&lYthed e si gn
first empirical findings sggest high usefulness selectedB2B application domains
(P5,P9)However, generally, empirical validation is at an early st8gmple sizes and

contextual diversity of qualitative interviews are limited (P5, HBe system exhibits

hightheory validity(Larsen et al., 2025Nonetheless, propositioadtability is provided,

allowing concrete examination in further dies, which only a few IS studies offer

(Salovaara et al., 2020)n novel domains, theory development should come before
empirical studieglivari, 2007; R. Weber, 2003 his is supported by a contemporary
understanding of theory as a |l ens for gene
insights rather t han s elenkedeha) 20Q% p. 80&onsistenty, ( Bur t o
logical argumentation is argued as an equally valid form of knowledge generation in DSR,

on par with empirical approachdivari, 2007) Nevertheless, further validation is

required. Likewise, agenbased simulations andametheoretical analysis rely on

simplified assumptions ofationality and agent homogeneity. Thoudtelpful for

conceptual elaboratigthese assumptions may not reflect strategic ambiguttye real

world (Beese et al., 2019)

Regardless of garadeoretical predictiond) u y eatirgy behaviocandeviate from the
desired behavioiThe assumption that ratings are indeed honest, as indicated bgsP7,

not yet been tested in reabrld settings Buyers may ratenegativelyfor strategic
purposes, such as gaining bargaining leverage, extracting pecuniary advantages, exerting
pressure, obecause thegnga@ in bribery.Converselybuyers mighbe overly cautious

and use a buffer of unissued negative ratings to maintainegitatflexibility for
submitting negative ratings in the future to accounttioeshold vigbility or honesty

(Sec. 4.6)While, in general termsafse positive ratingsppearirrational and can be
sanctionedvith T3, they can still arise and remain uretged.This especiallyapplies
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when buyers do not intend to share ratingswhen crosscheckingpossibilitiesare
constrained In any casg negative ratings affect the thresholdsibility counter
Therefore, efinements such as T3,T& alsdootnote31) might beindispensableAlso,
sellers can determine who is allowed to rate (PB)spective buyersanconsider the
source credibilityof raters(Ekstrom et al., 2005)make use of information solicitations
(T7), orcarryout stricter selection criteria.

Although ablockchainmay not be needddleyers & Keymolen, 2023keveral reasons
justify its application(Pedersen et al., 2019; G. Sun et al., 20E}rticularly, a
blockchainaddresseshe limitation ofCentralized Governance and Privacy Concerns
(Sec. 2.2.3), since fireventsundetectableseledive moderation and suppressed ratings
(Agahari et al., 2022; Avyukt et al., 202Blockchain protocolsalso limit informal
influence,favoritism, or bribery e.g.,(Long & Liu, 2024; Subramanian, 2018Jruly
decentralized blockchains asecureand reducenumerous attack vectotbat central
instancesare vulnerable tgNakamoto, 2008; Tschorsch & Scheuermann, 2016¢
immutability of blockchains is not necessarilg adaptatiorbarrier,since implementers
can usdaechniques such &®ft deletiorfor selectiveratingdata mappings (footnol).

Full disintermediations not intendedP5), as blockchain systems must remain adaptable
andcompliant with regulatory requiremer(tseulner et al., 2022)

Several unintended side effects warrant atten@reconcern is the potential decline in
social interactiorfPazaitis et al., 201 &ndcalculativeness dfust(Moéllering, 2014) Put
against tleseconcernsratingsstill mitigate uncertainty and can support the emergence
of personalized trugG. E. Bolton & Ockenfels, 2009; Hollowell et al., 2019; M6himann
et al., 2019)Yet the emergingffect is unknownFurthermore, privatizing ratings may
deteriorate costless informatigmovision which might reduce thevillingness to share
ratings for freeAlternative motivations for sharirfgee ratingsmight persis{Burtch et

al., 2018; Hennigrhurau et al., 2004; Seutter, 2022; Seutter et al., 2023; P. F. Wu, 2019)
However, anegative effetin this regarédppearprobable when the system is widespread.

Several other aspects should be considdtreeimains unclear to what extent the benefits

of the system (Sec. 5.4) and T3 can overcome the general reluctance to share information
(Fabiizio & Kim, 2019; McKnight et al., 2017; Truong, 201%)et, companies primarily

view data sharing as an economically rational decision based ébeostit(Schumann

et al., 2025)suggestinghat markeimechanisms serve to regulate #pmparendemand

for ratings(P5).Whencompaniesearch themselvésr information, theyaremore likely

to share their informatio(P. Xu et al., 2009While the monetization of ratings appears
theoretically reasonable and has remaineduastioned in interviews (P5, P9), its
viability in practice isuntested Incentive structures may vary with operative margins,
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pricing models, and visibility, which potentially affect ratings and fairness perceptions.
Another aspect that has notyetbeeanc |l usi vely examined is ind
subject themselvet being rated even in institutional settingdJltimately, system

reliability hinges on network effec{8eck et al., 2008)n low-volume markets, limited

trading opportunities weaken incentives to produce ratings and constrain the ability to
crossvalidate ratinggEkstrom et al., 20055ingle quality signalseem nosufficient for

complex busiess decision Finally, legal and ethical concerns are only slightly touched

upon. These areas demand further scrutiny in future research.

These limitations suggest a range of fruitful research aveMa® crucially, future
research should prioritize emp i ¢ a | evaluation of (TPlie syste
TP12). Eachtrajectory (T1i T9) opensdistinct area for future researchProminenty,
research or{self-governed)observation stages, ratingnd selection behavi@ppears
interesting Field studies and castudiescanhelp examine actual behavioral responses.
Experiments and simulation models may isolate the effects of visibility thresholds,
monetary incentivesr collusion risk. Legabrientedresearch caalarify how the system
aligns with data protection, governance accountability, and normative standards in
regulated environments. This includes mechanisms such as rating consent, auditability,
and externagovernance structurgd8). On the technical side, selecting appropriate
blockchain infrastructures and designing pmpsantumsecurestorage of ratings remains
important Another subsidiary yaincertain butntriguing aspect is to examine whether
monetary weightingcombined witthigh networkdensity andselectivity,can withsand

Sybil attacks in open networksMoreover, the desigtheorycouldbe testedn several

other B2B domainsand new areassuch as agenhegotiations DAO governance,
knowledgesystems etc, to refine the design Applying the approach to the oracle
problemwith TCRspresents an especialiypactful researcfrontier. In forwardlooking
scenarios, it wilalso berelevant to study how the system performs in more competitive
or adversarial settingand how viable it is witbut centralized oversigiiT8). Lastly, the
collected52 systemgheoreticalconceptsoffer numerous research directiobsyond
designng reputation system@nd can inform IS research more broadly, e.dor
analyzing, designing, dheorizingcomplex information systems

%6 The rationale for this consideration lies in the fact that money itself acts as a safeguard medium, see
Luhmann (1976, 2017)t holds rememberedust in itself, which can act in a distributed network as a trust
anchor. In addition to thif)ouceur (2002) posits the widely accepted assumption that Sybil attacks are
invariably possible in the absence of a central authority, except under highly stiveadinditions.

However, since Douceur did not consider monetary weighting, this mechanism may cautiously be
interpreted as offering @ractical path to encounter Sybil attack§MR3). By introducing monetary
weighting as an externalitynposed byan outsile systemit has the potential to influence the behavior of
network nodes iran exogenous mannéf hi s i dea al i g(@@Gl3)acemncephof diructurala nn 6 s
coupling between systemswhich describes how systems remaijperationallyclosed but structurally
dependent on specific environmental domains.
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8 Consesl on

This dissertation develops a novel design theory for a¢nesbling reputation system in

B2B contexts. It introduces monetary ratings as selectively tradable trust signals,
operationalized througablockchainbased coordination mechanisfhihis work aimsto

mitigate lemonmarketsand build trust between compani@dcKnight et al., 2017;
Thierer et al., 2016By integrating systems theory widmeconomic coordination logic,

this research redefines how reputation systems can be conceptualized and implemented
in interorganizational digital environmentising blockchain The designmitigatesthe
limitationsof current systemandopens new pathways festablishingrustthrough risk

in the form of asociceconomic asset.

The design indicates a pivotal evolutionary step from numerical tédbtesdd and star

based ratingéDellarocas, 2003; Pavlou & Dimoka, 20@6)vard monetary ratings. Until

now, research has solely concentrated on numerical scores, textual ratings, or star ratings,
ignoring the potential of monetary rating$his study is the first to describe reputation
ecosystems, where monetary ratings be traded, thereby offering a promising approach

to the public goods problem inherent in traditional syst@g. Bolton et al., 2004)

Based on nine contribution$e proposed artifacesponds to a potentially higimpact,
underexplored problem domaiHevner et al., 2004ndfulfill stheinnovationtypesfor

IS researchiformulated byGrover and Niederma(2021) Based on system principles,
this study theorizes how trulsirmationcan befostered with a coordination logic using
risky signaling, incentive alignment, and selective observabilitys coordination logic
might be useful for ther domainslS scholars can draw on a portfolio of 52 system
concepts to crafsocioeconomietechnical information systents create, analyze, and
theorizeaboutcertain system effects.

Future research shoul d val i dyadcress industry sy st en
domains Beyondthe B2B markets its coordination logic invites transfer tatamated

procurement, DAO governancay, agentbased negotiatiorBy enabling the structured

trading of quality signals, the systdras the potential teeshape how organizations select

partners, signal trustworthiness, and structure their digital relatior(&apk et al., 2017;

Ekstrom et al., 2005; Herhausen et al., 2020; McKnight et al., 201#)is sense, the

work na only contributes to IS theorlgut also offers a blueprint fotrustenabling

systems.
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A Operationalization of System Concepts to Design Principles
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Figure 15: Mapping the Forms ofthe System Concepts to the Design Principles
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B Extended Representation of the Design Principles

Table 19: Extended Representation of the Design Principles

Design Aim, Context Mechanism Rationale
Principle Implementer, and (Form) (Function)
User
DP1i Risky | Aim:Build initial Initial Sellers offer a Establish initial trust
Advance trust transaction | voluntary for buyersthrough
ImplementerSeller with no prior | monetary rating observable seller
User: Seller trust (price discount) as| commitment
(initiator), Buyer relationship | an upfront
(recipient) commitment held
in escrow via smar
contract
DP21 Aim: Enable Ex-post Buyers voluntarily | Enable authentic,
Voluntary voluntary trust rating release monetary | noncoerced trust
Monetary expression decisionafter | ratings as pamf signaling; provide
Rating ImplementerBuyer rating the payment economic trust
User: Buyer commitment | recorded orchain | signals
DP3i Aim: Deter buyer Repeated The systentan Deter opportunistic
Counter- opportunism buyer react torepeated buyer behavior;
Rating ImplementerSeller | exploitation | nonrcompensation;| reinforce fairness
(trigger) and system | (non sellers can trigger | and reciprocal trust
(automated flagging) | payment of | counterratings and| behavior
User: Seller (reactive | risky flag exploitative
actor), Buyer (indirec{ advance®f | buyers
actoi) sellerg
DP41i Aim: Protect strategic| Trust Buyers use Balance
Selective information sensitive cryptographic toolg transparency with
Signal ImplementerBuyer | environments| to control rating strategic discretion;
Observability User: Buyer that equire | visibility and enable private or
discretion disclosure traded trust signals
DP5T Trust Aim: Improve rating Deci_sion Buyers assess Support i_nformed
Assessment interpretability making ratm_gs via trust quISIOI’]S by
Implementer System ba_sed on relatlo_nal, e_nabllr}gcontextu_al
User: Buyer, _ratlng _ behavioral, and signal interpretation
Prospective Buyer information monetqry metadate
(e.g., history,
identities rating
amounj
DP61 Aim: Ensure Need for All ratings and Ensure tampeproof
Decentralized | verifiability and data | verifiability interactions are rating records; build
Storage integrity and immutably stored | institutional trust
ImplementerSystem | manipulation | on apermissioned | without relying on
User: All actors protection blockchain central platform
authority
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C Assignment of the Dissertation to the Eleven Types of Innovation

Table 20: Innovation Types of this Study (based on Grover and Niederman 2021)

Category Innovation Type | Description Fulfillment
Deriving 1. Filling a Address the lack of B2B reputation system )
literature gap as a recognized research gap.
2. Filling a problem| Tackle the reaWorld issue of adverse p
gap selection in B2B due to a lack of trust
enhancing mechanisms
3. Bricolage Combine systems theory, DSR, blockchain p
and trust research in a novel way to
formulate a design theory
4. Differentiating Differentiatebetween B2B and B2C contex p
subpopulations with regard to trust mechanisms and syste
requirements
5. Changing level | Shift analytical perspective from individual p
of rating mechanism to system rating
analysis/stakeholde mechanism; addresses firms as the primar,
stalkeholders with complex behavior
Extending 6. Extending Introduce new elements suchrasnetary p
current models ratings, counterratings, andselling ratings
to extend reputation system models
7. Technology Use blockchain technology weate )
extension monetary ratings for tampeesistant,
decentralized business reputation systems
9. Using new Employ LST to conceptualize trust in the p
theories social part of the information systetrlST
has not yet been usedatheoretical lens in
DSR
8. Using different Design a method for issuing monetary ratir p
methods
Re-Visioning | 10. Future Reframe reputation systems as social )
orientation re communication systems rather than purely
visioning technical aggregation systems
11. Blue ocean Theorize and challenge mainstream views p
transformational reputation systemds
12. Perspective Use systems theory as a design theory; p
shift Define a new system class of blockchain
based business reputati@tsystems for
B2B environments.
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Two Theoretical Perspectives orReputation System
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Abstract. Information Systems (IS) is rooted in systems theory. Systems theory offers powerful
concepts to address challenges of increasiiygtem complexity and negstemic design
principles in information systems. Despite its systemic roots, systems theory remains a peripheral
topic in IS. The study addresses this gap by introducing a comprehensive framework of 52
systemgheoretical conceg to guide the design of complex IS artifacts. We synthesize scattered
systems knowledge from diverse disciplines to provide a unified level of abstraction for complex
information system design. We ascertain the utility of our framework by applyira st case

of blockchainbased reputation systems to show how the systems lens informs the design of a
novel and complex information system. We make several contributions to literature. The
framework introduces a systemic perspective that encouragesksaehers to rethink the design

of IS artifacts. Such a lens enables the transcending of disciplinary boundaries. It also contributes
to literature by offering a unified level of abstraction grounded in systems theory that serves as a
coherent basis for afaict design. The study also bridges the gap between DSR and systems theory
by abstracting design principles to the systems level to generate more generally applicable design
knowledge

9.1.1 Introduction

Information Systems (IS) researchers and practitioners alike face the persistent challenge

of understanding and designing complex information systdMsrali, 2006)

Information systems are mixed systems that involve hardware, software, data, people, and
processes to collect, process, sfoand disseminate information, which enables
individuals and organizations to achieve their objectives effectively and effic{dfuha

et al., 2003; L. D. Xu, 2000 L ately, they have been marked by an expoaénse in

complexity, ambiguity, and high levels of uncertai@igradat, 2015)rhe advancements

in IT sophistication, shifting user expectations as well as evolving organizational
knowledge compand the challenges of designing information systéBuston-Jones et

al., 2021) As such, understanding how to navigate such system complexity has become

crucial (Alter, 2004; Benbya et al., 2020; Jaradat, 2019) 1 Xu, 2000; Zeigler, 1994)

IS research has long been centered on the exploratsysteingBaskerville et al., 2015;

Hevner et al., 2008; Hirschheim et al., 1995; Orlikowski & Barol@g8) Early on, one

primary basis for designing informatieystemss considered systems thegAvgerou,

2000; BurtorJones et al., 2015; Demetis & Lee, 2016; Mora et al., 2003; Nolan &
Wetherbe, 1980; L. D. Xu, 2000pystems theory unlocks a transformative line of

thinking about the design of complex information systems arti{&etag et al., 2018;

McBride, 2005; Onik et al., 2017and is viewed asia necessi tye to dea
overwhel ming systems c¢omp Dexy 2009, pl05) The he i nf o
overarching concepts thereof are suited to holistically understanding the systemic
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blueprint of information systengslossain et al., 2020; Mingeg€sWhite, 2010b; Whitney
et al., 2015; L. D. Xu, 2000)

Prior research finds that the information systems discipline has not availed itself of the
body of knowledge on systems theory. Critic
name would sigificantly benefit from more seriously integrating the systems lens into

its core(Demetis & Lee, 2016)Such critical reflections are grounded in the origins of

the early scholarly thinking on systems theory, like those of Boulding, who view systems

theory as a skeleton to hang the flesh and blood ddinedtsciplines in the form of an

orderly corpus of organized knowledd®oulding, 1956) Such thinking enables

theoretical abstraction beyond the confines of a design method@agyetis & Lee,

2016) Paradoxically, systems theory remains a peripheral topic in IS regBearcietis

& Lee, 2016; Fang et al., 2018gspite its the systemic rodsiter, 2004; Hassar2023;

Merali, 2004, 2006; Mingers & White, 2010b; Nolan & Wetherbe, 1980; L. D. Xu, 2000)
Further, the disparity between the -disciopl
systemic theormyn-use loudens the lack of consensus about what trulyfiggaas 1S
research{Alter, 2013; A. S. Lee, 2010piscussion on mettheory circulates for several

years, and the status of theory development in IS undergoes intensg BaltateJones

et al., 2021; Hassan et al., 2028)ile there are still ongoing calls to:

Areaffirm its commitment t o dferveld mepri Nng f o
theoretical ideas and approach(Bwtotlamesi nspi r e
et al., 2021, p301)

One possible sideffect of such ideologically charged calls is critical introspection within
the IS community to reftd on the essence of discipline. This discord collectively
amplifies the need for a comprehensive systems framework Whie 1S research has
cultivated a body of knowledge on artifact design, development, and eva)@atyofw.
Kuechler & Vaishnavi, 2012; vom Brocke et al., 2Q1tie absence of systems theory
based frameworks as a unified degree of altstracenders the design procdissctured

This is potentially attributable to differing perceptions of system bound@eeger &
Sommerville, 2011and the situational development of design principles that generate
knowledge at varying abstraction lev@lem Brocke et al., 2017} systems lens appes
predestined to provide this unification in abstraction due to its interdisciplinary and
holistic nature.

Aln i nformation systems, el ements of syster
fundamentals in all thematic streams. Terms such as systgnsystem, control,
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boundary, and environment ¢ on$Avgerow20@0, t he f i
p.573)

Suchasystems lens can also enable researchers to gauge the naturally evolving systemic
changes and systemduced environmental requiremeridaradat, 2015 IS. Yet the

IS discipline lacks an anchof ystems concepts necessary to capture the systemic nature
of artifact design knowledge. The knowledge of systems concepts hitherto being
fragmented further amplifies the ontological and epistemological ambig{Na@sonen,

2017; Onik et al., 2017; Robey & Mikhaeil, 2018®)h e st udyds centr al pr
help IS researchers develop a profound undaditey of systems concepts critical for
designingcomplexIS artifacts at the highest possible unified level of abstracRast
literature also emphasizes the importance of-feelhded systems concepts to guide the
knowledge creation in the IS domajdautz, 2012; Wagespack & Schiano, 2013)
Accordingly, we pose the following research question (RQ):

RQ: What are the relevant systems theory concepts that can be used in designing
complex information systems?

To address this research question, we follow the GeSeyas t e ms Theor y6és i n
craft systems knowledge (Boulding, 1956). Drawing from seminal works in the domain

(Adams et al., 2014; Benbya & McKelvey, 2006b; Ghosh et al., 2007; Luhmann, 1995;

Onik et al., 2017; Peters, 2016; Whitney et al., 2048) compile a comprehensive

collection of 52 systemtheoretical concepts dnconsolidate them into a structured
framework.In doing so, this study contributes to IS research in severat ways

First, by synthesizing systems concepts across various disciplines and positioning them
within IS, the framework reduces the fragmentation of systems knowledge. It enhances
accessibility, minimizes overlap, and aligns divergent perspectives, thereby imgprov
the framewor kos uti ity for dhe drangpworkn g € 0 mj
introduces a systemic lens that encourages IS researchers to rethink the design of IS
artifacts. It promotes a systemic perspective that enables researchers andnanactdio
approach design challenges holistically. Third, the study also contributes to IS literature
by offering a unified level of abstraction grounded in systems theory that serves as a
coherent basis for the design of complex artifacts. Fourth, it d@sses the issues of
increasing system complexity. Fifth, complementing the existing practices of abstracting
design principles with foundational systems concepts contributes to bridging the gap
between systems theory and design science research (DB6&). pfactice would
minimize the duplication of effort in different fields, promote unity of scierzcel
improve communication of IS researchers across multiple fields of academia. [8s«th, t
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study also lays a foundation for future theory developme®&.itt hdvocates for a gradual

infusion of systemsheoretical concepts into the discipline, guiding IS researchers to
expand their methodological and theoretical
horizon.

The paper proceeds with systethgoreical reasoning for IS in Section 2. Section 3
provides an overview of systems theories, while Section 4 details the research approach.
In Section 5, we present the framework for complex information systems design. We then
apply this framework to a busireseputation system and draw design implications in
Section 6. Section 7 provides a discussion of findings, contributions, and critical
reflections. Finally, Section 8 concludes the study.

9.1.2 Systems Theoretical Reasoning for Information Systems

9.1.2.1 Systems Theoy for Theorizing in Information Systems Research

Systems theory is a group of systemic propositions that are pulled together to aid in
understanding systems. Those propositions stem from different disciplines, which render
systems t heor yéndy milidiscplkhary(Adams, 2018; M@ams et al.,
2014) Information systems have evolved from the natural sciences of systems over time
(Alter, 2004; Hassan, 2023; Merali, 2004, 2006; Mingers & White, 2010b; Nolan &
Wethebe, 1980; L. D. Xu, 2000Bystems research indicates that an information system
consists of structured stgystems that are found in natural scier(¢astis et al., 1988;
Warfield & Christakis, 1987¥such as physicévon Bertalanffy, 195Q)socal systems
(Luhmann, 1995) biology (Gell-Mann, 2002) anthropology(Abel & Stepp, 2003)
managementKast & Rosenzweig, 1972; A. Schneider et al., 20aAgd morgOnik et

al., 2017) This crosdisciplinary lineage suggests that natural sciéesaccess can be
replicated as information systems emulate the concepts of those sjist®mxu, 2000)

A recurring theme in IS research is the field's struggle to develop a native theory. This
challenge has often been attributed to the mekaon theories domesticated from other
disciplines, which some argue diminishes originality in IS resg&@obver & Lyytinen,

2015; Hassan et al., 2023ome scholars argue that discipline should strive to understand
the theorizing proceg&regor et al., 2020while others state it is because of the lack of
native IS concept@Markus & Silver, 2008)Historically, weltdeveloped concepts have
underpinned solid theory buildingdassan, 2023)IS concepts are crucial for crafting
propositions that facilitate generalization, abstraction, and application to new subject
matter(Hassan, 2023; Hassan et al., 20I%)us, the higher the developed concepts are
of abstraction level, the more generally applicable IS knowledge can be generated that
broadens the horizon of scholarly discourse of theorydimgjlin IS (Demetis & Lee,
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2016; Hassan, 2023 he quest of systems theory is to achieve the highest level of
abstraction(Demetis & Lee, 2016)Yet IS research rarely explores new, systeatated
conceptg{Markus & Saunders, 2007)

Systems theory provides the necessary means, i.e., concepts, to advance the work on
systems theorizin{Bertalanffy, 1950Boulding, 1956; Hammond, 200B8) IS (Demetis

& Lee, 2016) It transcends the unidirectional, reductionist "beaedarrows"

depictions often observed in positivist IS resedf@dmetis & Lee, 2016; Hassan et al.,

2023) Itenabéts t heori zing about the IS phenomeno
where system elements are bidirectional, recursivegntering the system and shaping

its dynamics(Demetis & Lee, 2016; El Sawet al., 2010) Unlike the approach of

Afanal yzingo, which breaks down an informat.
systems theory advocates fAsyntdansppmacmgo t o
aligned with interpretive theorizindpemetis & Lee, 2016)While interpretivism aligns

more closely with systems theorizing than positivism, systems theory exceeds specific
epistemologies through its higével abstractioiDemetis & Lee, 2016)For instance, it

allows for observerelative studiegYong Liu et al., 2017yvhere the act of observing is

itself subject to observation, creating a layered framework of systemic sensemaking an
contingent distinctionfDemetis & Lee, 2016; Luhmann, 199%uch thinking promotes
interpretive IS research and helps theorize the complex interactions within an information
system at a highesrder abstraction, which can be handled with systems theories like

holism or constraint theorf.. D. Xu, 2000) As a result, systems theory can serveras a

antidote for silo thinking across many disciplin®axter & Sommerville, 2011and

promote the sharing of theory and concepts as it offers aibqetspective to theorize

about various systentddams, 2012; Malecic, 2016)

9.1.2.2 Systems Theory for Designing Information Systems

Many disciplines have benefited from adopting a systemic perspective to understand,
theorize, and design systefttensraw, 2019; Mononen, 20175 can similarly benefit

by embedding systems conceff®bey & Mikhaeil, 2016)nto its core, particularly in

design science, to navigate introspection in a variety of ways: 1) investigate the
isomorphy of concepts, laws, and models across various disciplines; 2) develop adequate
theoretical models in fields that lack them; 3) minimize the duplication of effort in
different fields; 4) promote unity of science by improving communication amo8gst |
systems and design specialigdslams, 212).

DSR involves the production of design knowledge and artifact gene(Btiskerville et
al., 2015; Hevner et al., 2004 innovative solutions to reaforld problems(vom
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Brocke & Maedche, 2019; vom Brocke et al., 202Yecurring challenge in DSR is
addressing the abstraction of deriving design knowléBg&ter & Sommerville, 2011,
Gregor & Hevner, 2013; Gregor et al., 202@) the crux of the discussion is a common
misconception regarding sdhes describing the same complex systems using varying
levels of abstraction. This stems from drawing system boundaries at different places
(Baxter & Sommeville, 2011) For instance, socitechnical artifacts are frequently
analyzed with a disproportionate focus on either the technical agessn, 2001)
organizational contex{Hollnagel, 1998) or user activity without considering their
systemic interdependen¢Pemetis & Lee, 2016, 2017 his fragmented thinking is
partly rooted in the situational deepiment of design principlégom Brocke et al., 2017)
based on the contextual conditions and causal anal@sisgor & Hevner, 2013)
drawing, possibly, on nels or nonsystemic prior knowledgéGregor et al., 2020)
rather than foundational systemic frameworks. As a result, this approach produces design
knowledge at varying levels of abstraction, often lacking theortical generality
required for broader systemic applicabili@regor et al., 2020; vom Brocke et al., 2017)
Explanations tend to remain contédund and neglect the universal, lawful
characteristics of complex systef(Baskerville et al., 2015)

Henshaw(2019)proposes rethinking the design of IS artifacts through the lens of systems
theory. Ths enables capturing the systemic essence of the artifact design as a cohesive
whole, i.e., a systemic phenomen@tienshaw, 2019)Such an approach provides a
unified abstraction level to the degree of systems cori@ptiherent basis for designing
these compbe systems in a more integrated manner, where the system properties based
on which the system is designed are collectively rooted in systerosetical concepts
(Syynimaa, 2017)Linking design principles to systems theory leads to a higher level of
abstraction, which in turn results iretproduction of more generally applicable, systemic
design principlegKovacevicOpacic & Marjanovic, 2024; W. Kuechler & Vaishnavi,
2012) To achieve this, it is vital to make systetheoretical concepts more accessible
through a structured framework. Such a framework helps IS researchers address
information sptemscomplex and systemic nature. It is designed to foster consistency in
design approaches, helping IS artifacts be understood and constructed within a
comprehensive systentiseoretical paradign{BurtonrJones et al., 2021; Dubrovsky,
2004; Gregor et al., 2020; Jes) 2014; B. Kuechler & Vaishnavi, 2011; J. R. Venable,
2006)

9.1.2.3 Systems Theory for Analyzing Information Systems

The goal is for IS artifacts designed with systemic abstraction to be leverageepfustex
analysis and infused into practjce.g., (Demetis & Lee, 2017; Henshaw, 2019)
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However, a priorcritiques, such as those Bpbey and Mikhaeil2016) caution that the
abstract nature of some systems concepts might render them challenging for IS
practitioners to analyze and apply. This lack of accessibility risksctefte
communication between academia and industry.

On the contraryDemetis and Le€2017) posit that the very versatility of systems
concepts, which have transcended fields like law, sociology, economics, engineering,
physics, etc., demonstrates their potential as a unified shared language. IS practitioners,
often with multidisciplinarybackgrounds, inherently engage with systemic constructs,
such as clierserver architectures, cellular biology, or planetary dynamics. These real
world parallel® between a system (e.g., a server, a cell, a planet, or a company) and its
environment (e.gglients, other cells, the moon, or a business corextpvide intuitive

entry points for understanding and analyzing IS artifacts on a systems theory level.

A fundamental starting point in systems theory is distinguishing between a system and its
enviroome nt . Thi s est abl i-refdremtml naturee ands hys tthemo s
groundwork for concepts like autopoiefidemetis & Lee, 2016)While such concepts

may initially appear abstract and difficult to operationalize, Demetis and Lee (2017)
highlight that focusing on simpler foundational elemé&ngsich @ boundaries, feedback
loops, and systeranvironment interactiods can make systems thinking more accessible

and practical for IS analysis.

Applying a systems lens allows IS researchers and practitioners to analyze nested
dependencies and dynamic interacf within complex systems. This perspective
acknowledges that IS outcomes emerge from their design and the evolving
interdependencies and interactions within their environments. By respecting the systemic
nature of IS, systems thinking helps uncover past@and interrelationships, making it a
valuable analytical tool for capturing and understanding these compl€itiers 2013)

9.1.3 Overview of Systems Theories

Systems theory is an interdisciplinary foundational theory for understanding systems in
nature, society, or artificiglCapra, 1997; Henshaw, 2019; Simon, 1969posits that

entities are interconnected wholes comprising interdependent elements that fuse into an
Ainteracting unicum of phenomena, wher e
become i (Mdle et al.j2010,tpl26) Hence, as a vétofl e,

i nterrel at (Ackgf, 1871,epe@2nvithered holistic properties emerge that
analysis alone cannot detect. Communication within the system happens when states or
properties of system elements are distinct in the coutespecific relations. When the
elements share the same state or relationship, no meaningful interaction occurs, as there

t

fi a

h
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is no dynamic to drive a change or proc@3emetis & Lee, 2016)In IS, a system is
conceptualized as a dynamic network of interrelated and interdependent components that
interact b process, transfer, and adapt information. These components work together
within everchanging environments, influencing and being influenced by organizational
structures and processes. This perspective highlights the critical role of systems theory,
which views systems as evolving entities rather than static constructs. Effective
information systems leverage feedback loops and relational changes to enable adaptive
responses to environmental shifts. Feedback loops provide mechanisms for self
regulation, dbwing systems to assess their performance and make adjustments to align
with organizational goals. Relational changes within the system's components facilitate
adaptability, ensuring the system remains relevant and effective in dynamic contexts. For
a conprehensive explanation of the foundations of systems in IS, we reldMerti

(2004) Mele et al.(2010) Mingers and Whitg2010b) and Ackoff (1971) Systems

theory uses seven axioms based on whidbrimation systems can be understood,
analyzed, and influenced (Ta2l) (Adams et al., 2014; Whitney et al., 2015)

Table 21: Seven Axioms of Systems TheorfAdams et al., 2014)

Axioms Description

Centrality Systems have a hierarchical order of constituting elements, while
communication and control happen between subsystems or the systems
inherent elements.

Contextuality Systems observe (and are observed) according to their environment, info
the dynamic actualization of internal elements.

Goal Systems follow a purposeful behavior using pathways by connecting their,
elements t@xisting structures.

Operational Systems operate according to their system character (guiding differences
(Luhmann, 1995) and must be addressed in situ.

Viability Systems aim to ensure continued existence by outbalancing key paramet

Design Systemdlesign is never fully balanced in terms of relations and resources

Information Systems select, modify, create, and transfer information.

Many extensions next to basic concepts like communication, emergence, and feedback
have been proposed to expand the pool of systems thinking concepts. Over time, scattered
attempts have been made to integrate systems concepts in the IS domain, noteanorthy f
General Systems TheoBoulding, 1956) Complex AdaptiveSystems(Gell-Mann,

1994; Holland, 1992hxand Work System TheofAlter, 2013) and some others.

General Systems Theai@ST).Pioneered by Kenneth Bouldif§j956) GST represents

a foundaibnal paradigm for understanding systems across diverse domains. It is to serve
the purpose of a metavel language for theory to address systemic prob{@meckland,
2000)and promote the unity of science across different discip{B@slding, 1956)GST
inspired a lot of other research streams, especially systems thinking and systems
engineering. As an interdisciplinary framework, it transcends disciplinary boundaries by
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identifying common patterns that can be applied to different types of sy8ténitsey

et al., 2015)Conceptual synthesis helps recognize tipasallels(Bunge, 1983; Nevo &
Wade, 201Q0) GST on a purely theoretical scale received some recognition from IS
(Gregor, 2006; Markus & Rowe, 2018t is barely used within the domain. One
exception isAlter (1999, 2013)who uses general system theory conceptsis Work
System Theory. Another connection to GST can be found in Complex Adaptive Systems
Theory(Umpleby, 2009; van Assche et al., 2019)

Complex Adaptive Systems (CASAS explores the behavior of complex systems
characterized by nelinear interactions, selfrganization, and adaptatigNan, 2011)
Rooted in biological evolution and computational modeling, CAS uses -bgeatl
models to simulate and und&nd the dynamics of ndmear complex systems,
providing insights into key phenomena such as emergencegrgaliization, and co
evolution(Dooley, 1997) Although CAS has been applied in IS research, its adoption
remains fragmente@nik et al., 2017)Notable instances of CAS application include the
investigation of agile software developmeftidgen & Wang, 2009) information
systems development procefisautz, 202), or information structuregKhanna &
Venters, 2013)

Work System Theory (WSBHt even Alterodos WST offers a nu
design and operation of work systems within organizations. Alter emphasizes the need

for flexibility, adaptdility, and humarcentered design in IS development by focusing on

the societechnical aspects of work systeidter, 2014, 2018)WST has found some

acceptance in IS, particularly for research on aspects of-samtiaical system@ednar

& Welch, 2020)and workaroundéWolf et al., 2020)

Beyond the theories above, several other theoretical perspectives contribute to
understanding systems within the |I'S domain.
Viable Systems Model(Beer, 1984) Checkl andobs Soft Systert
(Checkland, 2000) L u h ma-meacling Sdcial Systems Thediiyuhmann, 1995)

and morgAshby, 1947, 1956Each perspective offeunique insights into the structure,

behavior, and evolution of systems in organizational and technological contexts, which

can enrich the theoretical landscape of IS research.

9.1.4 Research Approach

In this study, we construct a conceptual framework thasaatates accumulated

knowledge in systems thinking to situate the relevant systems concepts within the IS
domain. Frameworks are the researcherds map
the main concepts and their propositigHassan, 2023)They maintain structure, guide
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the scholarly work, and contribute to the cumulative knowledge base in a particular
domain (Palvia et al., 2003) The met hodods inclusingye natu
knowledge across different fields of systems scholar@bévia et al., 2003)o anchor

its concepts within an interdisciplinary field like information systd@erry & Scott

Morton, 1971; Tarafdar & Davison, 2018)

Fol |l owi n g(2004)recgnemersddtisn of pragmatism, we introduce a framework
that organizes the most prevalent systems concepts for a more practical representation of
reality (Hassan et al., 2023; van de Ven, 20@iyen the fragmented nature of systems
concepts(Onik et al., 2017) this structured framework brings coherence to widely
dispersed ideas. We perform the framework construction on interpretive epistemological
groundi a cascading set of meld and metaphors that serves as an interpretive scaffold
(McBride, 2005; Walsham, 1995jor sensemaking in complex sodiechnical
interactions. It allows generalizable insights that can be applied to other design contexts
in IS (McBride, 2005)

In lieu of conducting systematic literature resedrebhich would be limited due to the
strong fragmentation and ambiguous search terms (e.gefisystheory”)(Williams et

al., 2017)i we conducted extensive iterative forward and backward searches through
seminal works. This approach allowed us to focus specifically on-dughty,
conceptually relevant IS resear®om Brocke et al., 2015Ve primarily adhere to the
concepts provided bjdams et al(2014) Luhmann(1995) and additional carefully
selected paper®enbya & McKelvey, 2006b; Onik et al., 2017; Peters, 2016; Whitney

et al., 2015)where we consolidate different system concepts into a manageable form. To
align those concepts with the nature of accumulatedvlauge in IS, we reformulate
descriptive concepts in a desigriented way. It is crucial to note that, depending on the
system type, one can only design certain aspects or only the environment of the system.
We explain each foundational concept's fundamaiesystemic purpose and provide a
short explanation. We outline subordinate concepts and delineate specifications for
designing IS at a systems abstraction. We reference relevant IS literature where these
concepts can or have been applied and refer empally affected IS topics. By doing so,

we also identify gaps iI8 literature.

9.1.5 A Framework of Systems Concepts for Information Systems Design

We struggle to understand the interrelations among the systems concepts and their
functional purpose due to ttk@owledge basis on systems theory being vastly scattered

and underexplored in the IS context. Our framework addresses these challenges by
restructuring the body of knowledge on systems concepts and eliminating redundancies.
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Consistent with prior literater(Abbasi & Cha, 2008; J. Li et al., 2020pur framework
guides the study of systemically behaving information systems. Drawing from General
Systems TheoryBoulding, 1956) the framework includes system concepts rooted in
diverse disciplines like physics, chemistry, biology, psychology, sociology, economics,
etc. We first pesent the foundational system concepts, followed by an extensive
collection of subordinate concepts that build upon these foundations.

Table 22 Foundational Concepts in Systems Theory

Luhmann, 1995; Vareld
et al., 1974)

system.

System Concept Main Brief Description

(and Associated Purpose

Effect)

Autopoiesis Organizing Autopoiesisred r s t o a sy s tpeodudesand
(Sel-Organization) | structures maintain its organization through internal processes. T
(Ashby, 1947; within a concept is applied to the continuous generation of

communication. Systems are autopoietic when they
reproduce their elements through internal commuitina
networks, defining their boundaries and interactions wi
their environment.

1962)

Communication Process As perC. E. ShannoK1948) communication involves the
(Information information technical process of encoding, transmitting, and decod
Exchange) within a information to minimize noise and ensure efficient
(Luhmann, 1995; C. E.| System. transfer. Communication is encoded and decoded in
Shannon, 1948) systems using the triad of information, uttemrend
understanding, which forms the basis of social interacti
Complexity Deal with Complexity arises from the intricate interactions and
(Chaos and internal and interdependencies among {
Uncertainty) extenal components. This leads to unpredictable behavior,
(Lorenz, 1963; Simon, | complexity. emergent properties, and a high degree of variation in

system's responses to external arternal changes.
Complexity encompasses the multiple layers of structu
the diversity of elements, and the dynamic nature of th
interactions within a system.

Dynamic Regulation to | Dynamic equilibrium regulates and maintains the syste
Equilibrium maintain the | balance amidst changing environmental conditions.
(Regulation) (Le system Controlled by adjusted regulation,ymic equilibria are
d'Alembert, 1743: von | balance/state. | f undament al f or sy sotganizedian
Bertalanffy, 1968) to their environment. Dynamic equilibrium plays a cruc
role in managing complexity and facilitating resilience.
Emergence Creation of Emergence refers to the process where a system displ
(Order) (Holland, new system properties, behaviors, or patterns that are not present i
2000; Simon, 1962) properties. individual components but arise from their interactions.

explains how complex order emerges from the interact
of subordinate elements. These emergent properties a
novel and cannot be fully understood or predicted by
analyzing isolated components.

Feedback Loop
(Circular Causality)
(Bateson, 2000;
Korzybski, 1933;
Wiener, 1948)

Learning from
(complex)
loops to
achieve certair
system states.

Feedback loops, or circular causality, refer to a proces
where a system's output feeds back ihie system as
input, influencing subsequent behavior. This loop can
either reinforce (positive feedback) or counteract (negg
feedback) changes within the system. Feedback create
cycle of cause and effect that can either stabilize or
destabilize te system. Feedback loops are essential in
understanding how systems regulate themselves, aday
changes, and evolve.
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Hierarchy (Control)
(Checkland, 1999;
Wiener, 1948)

Surveillance
and control of
subordinate
system
instances.

Hierarchy refers to the organizational structure of syste
elements arranged in levels wherehaglevels exert
control over lower ones. This concept emphasizes the
distribution of authority and responsibility within a syste
to manage complexity and facilitate efficient operation.
The hierarchical arrangement enables effective control
ensuring coalination and coherence within the system
while subordinate elements support the superordinate
ones.

Observation
(Selection)
(Foerster, 2003;
Luhmann, 1995)

Overcoming
contingency in
the sys
own
environment.

Darkness is the unobserved state in the environment o
system. Observation refers to a system recognizing an
using its environment by observing it. Observatenables
systems to grasp their environment, recognize patterng
anticipate changes, and make decisions. Any observat
reintroduces the distinction imposed by the observer.

Part-Whole-
Interaction

(Unity) (J. C. Smuts,
1926; van Gigch, 1978

Combining
individual
components
into a cohesive
and adaptive
whole.

PartWholeInteraction refers to the idea that systems a
their properties should be viewed as wholes, not just a
collection of parts. This concept emphasizes that the
interactions ad relationships between parts create
emergent properties that cannot be understood by
examining the parts in isolation. Holism and unity are
interconnected, as unity underscores the integration ar
interdependence of components within a system, leadi
to a cohesive and functioning whole.

Structure (Path-
Dependency)
(Parsons, 1951,
Pierson, 2000; Simon,
1969)

Continuation
of the

syst emob
trajectory
based on past
events.

Structures are timeelated relationships that connect the
system elements. Path dependency explains how thes
structures evolve since pasteens influence them. The
current structure of a system is the result of accumulat
past actions and events, which shape the system's pre
form and future possibilities.

Structural Coupling
(Dependence)
(Luhmann, 1991a,
1995)

Configuration
of structures to
other
environments
or other
systems.

Structural coupling refers to the interdependence betw
a system and its environment, where the system's
organization adapts to maintain coherence amidst
environmental changes. Structural coupling denotes th
ongoing mutubinfluence and adaptation between a
system's internal structure and its environment, ensurir
functional harmony and viability.

System Border
(System
Environment
Difference) (Parsons,
1951; von Bertalanffy,
1968)

Permission or
prevention of
the entry of
matter, energy
or

information.

System borders refer to the demarcation that separate
system from its environment, defining what is internal
versus external tthe system. Syste@nvironment
exchange describes the interactions and exchanges of|
information, energy, or materials across this boundary,
indicating what belongs to a system and how it adapts
responds to external influences.

In the following framework (Tab23), we present what we believe to be the most
comprehensive collection of systaheoretical concepts to date, with similar concepts
thoughtfully aggregated. The framework offers an analytical lens that guides the
understading of the systems associated with common phenomena. Yet this lens can also
help to analyze other phenomena, effects, or outcomes. Finally, we derive systems
specifications that combine systems knowledge with insights from IS literature. Through
an iterdive process, we constructed, refined, and categorized these specifications by
concept context and distinct properties. The defining criterion for a new concept category
was its unique capacity to explain system properties not addressed in the saméognanner
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other concepts. The focus lies in reorganizing the systems knowledge to position its
concepts in the domain of IS design rather than critically assessing the concepts per se.

Table 23: Framework of Systems Concepts for Informatiomn Systems

Subordinate
Concepts

Analytical Lens

SystemsSpecifications for
Information SystemDesign

Autopoiesis (SelfOrganization)

Self-Organization,
Spontaneous Order
(Ashby, 1947; Prigogine
& Stengers, 1984)
Organization without
external influence.

Understand how
autopoiesis contributes
to selforganizaibn and
autonomy of systems
(decentralization,
dynamic stability,
innovation).

1 Foster unplanned, neformal structures for
heterogeneous interactions without control
(Kautz, 2012)

1 Allow interaction with autonomous
decisions, reorientation, and restructuration
(Merali, 2004)

1 Govern elements in the system by the
information carried within themselves or
according to their structure/surfa. Boyd,
2020; Ghosh et al., 20Q7)

Reproduction
(Luhmann, 1995; Zeleny,
1977) Creation of new
instances or copies of a
system.

Analyze the role of
reproduction in
diversifying systems
(mutation, services,
products).

1 Introduce variation, mutation, and seleantio
into the reproduction of system elements
(Merali, 2004, 2006)

1 Consider the different evolution spkeof
associated systeni®. Boyd, 2020)

Co-Evolving (Jantsch,
1980; Kauffman, 199):
Systems adapt and
develop together.

Study how systems
evolve through mutual
adaptation and
development (evolution
innovation).

1 Allow functions to evolve independent(p.
Boyd, 2020)

9 Provide a sufttient environment where the
functions of elements can-&volve(D. Boyd,
2020)

1 Combine routines, capabilities, and measur
to regulate the internal rate of char{yédgen

& Wang, 2009)

Communication (Information) Exchange)

Communication
(Luhmann, 1995; Parsong
1951} Effective exchange
and organization of
system processes.

Explore how
communication
facilitates effective
system organization
(innovation, knowledge,
communication
channels).

1 Interrelate specific system elements or fostg
communication between system parts.

1 Amplify or attenuate communicatiqierali,
2004)

1 Provide multiple information channels and
facilitate short (or long) interactignCu r Kk e
2006; Katz & Shapiro, 1986; Kautz, 2012)

9 Communicate through open channels or ho
(Ghosh et al., 2007)

9 Determine the formsf@ommunication
programs and codéuhmann, 1995)

Input -Output
Transformation (Klir,
1969; Wiener, 1948)
Transform system input
into outputs.

Examine how systems
transform input into
outputs (resources,
efficiency,
transformation).

1 Alter input or output parameters by
interventiongdMerali, 2004)

1 Provide the necessary environmental input
for the systemds conf
1 Implement rhythmic syrtwonization
protocols to ensure temporal alignment of
critical processes.

Change Rate,
Coordination Rhythm
(Benbya & Mckelvey,
2006a; Dumont, 1967;
Fisher, 1930)
Synchronize and regulate
activities.

Analyze time patterns,
synchronization, and
agility to regulate
system activities (time
pattern,
synchronization).

1 Set change rate to adapt to the environmen
(Benbya & McKelvey, 2006a)

9 Set fixed time intervals for information
exchangéBenbya & McKelvey, 2006a; Kautz,
2012)

1 Timestamp changes to trace operations anq
resource allocatio(Banathy, 1989)

1 Increase the speed and volume of informati
transmissior{Merali, 2006)
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Complexity (Chaos)

Requisite Variety,
Requisite Complexity
(Ashby, 1956; Boisot &
McKelvey). Necessary
variety and complexity to
respond effectively to
changes.

Understand how much
diversity a system need
to flourish (complexity
reduction, micro
diversity, network
effects).

1 Ensure sufficient controltevariety for
reaction possibilities by implementing
sufficient control varietfAshby, 1947)

1 Create or allow the evolution of complexity
to reduce complexity elsewhe(@enbya &
McKelvey, 2006a; A. Schneider et al., 2017)
1 Use large, open crowds as a guarantor of
variety in a system for processing, rating,
solving, and creatiofGeiger et al., 2011)

Requisite Parsimony
(G. A. Miller, 1956) The
minimal complexity
required for a system to
operate efficiently.

Identify the minimal
complexity required for
a system to operate
(efficiency, complexity
reduction).

1 Identify and define essential key
parameters/variabléMerali, 2004)

1 Detect and use invariants as proxies that
serve as replicas of system behay{®hosh et
al., 2007)

1 Streamline, standardize, and simplify
elements.

1 Employ minimalistic design principles to
reduce unnecessary complexity.

Incompressibility
(Chaitin, 1975; Cilliers,
2002) The essential
complexity that cannot be
simplified further.

Analyze the system's
flexible response and
capacity concerning
essential cmplexity
(capacity, identity).

1 Ensure system components are as simple
possible without losing necessary functionality
(Beeson & Davis, 2000)

1 Use complexity metrics to identify and retair
only the indispensable aspects of the system.

Causal Intricacy
(Lindblom, 2018)
Systems have complex
causeand-effect
relationships.

Examine the complex
causeand-effect
relationships
(complexity, feedback
paths).

1 Map multiple sources of causalities and
feedback loop$Benbya & McKelvey, 2006a;
Kautz, 2012)

1 Interlink feedback loops in multiple ways
(Merali, 2004)

1 Use system nested diversity to protect the
system(Ghosh et al., 2007; Sharman et al.,
2004)

Entropy (Clausius,
1865; C. E. Shannon &
Weaver, 1949)The Level
of disorder and

Understand how
fluctuation affects the
system's disorder
(differentiation, order).

1 No concrete syems specifications were
found.

randomness.
Diffusion, Study the system's 1 No concrete systems specifications were
Differentiation spreadof information, found.

(Fourier, 1888; Luhmann,
1995; Rogers, 1962)
Natural spread of
information or substanceg

behavior, or substanceg
(fluctuation).

Recombination,
Inverse Generativity
(Hofstadter, 1999;
Holland, 1992afreating
new configurations by
combining and
repurposing existing
elements.

Analyze the effects of
recombining certain
system (structures of)
elementginnovation,
value creation, products
services).

1 Recombining the same system elements wi
different variety levels to produce different
outcomegBaldwin & Woodard, 2009;
Beverungen et al., 2018; Vial, 2023)

1 Create advanced functions by combining
simpler functiongD. Boyd, 2020)

1 Integrate heterogenas or homogenous
resources with different propertiéReters,
2016)

1 Use modularity that supports easy
recombination and repurposing of existing
elements.
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Emergence (Order)

Preferential
Attachment (Barabasi

& Albert, 1999)

Elements tend to connect
morefrequently with
highly connected
elements.

Study how topology,
aggregation, and
information flow are
affected (topology,
aggregation,
information flow).

1 Steer newly arriving entities to smaller (g
bigger nodes{Benbya & McKelvey, 2006h)

1 Increase connectivity, reach, and informatiq
transmission rang@Merali, 2006)

Connection Costs
Square-Cube Law
(Carneiro, 1987; Holland,
1992a; Meadows et al.,
2018; Zipf, 1949)Effort
and resources required tc
establish and maintain
connections.

Examine how system
connectiorcosts
influence t
efficiency, element
distribution, connection
costs, or security
(efficiency, coherence,
block building).

1 Set system boundaries to restrict furth
growth of connectiongBenbya & McKelvey,
2006b)

1 Remove and add new components or eleme
in the system to work more efficiently
(Georgiadis et al., 2002; Hanseth & Lyytine
2010)

Morphostatic
Elaboration (Archer,
1996; Buckley, 1967;
Wolpert, 1969)Keeping
or refining the form of a
system over time.

Analyze how systems
maintain or refine their
form over time
(purpose, consistency,
personéty).

1 Add or prune connections selectively to creg
new network dimensions or functio(i3. Boyd,
2020)

1 Develop new functions or features whil
retaining basic identity, organization, @
structure(Peters, 2016)

Dissipative Structure
(Prigogine, 1980)
Forming structures that
use energy flowto
maintain or create order
despite norequilibrium
states.

Understand how
emergent patterns and
structures maintain
stability and
adaptability in dynamic
environments
(structure).

1 Allow system behavior outside admissab
performance limits(Garlan & Schmerl, 2002;
Ghosh et al., 2007)

1 Identify semistable patterns of changin
behavior (Beeson & Davis, 2000; McBride
2005)

1 Implement gateways to guide informatio
flow to other system parts or syste(@riger et
al., 2011; Hanseth & Lyytinen, 2010)

Tipping Points,
Bifurcation, Edge of
Chaos(Lyapunov, 1992;
Poincaré, 1893; Prigogine
& Stergers, 1984,
Schelling, 2006)Key
points on which a small
change causes significan|
system shifts.

Analyze network
effects, sudden collapsg
and changeover
concerning critical
thresholds in system
behavior (network
effects, collapse).

1 Identify orimplement critical points on which
the system switches to new emergent beha
(positive or negative)McBride, 2005; Williams
etal., 2017)

1 Induce small actions that cause
consequencg®Beeson & Davis, 2000)

1 Isolate structures that can result in significa
changes (Benbya & McKelvey, 2006a;
McBride, 2005; Merali, 2004)

larg

Order (Haken, 1983; M.
Mitchell, 2009; von
Bertalanffy, 1968)
Systems develop distinct
structures and repetitive
patterns.

Study patterns and
behaviors that emerge
within systems
(patternsstructures).

1 Recognize change as a natural way to preseg
or improve order in the systefBeeson & Davis,
2000).

1 Model complex dynamics to reveal emerge
structures and build on th{Merali, 2004)

1 Implement feedback loops that promote tl
emergence of orderly and stable syste
behaviors.

(Inverse) Power Laws,
Zipf's Law, Pareto
Distribution (Newman,
2005; Pareto, 1964; Watt]
& Strogatz, 1998; Zipf,
1949} Regular
distribution patterns
observed in various

systems.

Analyze regular
distribution patterns
revealing underlying
principles and dynamicg
(distribution, efficiency,
capability).

1 Allocate resources to the expected probabil
distribution of occurrence (Merali, 2006;
Whitney et al., 2015)

1 Focus on highly connected nodes for, e.
fault resolution(Merali, 2006)
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Feedback Loop (Circular and DelayedCausality)

Reinforcement Loops,
Balancing Loops
(Sterman2002)
Feedback loops that eithe
increase (reinforce) or
stabilize (balance) systen

Analyze the effects of
positive and negative
feedback loops on
system behaviors
(exponential growth,
selfreinforcement,

1 Reintroduce certain loops to reinforce
balance system behavigFang et al., 2018;
Henfridsson & Bygstad, A3).

1 Use feedback loops to align and disalig
internal processggmarilli et al., 2023; Valetto
& Kaiser, 2002)

behavior. signaling). 1 Send and receive positive or negative sign
about the system's operati@@hosh et al., 2007;
Spence, 1978)

Re-Entry (Recursion) | Examine self 1 Reuse the same system components as ir

(Beer, 1984; Luhmann,
1993b) Feedback loops
where a system's outputs
are fed back as inputs.

reinforcement,
obsolescence, and
renewal of information
dynamics
(sustainability,
repository).

(R. Agarwal & Tiwana, 2015; Kovacevic
Opacic & Marjanovic, 2024; Vial, 2023)

1 Update and recycle old system informatid
under novel conditionallinikos, 2006)

Synchronization,
ResonancgHuygen,
1673; Luhmann, 1995)
Synchronize activity
patterns when interacting

Understand how
synchrony and
resonance occur
(integration, harmony,
parallelization).

1 Improve effective harmonic communicatio
in the systenfMele et al., 2010)

1 Develop synchronization protocols to alig
operations across distributed syste
components.

Hierarchy (Control)

Requisite Hierarchy,
Systemsof-Systems
(Aulin. Ahmavaara,
1979; Maier, 1998)The
necessary level of
hierarchical organizen
to maintain structures.

Study the effects of
hierarchy on system
organization (chakof-
command, system
levels, dependence).

1 Establishing necessary levels of authority a
control, coordinating the actions on lower leve
(Combs & Vagle, 2002; Ghosh et al., 200
Knop et al., 2002)

1 Detect disappearing components, the abse
of messages, or missing respoti&émsh et b,
2007)

1 Integrate superordinate and
system instanceerali, 2004)

subording

Fractals, Bounded
Generativity
(Mandelbrot, 1982)(Self
similar) Patterns that
repeat at different scales.

Recognize sel§imilar
patterns that repeat at
different scales within
systems (self
similarity).

1 Use growth boundary to stabilize the syste
(Furstenau et al., 2023)

1 Use the repetition of patterns of higHevel
behavior on lower levels or vice versa.

1 Build up superordinate structures fror
subordnate structures.

Subsystems,
Modularity (Parsons,
1951; von Bertalanffy,
1968) Breaking down
systems into smaller
(interchangeable) units.

Understand how
modularity enhances
adaptability and
efficiency (robistness,
specialization).

1 Integrate and decompose modules to decre]
interdependencies and complex{f. Agarwal
& Tiwana, 2015; Eessaar, 2014; Kovacevi
Opacic & Marjanovic, 2024)

1 Break down or integrate into smalle
interconnected modules and components
variety and flexibility (KovacevicOpacic &
Marjanovic, 2024)

Control (Wiener, 1948)
Processes for regulating
system's operation.

Examine processes
regulating operation to
achievecertain
outcomes (effect,
dependence).

fMonitor the systemb
its goals and adjust parameters or strated
accordingly(Checkland, 2000)
1 Delegate jurisdiction and
(Kautz, 2012)

1 Implement feedback
changes.

responsibilit

loops to adapt

Redundancy of
Potential Command
(McCulloch, 1965)
Multiple components
within a system can take

control.

Analyze the potential
for multiple components
to take over control
(pleiotropy, teamwork).

1 Providing multiple command options t
achieve desired outcom@sautz, 2012)

1 Implement failover mechanisms that allo
backup components to assume control in case
primary component failure.
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Dynamic Equilibrium (Self-Regulation)

Homeorhesis
(External Stability)
(Jantsch, 1980;
Waddington, 1957, 1968)
Return to system
trajectory after external
disturbance.

Understand what
mechanisms make
systems returio the
previous trajectory
(parameters, regulation
infection).

1 Use adaptive algorithms to restore syste
functionality (Merali, 2004)

1 Replicate elements excessively to send sign
and reprogram system informati¢eorge et
al., 2003)

Homeostasis

(Internal Stability)
(Cannon, 1929; Wiener,
1948) Return to a stable
system state after interna
disturbance.

Examine how systems
return to a stable state
(parameters, regulation
error).

1 Withold substituting system protocols fo
operation when errors occ¢€ombs & Vagle,

2002)

1 Delete specific or all system programs ar
restart the systerfGhoshet al., 2007; Yiguang
Hong, 2002)

1 Maintain  (multiple)

internally in the system.

dynamic equilibria

Ambidextry,
Exploitation &
Exploration (O Reilly

& Tushman, 2004)
Ability to exploit current
resources while exploring
new possibilities.

Study the balance
between exploiting
resources and exploring
new possibilities
(innovation,
productivity).

9 Balance the use between internal and exter|
resourcegVidgen & Wang, 2009; Volberda &
Lewin, 2003)

Self-organized
Criticality, Adaptive
Tension (Bak, 2013;
Prigogine, 1955) Self
regulated balance betweg
stability and the ability to
adapt.

Understand how
systems achieve a self
regulated balare
(reconfiguration,
regrouping, robustness

q Stimulate = adaption  with  exogenou
environmental tensiorfBenbya & McKelvey,
2006a; Hanseth & Modol, 2021)

1 Use external tension to induce preservati
behaviorgBenbya & McKelvey, 2006b)

1 Increase the capacity for distributed storag
processing, and reconfigurati@derali, 2006)

Information
Redundancy(Pahl et
al., 2011; C. E. Shannon
& Weaver, 1949)
Duplication of (critical)
elements for reliability.

Examine the trigger of
duplication of critical
elements within a
system to prevent
system failures (data
storage, backup).

1 Provide superfluous information in the syste
(e.g., data storage) to increase reliability agai
noises or internal defectéGeorgiadis et al.,
2002)

Relaxation Time
(Recovery), SeH
Healing (Clemson,
1984) Time required for
a system to recover.

Study the timesupport
required for a system to
recover to its normal
state (sustainability).

1 Implement sekhealing features to quickly|
respond to new conditior{&hosh et al., 2007)
1 Use models (internadr external) to monitor
system behavior and séital the system from
faults or attack¢Ghosh et al., 2007)

Adaptive Capacity|
Responsiveness
(Bertalanffy, 1950; Capra
1997; Forrester, 1997)
The capability to adjust tg

Examine the capability
of systems to adjust to
changing conitions
swiftly (learning).

1 Structure the system around processes rat
than fixed state@Alter, 1999, 2014, 2021)
i Structure tle system involving
environmental responsésautz, 2012)

1 Build adaptive capacity into the systen|

past

Observation

(Selection)

changing conditions. allowing it to respond to changing
environmental conditions.
Darkness, Blind Spot, | Understand aspects thg 1 Make some information purposefully

Contingency
(Luhmann, 1995;
SpenceiBrown, 1994)
Aspects that a system
cannot or does not

observe.

are hidden, overlooked,
or not readily apparent
(encryption, information
asymmetry).

unobservable by cutting connections.

1 Encrypt essential infonation within the
system.

i Stimulate the system to make behavi
observable.
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Selection(Darwin, 1859;
Fisher, 1930; Luhmann,
1995) The selection
process of certain
information and ignoring
others.

Examine how sytems
selectively process
information, reducing
complexity (choice,
progress, evolution,
fitness).

1 Determine what can be observed and whi
selection processes can be carried out.

1 Prioritize and select relevant information fqg
processing and decisianaking

1 Filter irrelevant data and focus on criticg
inputs.

External Observer
(Luhmann, 1995)An
observer outside a systen
who distinguishes the
system from its
environment.

Study the role of an
external observer in
distinguishing a system
from its environment
(perspective, difference
bias).

1 Satisfy the observer's expectation through {
implemented design thresholds between sepa
operating systemgWaguespack & Schiano
2013)

1 Understand the designer as a seeorukr

observefHenshaw, 2019)

1 Implement feedback loops that incorporal
insights from external observers to impro
system design.

Self-Referentality
(Bateson 2000; Foerster,
2003; Luhmann, 1995)
The capacity of a system
to refer to itself (self

Understand a system's
capacity to refer to and
regulate itself
(information,
understanding, self

1 Refer the description of informatioto an

information domain of an element and as me
description to other mefescriptions to
generate new information patteriid. Boyd,

2020; Kallinikos, 2006)

Part-Whole-Interaction (Unity)

description). regulation). 1 Abstract and update the information stat
based on disposition and depreciat
information(Kallinikos, 2006)

Elements and Analyze the 9 Determhe what elements and relation

Relations (Luhmann,
1995) Fundamental units
and their interaction.

fundamental units and
interactions
(specification,
relationships).

constitute a systef@arrity, 2001; Merali, 2004)
1 Explore and visualize rationships between
entities for other entities(Basole, 2009;
McBride, 2005)

Minimum Critical
Specification(Cherns,
1976, 1987)The least
detail necessary for
systemcomponents to
work.

Understand the
minimum detail
necessary for a system
to function
(components,
parameters).

1 Establish minimum requirements for syste
functioning(Kautz, 2012)

1 Specify the same (identical) elements appli
on a great scale using the same system prog
on a single laye¢Ghosh et al., 2007; Nagpal €
al.).

1 Standardizéheelements in theystem.

Local Optimization,
Sub-Optimization
(Hitch, 1953) Optimizing
efficiency in one place
leads to weaker
performance elsewhere.

Analyze the tradeffs
between optimizing
efficiency in one part
and drawbacks in other
(reaction time,
specialization).

1 Balance optimization efforts to maximiz
overall effectiveness.

1 Design the system where each elemg
operates ndependently based on locg
information.

Complementarity
(Bohr, 1928)
Interdependence or
mutual reliance between
system parts or elements

Study the
interdependence and
mutual reliance betweel
different parts or
elements (micro
diversity).

1 Plan and design systems (asymmetrigaity
support or supplement other systefAs Wang,
2021; Whitney et al., 2015)

1 Complement a system's abilities with anoth
compatible system to synergize each oth
abilities (Nevo & Wade, 2010)

Structure (Path-

Dependency)

Equifinality
(Convergence)von
Bertalanffy, 1950):
Different paths lead to the
same outcome
independent of the initial

state.

Understand how
different paths can lead
to the same outcome
(goal, standardization).

1 Find valid alternative structure paths to atta
the same final statéDemetis & Lee, 2016;
Rolland & Hanseth, 2021)

1 Impact system trajectory with specific even
(artificial or random).
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Multifinality
(Divergence)Buckley,
1967} A single starting
point can lead to multiple
outcomes.

Examine what allows
systems paths to chang
multiple outcomes
(goal, disparity).

1 Permit different, mutually exclusive end goa
of a systen{Demetis & Lee, 2016)

1 Structure element combinations based
previously created elemen(®. Boyd, 2020)

Bounded Rationality
(Simon, 1955)Limited
decisionmaking capacity
due to processing
constraints.

Understand the
limitations of decision
capacity (incentives,
goal, behavior).

1 Consider individuals acting wittdiffering
rationalities according to available informatio
(Mingers & White, 2010b; Stacey et al., 2000)
1 Incentivize or sanction certain behaviors
align behavio(Hanseth & Lyytinen, 2010)

Purposive Behavior
(Viability) (Beer, 1984;
Rosenblat & Stark, 2016)
System behavior is
interpreted as to achieve
goal.

Study how system
behavior is interpreted
to achieve specific goal
(meaning, competition),

1 Different observers perceived a differer
purpose of the systerfKovacevicOpacic &
Marjanovic, 2024)

fDeter mi ne t h(Garrgyy28Gl)e I
1 Neglect unimportant functionalities to achiey
a specific goal.

Structural Coupling (Dependence)

Decoupling and
Recoupling (Glassman,
1973; Orton & Weick,
1990} Separation and
reconnection of elements
within a system.

Analyzethe cause for
the separation and
reconnection of
elements (system
integration, inteisystem
communication).

fModularize loosely coupled system pa
(Benbya & McKelvey, 2006a; Eessaar, 20]
Hanseth & Lyytinen, 2010; Kautz, 2012)
fCouple systms appropriately with othe
systems to enable a coordinated exchange
information.

fUse the systemds env
systems) to directly feed or not feed the syst
(Normann, 2001; Vestues & Rolland, 2021)

Connectedness,

He b b 6 s(Hehba w
1949) Joint activity
connects elements or
enforces existing
connections.

Understand when joint
activity occurs and why
they connect elements
or reirforce existing
connections (learning,
linking).

T Activate connections between elements to cre
a selective networiMerali, 2004, 2006)
T Reinforce beneficial connections based on jq
activity.

Interpenetration
(Luhmann, 1995)
Overlap of different kinds
of systems.

Study which systems
and their elements use
the same resources
(systemsystem
relationshp).

TEmploy systems to support the generation
feedback loops of other systehdcBride, 2005)
finsert boundary objects for exchan
information at the system bordév. C. Dong et
al., 2017)

Guiding Difference,
Requisite Saliency
(Boulding, 1966;
Luhmann, 1995)The
primary distinction used
to guide systems
operations and its salient
parameter.

Identify salient element;
and their functions and
the primary distinction
of a system (opaitor,
system border,
difference).

1 Define clear operational system boundaries
understand the system's operational realiza]
(McBride, 2005; Merali, 2004)

T Delineate when elementglong to the system t
differentiate the system from its environme
(Garrity, 2001; Merali, 2006)

Operational Closure
(Luhmann, 1991a, 1995
Selfcontained
functionality or operation
within a system.

Understand self
contained functionality
or operation within a
system (interoperability
immunity).

f Translates external information into the (su
systembs internal co
ensuring that external data is compatible with
syst emds i(Bahathy, 2989; D.Bayd
2020)

TApply different codes for separate proces
(Banathy, 1989)

fDefend attacks with barriers separating exte
and nternal environment&Ghosh et al., 2007)

This extensive collection with 129 system specifications offers an overview of various,
sometimes lessémown, applications of system concepts in-i&8ated) literature as
prescriptive knowledge for system design and analysis. Where concepts lackaaoelev
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or applicability, such as apoptosis (saéfstruction of a cell) and double binding (bonding
between atoms), we excluded them. However, these concepts may still hold potential for
future research in information systems.

9.1.6 Example for Design of Blockchan-based Reputation System

To ascertain the practical utility of our framework, we apply a selected set of identified
concepts to the design project of business reputation sygksmsmrich et al., 2023)
Business reputation systems, as a rather new system class, present unique design
challenges(Hemmrich et al., 2024)Because it also carries ample possibilities for
refinement(lbrahimli et al., 2024)the project is a suitable context for applying our
framework. We navigate a series of design tasks and demonstrate howtsiestical
concepts can inforrand enhance the design process.

Business reputation systems are designed to assess product or service quality, discern
trustworthy ratings, and shape reputation information to augment business relationships.
They aid buyers in finding reliable sellers aedable sellers to showcase their
competence. This system introduces five novel features: monetary ratings, where
payments serve as ratings; selling ratings to peer buyers; blockmdsed storage for
securing monetary rating data; risky advance to fosigst; and a counteating
mechanism to prevent malicious rating behavior. We begin by detailing the mechanics of
each feature and outline their distinct
we abstract these features to a systdrasry le\el by applying our framework (TaB4).

Monetary ratings:The buyer and seller engage in a transaction where the seller consents
to be rated by the buyer based on the quality of the product or service. This transaction
includes two financial components) [iase payment and (2) rating payment. The base
payment, made by the buyer, is essential to the transaction and is discounted by the rating
payment. The rating payment is an optional, variable component that the buyer may
choose to make to rate the sellEne rating payment quantifies the rating by assigning it

a monetary value. By tying ratings to financial transactions, this mechanism is intended
to reduce the likelihood of reciprocal or inflated ratings, as the rating involves a direct
financial commitnent from the buyefFilippas et al., 2018)

Selling ratings:Buyers can sell their rating information, that is, whether they made a
rating payment, to peer buyers. Buyers are hence incentivized to submit ratings as they
are enabled to monetize their feedback, which creates-sustdfining motivation to rate
honesty (Hemmrich et al., 2024)Over time, buyers who consistently submit honest
ratings buld credibility, enhancing the value of their rating information to peers. Buyers
can profit from selling rating information, so their reliance on sellers for incentives is

c

o
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dampened. This helps to mitigate biased ratings that often result when buyers feel
compelled to provide positive feedback in return for financial rewards from sellers
(Neumann & Gutt,2019a) By di stancing financi al incent
the system aims to foster a more balanced and accurate rating environment.

Blockchainsecured ratingsRating ageements are stored immutably on the blockchain.
This renders ratings irrefutable and safeguards them from corruptiofdaptmsthanges,

or attacks. It also helps to uphold the authenticity, integrity, and consistency of
documented agreements.

Risky Advace: In joining the reputation system, a seller agrees to offer a product or

service at a discounted price, with the expectation of receiving the discount amount back

in the form of a ratindpbased payment if the seller delivers the anticipated quality
(Hemmrich, 2023)However, this arrangement makes the seller vulnerable, as he/she

risks not being compensated for the discount upfront. Noneshéleserves as a strong

trust signal, demonstrating a sellerds con
and helping reduce the buyer's uncertainty.

Counterrating: A question arises regarding how to handle buyers who engage in
exploitative rating bhavior, systematically withholding rating payments despite
receiving good quality. To counter this, sellers can issue a cenatiteg in the form of a

star rating(Hemmrich, 2023) This counterating becomes visible once it reaches a

threshold determined by a sufficient number of sellers reporting a negative rating for that
buyer. Sell ers who observe a apa@womaytheneput at i
choose to avoid future transactions with them.

Overall, ratings embody the reputation theé
trustworthiness. Consistent with the systems theory of social systems (guiding difference)
(Luhmann, 1995)entities providing these ratings exist outside the reputation system

itself. They contribute to a reputation ecosystem by supplying ratiogmation for

ot her s. This ecosystem helps to select, ob
signals, enabling entities to interpret information in ways that shape their perception of

system trustworthineggiemmrich et al., 2023Hence, crafting such rigorous systems
necessitates a solid foundation of abstraction at the systems level. Table 4 illustrates how

we apply specifications to design reputation systems. The output knowledge (right
column) outines how each system concept (left column) informs and substantiates the

design of business reputation systems. This enables a better understanding of the systemic

laws that affect the features and what to look out for in a specific design.
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Table 24: Application of Systems Concepts to Business Reputation Ecosystems

Concept

Design Implications for Business Reputation Ecosystems

Requisite Variety,
Requisite Complexity:
Use large, open crowds as |
guarantor of variety in a
system forprocessing,
rating, solving, and creation
(Geiger et al., 2011)

Knowledge:Reputation information can be seen as a core system
element of reputation systems. It requires a large and diverse user
as a guarantor of information richness, to ensure a requisite variet
reputation informabn. A broad user base contributes to an informa
pool that reflects the full range of goods and services.

Design: The variety of reputation information should exceed the
variety of offerings to support users in forming comprehensive
judgments and makinwelkinformed decisions. This information
environment should have a sufficient structural complexity that allg
various reaction possibilities and responsiveness to changes. Hen
with requisite variety and depth of ratings users are enabled to dra
conclusions about complex service compositions.

Recombination, Inverse
Generativity:
Recombining the same
system elements with
different variety levels
generates different outcome
(Baldwin & Woodard, 2009;
Beverungen et al., 2018;
Vial, 2023)

Knowledge A diverse range of outenes can be generated when
reputation insights drawn are based on the varying recombination
the system elements in reputation systems. When system participq
are enabled to creatively recombine rating information or other
reputation elements, they eaqu the information pool, potentially
adjusting existing ratings or adding new layers of insights atop
hi storical data. This process
decisions continuously reshape the contextual relevance of ratings
to prodlicts or services.

Design:In this dynamic environment, existing and new information
from different varieties should, therefore, be recombined to generg
new reputation information, which allows for more nuanced and
contextsensitive judgments about goaoisservices.

Self-Organized
Criticality, Adaptive
Tension: Stimulate
adaptation with exogenous
environmental tension
(Benbya & McKelvey,
2006a; Hanseth & Modol,
2021)

Knowledge:Complex systems maintain balance through tension, e
irregular, chage, or disturbance. Such systems under continuous
pressure, where the tiniest push can lead to either a small ripple o
big wave of change, usually settle into a balanced state where the
make constant adjustments. Similarly, reputation systems maside
to constantly adapt themselves to avoid disruption through malicio
actor behavior e.g., free riders who exploit discounted prices and
never give fair ratings.

Design: To counter such actions, systems should incorporate-a sel
regulating mechanisnsuch as countamtings, in this case. When
dishonest buyers accumulate a threshold of cowatergs, sellers can
identify and restrict them, maintaining system balance without nee
third-party intervention. Hence, courdeatings serve as a defense
mechani sm of such systems to f
disequilibrium caused by systematic exploitative behaviors.

Reinforcement Loops,
Balancing Loops:
Introduce feedback loops tg
reinforce or balance system
behavior(Fang et al., 2018;
Henfridsson & Bygstad,
2013)

Knowledge:Feedback loops are critical for ensuring system
sustainability by aligning individual actions with collective outcome
Positive reinforcement loops reward actors for behaviors that align
with system goals, such as providing accurate and reliable ratings
Balancing loops counteract behaviors that devieim the desired
outcomes, ensuring that negative tendencies like dishonest ratingg
minimized. This interplay between reinforcement and balancing cr
a selfregulating mechanism that stabilizes the system over time.
Design: Reputation systems shid contain a feedback mechanism tc
align the actorsd behavior widt
positive actions and penalizing negative ones to sustain the overa
long-run functioning of the system. For buyers, rating honestly is
reinforced astheg e pend financially on
quality information about sellers (reinforcement loop). They would
also avoid bad counter ratings by sellers that would ruin their
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reputation and jeopardize their trade relations with peer buyers, hu
them financially (balance loop). Similarly, sellers are motivated to
maintain high performance to secure positive ratings. Over time, tk
enables them to adjust prices while still attracting buyers.

Information
Redundancy:Provide
superfluous informatiom
the system (data storage,
communication channels) tc
increase reliability against
noises or internal defects

Knowledge:Although negatively connotated, redundancy is vital fo
robust system design, ensuring reliability and safety. When a syste
element fails, duplicates can seamlessly take over its function. In
reputation systems, reduamtty must ensure resilience against syste
failures or data loss by maintaining backup data channels and
communication pathways.

Design:In an open reputation ecosystem, seamless data exchang

(Georgadis et al., 2002) between nodes allows the system to withstand disruptionsmafam
redundancy aids in detecting false or inaccurate ratings by cross
referencing data across multiple copies, reinforcing system integrit
For this issue, blockchain technology can enhance resilience by st
redundant copies of information acrogsentralized nodes.
Knowledge Selection processes are foundational in reputation sys
as they determine the information that actors consider relevant. By
filtering observations and interactions, actors focus on data that
maximizes decisioimaking efficiency and minimizes uncertginThis
selective observation enhances the relevance and accuracy of the
exchanged information, ensuring that system participants can tailo
their actions and decisions based on reliable and cese@sitive
reputation insights. The concept emphasizesniportance of
observation and selection for
Design:In reputation systems, actors must be enabled to selective
collect, process, and act upon reputation data. For instance, seller
observe buyers, collect and processiinfation on their rating
behavior (e.g., countegating mechanism), and select which buyers
they want to be evaluated by. Similarly, buyers can select to whom
they resell information, while potential peer buyers can observe an
select sources from which teceive ratings.

Selection:Determine what
can be observed and which
selection processes can be
carried ouLuhmann,
1995)

This application shows how abstract systems theoretical concepts can inform the design
of complex information systems. The use case demonstrates how the design of selected
information system elements can collectively be abstracted todbeee of systems
theory as a unified level of abstraction. We derive design implications from this use case
that reflect the prescriptive nature of the framework. Hence, we contribute to the
prescriptive knowledge base in the intersection of systemsythad IS researdGregor

& Hevner, 2013)by consolidating scattered systems knowledge and showing how the
framework can guid the design of other complex information systems.

9.1.7 Discussion

The process of synthesizing concepts from a multiplicity of scientific fields, like physics,
chemistry, computer science, biology, sociology, politics, art, or economics, into a highly
abstractsystems lexicon (Demetis & Lee, 2016) built the basis for the cumulative
tradition of organized knowledge in systems thinking. In systems theory, the purpose has
been to seek the highest levels of abstraction possible. This quest has manifested the need
to tackle the phenomenon of understanding and designing complex systems (Demetis &
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Lee, 2016). As the IS field has matured, its focus has progressively shifted from the
artifact per se to levels of abstraction that underlie its design (Gregor & JonesB2007;
Kuechler & Vaishnavi, 2008; W. Kuechler & Vaishnavi, 2012). The lack of systems
frameworks as a unified degree of abstraction renders this design process unstructured.
This abstraction challenge aligns with the historically rooted native theory anelptenc
crisis in IS (Demetis & Lee, 2016; Hevner et al., 2004; Somers, 2010). Apart from the
individual works like Checkland (2000) and Alter (2013), there are no impactful systems
movements in the IS domain (Demetis & Lee, 2017) that guide the systengjic dEES.

This development has an ironic tinge given that IS as a discipline and many core concepts
are fundamentally grounded in systems theory (Alter, 2004; Hassan, 2023; Merali, 2006;
Mingers & White, 2010; Nolan & Wetherbe, 1980; Xu, 2000).

The systera concepts compiled in this study serve to understand universal and lawful
patterns in complex system design (Onik et al., 2017). While some already are second
nature in IS, they exhibit varying degrees of overlap and contrast. Overlap becomes
visible whenconcepts are applied to different system tgpabstract versus tangible,
biological, energetic, social, or artificial systémns r from systems?®o
characteristics, reflecting "requisite saliency" (Boulding, 1966). Though this overlap may
be perceiveds a limitation, it simultaneously provides a necessary level of variance to
address the complexity inherent in information systems, akin to the "requisite variety"
principle(Ashby, 1956) Moreover, certain concepts may seem mutually exclésseeh

as control versus setirganizatiod yet others mediate these apparent contradictions. For
instance, theperational closureoncepbridges thaelichotomy between open and closed
systems (Luhmann, 1991), showcasing the integrative potential of systemic perspectives.

9.1.7.1 Contributions and Implications for IS

Comprehensive systems theoretical framework for Tiis paper makes several
contributions to IS literature. It extends the current literature by providing an extensive
collection of 52 system theoretical concepts as a framework to guide the design of
information systems. Aligned with GST's mission to csgfitems knowledgéoulding,

1966) this collecton provides a nuanced synthesis of fragmented systems knowledge. It
renders systems concepts more accessible to improve system design across various
information systems class@édevner et al., 2004)The framework's rich composition of
concepts, positioned in the IS context, potentially addressefa@dls of design
phenomenon in systemically behaving information systems. By pooling knowledge from
various information systems and systems theory strands, we reduce redundancy and
overlap in concepts, identify connections, and harmonize divergent perspethese
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efforts collectively i mprove the frameworKk
systemic depth in information systems.

Introduction of systemic perspective and fostering systems thirkirigat sense, the
framework introduces a systetrperspective that encourages IS researchers to rethink
the design of IS artifacts. Providing a comprehensive overview of systems concepts
equips IS researchers with a systemic lens that aligns the foundational roots of IS
discipline with the design of imeasingly complex IS artifacts. This perspective enables
the transcendence of traditional disciplinary boundaries, fostering a rich understanding of
how systems concepts can also be applied to theory develofiaemdat, 2015and
inference of design principles.

Systems theory as a unified level of abstracfitis study also contributes to IS literature

by offering a unified level of abstraction grounded in systems theory that serves as a
coherentbasis for designing IS artifacts. The framework crafts a aefssential
theoretical underpinning and a shared language that fosters synthesis beyond subject
specific categorization in IGAlter, 2013; Hirschheim & Klein, 2003A common issue
arises when scholars produce design knowledge at varying levels of abstfaction
Brocke et al., 2017nstead of using consistent terminology for the same system, inter
alia, due to ambiguity in defining system boundafBaxter & Sommerville, 2011,
Merali, 2004) By adopting a broader, systetesel viewpoint, this study sets the stage

for unified abstraction through systems concepts, enabling more integrated and holistic
design approaches.

System complexityThe framework also helps address the increasing complexity of
systems we deal with i¥5, especially in design terms, e.@lanseth & Lyytinen, 2010;
Merali, 2006) The dyamic and multifaceted nature of the information systems
overwhelms existing design approaches since they promote situational development of
design principlegvom Brocke et al., 201 Based on the contextual conditions and causal
analysis(Gregor & Hevner, 2013)drawing on prio knowledge(Gregor et al., 2020)

rather than drawing them from foundational frameworks. While this approach can be
practical for specific systems like sodmchnical gstems, it falls short in handling the
complexity of crossystem translatio(Orlikowski & Baroudi, 1988)To bridge this gap,

we propose complementing the existing practices of abstracting design principles with
foundational systems concepts. The framework presented in thisggtudges a means

to approach this issue. We, therefore, encourage IS scholars to consider adopting systems
concepts as core concepts in addressing increasing system complexity.
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Bridging DSR and systems thedBy. further abstracting design principles to the systems
level (KovacevicOpacic & Marjanovic, 2024) more generally applicable design
knowledge can be produced for a broad range of systdm&uechler & Vaishnavi,

2012) In that sense, the study bridges the gap between DSR and systems theory
(Baskerville et al., 2015)it facilitates the development of adequate theoretical lepde
minimizes the duplication of effort in different fields, and helps promote the unity of
sciencg(Boulding, 1956; Orlikowski & Baroudi, 1988}hus improving communication
between IS researchers and related domains.

Groundwork for future research in 1Shis study also lays a foundation for future
research and theory development in IS by graduallyimus/stemaheoretical concepts

into the discipline. By reconciling fragmented academic efforts and organizing core and
subconcepts (Hassan et al., 2023bhe study provides a structured approach to
understanding and applying systems theory in IS. Beyond IS, our framework can
potentially enhance crosisciplinary communication, paving the way for broader
collaboration and kkowledge sharing across domains.

9.1.7.2 Critical Reflections

Boundary conditionsWe define the boundary conditions of the research during our
reasoning process by setting the focus on the design of the information systems. Although
the constructed framework mag well be used to theorize and analyze information
systems, as outlined in section 2, we prioritize the design lens as it allows readers to more
easily understand the essence of applying systemic perspective in IS. It is more readily
applicable to a usease where we see the highest level of contribution.

System concepts for design-aisis design principlegzurther, it should be noted that the
design implications we derived by applying the systems concepts to a case of reputation
systems may resemhdesign principles from the domain of DSR. They may be perceived
as similar because they both focus on what the system should allow acto(&teglar

et al., 2020; vom Brocke et al., 201¥et, they are different in nature. While design
principles areontextspecific, dynamically tied to the nature of the specific artifact, and
NRndevel op[ s] knowl edge a(vfomBraake eb al., 2017, 8)y e | s
our concepts describe the systems nature of IS artifacts. They are collectively rooted in
systems theory, which we present inngfied form of abstraction.

Ontological challengesThe diversity of information systems, including setachnical,
organizational, and work systems, introduces ontological challenges due to their unique
characteristics and meanings. The broad scope ®f téhm information systems
complicates precise contextual differentiation within the systems gpdtes, 2013;

of
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Somers, 2010)As a result, the framework presented in this study may not serve as a one
sizefits-all solution for designing all system types equallytufe research should
investigate combinations and configurations of these concepts to address ontological
challenges, as their utility often emerges through their interplay. This study primarily
focuses on consolidating systems concepts rather thartipmgyior differentiating them

within specific contexts.

Practicality. Designing abstract systems is a challenging task. IS artifacts may often fail
to produce the desired patterns of action or outcdPestland & Feldman, 2008)hus,

one needs to reflect on the creation and handling of IS artifacts of an abstract systemic
nature (e.g., business reputation ecosystems, agenpiowdred systems, @} and their
implications for design. Unlike concrete systems, abstract systems are inherently
intangible(Banathy, 1989)rely on interpretative knowledge, hypothetical relationships
(J. G. Miller, 1986)and reasoning, and cannot be @ity constructedBeeson & Dais,

2000; Stacey et al., 2000yheir dynamic behaviors, such as communication content,
cannot be directly controlled. While the systetfmsoretical laws presented in this study
offer ways to address these challenges, the abstract nature of thptsaonag hinder

their practical application. The high abstraction level makes translation into actionable
development for systemic artifacts difficult. Acknowledging this difficulty, we
nevertheless consider this a valuable challenge in advancing the désigmplex
information systems.

Epistemological challenge3.r ansf erring certain Asystems
the domain of i r(Memalr, @04, ip438) is soffes tfraughs With
epistemological challenges. An entry pgasithe ontological distinction between abstract

and tangible systems. For instance, the concept of operational closure, central to
autopoietic (sekproducing) systems, segments systems based on their operational modes.
Viewed through this lens, soetechnical systems are not singular entities but a
combination of distinct syste@ssocial and technical operating autonomously within

their boundaries. This distinction stresses the approaches that have strong paradigmatic
attachments. Consistently, a stamlitzed lens might initially lead to confusion about how
system concepts should be understood and to which systems they should refer. We believe
the framework carries high potential to offer initial stabilization and orientation regarding
different system aacepts for the IS discipline in the long run.

Identity crisis of IS disciplineThere is a scholarly discussion about the identity crisis in
the IS discipline as an ongoing theme grounded in limited consensus about its native
theory, core concepts, or balaries (Benbasat & Zmud, 1999; Rienschneider &
Armstrong, 2021; Somers, 2010his debate encompasses issues such as studying non

c
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IS-related phenomena within the IS domain and frequently borrowing theories from other
disciplines. Such practices have contributed to confusion regatidénessence of the

field (Somers, 2010)We recognize systesrtheory offers a promising avenue to reflect

the disciplinedbs essence and substance. Wh |
highlighted, they have yet to establish themselves as a defining identity foedS&

Srivastava, 2007By anchoring its concepts antilizing them to generate IS knowledge,

the field can better communi cate the conc
information systems.

The collection of systems concepts in this study serves as an initial step to show which
systems concepts existcahow they can be leveraged to design information systems.
Yet, asL. D. Xu (2000)pointed out over two decades ago, much remains to be done to
craft a comprehensive systems theory for IS to become powerful and applicable to all
information systems domains.

9.1.8 Conclusion

Systems theory has been regarded dseaia non for designing information systems
(Burton-Jones et al., 2015; Demetis & Lee, 2016; L. D. Xu, 2000the face of growing
system complexity, systems theory offers indispensable tools for managing the intricacies
of the irformation eralL. D. Xu, 2000) Systems theory has paradoxically remained in
the shadows of IS researf@emetis & Lee, 2016Jlespite being evolved from systems
conceptqAlter, 2004; Mingers & White, 2010b; L. D. Xu, 2000)

This research aims to consolidate dispersed systems concepts into a comprehensive
framework positioned within the IS domain. We propose a framework that provides a
high-level abstraction for designing complex information systems, encourages IS scholars
to rethink existing design approaches, and equips them with tools to address increasing
complexity(Mononen, 2017)By introducing systems theory concepts, this paper guides
researchers and practitioners to design systemically operatimgplex information
systems. Furthermore, we examine the prescriptive nature of the design implications from
a systems perspective, contrasting these with existing design principles. We also propose
systems theory as a unifying foundation and reflect erotigoing identity crisis within

the IS discipline. The paper contributes to the cumulative knowledge creation in IS and
attempts to establish a shared systemic language for thaibtyng and design endeavors
(Grover & Lyytinen, 2015)This study focuses specifically on the application of systems
theory to IS design. Future research is encouraged to explore the potential of systems
theory in theorizing and analyzing complex informatsystemgDemetis & Lee, 2016,

2017) Overall, this work invites researchers and practitioners to engage in a collaborative
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discourse to promote systems thinking, thereby broadening the horizon of the IS
discipline to address théallenges of increasingly complex systems.
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Abstract Service research has evolved into an interdisciplinary research field that bridges
diverse disciplines, including information systems (I1S) and marketing. Nearly two decades ago,
the service system concept was introduced as a foundational abstractiawiae sesearch,
drawing on ideas from the servideminant logic (9 logic) of marketing. Despite its
widespread adoption in servidmsed IS research, the service system concept lacks a solid
theoretical foundation, resulting in conceptual ambiguitied awerlaps with related constructs,

such as service ecosystems. Moreover, it has largely remained a static analytical lens,
insufficiently addressing dynamic service phenomena, including vaidestauction. To address

these limitations, we propose Luhmads systems theory (LST) as a ro
for conceptualizing service systems as autopoietic -¢sedfting) systems in which
communication serves as the fundamental mechanism that drives valteation. We derive

five theoretical propsitions from this reconceptualization that clarify conceptual ambiguity and
allow researchers to explore dynamic service phenomena in greater depth. Due to the general
approach taken by LST, our conceptualization provides a theoretically grounded and
interdisciplinary foundation for advancing service research.

9.2.1 Introduction

Over the recent three decades, research interest in service and the service sector has
steadily grown across disciplines, including marketing, information systems (IS),
mechanical engirexing, computer science, and many more. Reflecting a general shift
from production economies towards information and service econ¢@uassells, 2010)

two powerful academic initiatives guided the interdisciplinary service research over the
last two decades in particular: First, the serdoeninant logic of marketing (B logic)

reframed the dominant conceptualipati of value creation, moving it from goods
exchange to serviel®r-service exchange and challenging classical economic concepts
that regarded service as unproductive labdargo & Lusch, 2004) Second, the
introduction of the servicesyse m concept substantiated | BMO:
science of service as an academic discipline that educates future leaders to create value,
resolving the duality of goods and services with a unified paradigm for value creation
(Chesbrough & Spohrer, 2006; IBM, 2011; Lusch et al., 20D&)ether, these initiatives

left a strong legacy, establishing a new vocabulary for interdisciplinary research on
service, management, and marketing.

During this time, the service system concept was proposed as the fundamental unit of
anal ysis in service research, defined as fna
resources that interact with oMdgortalser vi ce
2009, p.395) However, the concept's theoretical underpinnings remainecdkarncl
providing only | oose references to gener al



121

thinking about the f or nidinh Spshtereta.t2008,8). of ser
Pehaps due to this lack of theoretical embedding into a general theory about the
structures and dynamics of systems, the concept has since drifted in its meaning and

pur pose. Taki ng a #o-nétwonktotsiyts ot & im@argo & kuach,d dy ad
2016, p.6), recent works particularly highlight the importance of a service ecosystem
perspective fito allow a more holistic, dyna
through exchange, among a wider, ma@mprehensive (than firm and customer)
configur at (Vargo & busch,@2@16, 6f)inghis context, a service ecosystem

i's generally und e rcontameddseltasstirg sybteneof reatce vel v s e
integrating actors connected by shared institutional logics and mutual value creation

t hrough s er (ages& Akaka, p0a2n @0 )pemphasizing their complex

and dynamic nature and the relevance of institutiomegrand norms) for eoreating

value (Letaifa & Reynoso, 2015; Vargo & Akaka, 2018)ntities as diverse as cities,

industries, and markeorganizations can be understood as both service sygems

Spohrer et al., 200&nd service ecosyster{Sarno et al., 2024; Vargo & Lusch, 2017)

leading to ambiguities if these concepts can be used synonymously or if they refer to
different levels of aggregatioiBarile et al., 2016; P6ppelbul’ et al., 2022; Storbacka et

al., 2016; Wieland et al., 2012)lence, profound inconsistencies seem to remain in

defining and operationalizing service systems as a basi@etistr of service research
(Brozovil & Tregua, 2022; FrosQ). Thds isLyons,
problematic for interdisciplinary research at the intersections of service research and
information systems, as a uniform understanding and vocabulary are lacking to define

what a service system is and is not.

To harmonize service systemnceptualizations across disciplines, various contributions
have been made to establish aspects of different systems theories in service research
(Barile et al., 2016; I. Ng & Andreu, 2012; Jim Spohrer et al., 2008; Vargo & Lusch,
2016)following up on a service system'stial reference to GSTMaglio et al., 2009)

GST is a powerful yet abstract super theory that strives for univerd@dityding, 1956;

von Bertalanffy, 1972)Its concepts have proliferated in many academic disciplines
(Lobler, 2016; Maglio et al., 2009providing a unifying theoretical lens for service
research eross disciplinegWieland et al., 2012; L. D. Xu, 20Q0) particularstrength

of systems theories is that they enable the analysis and design of wholes, complementing
reductionist research approackile®g et al., 2011)A system theory lens enables a better
understanding of the complexity anddeterminacy of service systems and service
ecosystemgBarile et al., 2016; I. Ng & Andreu, 201 2¥hich could help resolve current
conceptual ambiguities.
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However, these approaches have overlooked properties of service systems as social
systems, which diffiesubstantially from the properties of technical systems as focused in,
for instance, complex adaptive systems or the viable systems approach (see the appendix
for a comparison of different strands of systems theories). Therefore, we propose
revisiting, exending, and substantiating the original concept of the service system
concept with Luhmanndéds system theory (LST)
known theory of social systems that has been largely overlooked in information systems
and service resech so far. LST provides a novel perspective on service systems by
viewing them as autopoietic social systems, that is;reptoducing systems with
communication as their central reproduction mechanism. Adopting this theoretical stance,
we address theflowing research: What implications does LST offer for conceptualizing
service systems?

We answer this question with aeenceptualization of the service system concept as an
autopoietic system in which benefactors (service providers) select and etsetquted
resources as value propositions to be understood by beneficiaries (service customers) as
valuein-use, altogether completing a communication process that is subject to time. The
novelty of this definition is that it focuses on communicationhascentral mechanism

that constitutes the value -coeation among any set of benefactors and beneficiaries
within a reciprocal relationship. The dynamic properties of service systems govern the
reciprocal acts of communication among these actors overGiomemunication between
service systems can also lead to the emergence of fogher service systems, which

can be understood as service ecosystems on a higher level of aggregation. As such, service
ecosystems and service systems aressalilar, i.e., hey use the same mechanisms and
theoretical properties.

This paper offers three core contributions. First, we revisit and extend current
conceptualizations of service systems with the lens of social systems, developing
theoretical propositions that aligrittvthe principles of LST. The propositions lead us to
develop an updated definition of a service system, answering calls in the literature to
apply system theory concepts to service phenonfiiaglio et al., 2009; Mele et al.,
2010; I. Ng et al., 2011; Tracy & Lyons, 201®econd, we discuss the scholarly value

of this reconceptualization for advancing information systems and service research in
fundamental waygRai, 2017) Our conceptualization helps identify theerglay of
different aspects, such as (technological) resources, communication, and service,
providing service researchers with a more detailed analytical lens. Communication is the
central mechanism behind value@@ation, which sheds new light on dynarservice
phenomena, such as valuedsstruction and the emergence of institutions. Focusing on
communication as the central mechanism provides aesthetic value as powerful simplicity
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to ensure successful service interactions between providers and csqiRaieP017)

Third, the notion of service systems as social systems also has implications on digital
innovation, service design, and service systenggneering, emphasizing recent works,
e.g., (Vink et al., 2021)that renderservice systems and service ecosystems not fully
designable but rather emergent in the here and now.

The paper is organized as follows. Section 2 reviews the foundations of systems theories

in the service discipline before introducing foundational corscept.ST. In Section 3,

we build on LST6s concepts to develop five
conceptualization of service systems as autopoietic systems with communication as the

key mechanism that is required to provide and capeméce. Section 4 discusses the
implications of this reconceptualization for service research. Section 5 concludes the
paper with a calll for more interdisciplin
foundations.

9.2.2 Theoretical Foundations
9.2.2.1 Systemsasa Theoretical Lensin ServiceResearch

9.2.2.1.1The Notion of a System

An abundance of system conceptualizations has been discussed in various disciplines
(Adams et al., 2014; Friendshuh & Troncale, 2Q0X2gating considerable ambiguity
about the properties of a systdiMalecic, 2016) This confusion also relates to the
plethora of research streangsiaging from the science of systefigoulding, 1956; wn
Bertalanffy, 1950)which has, in turn, inspired approaches such as cyber@sicby,

1991; Wiener, 1948)the systenof-systems conceptAckoff, 1971) autopoietic
biological systera (Maturana & Varela, 1980)autopoietic social systenfsuhmann,

1995) complex adaptive system@&ell-Mann, 1994; Holland, 1992p)organized
behavior systemgAlderson, 2006)viable system¢Barile & Polese, 2010akystems
thinking (Checkland, 1999; Emery et al., 1978; Weinberg, 1.9a%pngst many others.

As regards the very notion of a system, the Latip s t abdrGreeks u s t atentte

wordoés origins, whi ch ¢ anparseratset efthsngsart ed as
ideas(Oxford Dictionary, 2025)Over a hundred systems definitions have been proposed

since (Sillitto et al., 2018) spanning fields as diverse as philosophy, social sciences,

natural sciences, and engineerfblgrous seau & Cal.vAosystemasd i o, 2 (
generally recognized as a whole, comprising elements and relations between them
(Rousseau&davo Amodi o, 20109 AsySten id mostfumdaneentalyal . , 2

defined through its elements, which are purposefully connéetedBertalanffy, 1971)
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Accordingly, a system is defined as fa set
least two elements aradrelation that holds between each of its elements and at least one

ot her el e mdAckoff, 191, @662¢ deto.mot hi s definition
elements is connected directly or indirectly to every other element system , while

the systembs properties emer g(@ckdffrl®7dd t he i nt

9.2.2.1.2SystemsTheoriesn ServiceResearch

Systems theory has been taken up in many of the academic disciplines that engage in
service research, including marketing, economics, computer science, information
systems, engineering, and social science, to name jtestv §Maglio et al., 2019)

Wieland et al.(2012) suggest that GST, or the viable systems approach (VSA), can

support exploring the dynamic and complex nature of service systems. Similarly, Barile

and PolesdBarile et al., 2012; 2010a; 2010hylopt the VSA lens and elaborate on
conceptual overlaps betweerDSogic, VSA, and service research. Viable systems aim

to suwive in their environment by dynamically interacting with all relevant entities that

offer critical resources for their function and viabiliBadinelli et al., 2012; Beer, 1972)

Barile and Polesg010b)also track the roots of VSA to earlier contributions to systems
theory, e. g., to GST by von Bertalanffy (1
systems, and call to investigate the dynanm
systems theory. Furthermoljeland et al(2012)recognize that service ecosystems are

complex service systems, similar to complex adaptive systems (CAS), which are
icomposed tediparts, imteracting wilth &s environment, subject to resulting
feedback effect, evolving over time adapt.
(Holbrook, 2003, p2). A CAS exhibits sk-adjusting capabilities often described as

structural adaptations, which emerge in response to environmental {anigest al.,

2017) RecentlyVargo et al(2023)used CAS to conceptualize service emergence as an
institutional phenomenon in service ecosystems, referring to feedback between the
interactions of system elements (whiclr them are actors and resources) and the
outcomes of their interactions (vataeeating activities, servieecosystem properties).

Still, none of these conceptual lenses from systems theory has been used to re
conceptualize the notion of a service systesalf.

In our quest to explore social system features of service systems, we follow numerous
authoritative calls to substantiate core concepts of service research with systems theory
(Briscoe et al., 2012;usch et al., 2016; Mele et al., 2010; I. Ng et al., 2009; Wieland et
al., 2012; L. D. Xu, 2000Xonnecting with the overarching lens of systems theory might
also enable service research to bridge boundaries between disdipéines, 2016; J.

C. Spohrer et al., 20110 the extant research, the V8eer, 1984)structuration theory
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(Giddens, 1984, 1990and LST(Luhmann, 1995)vere proposed as particulasuitable
approachegLobler, 2016)(see the appendix for a comparison). Further advances have

been made toward providing a stronger embedding into systems {iGmdyiff, 2010;

Polese et al., 2017; Vargo & Akaka, 201Bowever, these approaches only focus on

specific theoretical angles and selected properties of systems rather than re
conceptualizing the service system itself. Undoubtedly, digging deeper into the extensive

body of knowledge of systems theory offersaj potential to advance our understanding

of the service system dBRanlegPoleséd, 2010ba bbler, e and
2016; Peters et al., 2020; Wieland et €012

9222Luhmannds Systems Theory

92221Prospects of Luhmannés Systems Theory f

After carefully considering and contrasting different system theories and approaches to
systems science, we posit that LEJuhmann, 1995, 2002, 2013, 2018)vides a
promising and fresh perspective on the service systamept that has been largely
overlooked so fafexcept for Lobler, 2016)This theoretical approach is promising as it
recognizes the social properties of service systems. Based on the concept of autopoiesis,
which describesiling systems (i.e., organisms), Luhmann established a sophisticated
general theory of social systems that are abstract andepetfiducing in nature.
Autopoiesis refers to the ability of systems to create and maintain themselves through the
continuousrgener ati on and actualization of their
is considered one of the mésif not the mosd developed theoretical bodies dealing

with systems theorgAlbert, 2016) For instance, Luhmann's ideas have also been taken

up prominently in the IS field to examineow technology reconfigures human
technology relationgDemetis & Lee, 2018pnd in organization science to justify
Eigenzeit as a new lens on the temporal complexity of organ(i@lagoev & Schreydgg,

2025)

LST enables us to view service srsis through the lens of autopoiefidaturana &

Varela, 1980, p101) highlighting dywamic mechanisms such as selproduction,

operational closure, and selfganization. These properties allow service systems to
maintain their identity by generating and regenerating their core ela@nsergic®

through their own internal operations. Srn@ service system focuses on seditie

application of specialized competencies (knowledge and skills) through deeds, processes,
and performances for the ben(lausch&Nambdisaanot her
2015, p.161) it differs from allopoietic (technological) systems involving tangible
resources, while autopoietic and allopoietic systems can interpenetrate (overlap).
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Still, LST is consistent with the properties of seevisystems. First, the concept of

autopoiesis fits well with the idea that service systems are@eféined and seHdaptive

and have selK features, like sefbrganizationvan Assche et al., 201,9Vhich service

research aims to elucidafeargo et al., 2023)Second, LST focuses on abstract rather

than concrete systenfsuhmann, 1995, p442), which fits well with the claim to use a

service system as a basic abstractidm Spohrer et al., 2008) L ST6 s abstre
conceptualization al so alnicgsnase exchhahged fdrhe pr ¢
s er v {(Vargokd.usch, 2004, p7), refl ec t(1860ygre&d acortomi@alawd s

Third, LST can consider the overlap that has been proposed between social systems and
service system@dvardsson et al., 2011; Wetiedman et al., 2014even if it departs

from the current service system conceptualization in which elements with different

system references, such as "people, technologies, and other res¢Magigi et al.,

2009, p.395), have been merged into one single service system concept. In contrast, LST
emphasizes separating different system elendestsh as service, communication, or

resourced into different systems. While these systems can still interpenetrate (overlap),

LST is mindful of separating different types of elements, enabling researchers to
investigate the mechanisms with which these elements play together. We conclude that

LST provides a theoretical view consistent with current service thinking and introduces

new theoretical angles into the scientific debate.

92222Foundational ConSgseems Theoryf Luhmannos

Luhmannds extensive writings provide numer
concepts as static and dynamic to convey an easier understanding Z3jalfkatic

concepts refer to the structure of a system, whereas dynamic conceptdorefe
mechanisms of autopoiesis. Although the list of concepts we review in this paper is
extensive, we still omit some LST concepts (e.g., bounded rationality and double
contingency) that we consider less significant for this paper. We visualize the tsancep

Figure I7 and summarize them in Tal®2é. At the end of each paragraph, we refer to the

LST concepts of service systems.

Regarding static concepts, systems constitute themselves by establishing a difference
from their environment(Luhmann, 2013, p®9 30). Each system has a iding
difference that exhibits a system reference, defining a single type of element in this
particular systenfLuhmann, 1995, al77). For instance, elements of action systems are
action elements; elements of communication systems (which equal social systems) are
communication elementeéuhmann, 1995, pa.37 175) this implies that the single type

of element permissible in a service system is service elements. A system lgoundar
demarcates a system towards its environment (visualized as thin double lines in Figure
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17.Y The system boundary demarcates a servic
or systems of other kinds in its environment.

Systems consist of elements and relaiamirroring a dynamic structure in time.
Luhmann implicitly views eveni@lliport, 1940; Morgeson et al., 201&$ the underlying
element of an evolving system on which higbeder systems (e.g., action systems,
communication systems) can be built. More spealiiy, social systems are
communication systems that consist of communication elements, referring to elements of
actions and thus to elements of evefhtishmann, 1995, 104,139When an event is
interpreted as action, an action system emergesaciions are interpreted as
communication, a communication system (= social system) em@rgbmann, 1995,
pp.164i171). Y Service systems e me r grelerstantise n a b
communication as valuable, which implies that a system that solely facilitates
communication (= social system) must be in place.

Systems become complex when elements (e.g., events, actions, communication) can no
longer be linked directly to evy other element in a syst€diruhmann, 1995, p20i 24).
This means that events can belong to a -fsybtem and might also belong to

environments of other systems. Therefore, ieis sent i al to Adistingu
environment of a system and s§ueshmaeam$d95 n t he
p.17.)Y Service systems can interact with othe

while remaining distinct from their environment.

A sy sdndromment is always more complex than a system {&skby, 1991)Each

system can be disassembled into-systems, thereby marking itself as an environment

of its subsystems. When reuniting the subsystems through comatianj a system

emerges again as a whdleuhmann, 1995, pr). Overlaps of different (suJsystems

refer to interpenetration. Interpenetration is an isgmtem relationship concept between

systems situated in the same environment. It means the same elements can belong to
multiple systems simultaneously. In Figurg systems A and B share some elements,

while these elements connect and form relations between them. Hence, service systems

can have underlying elements that they share with other sySfemS.er vi ce sy st ems
interp enetrate with other types of systems.

The concept of seiescr i pti on serves to describe a
Referring to the difference between a system and its environment, a system must have

and uphold a description of itsgltuhmann, 1995, @; Rosen, 1977) The syst emb
description mirrors its guiding difference (e.g., service) to stand out from its environment

and describe its behavior. Internally, this description enabdgstam to define its own
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rules for ordering, selecting, and processing informatiathmann, 1995, pl65). Y
The guiding difference of a service system is the distinction of whether a
communication is meant to be and perceived as a service.

Systems are setkferentialVarela,1975) A system refers deveryth
the systemdébs environment (e. g., -refeeechce)ct ed i n
Every system operation has elements to refer to and build upon. Still, systems are open

to environmental influencegven operationally closed, as their environment cannot
directly intervene(Luhmanna 19%8ymaid)eBenaise ob thie r at i o n
operational closure, a system must generate its complex operations (its dynamic structure)

to handle interference originatinfgpom its environmentY Assumi ng t hat s e
systems are seifeferential and operationally closed, they cannot be designed from

the outside but only through selection and observation.

system B

system C

subsystem B,

system

subsystem A;

selection by
operations
A

communication
within system B

self-description for
environment

system boundary of
system B (2 difference)

subsystem B;
™
element :
rpenetration

Inte self-observation
in system B

Figure 17: Outline of SelectedCore Conceptsof LST (building on Luhmann 1995
As regards the dynamic concepts of LST, observing refers to indicating and

distinguishing between important and unimportant environmental irritafiarisnann,

1995, p65). Through observation, t he-adjugtsat e md s ¢
syst emobs bounygwhich edesnents balongitadtieersystierh. A system can

observe itself and other systems in its environment. For simplicity, ardasten as an

external systeic an observe other systems. Dependi n¢
observation can take placefast-order observation (inside the system; internal observer)

or seconebrder observation (outside the system; external observer) (FiglreY 1

Service systems can be observed internally (e.g., from the perspectives of benefactors

and beneficiaries involed in service exchange) and externally (e.g., by external

actors not involved in the service exchange).

system boundary of
system B, (£ difference)
relation
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Systems are setfrganizing. This means that system elements arrange themselves
depending on the current system state. As soon as elements A and &donmection,

they determine the positioning of a further element C. By adding more elements, the
system starts to setfrganize its elements. As an autopoietic system, a system reproduces

itself through itsown elementé. The det er morgaaizatiorsareaeflectede | f

by the institutional arrangements (i.e., the rules, norms, and symbols) that are
shaped by and shape the service systembds st

System elements are connectable and are constantly being rearranged. A system has the
connective capaty to integrate new elements within its boundary (depending on
observation and selection). By integrating
determines which elements change or maintain their states. Elements as semantic
abstractions have no pernent existence but must be reproduced continuously. That is

why elements must constantly establish new connections and thus reproduce new
elements for the system to exiuhmann, 1995, fl1). Y Ser vi ce syst ems
reproduce themselves through service.

Focusing on sociadystems, Luhmann considers communication as the only operation
that can provide this connective capagltyhmann, 1995, 243). Communication is a

single operation in a social system that organizes elements. It consists of the synthesis of
(1) the selection of information, (2) the utterance of information, and (3) the
understanding of informatiof.uhmann, 1995, p40). Communication in acgial system

is only initiated when observation occurs, enabling communication within the system.
Service must rest on communication, meaning that service involves the selection and
utterance of value propositions by benefactors that beneficiaries unddend as
valuable.

Systems process information selectively. When communication occurs in a system, it
performs selections to steer information flows to cope with the upcoming complexity.

When a system observes another system and, thus, processes newtioriprtmia
information is interpreted in |ine with the
processing conditions for the entered informatiiruhmann, 1995, M7). Y
Communication elements originating from the environment are interpreted as

service elements withh a service system, while communication is necessary to

uphold the service system.

Systems operate in time. That is, relations emerge among elements to establish order over
time. In this way, time allows elements to react asymmetrically to indetermingat¢iyné
passes, elements refer back to each other. This temporal backlink leaves behind system
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structures(Luhmann, 1995, p286 294) letting structural patterns enge, ensuring
relatively constant connecting lines to guide further elem@uotsmann, 1995, pB845
346), creating a path dependency also known as instituttons.Rradependency is
relevant to service systems as new service elements refer back to previous service
elements, which are previous service experiences.

In autopoietic systems, elements smifjanize themselves with the help of the current

system structuré_uhmann, 2013, p/6). While observation occurs, structures are built

to set the systembs el e rmmanizasioniStuctameseriswen, | ni
the cohesion of the elements and are necessary for the system to operate, which means
maintaining its elements and relatioflsuhmann, 1995, [pl34) Systems can be

structurally coupled to other systems, depending on their own @mperatwithout

merging with other systems. Instead, each system remains operationally closed, meaning

it functions based on its own internal proc
or influenced by another system, adapting its behavioractste. For example, social

system structures are structures of expectations manifesting in the form of patterns that
guide social action. Relations and structure differhmann, 1995, R283)in the sense

that structures are tirrelated and thus complex, whilelations are not timeelated,

applying a more static perspective on systems elemgnts.Ser vi ce syst ems
service exchange, which are patterns of resource integration.

Selections made by the systerrerger the system and determine future communitcatio

as well as other selections made in this sygtarhmann, 1995, pl25)that are observed.
Whatever is observed, the observer "reintroduces the distinction of observer and observes
into the object of observatiorfLuhmann, 1995, pl20) This leads to circularity in the
sdection process within a system, creating a path dependency (structure) of element
creation(Luhmann, 1993b)Y Ser vi c e -enteetmesystens to bridge time

until the service composition is fully understood.

Table 25: Selected Core Concepts of LST (Luhmann 1995, 2002, 2013, 2018)

LST Concepts
Static Concepts

| Core Statement Description

Systems as being
different from

Systems constitute
themselves as being

Systems can only exist as a distinctive identity in
relation to an environmetuhmann, 2013, pR9i

elements can no

their different from their 30). A system is always clearly distinct from its

environment environment. environment, constituting itself as being different frg

(system its environmen{SpenceiBrown, 1994) Each system

reference) has aguiding differenceéowards its environment,
indicating its reference and way of processing and
selecting information.

System Systems become Complexity arises if two elements can only be

complexity complex when connected using other elements in betwkeehmann,

1995, p.24). Complexity refers to (a) the number of
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(elements and
relations)

longer be linked to
every other element.

elements, (b) the number of relatiomsang the
elements, (c) the difference between elements and
their relations, and (d) the temporal change of relat
in a systenfLuhmann, 2013, pal24). The
environment is always more complex than a systen
(Ashby, 1991)

Subsystems
(systems
differentiation)

Systems consist of
elements that have
relations and can
exhibit subsystems
that have thie own
environment.

Sustaining a difference from its environment, a syst
can further differentiate itself by establishing
subsystems, each constituting an environment with
the system. Reuniting the subsystems by resolving
differences, a system enges again as a whole
(Luhmann,1995, p.7). As a result, a system of a
higher ordeemergegLuhmann, 1995, 22).

Interpenetration
and system
boundary

Different systems car
build on the same
elements, but system
do not have identical
element relations.

Interpenetration is an intaystenrelationship
between two or more systems sharing the same
environment. It describes the use of the same elem
at the same time in different systems. When there i
system boundary, the system references differ, ang
accordingly, the selection mechanisgrithin the
system and the relation configuration between thes
elements are also differéhtihmann, 1995, pR14
215)

Self-description

Systems create and
useself-descriptions
to identify and handle
their elements.

The concept of selfiescription refers to a system
describing itsef and its behavid in an
environmenfLuhmann, 1995, p456). Internally, it
helps the system to keep its own rules for ordering
processingnformation(Luhmann, 1995, pl65).

Self-reference

Systems can only
handle information in
relation to
themselves.

Every system operation presupposes its own elemg
to refer to and to build upon. Thus, new elements a
being created by building on previous eletsesnly
(Luhmam, 1995, p437)

Openness and
operational
closure

Systems are open to
influences from the
environment but, at
the same time, closeq
to distinguish
themselves from their
environment.

A system draws its boundaries and stabilizes itself
constantlyderiving information from its environment
and establishing its own internal relatighsthmann,
1995, pp48i 50). In this way, a system is open and
closed at the same time. It is op® the possibility of
making selections from the environment and closeq
that it uses only its own internal operations within t
system(Luhmann, 2013, pf3i 70).

Dynamic Concepts

Observing and
observer

Everything in a
system must be
distinguished and
identified by an
observer.

Observing is defined as the "formal terms of
distinction and indication{Luhmann, 2013, pl05).

A system observes to egrout distinctions in this
system or in relation to its environment. In this way
system determines the elements that belong to it.
Observation is equal to the operative distinction of
what elements belong to a systdmhmann, 2013,
pp.101i 120).

Self-organization

System elemants
arrange themselves
depending upon the
current system state.

As soon as element A and element B form a
connection, they determine the role of a further
element C. By adding more elements, elements rel
and the system starts to observe its own elésnen
Observing then triggers a sealfganization process
(Ashby, 1991) and the system communicates
internally to carry out its autopoiegisuhmann, 1995,
XXIX-XXX,34).
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Structural
coupling

Systems can be
structurally coupled,
depending upon the
operational processe
of the other system.

Systems maintain distinct boundaries while selectiy
integrating external influences and aligning their
operations. They can be influenced by pnecesses of
other systems, which can lead to changes in intern
behavior or structure while retaining their distinct

identity (Luhmann, 2002, p@83i 101).
Communication is the process of making selections
within a system. While selective operations
presuppose a desption in the form of an utterance,
an utterance is itself a performed selection. In this
way, communication is a threefold process consisti
of information, utterance, and
understandin@uhmann, 1995, pal40’ 143).
Information is created and occurs only in systems

Communication | The system
communicates to
establish new
connections in the

system.

Selectivity and Systems select and

information process information | (Luhmann, 2013, pf22i 93). The flow of information
processing by using their functions as a selection mechanisninidicate and
structure. create new system eleme(htishmann, 1995, p40) by
using its own system structures.
Operating in Systems constantly | A system constantly reconstitutes itself by actualizi
time change their state an( its relations ad elements. As time passes, it sets
the relations of their | further conditions for elements and their relations,
elements over time. | which can only be updated at the next point in time
system constantly forms new relations and element
choosing between repetition and change. Some
elements areeproduced, and others disintegrated,
creating new element relatighsthmann, 1995,
pp. 39 43).
Re-entry What has already A peculiarity of observation is that the observed is
been observed ina | entered, as the observer forms part of the observat
system serves as a | Whatever is observed, the observer "reintroduces t
distinction for whais | distinction of observer and observed into the object|
observed later. observation'(Luhmann, 2013, pl20). This is how
subjectivity is installed in systems.
9.2.3 LST as a Foundation for Service Systems

9.2.3.1 Five Propositions for Reconceptualizing Service Systems

Subsequently, we use LST to-genceptualize the concept of the service system. We
develop five theoretical propositions guiding this process, culminating in an updated
definition of the service systemmoept. Theoretical propositions are testable statements
deductively derived from theory, in our case, from LST. Similar approaches have been
frequently used to develop the foundational premises and the axioms constitllting S
Logic (Lusch & Vargo, 2006; Vargo & Lusch, 2004, 20@®16) Still, LST cannot be
readily applied to reonceptualizing service systems, but there is a conceptual gap
between both strands of research because Luhmann never explicitly dealt with service
systems as systems in the sense of the LST. Also, Luhmanatdidnsider technology,

such as IT artifacts or information systems, in his conceptualization of sgst@hish

he viewed as social systenbut treated them as allopoietic components that need to

remain in a systemods

e nvi riomssiegrink,.dra®ngb s equer
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from the rich conceptual foundations to identify implications fecarceptualizing the
service system concept.

We illustrate each proposition with the example of connected mobility, a smart service
system based on a digitally metrked car(Beverungen et al., 20197 smart car is
equipped with various sensors that identify its internal properties (e.g., velocity, state of
charge) and surroundiade.g., road conditions and other vehicles in the car's proximity)

to selfadjust its velocity. It offers remote access for the manufacturer to retrieve usage
data and make system diagnoses. The data are also used to optimize the car's autonomous
functiors since autonomous driving depends on data from numerous vehicles. The car
also provides users access to additional services like remote upgrades, predictive
maintenance, insurance services, and autonomous driving.

1) Service is the only guiding differencef a service system.

LST states that systems have one single system reference that constitutes them as
difference from their environment. This system reference also defines the type of element
part of the system. From an LST point of view, the sole systdanence of a service
system is service, making service its only element type. As an abstract system, a service
system comes into being only if a human observer interprets other types of elements, such
as resources, actions, or communication, as serWMile a service system is
operationally closed, service can also relate to elements of other systems (e.g., action
systems, communication systems) through interpenetration. For a service system to
emerge from these other element types, a beneficiaryohastve these elements, and a
complete communication procéssonsisting of selection, utterance, and
understanding must be present.

Service systems can include nested structures, i.e., they can comprise service elements

that are service systems themselMdse boundary of a service system is dynamic in the

sense that a service system can connect to other element types, incorporating these as
service. However, these elements can only be included as service in a service system due

to the premise of a singulaystem referenc.uhmann, 1995, pd35 136) ASystems
are selected, not as a bunch of objects, but as ordering perspectives from which a
relationship betweensyste and envi r on meunrhann, 095ad36)e s si bl e o

An LST view implies that other element types cannot be part of service systems but must
remain elements of other system types. For instance, a system of living beings can only
reproduce living beings, not s#re elements(following Luhmann, 1995, p127).
Similarly, resources, frequently mentioned in service system defirdtiorduding
people technologies, organizations, and informatidlaglio & Spohrer, 2013) cannot,
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by definition, be elements in an autopoietic seljanizing serde system. Rather,
resources must be all opoietic systems fAcapa
i t s(@dlehyp 2006, pl2). Resources must remain in a se
and can belong to other types of (allopoietic) systerSsc hat t en &tfoBowd a, 20 1 (
that when service systems appear to exBiigial and technical features simultaneously,

we deal with more than one system. These do not intermingle but are structurally coupled.

In other words, social and technical structures exhibit a difference, not a unity, since social
structures are operatially closed to technical operations (and vice versa).

This perspective profoundly differs from current conceptualizations of service systems
that include elements irrespective of their system references. We posit that differentiating
element types and stem types that play a role in service science makes areh&dled
conceptualization of a service system a sharper theoretical lens since specialized
phenomena can be attributed to a single system reference (e.g., looking at resources or
actions), while thers can be viewed as an interplay of systems that display different
system references. For instance, differentiating actions (action systems) from service
(service systems) can enable researchers to identify how service is interpreted from
actions in proesses of communication; this view enables researchers to identify why
service is sometimes successfullyaeated, and sometimes remains unsuccessful, while
the underlying actions remain the same.

Taking the example of connected mobility, this propositimplies that neither the

beneficiary nor resources like a car or the computing infrastructure are elements of a
service system. Connected mobility emer ges
understanding of the interplay of elements with other systégnanced such as actions,

information, and peopée as service, constituting a service system. When these elements

are combined (e.g., when traveling), and a beneficiary observes and understands this
combination as service (e.g., appreciating their aravanjoying their travel), a service

system emerges, overlapping with the other systems. The service system can be nested,
combining service elements on different levels of abstrattibe entertainment system,

the interior, the state of chafyall of which can be observed and understood as service.

2) A service system emerges from understanding information as a service.

LST states that systems are operationally closed, limiting them to using their own

operations. Still, systems can interpenetrate (oveviép)other system types, allowing

them to deal with other types of elements. When different systems interpenetrate,
elements (e.g., action, communication, or resources) can be observed and unified into
new system elements (e.g., service). LST positsaisdrvation is a selective operation
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(Luhmann, 1995, [dl84)t h a't focuses on a systemdés env

environment as resources destined for setting up communication. Because of operational
closure, a service system cannot make causal interventigisseinvironment but must
remain inside its own system.

From a LST perspective, a service system can be understood as eohilgnesystem in

which service emerges from combining other abstract elements, such as action elements,
communication elements, events. Pointing beyond a sod¢echnical systems view that

joins different element types into the same sysBostrom & Heinen, 1977; Ropohl,

1979) service systems are sufmgstems that overlap with other systems (i.e., social and
technical systems). While different types of sgseare environments for each other and
cannot interact directly, the more abstract service system can establish a relationship
between them, presupposing the process of observation that distinguishes and identifies
the combined elements as service. LSEn®fto this overlap between service and social
systems(Akaka & Vargo, 2014aps intepenetration(Luhmann, 1995, pR14i 217).
Resource integration includes two steps: observing resources in the environment and
selecting communication by purposefuihgicating (i.e., viewing the other elements as)
service. Put differently, beneficiaries integrate resoyigasce et al., 2019; Peters, 2016;

E. W. Zimmermann, 1933}hereby building the structure for servi@arile et al., 2016;

Barile et al., 2012)

This proposition serves to glue together different element types that matter to service,
such as people, actions, informati@and resources. Still, it highlights differences among
these elements, emphasizing no causal relationships between them. Since resources,
actions, and people need to be observed and coded as service by a human observer or
beneficiary before service emesy the sole presence of these elements is no guarantee
that service will eventually emerge. Similar observations have long been made in service
research. Forinstancesl5 | ogi ¢ highlights that #dAval ue
benef i ci artsaditionalWiPi cliteria émipleasize the perishability of services,
referring to the inability to store services for future use, which makes timely resource
utilization critical for value creatiofLovelock & Gummesson, 2004; Zeithaml et al.,
1985) Concerning this issue, LST introduces strong theoretical concepts and mechanisms
to the debate, enabling researchers to elucidate the detailed mechanisms at play.

In the connected mobility exampléhe service system emerges when a beneficiary
observes and understands the combination of resources (e.g., car, data, maintenance,
route, statef-charge) and actions (e.g., autonomous driving, directions,
recommendations) as service. The service sydstablishes a new relationship that
connects elements from systems with other system references (e.g., information systems,
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action systems) because a beneficiary observes and understands this relationship as value
in-use (e.g., traveling). Observation anshderstanding are the prerequisites for
benefactors and beneficiaries to integrate their resources, constituting a service system
that emerges from coding these elements as a smart mobility service. If, however, a car
remains standing in a garage, the sagseurces remain unobserved and do not lead to a
service system emerging.

3) Communication is the core mechanism driving value eoreation.

In LST, the only suitable operation for social systems is communidatigimann, 1995,

p.243), which is the synthesis of the selection of information, the utterance of
information, and the understanding of informatigihuhmann, 1995, p10).
Communication occurs only when an utterance is observed and undgistbathnn,

1995, p.165) For this reason, communicatiomas beyond actions since actions can
remain unobserved and, therefore, unnoticed. Different types of systems (e.g., living
systems like humans or social systems like organizations) can observe service systems in
their environment; observations are subjextlimited interests, structures, and the
information processing capacities of observers (as observing systems).

For service systems, value propositions can be viewed as information offered to stimulate
value cacreation(Eggert et al., 2018WValue propositions might remain unredeemed for

a time, waiting to be observed by beneficiaries. They might also be bound to resources or
fade away(P. Hill, 1999)if non-observed. While the actual assignment of vtiase to

a service element depends on observation, valuedseated only if the commueation

process is complete. Beneficiaries observe events (e.g., value propositions selected and
uttered by the benefactor) in their environment, which they understand as valuable,
interpreting them as action, communication, and, finally, as service. Bea#us
differences in observation, the same value proposition might create differenin/alkee

for different observers or even fail to do so. Serfareservice exchange is initiated when

an observer outside a service system engages in vakreatonthrough their actions,

which need to be observed and understood by others. Utterances serve the utterer
(benefactor) as a promotion to describe themselves, thus confirmiegtémng) their

distinction from their environment. Simultaneously, observesadhciaries) bring their
distinctiveness to the systemyirent er preting the benefactords
value is cecreated, setting up new conditions for service communication. However, as
service systems are selective and remain indifferevdrids most of their environment,

many actions are not observed and understood and are not interpreted as service.
Transforming 6eventso6 related to O6actions?d
constitutive function of a service system.
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Focusingon communication as information, utterance, and understarfitgnann,

1995, ppl40i 143)has profound implications for our understanding of service systems.
Currentconceptualizations of service systems point to different mechanisms of system
reproductionfl As6 ad et al ., 2024; Fehrer et al
et al., 2021) We posit that viewing communication instead of action as th& bas
mechanism of service systempmoduction provides a much sharper theoretical lens.
Action is a weaker concept than communication since actions can remain unobserved and
fail to have any effects on othgtsihmann, 1995, [dl65) Adverse phenomena in service
resarch, such as value@estruction, could be analyzed in terms of failing or incomplete
communication processes, which would provide a new angle to the debate that goes
beyond the actions performed by benefactors and beneficiaries.

Considering the examplaf connected mobility, a predictive maintenance service is a
value proposition that is selected and can be uttered by a car company as a benefactor.
Customers may interpret this utterance differently, creating variety in their understanding
of the value poposition. While some customers understand the value offered by
predictive maintenance, leading to a service system emerging, others do not understand
it to be valuable or even fail to observe the value proposition. Since the communication
process remairiscomplete in the latter case, the resources and actions of benefactors are
not identified as service.

4) Service systems are autopoietic systems that reproduce themselves through
service.

LST distinguishes autopoietic systems (which reproduce themsdioes)allopoietic
systems (which produce something other than themselves, e.g., mafiiaesana &

Varela, 1980) An autopoietic system withstands environmental irritations by changing
its internal structure, thus nméaining its guiding difference and creating new elements.
Autopoiesis implies that a system reproduces only using internal operations.
Nevertheless, an autopoietic system can use allopoietic components to reproduce itself
(Maturana & Varela, 1980)

As an autopoietic system, a service system reproduces service since systems can only
reproduce their own elemenfisunmann, 1995, dl1). Technology(Akaka & Vargo,

2014b) such as smart produdiBeverungen et al., 2019y software applications, are

all opoietic components (i .e., resources)
environment, while a service system reproduces itsetiutir (new) service being
observed. Digitalization allows service systems to handle greater complexity by
leveraging IFdriven processes, mitigating the complexity gap, which is the disparity
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between a system's capacity to process and manage complexitheairtcreasing

intricacy of its environment. This gap arises when the dynamic nature of external
influences exceeds a systemds ability to a
integrating advanced technologies anetifiven processes, service sysgecan enhance

their capacity for observation, communication, and structural adjustments, thereby
bridging this gap and maintaining operational effectiven@@sbraBissantz &

Schlimbach, 2023)

For service systems, an autopoietizvice system implies that a service system persists

as long as beneficiaries and benefactors observe each other, and thus, communication
takes place between them. The ongoing communication creates a cumulative service
experience subject to path dependerithat is, the actors refer to potential previous

service encounters (or communicative events) when interacting. A service system
coll apses if the actors cease to observe a
irrespective of their actions.

For instance, no mobility service can exist without a beneficiary understanding its
benefits or a manufacturer who wants to offer smart connected cars. Operand resources
like the actual car, data, or information systems are allopoietic elements that remain
situaed in the environment of the service system, waiting to be observed.

5) Due to their reliance on communication, service systems are subject to time.

LST assumes that communication is threedos#lecting, uttering, and understanding
informatiord while systems incessantly change their state and the relations of their
elements over time. Selection, utterance, and understanding can happen at diffegent point
in time; for instance, an utterance can bridge time when actions that are one means to
utter information resonate long enough, waiting to be understood. Since communication
is subject to time, a system is always in an asynchronous state and can neater ope
entirely synchronously. Hence, utterances require a time delay to be undéssmatso

P. Hill, 1977) and this time offset is permanent.

For service systems, binding value propositions to service is subject to the time required
by a complete communication process, including information, utterance, and
undersanding. Since the same value proposition can be understood by multiple
beneficiaries at different times, it leads to a multiplicity of service systems; while an
action can happen once, valmeuse can be observed several time intervals later, which
mightinfluence the valuén-use and service observed by beneficiaries.
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LST highlights the crucial role of time that, as we posit, has been insufficiently addressed
in service research. In most studies, time has been abstracted away, focusing on value
propositbns, interactions, and vakiie-use as timeless concepts. For instance, neither S

D Logic nor current conceptualizations of service systems recognize time as a factor in
service research. This view stands in stark contrast to anecdotal evidencemtiapy
service processes. Clearly, it makes a difference at which time you enter a hospital to
receive medical treatment or at which time you consume a repair service.

Considering connected mobility, a car manufacturer might offer predictive maintenance
andthis value proposition to its customers. While some beneficiaries understand this
value proposition wront, others might understand it later, maybe after their car broke
down. Still, others might never understand this service, leaving the value prapositi
unredeemed. Predictive maintenance is a value proposition that builds on-aiways
interactions of benefactors and beneficiaries, subjecting them to a different rhythm than
classic reactive maintenance services. Thus, the respective service encoesidrgeat

to time in different ways.

Table 26: Propositions on Service Systems as Outlined by LST
#

Foundation in
LST

Systems as being
different from
their environment
(system
reference)
Elements and

Theoretical
implications

Service systems only
have service (understoo
as a process) as their
constituting elements.
Operand and operant
resources used to €o

Proposition Example: Smart

Mobility

Neither actors (e.g.,
manufacturer, user) nor
resources (e.g., a car) are
elements of a service
system; the service emerge
from the r es:¢(

1 | Serviceis the
guiding difference
and the only
element type
constituting a
service system.

combined effects (e.g.,
distance traveled), subject t
a b e n e fobseniateom \
and understanding.

create service are part d
the environment.

relations (system
complexity)
Self-reference

2 | A service system
emerges from
establishing
relationships
between
communicative
events being
observed as
O0service
abstract systems.

A service system emerges
only if a beneficiary
observes and understands
the combination of diverse
resources (e.g., car,
technician) and actions (e.g
repair) as a service being
performed. Service
establishes a new
relationship, connecting the
involved communicative
events restihg from
resources.

Service systems are
higherorder systems
that interpenetrate with
other systems (e.g.,
action systems) or
resources.

Service systems are bui
on a communication
system wher
is communicated.

The resources
contributed by eitbr
actor are important;
however, they are part g
the service
environment.

Subsystems
(systems
differentiation)
Interpenetration
and system
boundary
Observing and
the observer
Openness and
operational
closure

3 | Value cocreation
in service systems
rests on
communication

between

The car and the
manufacturer
(e.g., data, algorithms,
technicians) utter value

propositions that can be

Value cocreation
depends on a
communication process
involving the mutual

utterance, observation,

Observing and
the observer
Connective
capacity
Communication
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benefactors and
beneficiaries.

observed and understood b
beneficiariesBeneficiaries'
utter demands (e.qg.,
traveling) and resources
(e.g., defect car), to be
observed and understood b
a benefactor (and vice
versa). Beneficiaries may
observe and understand
service differently.

A service system overlaps
with a social systerthat
emerges based on
communication. For
example, a benefactor utter
and one or more
beneficiaries understand
each otheros
propositions.

and understarndg of
information.
Communication is
subject to selective
information processing
and constrained by the
attention level and the
resources applied to the
observation.

The actions of the
benefactor must be
observed and understod
by the beneficiary to
consttute value.

The amount of value eo
created is subject to the
beneficiary
information processing.

Selectivity and
information
processing

Service systems
are autopoietic
systemghat
reproduce
themselves
through service.

A service system persists a
long as the benefactor and
beneficiary communicate. A
service system collapses if
the actors no longer observ
or under st an(
value propositions; there ca
be no mobilityservice
withouta beneficiary
requiring mobility or
without a manufacturer who
provides cars.

Service systems descrilj
and reproduce
themselves through
observed service (i.e.,
value propositions
uttered, observed, and
understood) and their
relations to othr service
elements in the system.
Technical structures
always remain resource
that are situated in a
service sys
environment.
Technology is an
allopoietic component
that is situated in the
environment of a service
system.

A service system is not
socio-technical system
consisting of people and
technology, but a supra
system that
interpenetrates with
various act
environment.

Self-reference
Self-description
Seltorganization
Connective
capacity
Re-entry

Time divides
initiated action
andobserved
communication,
allowing service
to emerge.

A service system emerges
when a benefactor observe
and understands the vatue
in-use generated by the
service process (e.g., a car
computing a route).
Benefactors can be absent
while a service process is
performed, e.g., a software
update of their cars.

Communication and,
thus, service provision ig
subject to time offsets
due to the duration of
observation and
understanding.

Action and
communication are
asynchronous, even if
the time offset can be

infinitely small.

Communication
Selectivity and
information
processing
Operating in time




141

9.2.3.2 Implications for the Service System and Service Ecosystem Concept

Building on the five theoretical propositions derived from LST, we define a service
system as followsA service system is an autopoietic system in which benefactors (service
providers) select and utter pselected resources as value propositions to be understood
by beneficiaries (service customers) as valuase, altogether completing a
communication praess that is subject to time.

We depict this conceptualization of a service system in Fifii®ervice requires at least

two actors: a benefactor (service provider) and a beneficiary (service customer). Before a
service system emerges, other types ofesgstmust be in place, such as social systems

or information systems. A service system can then interpenetrate with these systems. A
service provider selects information on elements from other systems (e.g., resources) to
set value cereation in motion. Tis selection is then uttered as a value proposition
through language or actions.

Beneficiaries must observe that a value proposition is made. As soon as the information
uttered is understood as valimeuse by a beneficiary, one or more service elements ar
created and attached to the service systesstructuring the service system in an
autopoietic process that simultaneously sets the scene for selecting new information as
service. The process of selection, utterance, and understanding is subject Witime.
understanding, the communication process of selection, utterance, and understanding is
complete(Luhmann, 1995, p10). Communication constitutes value-ceation among

any set of benefactors and beneficiaries as a reciprocal relationship. The dynamic
properties ofservice systems, i.e.,-gntry, structural coupling, and operating in time,
emerge from and govern the reciprocal acts of communication among these actors.
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Figure 18: Conceptualizing a Service SysterBased ona LST Lens

We podt that service systems can be nested and connected with other service systems.
We refer to the space in which this happens as a service ecosystem1BjgArservice
ecosystem is often v-coetained seladjustirg syBtenedfat i v el
resourceintegrating actors connected by shared institutional arrangements and mutual
val ue creation t hVago § busch, @016, pddidl). éna sehvigen g e 0
ecosystem, service systems can create higitsr (super) service systems through
communication, as outlined above: information is uttered by one service system and then
observed and understood Wit another service system, interpreting the uttered
information as valuén-use. We posit that service ecosystems are embedded into society
as a larger system that can be seen as an environment. As proposed in LST, their relation
is reciprocal: Society pwides its institutional propertigEdvardsson et al., 201fhat

provide irritations interpreted bgervice ecosystems, while service ecosystems also
influence the emergence of society. In this way, service ecosystems are situated on a meso
level of aggregatiorfVargo & Lusch, 2017petween the value etreation of service
systems on a micro level and society (situated in the environment) on a macro level.
Service ecosystems allow for identifying a middlewgrd for value cacreation in specific
industries (e.g., retail, baking) or digital realms that reach beyond dyadic service systems,
such as public data spaces.
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Society is an environment to a service
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ecosystems
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Figure 19 Service Ecosystems as a Meso Level of Aggregation betw&amvice Systems and
Society

9.2.4 Discussion
9.2.4.1 Service systems include service only, while relating to other system types

We see a crucial advantage of using an LST lens in its potential to substantiate and clarify
the service system concept and its relationship similar concepts, including service
ecosystems. Currently, both concepts lack theoretical embedding and clarity, making
service research ambiguous, fragmented, andeieifential, e.g.(Huotari & Hamari,

2012; Maglio & Spohrer, 2013; Maglio et al., 2009; Stanicek & Winkler, 2016

original service system papefslaglio et al., 2006; Jim Spohrer et al., 20@®) not

provide a theoretical embedding into systems theory, ewatlifig on others to establish

this link. As one of the most prominent systems theories, LST provides a unifying, well
developed, and widespread theoretical [@mmetis & Lee, 2016hat has been largely
overlooked in service research so far. This lens emphasizes the social system properties
of servicesystems, bridging boundaries between academic disciplines involved in service
research. An LST lens can also differentiate but still link closely related concepts of
service systems and service ecosystems (cf. FIBreA service ecosystem is a super
system of service systems, while both types of systems arsisaliér (Leinster, 2011)

i.e., they use the same mechanisms and theoretical properties. This view of setting both
systems into relation strongly differs from the (often implicit) viewpoint that the service
system concept could be abandoned in favor of the sexwasystem conceptBr oz ov i |
& Tregua, 2022; Frow et al., 2014; Vargo & Lusch, 20100 a macro level, society is

an environmenthat can produce irritations to be observed, selected, and processed on a
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service ecosystem or service system level. LST provides crucial concepts for
understanding the interplay of micro, meso, and macro service layers, pointing
considerably beyond moregeric frameworks, limited to the interplay of service systems
and their environmer{Edvardsson et al., 2Q).

LST enables this theoretical clarification due to its hallmark principle that every system

must have one single guiding difference to establish itself as different from its
environment, e.g(Luhmann, 1995, p155). For service systems, this guiding difference

is service. This axiomatic view departs from earlier definitions of service systems that
contain multiple elements with different system referedoeg., people, organizations,
information, and technologyim Spohrer et al., 2008)Ve argue thanixing up systems

with different guiding differences leveraged the conceptual confusion about the service
system concept and its relation with other system concepts. LST allows to zoom into the
service system concept to distinguish service from other typetements, including

people, organizations, information, and technology as resoiMeegio et al., 2009)hat

are selected, uttered, and can be understood as service by a beneficiary, all networked to
servicebasedanh e princi pl es of a(Lehman, 20080peB3ist r uct u
101) Of course, resources and their combinations remain indispensable for service.
Nevertheless, distinguishing different types of systemigch as social systems, service

systems, or maybe resource syst@msaables reearching the mechanisms connecting

them to bring about service, where service researchers struggle to find a compelling,
theoretically robust e (SkiléménTaschilen 2024y liese6ser vi ¢
mechanisms are obfuscated in current definitions of service systems and service
ecosystemse.g., (Huotari & Hamari, 2012; Immonen et al., 2016; Jim Spohrer et al.,

2008; SudbunRiley et al., 2020; Vargo &usch, 2008) which abstracted from their

interplay. We argue that identifying how different types of systems interpenetrate and
interplay to establish service allows for a more specific, nuanced, and conceptually
consistent analysis of service phereom a . For instance, a humané
meaning systerfLuhmann, 1995, 38) can be structurally coupled to a digital platform
(RobraBissantz & Schlimbach, 2023)hich is a resource. Structural coupling highlights

how service systems mméain autonomy while adapting to interactions with other

systems, forming dependencies that facilitate mutual influence without merging into one

unified systen{Luhmann, 1995, 85).

Obviously, social systems and service systems interpenetrate significantly sincefthey bot
rely on communication as a basic mechanism. For differentiation, we argue that service
is communication that beneficiaries perceive as beneficial, aligning with prominent
definitions of servicgP. Hill, 1977, 1999; Vargo & Lusch, R@). A social system is
established through communication and precedes a service system. At the moment at
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which uttered information is wunderstood as
become service elements, and thus, a service system enhetljssway, communication

as information, utterance, and understanding prompts a service system to emerge only if

all three aspects are fulfilled and also the communication is perceived as beneficial, which

aligns with current service thinkindg.ovelock & Gummesson, 2004; Vargo & Lusch,

2004)

However, our conceptualizatiogently refutes the common assumption that social
systems and service systems are completely identical,(Edyardsson et al., 2011,
Lobler, 2016) Instead, our conceptualization gives service systems a narscoee,
centering on beneficial outcomes for a defined beneficiary or group. Their outcome
driven orientation makes service systems distinct in purpose and function, with structural
formations directed toward generating service outcomes, setting themfraparthe
broader communicative dynamics of social systems.

9.2.4.2 Beyond action, communication allows for fresh investigations and
introduces a new conceptualization of time into service systems

From the LST perspective, service itself is not merely an applicafi resources but a

fundamental communicative act. This perspective diverges profoundly from the resource

and actiorcentric view prominent in Vargo and Lusc(904)foundational €D Logic,

where service is defined as the application of operant resources (knowledge and skills) to

benefit another actor, emphasizing resource integration and valeeaton.
Foregrounding communication complements related argumemsHdvardsson et al.

(2011) who describe service systems as resource configurdtids oz o v i | & Treg
2022) yet challenge themssumption that resource integration alone is sufficient4to co

create service.

An LST view implies that the mechanism that binds together different types of systems
is communicatiod including information, utterance, and understandimgpt action.

While thecrucial role of communication has started to be discussed, action vocabulary
(e.g., performances, deeds, processes, or competéWeie® & Lusch, 2004)s still
viewed as the generative mechanism of valuereation in mainstream sece research.
However, actiond unlike communicatiod do not include understandindguhmann,

1995, ppl68 177) Thus, current literature that focuses on actions intgliimits
service research to phenomena in which actions find resoflamuemann, 2013, [©4),
meaning that they are observadlainderstood as valuable by a beneficiary. This is not
necessarily the case. Consider, for instance, a repair shop to which you do not bring your
car or a TV show you never watch. In these instances, service providers apply their
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operand and operant resoes to offer value propositions to clients. However, few service
customers observe these utterances, and even fewer understand them as valuable, which

is essential for a service system to emerge. In service research, which is still dominated

by action voabulary (Edvardsson et al., 2012; Skalén & Trischler, 202#ese

incomplete communication processes dostill be considered as servicéhey are
consistent with the definition that servi ce
(knowledge and skills) through deeds, processes, and performances for the benefit of
another entit y(Vaogp & ltuscle, 200H®)i ty itsel fo

We posit that accepting communication as the basic mechanism that creates service
provides a pival advantage to research service phenomena in which communication
processes remain incomplete or dysfunctidpat instance, value edestructiod which

is often assumed to be the consequence of untrustful actions (e.g., taking advantage of
others) (Echeverri & Skalén, 2011; Plé & Céaceres, 2010; Prior & Maftasvas,

20169 could instead be interpreted as a dysfunctional communication process that
remains incomplete despite tcleaionaQutlioeros 6 best
thinking proposes that value-cestruction(Echeverri & Skalén, 2011; Jarvi et al., 2018;

Plé & Caceres, 201@Echeverri & Skalén, 2011; Jarvi et al., 2018; Plé & C&;e2@10)

might also happen unintentionally, since for instance, information about resources can be
inadequately selected, insufficiently uttered, remains unobserved, or is misinterpreted
(i.e., not understood properly). A system keeps exploring astishgenew possibilities
since "every accident, e v e r y(Luhmarm,ul995.e , evel
p. 116), even though they are not beneficial. However, destructive power can affect the
structure of the service system, at which point they can build up neweese more
effectively. In this sense, fruitless paths of possibilities might retrofit dysfunctional
communication structures and facilitate better ones, such that ineffective forms of value
creation disappear over time while new forms emerge. For exaocgpemunication has

been argued to sometimes fail on digital platforms, prompting system selection processes
to restructure to meet user expectations more effectfRelgraBissantz & Schlimbach,

2023) Communication is cumulaty whereby it recursively builds on previous
communication and constrains all future elements of communic@tidmmann, 1995,

pp.163 171) If it is re-established,communication might also remedy value- co
destruction. Since communication happens in situ, service systems would alternate
between value coreation and calestruction, depending on how communication
progresses in the very momériiere and now. We argue thidorough its focus on
communication, an LST lens provides new vistas to study and understand this fragile and
intriguing interplay(Lumivalo et al., 2024)
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Another crucial implication of differentiating selection, utterance, and understanding as
part of communication is introducing a new conceptualization of time into service
systems. Departing from ephemeral acti@dsHill, 1999) meaning that they dissolve
quickly if they remain unobserved, communication alowsearchers to study service
subjects to long time offsets between utterance and understgddidgChandler et al.,

2019) For instance, schools provide education as a valuable service that sometimes falls
on deaf ears of pupils. It might be years later that they will understand their education as
valuable ad complete communication. Early service research has reflected similar
service properties by pointing to the perishability of resources and aZieitisam| et

al., 1985) however, it does not consider communication as a unifying concept. From a
communication viewpoint, service is perishable in the sense that an utterance that remains
unobserved permanty leaves communication incomplete and fails to lead to the
emergence of a service system. While we do not wish to contradict the observation that
the initial IHIP criteria were incomplete and lacked empirical groun@imyelock &
Gummesson, 2004Wwe argue that ravestigating literature on perishability with a
communication les could help to reconcile this deprecated body of knowledge with
current service resear¢idvardsson et al., 2005; Grove et al., 2003; Sampson,.2010)
Similar observations could be made regarding intangibility (here: service systems rely on
communication, but communication might ind&uobserving and understanding selected
physical actions), heterogeneity (here: understanding is subject to autopoiesis in the
observing system, leading to heterogeneous outcomes), and inseparability (here: service
requires communication as an inseparaptecess of information, utterance, and
understanding, subject to time). Still, L S
consistent with, yet offers pivotal insights to related work that foregrounds the non
owner ship propert i etservioes offerdbengfits theoyugh greessiot | ng i
temporary possession, instead of ownership, with payments taking the form of rentals or
a c c e s gLoveleck & Gummesson, 2004, P0).

9.2.4.3 Autopoiesis links resourcesincluding technology, to valuein-use

From an LST perspective, a service system is an autopoietip(edlicing) entity that
emerges from a network of communicative interactions between benefactors and
beneficiaries. LST posits that all elements arermally generated in an abstracted
autopoietic system, and the system maintains its identity by continually reproducing itself
through its own operations. This sedfferential characteristic enables what we refer to as
sel+-X features of service systemsjch as selbrganization, selfegulation, and self
sustaining, which others view as properties of service ecosy¢fdmka et al., 2013;
Vargo & Akaka, 2012; Vargo & Lusch, 2016)utopoiesis implies that service systems
are operationally closed; they can only obserwt iaterpret external elements through
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their internal operationd_.uhmann, 1986)We posit that this operational closure is key

to understanding why service is always uniquely determined by a beneficiary, which is
one of the axioms stated by[5Logic (Vargo & Lusch, 2016)Due to the axiomatic
status of this propositig SD Logic did not provide a deeper theoretical foundation for
this claim. An LST view, however, provides a compelling explanation that is rooted in
systems theory, substantiating®3_ogic's claim.

Operational closure does not mean that a service systeun off from its environment.
Operations in the observed environment irritate the service system wheratiag its
structure through a selection procésshmann, 1995, dl41) This perspective treats
resources as external elements, observed and selectivetye gr at ed based on
internal communicative processes. Through recursive communication with their
environment (e.g., feedback from customers or-tieed data), service systems can
autonomously adjust their processes or reconfigure their @wteutth optimize service
quality (Barile & Polese, 2010b; Mora et al., 200%his feedback loop is not simply a
reaction but a process by which the service system actively maintains amdsews|
structure based on ongoing communicaigimk et al., 2021) The system reorganizes

itself internally by selectively incorporating feedback that resonates with its operational
difference toward the environment, thereby supporting both the stability and adaptability
of t he syst(Ban® & Poteser 20t0b)This eselforganizing proces is
fundamentally tied to the system's ability to reproduce its own elements (service) through
internal operationgMingers, 1989) In service systems, this occurs when beneficial
communication is continued and internalized, and service elements emerge as new
communication constructs. Exisgindentification structures are decisive in determining
whether and how new services are credéfied. Chandler et al., 2019 this way, the
boundary of a service system is fluid yet structurally maintained by ongoing
communication. This is consistent with the claim that a service system's identity is defined
not by a fixed set of resources but by the patterns of interaction and communication that
sustain it(Storbacka et al., 2016)}or service system design, this means that the
effectiveness of, e.g., new customer data and technological changes depends on how well
these inputs can be processadda s el ected within the systembd
patterns(Pentland & Feldman, 2008yvhich substantiates why a service system can
ignore or underutilize valuable information if it canibet linked to the system's existing
structure and operational boundariBebraBissantz & Schlimbach, 2023)

An autopoietic view on service systems profoundly departs from current definitions that
view service systems as allopatetystems, describing them as combinations of tangible
and intangible components, such as technologies, people, and organi@dagtie et

al., 2009; Jim Spohrer et al., 2008n allopoietic view excludes autopoietiased self
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X features of service systems that were declared and spread ieithie/te as properties

of service ecosystenfsB r o z dTregud, 2022; J. D. Chandler et al., 2019; Nazemi et
al., 2024; Vargo & Lusch, 2016yor instance, selbrganizing capabilities enable service
systems to respond flexibly to environmental changes, which is critical in dynamic or
unpredictable contéx (J. D. Chandler & Vargo, 2011%ptill, for a service system to be
autopoietic, it must exclusively consist of service eletmeapable of selieproduction
(Luhmann, 1995, 286,449Dnly service elements capable of participating in recursive
communication processes can contribute to autopoiesis. Thus, while autopoietic
properties like selbrganization and selegultion are often attributed to service
ecosystemgVargo & Lusch, 2016)they cannot be intrinsic features of service {eco
)systems.

Recognizing service systems as autopoietic necessitates rethinking their analysis and
design, particularly their reliance and selection on external elements and system
boundaries. LST supplies feamework to investigate how autopoietic service system
structures originate, unfold, and sustain as autonomous systems shaped by different
observation checkpoints in time, not by the actions of integrating resources alone.

Viewing service systems as aptoetic systems also has profound implications for
understanding the role of (information) technology in service systems. From an LST
perspective, technology always functions as an external operand resource facilitating
communication between service syssemnd their environment. As an allopoietic system,
technology depends on external impulses, without which they would cease functioning
(G. Teubner, 1989]t is seen as a neutral structure that is embedded in the social complex
of meaning and, at the same time, efficiently reduces social disturbance variables that
allow "faster and betteroordinated information acquisitiorfLuhmann, 1997, p/88).

As a causal simplification, such systems are disjoint from their envewot{dapp, 1998;
Luhmann, 1990, p223 228) LST centers human observation as necessary for value
creation, positioning it as the defining mechanism of service systems boundary. isrom th
perspective, observation involves not just perceiving data but interpreting it within a
meaning systeth a capability inherently tied to human consciousrfegemann, 1993a,

1995, p.263) We posit that observation in service systems is inherently a social
operation, while technical systems can only carry out distinctions but not indicate social
action that refers to a meaning systémhmann, 1990, 2013, pf01 120)and finally

to quantuminduced consciousnegsangan, 2002)It follows that only consciousness
driven operabns can truly observe and thus understand service. It follows that
technology as long as it remains naentiend must always remain an operand
resource in a service system. In contrast, observation, used by consciousness, resides as
(the only) operant resirce within human@.uhmann, 1992, 1993aEndorsing this view,
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structuration theorist Giddens posits that we cannot evade human distinctiveness
(Giddens & Pierson, 199 pp.82 83), which lies at the very core of observation.

This view of technology as a passive (operand) resource stands in contrast to some recent
approaches towards positioning Al as a potentiatreator of value within service
interactions e.g, (Akaka & Vargo, 2014a; Demetis & Lee, 2018; Manser Payne et al.,
2021) While technology enhances communication and supports deasikimg, we

argue that it cannot become an observer in its own right, according tgLuSann,

1995, p437)since it can only make a value proposition but not recognize value. It lacks
the required degree of connective capacity to observe and react to undetermined
environmental irritations and must, therefore, remain a trivial ma¢kioerster, 1993,
pp.245 257). We posit that even if technical systems might still improve considerably
they can never selirganize as long as they lack the ability for -seference,
consciousness, and intentionaliflygangan, 2002; Luhmann, 1995; van Lier, 2013)
preventing them from autopoietic sedfproduction(Maturana & Varela, 1980and,

finally, from attributing meaningand communication. In this way, information
technology remains dunctioning simplification in the medium of causdlifgmphasis

in original Luhmann, 1991b, 87), and service that relies solely on interactions with
technology remains sed#fervice. Rather than being an internal component of servic
systems, technology serves as both a boundary qfjeezmdoost et al., 2023; Star &
Griesemer, 1989and an enabler for communication, shaping how service systems
establish, observe, and differentiate in digital environments.

Still, technology remains constitutional for modern service. The relationship between
technology and service systems exemplifies structural codplvitere technology

i mpact s system behavior but remains an
operationaklosure. This facilitation is vital for service systems, which rely on effective
observation to differentiate themselves and maintain autopoieticepetfduction. This

way, the service system implements autopoiesis by evolving througilireeifed
processes rather than predefined, static configurations, supporting adaptability and
resilience in changing environmeniRobraBissantz & Schlimbach, 2023Pigital
technologies play a pivotal role in facilitating and managing comeation, highlighting

their role in reflecting the service system's emergent néBuetdbach & Brodie, 2017)

9.2.4.4 Value creation and institutions are inextricably linked by communication

Departing from the early definitions of service systems, service ecosystems were
proposed as a new concept that, as the authors argued, links vaheation with the
institutions that set the rules, norms, and beliefs in which valkeeadion is performed
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(Vargo & Lusch, 2011)Further research identified the emergent progerof these
institutions as shared institutional arrangemé¥ergo & Lush, 2016) However, the

extant research falls short of identifying the generative mechanisms that bring about
institutionalization. While we acknowledge that, once again, actielated vocabulary

were argued to be this mechanigwargo & Lusch, 201G drawing on structuration
theory(Giddens, 1984 we refer to our arguments above tdethat actions cannot be

the single generative mechanism, since actions can remain unobserved, thus having no
effect on establishing institutions.

From the LST view(Luhmann, 1995, [dl39) communication is the generative
mechanism for the emergence of institutionshmann's main writings, in effect, deal
with the question of how social relations are created and how they emerge based on
communication, whicth as he argued convincinglyis the only possible operation that

can bring institutions as consolidation of egagions to liflLuhmann, 1995, al60). In

line with our observation that communication is the basic mechanism of vatweatmn
(proposition 3), communication is a duality that brings about valuereation in every
service system and simultaneously credbesimstitutions governing value -@peation.

Thus, the role of communication is similar to the duality between structure and agency
promoted by structuration theofgiddens, 1984)yet relies on another mechanism:
communication. This view profoundly departs from and exendurrent
conceptualizations of institutions and institutional logic associated with service, offering
new research vistas that rely on exploring the profound implications of institutionalization
offered by communication.

9.2.4.5 Service systems emerge here andworeaching beyond their design

The concepts provided by LST shed new light on the nature of digital innoyibbh

& Melville, 2019), service systems engineering (SE&)hmann et al., 2014and service
design(Joly et al., 2019)Traditionally, SSE has been viewed as purposeful acts of design
that shape (some would even say: determine) vahgeeadion among service providers
and customers, with novel 4{@nabled services being a typical outcome of purposeful
innovation activities(Kohli & Melville, 2019). Recent approaches highlight the
importance of design for emerger(®@nk et al., 2021)noticing that design cannot fully
prescribe how value will be ecreated. Insteadegdigners shall equip a service system to
grow beyond their design by implementing mechanisms for their adaptation.

An LST view equips researchers with theoretical concepts to investigate how the design
of other systems (e.g., communication systems, actigsiems, information systems)
interplays with the (hopefbr) emergence of (autopoietic) service systems based on
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communication. While an autopoietic view implies that we cannot engineer service
systems directly, ser vi c ethsgmsrgeace sf desired i neer
val ue cocr e(®ibkieb al., 2021 r 1W2)Based on the observation that
communication is the core operation for valuecoeation, we clarify that this claim
towards a design for emergence efiapy means design for engaging in proper
communication. In other words, we posit that designers can anticipate the expected
interplay of resources that can then be observed and understood as service, leading to the
emergence of a service system. Thus,iBT view does not downplay neither the role

of design as a deliberate and purposeful action nor the role of technology as an important
resource. Rather, our perspective serves to correctly identify their roles, respecting the
mechanism that governs theergence and autopoietic reconstitution of service systems.

This insight is echoed in current studies on IS design, highlighting the need to view
technology not as a static element but as an active role in the structuring, emergence, and
encouragement of service interactigBseidbach et al., 2014; Breidbach et al., 2013;
Demetis & Lee, 2018)LST spotlights designers cannot purposefullgigie a service
system when it unfolds according to their own observation and communication. Similar
observations have been made regarding the design of routines in workPexxtsnd &
Feldman, 208). This focus on the indirect role of design does not contradict but updates
current perspectives of S§Bohmann et al., 2014; Cavalieri & Pezzotta, 2012; Tien &
Berg, 2003pand service desifJoly et al., 2019)Systems theory reminds us that systems
engineering is inherently nedeterministic, and its outcome is neitlfiglty controllable

nor predictable, as emphasized\ipk et al.(2021) In a similar veinRobraBissantz

and Schlimbacl2023)argued that digital platforms evolve autonompusften beyond
designers' original intent, emphasizing that indirect design through adaptable
communication structures is paramount.

9.2.4.6 LST haspivotal implicationsonS-DL o g iaxioins

As indicated above, our+s@nceptualization helps substantiate thenftational premises

and axiomd unproven statements on which theory is béseflS-D logic (Lusch &

Vargo, 2015) While axioms are not intended to be proven, we argue that providing a
deeper theoretical foundation is highly desirable for the quest to establish a consistent and
overarching service theory, dsusch and Vargo(2006) advocate. Reviewing the
implications for the five fundamental premises (FP1, FP6, FP9, FP10, and(FRAdD

& Lusch, 2016)eveals that our LSinformed propositions can substantiate the axioms

of S-D logic while the axioms can remain fairly unchanged.
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Still, we arguethat the propositions provide a muecbeded systems theoretical
foundation(Barile & Polese, 2010a; Briscoe et al., 2012; Godsiff, 2010; Lusch et al.,
2016; Mele et al., 2010; I. Ng & Andreu, 2012; Polese et al., 2017; Vargo & Akaka, 2012;
Vargo et al., 2017; L. D. Xu, 200@)r the axioms rooted in LShat is compatible with
current SD Logic vocabulary (Figur@0).
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Figure 20: Service Vocabulary from the Viewpoints of D Logic and LST

New aspects introduced by our propositions (Table 3) highlight the crucial role of
communicabn in establishing service as the fundamental basis for exchange (FP1) and
observation as a crucial prerequisite for valuem@ation through communication (FP6).
Acknowledging communication's constitutive role in service, LST explains why value
must alvays be uniquely and phenomenologically determined by the beneficiary and why
this process is subject to a new understanding of the time that passes to complete
communication (FP10). These insights provide new explanations for observation and
communicatioras basic mechanisms behind resource integration (FP9).

Apart from value cecreation, communication also shapes institutions and institutional
arrangements, pointing at the dualistic role of communication (FP11).

Table 27: Implications of the LST View onthe Axioms statedby S-D Logic

S-D logic Axioms Implications from anLST View

Servicas thefundamentabasisof Serviceis theguidingdifferencethatconstitutesa service

exchange (FP1). system. Communication is tigenerative mechanism fo
service.

Valueis co-createdby multipleactors, Serviceis autopoieticpuildingon communicatiorthatis

always including the beneficiaf{FP6). observedand perceived as valuable by a beneficiary.

All socialandeconomi@ctorsare All economicactorsneedto observeandcommunicateo

resource integrators (FP9). co-createservice.

Value is always uniquely and Serviceis autopoieticpuilding on communicatiorthat

phenomenologically determined by the is perceivedas valuable by a beneficiary. Beneficiaries

beneficiary (FP10). use their own operations to interpret value beyond
benefactorsdé influence,
Communications subjectto time.
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Valueco-creationis coordinated Institutionsthatgovernvalueco-creationemergebasedn
throughactor-generatednstitutions communicationSincevalueco-creationalsobuildson
andinstitutionalarrangements communicationinstitutionsandvalueco-creationare
(FP11). inextricablylinked.

9.2.5 Conclusion

Serviceresearch has established itself as a research discipline in its own right that bridges
boundaries between disciplines like (service) marketing, social science, computer
science, information systems, and engineering. We firmly believe that no singlemiscipl

can analyze and design the mechanisms in service research fully enough to claim the
completeness and generalizability of their theoretical insights. Systems theory was
frequently named as the natural candidate for a theory that can serve to pravigeanc
ground for multiple disciplines to research service, but no convincing attempt has been
made so far to explore its full potential.

In this conceptual paper, we reviewed 5@ prominent and complete systems theory
that applies to social systethso identify theoretical properties that can substantiate
service research. Following LST, we defined the service system as an autopoietic system
in which benefactors (service providers) select and uttesglexted resources as value
propositions to be understd by beneficiaries (service customers) as vaiugse,
altogether completing a communication process that is subject to time. Drawing on the
assumptions that service builds on communication and that service systems are
autopoietic systems, we developedefpropositions that encouraged us to revisit and
extend current definitions of the service system and service ecosystem concepts, taking
up authoritative calls for action. Based on the extended definitions, we revisit the axioms
of S-D logic with the conepts supplied by LST, strengthening their role as a common
reference point in service research.

We see LST as a strong and complementary theoretical lens through which core concepts
in service research can be substantiated. Still, we acknowledge thiteéidms. First,

even when discussing many concepts of LST, we could not discuss all its aspects in detail,
e.g., bounded rationality or double contingency. Further research is required to explore
the implications of these concepts for service researadunfe establishing a general
systems theory that unites all systems theories is a vision that has remained unachieved
and might never be fulfilled. Hence, other researchers might use other systems theories
to further substantiate the service system alistradNVe want to stimulate this scientific
discourse as a community task to increase the theoretical validity of the core concepts
used in our discipline. Third, we acknowledge that Luhmann has been criticized for
abstracting the concept of autopoiesisstwial systems, even if closer investigations
revealed that such criticism is unjustified. Still, even LST leaves some important aspects
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discussed in service research unanswered. Particularly, the role of human actors in service
systems and the interplayf gocial systems (autopoietic systems) with technology
(allopoietic systems) need to be discussed further to contextualize LST in service
research.

We call on subsequent research by interdisciplinary teams to explore the array of
theoretical concepts supgdl by LST and other systems theories more fully. We trust that
doing so can provide a fresh perspective to research service phedolikenthe
interplay of value careating and calestructio® and serve to consolidate our body of
knowledge based on the@hg conceptual foundations of systems theory.

E Appendix P2 Explaining and Justifying the Selection of LST

LST offers a strong theoretical lens through which core concepts in service research can
be further substantiated. To outline the relevance of LS@omparison to existing
system theories, it is important to analyze the existing theories and derive implications
regarding their similarities and fundamental differences. In this regard, we want to take a
closer look at Giddens structuration theory, adapstructuration theory, complex
adaptive systems, and viable systems theory. Starting off with Giddens's structuration
theory, we can outline that the primary unit of analysis is the individual actor and their
agency within social structureStructuraton theory emphasizes the interplay between
structure and agency. It highlights how individuals reproduce and transform social
structures through their actions and practices. It sees agencies as an essential component
in creating and maintaining social ssts. Luhmann's system theory focuses more on
the autonomy and setéferential nature of social systems as the primary unit of analysis.

It examines how social systems operate, communicate, anctegaifiuce through a
network of interdependent subsysteihile Structuration theory focuses on the actions
(routines) taken by humans that are influenced by social structures. LST focuses on
communication (not action) as a central means of system reproduction. One fundamental
difference that favors LST is thdhe structuration theory focuses on institutional
arrangements over time, but LST also considerstiome encounters as service systems.

Adaptive structuration theory (AST) is the adaptation of structuration theory, which
originated in IS and focuses oretlstructuring properties of technology. Accordingly,
AST significantly emphasizes technology and its impact on social systems. It examines
how individuals and groups adapt their behaviors, structures, and practices in response to
technology. AST recognizese role of technology in shaping and influencing social
structures and explores the iterative process of adaptation. AST offers insights into the
adaptation of individuals and social structures in response to technology but does not
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address boundary coitions. Hernes and Bakkef2003) argue that boundaries are
essential in defining systems as the boundary is a henénker of where one system

ends and another begins. According to Luhmann, social systems maintain boundaries. He
further describes the role of boundaries
and close at the same time, separating internal rdependencies from
system/environment dependencies and relating both to each other.

These boundary conditions or constraints are not defined in @&dmas & Bostrom,
2010)argue that adaptive structuration theory remains silent when predicting technology
adaptation, but it offers a framewdrkcapture elements pertinent to causing technology
adaptation. Their study found even when technology structure is not a primary cause,
technology adaptation can occur due to external constraints and trust and relationship
inadequacies. Neglecting extatrconstraints or boundaries can be misleading in this
regard.

Similarly, complex adaptive systems (CAS) also lack the ability to define boundaries
(which on the contrary is very sophisticated in LST). Similg@Gilliers, 2002)argues
defining boundaries is not easy for CAS. The dynamic behayioCAS reflects
interactions within and between a system and its environment. Knowing system
boundaries can be interesting and would help to define seelated boundaries in
service systems. However, it must be considered that in CAS, multiple systdrtigeir
components can overlap, interact, and are often embedded in eadiCbthet al., 2003;
Holland, 1992a)

Other than LST, the VSA does not address thersé@dfential aspect in a system.
(Mingers & Brocklesby, 1997grgue that they cannot see anything in the theory of viable
systems that implies sgbroduction of components. In addition, they emphasize that it is
difficult to satisfy the requirement of sekference in a viable system. Therefore, Beer
must include principles and axioms to maintain thers#drential property.

Applying LST makes theutopoietic features of systems theory accessible to service
research. Concepts like interpenetration, operational closuregrgalfization, or re

entry have no counterparts in service research yet. LST can provide common ground for
research on serviceut no convincing attempt has been made so far to explore its full
potential. In this conceptual paper, we review LST, the most prominent and complete
systems theory that applies to social systems, to identify theoretical properties that
substantiate ouriscipline of service research.

Despite LST not receiving much attention among service researchers, we argue that its
focus on social systems makes it a particularly promising theory to substantiate the service

as
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system abstraction since service systems and social systems are closely intertwined
(Edvardsson et al., 2Q)L To us, this work appears closest to reaching the abstraction

level required to establish the principal concepts of a general systems (fhiemgale,

1978, 1985)and t o provi de a (Boutdikg 196) bST reeeéls sci enc
interdependencies among systems, provides an exceptionally high level of generalization,

and is predestined to be applied to other systems in other discifllif@mann, 1995,

pp. 1i 3). Drawing on Demetis and Lee (2018), who discussed the implications of LST

for information systems, we posit that LST can also inform further conceptualizing of the

service system and servieeosystem concepts. Further differences and commonalities

among the theories are summarized in the following table.

Table 28 Comparison of Different System Approaches

Concept |L u h ma n n |Structuration  |Adaptive \Viable Complex
SystemsTheory[Theory (ST) Structuration [Systems Adaptive
(LST) Theory (AST) |Approach Systems

(VSA) (CAS)
Origin Sociology Sociology Information Management | Computer
Systems Science
Focus Social Constitutionof Adaptation of | Business Technical
systems, society as social | structuration | organizations | systems
autopoietic structure andts | theoryfor IS, | as systems thg consisting of
systems multi-faceted focusing on are managed | large
interplay with the structuring | to adapt to numbersf
humanagency propertiesof | and survive in | actors/agents
technology a volatile thatproduce
environment | simultaneous
signals
Leitmotif | Socialsystems | Socialstructure | IT, work tasks, | Organizations | The actions
constitute comesinto andthe are systems of agents
themselves as g being and is environment | that can be dependon
differencefrom | reproduced only | are sources of | coordinatechnd the signals
their throughhuman social managedo theyreceive.
environment. action. Vice structure. functionin and| That is,the
They are versa, social Thus,notall adapt to volatil| agenthave
restricted to structure enables| structures are | environments. | anlF/THEN
using their own | and constrains | purely virtual. structure: IF
operations to | humanaction. The social [signal
re- constitute Both are structure vector X is
themselves, connected ina | provided by present]
while they can | dynamic IT refers to THEN
observeand be | interplay, structural [execute act
observed by referred to as features and y]. The act
their duality of the spirit of may itself be
environment. structure. thefeatureset a signal,
Communication of IT. allowing
. : The . .
is the basic ... | Interactions quite
: knowledgeability .
operation ; betweenusers complicated
. of humands
enablinga and feedbackor
boundby the
systento re- . technology theact
L unconscious and ; j
constituteits b are subject to ¢ maybean
elementsand y dialectic of overtactionin
. . unacknowledged :
relations in a s control, in theagent
conditionsand . X
process of self . which both are environment.
o unintended
organization, shapedby the




158

making it an consequencesf | other.
autopoietic action. Appropriations
system. S referto visible
Routine is the | 3ciions that
?orm of day-to- evidence
daysocial g deeper
act)i/vit structuration
Y processes.
Social
reproductions
subjectto
contextualized
interaction.
Social
identities are
markerdn the
virtual time-
spaceof
structure.
Social
identities are
markerdn the
virtual time-
spaceof
structure.
Agentsare
knowledgeable
about their
actions and
continuously
reflecton their
conduct.
Definition | A system No explicit No explicit An organizatiol Systems are
of a constitutes definition definition is viewedasa | complex
system itself asa system configuration:
difference of agents
fromits
environment. . . .
Typesof Specific No explicit No explicit No explicit Any
elements | elements  in definition definition definition
line with a
systembd
guiding
difference
Static Super and Socialstructure, | IT; worktasks; | Five subsysten| Agentsrules,
concepts | subsystems, rout_inle,context, environment; | requiredby an mcl)fdularity,
socia self
interpenetration, identities,power, | structural organizationto | similarity,
o featuresand , openness,
seltdescription; | agents spirit of the function complexity,
featureset effectively ] ]
seltreterence; of IT indeterminacy
. density,
operational connectivity
closure
Dynamic | observingand Humanaction, Structuration, | Communicatior| Path
rules, o dependence,
concepts | observerself resources, appropriation | management, | adaptation,
o ) control, evolution,
organization; structuration, adaptability, parallelism,
. self conditional
connective regulation action,
capacity; subroutines
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Abstract. In marketplaces, reputation is built upon observable qualities, such as evidence of
customer satisfaction, which sigrtalistworthiness. Reputation systems, here conceptualized as
abstract social systems, leverage systdmsretical concepts to facilitate trust formation.
However, current scholarly discourse on reputation systems is predominantly technical, often
neglectig integrated incentive mechanisms of social and technical layers. Addressing this gap,
our study employs a systetheoretical perspective to harmonize social and technical design
layers at a unified level of abstraction, offering a novel framework fockblmirbased
reputation systems. By applying key concepts from social system$tbbsgyvation, selection,
communication, system trust, and elements/reladians propose a reconceptualization of
reputation system design that aligns social and techtagalrs. Our findings show that systems
thinking provides a cohesive abstraction level, making it valuable for crafting new IS artifacts.
We contribute to cumulative knowledge of conceptualizing and designing information systems by
illustrating how systemsoncepts can scaffold more integrative IS design.

9.3.1 Introduction

Effective reputation mechanisms help maintain functioning markets by restoring and
sustaining trust among market participgfigdelis, 2016a)Such mechanisms have been

used over the ensuing decades to close sales deals. Nowadays, such mechanisms used in
online marketplaces create reputation systems paramount for providing a trustworthy
exchange environme(WMoreno & Terwiesch, 2014 hese systems enable the quality to

be judged and justify the pricing prior to the transac(itedelis, 2016a)Nevertheless,

reputation systems face hitherto a series of unresolved challenges such as fake ratings,

lack of incentive to submit ratings, basbuthing, reputation inflation, and ceddart

problems (Hemmrich, 2023; Tavakolifard & Almeroth, 2012)hese challenges

under mine such systems6 wB8ubrdamanian,2018)e!|l i abi | it

Reputation is built upon observable qualities inrerketplacesuch as demonstrating

customer satisfactiorReputatiorbuilding takes place within the concept of reputation
systems, commonly defined as a system tha
feedback about par(Reasnckaia. 008, @6) pleres reputatorh avi or o
systems are viewed as abstract alogystemgAckoff, 1971) where systems concepts of
observation, communication, selection, and systenst treontribute to forming

expectations of trugL,uhmann, 1995)Alongside the social layer, there is a technical

layer commonly used onatforms, which structures the operations of associated social

systems and facilitates the representation of social reputation (Gkedens, 1990)

Creating incentives for trustworthy and reliable reputatigstesn® e.g., through the
possibility of rating the business servideis essentialBa et al., 2001; Tumasjan &
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Beutel, 2019) Yet, because the scholarly work on reputation systems is primarily
technical, the social design layer among people using the technology is often neglected
(Battah et al., 2021)Thus, there are hardly suitable incentive mechanigfim et al.,

2018; Gruhler et al., 2019; Kugblenu & Vuorimaa, 202@t combine social and
technical design layers. The emergence of blockchain temiwad discussed to help
solve the problem of fake ratings by securely documenting rating inform@w#atah et

al., 2021; Y. Cai & Zhu, 2016; M. Li et al., 2021; L. Liu et al., 2017; Mehrwald et al.,
2019; Tijan et al.,, 2019; Zavolokina et al.,, 2028 blockchain is regated on
adecentralized consensus mechanism, building a reliable, transparent, and immutable
basis for business transactiof@hme et al., 2015; Chong et al., 201Reputation
systems argiewed as a potent use case for applying blockchain techn(dgysoud

et al., 2020; Dennis & Owenson, 2016; Efanov & Roschin, 2018; Narang et al., 2019)
Combining blockchain technology with adequate incentoféeys a promising stage for
building trustworthy reputation systerf¥. Cai & Zhu, 2016; M6éhimann et al., 2019)

Well-designed reputation systenhold disruptive innovative potential when they help
create @armonized social incentive structure combined with robust technical
architecturg(Buchanan, 2019; Checkland, 1999; M. C. Davis et al., 2014g®is &

White, 2010a; Mononen, 2017; Nunamaker et al., 1990; L. D. Xu, 2¥@®)it remains

a major research issue to design reliable, trustworthy reputation sy@temsnrich,

2023; Pastore et al., 2013)espite the emerging body of research on blockebased
reputation systems, the missing social layer signifiea¢led for a conceptual basis using

a holistic perspective, like systems theory, to guide the design of such systems. The
systems thinking perspective provides an avenue to address this issue. It helps develop
information systeméL.. D. Xu, 1995)by studying the effectiveness thereof as a whole. A
systems Heoretical perspective renders abstract and complex (incentive) structures
accessible by studying both social and technical design layers on the same abstraction
level (Checkland, 1999; Jaradat, 2015kis study explores how systems theory can help
design blockchahtbased reputation systems. Hence, we pose the following research
guestion:

RQ: How can systems theory help guide the design of effelslbekchainbased
reputation systems?

Business reputation systems are viewed as a new innovative systen{iGregsr &
Hevner, 2018 where both solution maturity (i.e., a mechanism that sends nitaseyl

trust signals) and application maturity (i.e., effectively deployed business reputation
systems in the real world) are Igidemmrich et al., 2025Monetay ratings are a novel

idea that allows the incorporation of risk, inherently linked to the trust mechanisms, in
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the reputation systelfiitos & Zindros,2017; Luhmann, 1995nd imparts an intrinsic
weighting of the rating. Another new idea is selling ratings to selected actors or
exchanging them for other ratings combined with a decomposable transaction history,
inducing agents to act more trustwoyr{Hemmrich, 2023; Jurca & Faltings, 2003)

We refer to recent research on business reputation systems that try to replicate social trust
mechanisms(Hemmrich, 2023; Hemmrich et al., 2023; Narang et al., 2018
monetarily, and selectively sell rating information to peer bufféesnmrich ¢ al., n.d.)

Our study engages social systems thébmyhmann, 1995)o reconceptualize reputation
system design through the coneept observation, communication, selection, and system
trust, offering three primary theoretical contributions. First, we identify a second design
layerd the social layey rooted in observation, communication, selection, and system
trus® that can complememeputation mechanisms visvis purely technical solutions.
Second, we exemplify the essence of the contribution of the social layer in reputation
systems by navigating through a cascading set of decision points in a controlled market
scenario. Third, thnegh systems thinking, we offer a new theoretical underpinning for
thereputation mechanism of monetary ratings and selective sales of ratings. Hence, we
contribute to the cumulative tradition of applying systems thinking and IS research
knowledge by showim how systems concepts can help reconceptualize information
systems.

The next section presents the related literature, followed by an outline of the research
approach in the third section. Section four presents the concepts of social systems theory.
In sedion five, we apply the abstraction of these concepts to a market scenario. Next, we
discuss how such abstraction can contribute to constructinggaegtation reputation
systems based on blockchain technology. Finally, limitations and the future research
agenda are discussed.

9.3.2 Related Literature

The initial suggestion to use a blockchain iejputation context from Vandervq&014)

dates back to 2014. Following this, Carb(#015)suggested a reputation model in which
service providers and customers sign a voucher if satisfied with a service. Later, further
technical systems such as privgmgserving and Syb#ttackresistant systems are
proposed, e.gfor a decentralized anonymous marketplé8azin et al., 2016, 2017
Soska et al., 2016 hese systems rely on blockchain technology as it has arblaiter

to verify transactions mathematically, which isaid bastion against manipulation. Yet,
fraudulentrating behavior remains challenging to detect since ratings are inherently
subjective and lack solid ground tryth. Cai & Zhu, 2016)
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For this reason, Denns and OwW2016)designed a binary rating system using blockchain
technology to isolate human subjectivity. However, some scholars reason these systems
must include human interaction to better capturebgestive service qualityMui et al.,

2002) and call for nore sophisticated reputation mechanisms involving social actors.
Since then, more elaborate technical systems have been developed, for instance, to record
feedback without disclosing reputation scores or idenfifirai et al., 2016and mitigate
malicious behaviofYuan Liu et al., 2017)yet research on blockchain reputation systems

still lacks a social lens, that is, attempts to reconceptualizeothial layer into the
incentive structures. Most work concentrates on pure technical solutions, leaying
social aspect@Battah et al., 2021)0n top of the subjectivity and social actor tradie

ratings or review quality are at times viewed critically du¢h#o distorted incentive
structures in place that potentially lead to inflated reviews in orleeoother direction
(Filippas et al., 2018)Yet still, they @ae seen as the closest proxy for assessing service
quality.

Blockchainbased reputation scores are envisioned as a pathway to facilitate new value
exchange systems, social sharing, and decentralized coopéAdigor 2017; Pazaitis et

al., 2017) Putting these building blocks together is essential to extend the cumulative
knowledge in this research fie{@avidson et al., 2016)There is a need to rethink the
current approaches that fall short of providing trust outside a block({Baitah et al.,

2021; Greenspan, 2016yor this purpose, weomplement the conceptualization with
system thinking to guide the design of blockcha&sed reputation systems.

9.3.3 Research Approach

This study aims to conceptualize a blockcHa&sed reputation system grounded in
systems thinking principles. We use tlmerpretive research paradigfilora et al.,

2008) which helps to generate new concepts (or constructs) when designing innovative
software solutiongGregg et al., 2001)Conceptual design research, a recognized non
empirical approach within IS, enables the design of-weald artifacts without
necessitating their physical construct{@onnenberg & vom Brocke, 20123mong four
approabes for conceptual studiés namelytheory synthesjsheory adaptiontypology

and model (Jaakkola, 2020) we adopttheory adaptationto extend the current
understanding of reputation systems as purely technical IS by incorporating a social
perspetive to address theoretical gap3aakkola, 2020; Maclnnis, 2011pystems
thinking, which examines interdependencies and dynamics within complex systems,
offers an effective method to simplify and abstract both social and technical layers
(Caulfield & Maj; Jackson, 2001 Abstraction through systems theory has consistently
proven valuable in addressing complex systems ifLI®. Xu, 2000) servingas an
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effective tool in the conceptual design process to achieve a unified level of abstraction
that enhances systems thinking within(K&marudin et al., 2016)Ve use soft systems
thinking to address the complex setézhnichdynamics in the social layer of reputation
systemgq Checkland, 200), an approach weBuited for studying ilstructured, human
centric systems. It enables exploration of both social and technical aspects by mapping
human interactions with technical artifacts which makes it ideal for studying the
development and design bfockchainbased reputation systems. By applying system
theoretical concepts to illustrate a marketplace scenario involving -lanydti
interactions, we anchor abstract theoretical concepts in a practicatjadeicontext and
hence facilitate understdimg of the complex socitechnical dynamics of such
information systems.

We begin by explaining the theoretical background of the systems concepts on an abstract
level before putting them into the perspective of reputation systems to explain how they
build a reputation in an example of a marketplace (level of analysis). Following that, we
detail how these systems address the issues of trust (research o(kerad)h, 1993;

Mora et al., 2008)Using social systems theory, the ambiguous use of the term reputation
system and the dominance of technical approaches are engaged by framing the concept
of reputation systems with a typical marketplace situation. Thistifition appears
necessary to comprehensively exemplify the highly abstract theory concepts for the
reader and show the applicability of systems thinking for this endeavor.

9.3.4 Systems Theoretical Concepts

Reputation systems are perceived as abstract sead¢hat operate within social systems.
Social systems theory, comprising five key system concepts, aids in understanding the
mechanics of social systems and how reputation is built as a social phenomenon.

1) Observation: Systems emerge through observingthivi a defined scope of
observation. Only what is observed becomes part of the observing system, in which it is
further selected and communicated (i.e., processed within a system). Observed
elementd such as data on a screen, interactions, or sydkais sibject to a symbolic
generalization imposed by the obser{larhmann, 1995)see also Giddens, 1990his
generalization represents the unity of a system element (in this case, reputation) gathered
from a range of subordit@observationgLuhmann, 1995)In a reputation system, the

core system elemént r e p u d eamerges irdm observing communication in the
system that signals trust relations.

2) Selection:Systems continuously select information from their environment to reduce
internal complexity. This selection process determines which information is processed to
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set boundary condiadmation gathwags for refeingsaydggtidengndé s i n i
its operationgLuhmann, 1995)Selection also occurs within the scope of observation

andrefle t s t he o b qlethmarer1898b)irv ragutatierssystems, selective

information forwarding and reception allow an external observer (i.e., not involved in

the transaction) to observe and understand relevant information. The observer selectively
processes communication informatosuch as identity, behavior, transaction relaton

and other8 to form the essence of reputation.

3) Communication: Systems rely on communication to exchange information and to

assign meaning interpreted through actions, offers, andastiriptions, often conveyed

through symbolic token&iddens, 1990)Communication reduces contingency and thus

decreases uncertainty about future interactions, initiating further communication that

i mpacts t he sy s(Lubmadrs 1995 geoinfonntatiors doravéyed can
indicate an ©O6actordés capabilities and shol
communication anchors in preceding communicativenes and reinforces relational

stability within the system.

4) System trust: Social systems achieve stability through trust, which is reinforced by
the understanding that dishonesty lead to sanctions. Trust is built on incremental risk
taking and mutual anfirmation, one party stepping in to take the first iskhmann,
1995) System trust depends on explicit, organized control of infeomaelection, with
human judgment underlying each piece of informatiowhmann, 2017)Observing a
successful approach to overcome uncertainty and, thus, fasker trust, gradually
building a reputation as trustworthy through a sequence of communication events.

5) Elements and relationsSystems are composed of elements (e.g., reputation) and the

relations that connect these elements. Elements selectively refex emother, building
relations between el ements t llatmamed9p) det er n
In reputation systems, the dima of a reputation is shaped by its observed relations with

other reputation information elements.

9.3.5 Systemslevel Abstraction of Reputation Systems through a Market
Scenario

9.3.5.1 Reputation Systems in Marketplace Scenario

In a physical marketplace, traders offer their goods at individual market stands. Buyer A,

a newcomer seeking to purchase wine, finds it challenging to judge the quality of wine

of fered by Sellers B and D. ConveeriAent | vy,
notices a glass vessel with atag thatreddB:| ease | eave a smal l tip
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wine. | offer good quality at a discount pr
wi t h a | Buyar A absewes that mang other market selédso display similar

vessels with tags in front of their goods. In this marketplace, each seller slayiny

their prices, trusting that satisfied buyers will tip as aqpest demonstration of product

quality.

I n front of Seller B6és stand is a nearly fu
impartialconclusiondecides that Seller B must be the better choice, at least compared to

Seller D, whose vessel is not as full. Buyer A then chooses to buyreimeSeller B at

a low price. Later that day, after tasting the wine and finding it to be excellent, Buyer A

|l eaves a generous t32l)p in Seller Bbés vessel
payment
Buyer A tip (bonus) - Seller B
2. selectand 4. business|
communicate \9 advantage
v
BuyerC  “=------------ > Seller D

Figure 21: Reputation Building Mechanism with Payment Tips

On another day, Buyer C, another fitishe buyer in the market, comes to purchase wine.
Hemti ces the same small tag on Seller Bo&s
Buyer C also sees a group of market watchers observing the market stands. These market
watchers keep detailed records of every transaction between buyers and seller€. Buyer
checks the records and realizes that they are identical across all the watchers. Market
watchers track the identities of every buyer and can quickly detect if someone is
attempting to cheat or unfairly promote a particular seller. Using this transhisiory,

the watchers analyze which buyers appear trustworthy by comparing the tips (ratings) left
for goods purchased from different sellers. They can even estimate the amount of a tip a
buyer leaves, although they cannot see the exact amount. All ré¢ofalenation is then
published on a market board and made visible to everyone.

Buyer C becomes suspicious of the additional payments and decides to investigate
further. He notices that someone left a large tip for Seller B. When he inquires, the market
watchers direct him to Buyer A, who gave the generous tip. Buyer A agrees to meet with

Buyer C, and during their conversation, Buyer A, a wine connoisseur, shares valuable

i nsights about Seller B6és product s, recomme
trustworthy, so he follows his advice and buys from Seller B. As a result, Seller B gains
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a business advantage over Seller D by demonstrating public endorsements from satisfied
and trustworthy buyers. Additionally, Buyer C appreciates the helpful informatid
compensates Buyer A for his time and expertise.

This scenario can be applied to blockchain technology, where market watchers act as
blockchain nodes that maintain detailed records of transactions and ensure the
verifiability of both transactions and identities to prevent fraud. In this system, bugers an
sellers are transaction partners, with blockchain technology facilitating their exchanges.
The description above suggests that a rater (in this case, Buyer A) may remain
pseudonymous, with their real identity only revealed upon confirmation by BuydreA. T

tip can be viewed as an additional transaction on the blockchain, linked to the initial
payment, and serving as a sellerds rating.
directly observable (it can remain hidden), it is possible to verify thdigHalls within

a certain rangéoens et al., 2018A larger tip indicates a fully satisfied buy@&ronin

et al., 2000)

9.3.5.2 Systemslevel Abstraction of Reputation Systems

We now translate this scenario pidmepiece into systemkevel concepts and render
them more tangible and distinguishable frapurely technical lens.

1) Observation: The boundaries of reputation systen
scope. While Buyer A is satisfied with the available infation, Buyer C seeks additional

details, thus expanding the scope of the observed reputation system. Hence, reputation is
perceived as a phenomenological, individual, and subjective construct that varies
according to thebbserveis perspectiveThis corrasts with fixed reputation scores,

which are not dependent on the observer but are predefined by the technology.

2) Selection:Buyers act as observers and have the ability to choose whom they trust
within the reputation system. They determine which imfation to select when assessing

a Gselles reputation. Reputation, therefore, is a selectively constructed phenomenon
where the information considered can be contextually specified and sg|Eitieol,

2016; Nissenbaum, 2004In this scenario, Buyer C selects Buyer A as a reference to
seek further contexdpecific informationThis targeted selection and sharing of personal,
first-hand information is a defining feature of a social reputation system, a dynamic that
is overlooked in technical approaches, where scores are accumutategble and
distinguishable frona purely technical lens.

3) Communication:Buyer s can communicate about the o
services. They can ask follemp questions and seek additional information. Sellers, in
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turn, communicate their confidence in the quality of their offerings by exposing
themselves to risk, thereby signaling trust. Communication enables buyers to gather more
detailed information and, if necessary, assess the trustworthiness and competeace of t
seller to evaluate quality personalBy definition, technology alone cannot provide the
nuanced human insights that often mak#fference in a purchase decision.

4) System trust: Trust manifests in several forms in this scenario. First, there is trust from
Seller B toward prospective buyers, such as trusting that they will not miss out on profit
(throughdiscountegrices) or damage their reputation (by failing to receive tisjosd,

Buyer A trusts the honesty of the tips provided. Third, Buyer C trusts the control measures
established by the market watchers and the expertise and judgment of Buyer A. Observing
the successful trust of othérsuch as not being disappointed bydpality of the winé

can serve as an indicator of reputatibhus, systems trust provides a reliable foundation

for observation, communication, and selection, makinidding personal trust between
buyer and seller easi.

5) Elements and relations:A repuation system is interlinked, where the creation of a
reputation depends on the reputation of others. In other words, reputation is shaped by the
opinions of those who already have established reputdBoosiley, 2001; Jgsang et al.,
2007) For instance, Seller B can gain a high reputation if Buyer A, who has a good
reputation, speaks positively about hifine tansaction history (relations) of sellers or
buyers with a reputation (element) can be used to determine the meaning of other
reputation information.

9.3.6 Discussion

This work highlights the underexplored social layer of blockchaised reputation s

avis technically oriented approaches through the systems theory perspective. Social
systems theory pieces together a set of theoretical concepts relevant to the current state
of understanding of reputation systems, rethinking such information systems froni a socia
perspective. Designing reputation systems based on systems thinking is rather unpopular
due to its abstraction complexity. Hence, we offer an illustrative, albeit abstract, view of
the intended artifact to ease understandiMgtook & Brown, 2008) We show how
systems thinking can be deployed to conceptualize design knowledge prior to
implementation(Chatterjee et al., 2020; Sonnenberg & vom Brocke, 2@&pw, we

provide a succinct summary of abstracted knowledge for reputation systems.

1) Observation: Reputation is observetependent and is not necessarily represented by
an aggregated score, as is often assumed in reputation systems. Distributed observation
helps counteract inaccuracies or fraudulent actiiiemg & Zhang, 2009)
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2) Selection: Information can be selected and contextualized with input from a peer.
Social context enriches the meaning of reputafitendrikx et al., 2015)

3) Communication: Communication can be directed in a focused manner, enabling a

system to describe a company?o6s capabiliti

information with added context.

4) System trusttOb s er vi ng o ® buehras discdureirgavtipp@dgosters

trust in a person based on system trust rooted in naturally occurring system mechanisms
(Luhmann, 1995)Market reputation can develop frabserving actions, with trust being

built as parties risk vulnerability (e.g., sellers rely on tips without guaranteed
compensation), allowing buyers to signal trustworthiness through their tips.

5) Elements and relations: The transaction history betwegmeers helps to indicate
reputation quality. To acquire additional elements of reputation information, one may
need to pay or engage in further transactions with a pddnera & Faltings, 2003)

More broadly, reputation can be conceptualized as an assessment involving the selective
sharing, communication, observation, and selection of information, @alinded in
systems6 trust and the observed exchange
on a blockchaifCheckland, 2000)This research contributes to the evolution of-self
organizing systems based on blockchain technology, facilitates a more accurate
representation of social exchange, and supports thegernear of highly complex
reputation systemg@Ballandies et al., 2022; Ueki et al., 2024; van Lier, 20&)ch
complex systems may include mutual reputation, where buyers also build reputations, for
example, by regularly paying tigsleki et al., 2024)This feature could encourage the
creation of mutuatrust reputation systems that could pave the way for more sophisticated
B2B business reputation systems, which are currently heavily -uesearchd and not

widely adoptedDikow et al., 2015; Gutt et al., 2019; Seutter, 2022

We provide three main contributions: We demonstrate that a social reputation layer can
operate on top of blockchain nodes. Unlike traditional approaches, which focus on purely
technical solutions or digital equivalents of warfdmouth and review ystems, this
research highlights that reputation systems can be understood as inherently social systems
that facilitate genuine trust between economic actors. Integrating a social layer into the
technical layer opens up new design possibilities, such ablieg individual
coordination, embedding real social trust into the syStanmate design(Hemmrich,

2023) and incorporating broader institonal trust consideratior{f®avidson et al., 2016;

Glaser et al., 2019; Pennington et al., 2003)

of
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Second, we exemplify the essence of the social layer in reputation systems by navigating
through a cascading set of decision points in a controlled market scenario. In this scenario,
we showcase an underexplored yet straightforward design approach where tipping acts as
a rating mechanism to build a reputation within the marketplace. While commonly
observed in restaurant settings, tipping as a reputation signal is not yet recognized as a
viable design option to indicate product or service quality. Additionally, selectively
selling ratings offers an intriguing economic design option, which allows rating buyers to
be compensated for rating creat{@femmrich et al., n.d.)

Third, based on this scenario, we show the relative ease with which systems theory
concepts can be applied to online marketplaces. This approach coutthbe éxtended

to other systems conceptddams et al., 2014 Hence, we show that systems thinking

can effectively help design new information system artifacts since rsatfenified level

of abstraction. Consequently, we contribute to the cumulative body of knowledge in
systems theory and IS research by illustrating how systems concepts can help
reconceptualize information systems.

Concerning the practical implicationset study invites consideration of which industry
sectors might be most suitable for implementing blockebased reputation systems.
Given evidence from recent simulation studies showing benefits for both buyers and
sellers in such systen{glemmrich et al., 2025; Hemmrich et al., 202@)actitioners
should consider aligning incentives while addressing additional sgwoific
considerations (e.g., legal, technical, economic, and psychological aspects). These
systems could be particularly beneficial in industries where customershfghe
uncertainty around relatively standardized serdécssch as logistics, construction, and
softwaré® where current incentives may be inadequate to encourage feg@wmadter,

2022) Early examples can be seen on platforms like Twitch and YouTube, where tipping
mechanisms support creators. The social system layer could enhance business reputation
systems for both trudiuilding and marketing purposes, reducitustomer uncertainty

while increasing pricing potential and expanding client b@8aslou, 2002) Context
specific adaptation will be crucial to successfully operationalize these systems
(Hemmrich et al., 2025)

Future research is encouraged to explore more advanced designs for reputation systems
through systems thinking. Potential areas include formalizing payment amounts, rating
mechanisms from both buyer and seller perspectives, identity verification and
pseudonymization, tokelmased incentives for submitting ratings, selective information
aggegation, and other aspects of the technical layer. Key future research topics include
(1) Investigation into tihased rating payments, as these could be tiered at different levels
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for more informative, performana#ependent compensation structures; (2)aSm
contracts could be used to establish tipping conditions linked to other data sources, such
as RFID technology, creating more dynamic and automated interactions between
different types of reputation data.

9.3.7 Conclusion

This study demonstrates how systermmking can unify social and technical design
layers at the same abstraction lef@heckland, 1999; Jaradat, 20Hs)d offers insights

for designing blockchaibased reputation systems. By integrating ratings into
transactional exchanges, reputation becomes a quantifiable transaction grounded in social
trust, built upon the foundational principles of communication, observation, and selection
(Battah et al., 2021)Additionally, the embedded monetary value enhances security by
making fraudulent attacks more challenging in a supervised transaction environment.
While this mechanism could theoretically operate without a blockchain, the technology
enables innovative, degtalized reputation mechanisms with monetary ratings, reliably
storing ratings without centralized cont(@schorsch & Scheuermann, 2016)

Addressing the information systems disciopld.@
enabled systems for unmet information ngé&s®gor & Hevner, 2013; Herhausen et al.,

2020; Nunamaker & Bggs, 2012) this research illustrates how systems thinking can
streamline the design of information system artifacts by providing a unified abstraction

layer. This work contributes to advancing systems theory and IS research by showing

how systems awcepts can help fenvision information systems, using social scaffolding

to lay the groundwork for nexgeneration reputation systerfddohimann et al., 2019; J.

Pereira et al., 2019)

This work has several limitations. Primarily, its conceptual nature results in high
abstraction, which may hinder the direct extraction of practical implications.
Additionally, while we present a theoretical foundation, we do not provide empirical
validation. However, empirical support for related systems exists, as performed by other
scholars(Hemmrich et al., n.d.; Hemmrich et al., 2024nhd a prototype has been
developed for a similar reputation mechanighfemmrich et al., 2025)Another
limitation lies in the assumption that buyers will leave tips as a &fmating; however,
(Hemmrich, 2023; Hemmrich et al., 2023)ggests that certain incentive schemes could
encourage fi submissions to solve the associated problem of free riders.

Furthermore, this study does not account for other motivations behind (not) tipping, such
as tactical, strategic, or competitive reasons, beyond buyer satisfaction. Future research
shouldfocus empirically validating and further developing this reputation mechanism.
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Studies might include gantbeoreticalanalysis, experimental methods, surveys, or
i nstantiation studies to explore the 6syste
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Abstract. Reputation is indispensable for online business since it supports customers in their
buying decisions and allows sellers to justify premium prices. While IS researicivéstigated
reputation systems mainly as review systems on online platforms for busigessumer (B2C)
transactions, no proper solutions have been developed for bustbasiness (B2B)
transactions yet. We use blockchain technology to propose elagswof reputation systems that
apply ratings as voluntary bonus payments: Before a transaction is performed, customers commit
to pay a bonus that is granted if a service provider has performed a service properly. As opposed
to rival reputation systemsat build on cumulated ratings or reviews, our system enables
monetized reputation mechanisms that are inextricably linked with online transactions. We expect
this system class to provide more trustworthy ratings, which might reduce agency costs and serve
guality providers to establish a reputation towards new customers, building on sewtand

trust.

9.4.1 Introduction

Online business requires buyers to trust that sellers will deliver a product or service as
promised. However, buyers have incomplete infformasidnout t he sel |l er 6s
and are exposed to the risk of not being satisfied as expected. A way to reduce this
uncertainty is to establish trudtuhmann, 2017pr reputation(Jgsang et al., 20Q7)

i ncreasing the buyer 6s (Swiivanf&iKane20Il8)Trustis a buy i
a soci al construct and refers to fAthe will:/
of another party based on the expectation that the wtligverform a particular action

I mportant to the trustor, irrespective of t
(R. Mayer et al., 1995, 712Reputation is an observable public opinion about an entity

standing out from a grou@gsang et al., 2007}t can be established with reputation

systems that are informaticystems (1S).

Reputation systems reliably collect, store
past behavio(Y. Cai & Zhu, 2016; Resnick et al., 200n entity might refer to a

person, a group, or an organization. Reputation systems purvey reputation to provide
objectified measures to assess trustworthiness subjectdasdgang, 2016; Jgsang et al.,

2007) particularlyto select trustworthy entities for buying decisions based on ratings

from unknown agent@Resnick & Zeckhauser, 2002)hus, reputation systems include

ratings or reviews to inform third parties. Review systems feature plain text reviews and
other metricsyhile in rating systems, a product or service is rated typically, e.g., with a
star rating. Both types are often used in
(Gutt et al., 2019; Moreno & Terwiesch014) Well-known examples that integrate both

types are amazon.com and yelp.com.
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Reputation has been proven to play an important role in business deals, supporting buying
decisions and allowing sellers to achieve higher priBas& Pavlou, 2002; Moreno &

Terwiesch, 2014)Many value propositions in a B2C context are rated every day,
including products, accommodations, shares, ridesharesjahs, and more. However,

although these systems are designed to reflect reputation and establish trust, they are also

i nfused wianpefrsepdanr ati ngs and (Suleramareaw,s , and
2018, p.81), since ratings are disconnectednrthe actual transaction.

Surprisingly, no gl obal reputation system i
products or services on a daily basis. Since millions of transactions are performed among
companies every day using digital technologiegprafound basis for rating other
compani esd® performance would be avail abl e.
to design such systeniBikow et al., 2015; Guttteal., 2019)even t hough ficr ea
reliable, trustworthy distributed record system, or ledger, may be fundamental to how we
organize interpersonalanditerr gani z at i on(@®dcketa.,20l7,iB88lh s hi ps o
Reputation systems help to solve the famous lemon market protiéener et al., 2016)

where asymmetric information between providers and customers leads toexsead

selection of bad products while driving good products out of the m@kketlof, 1970)

Blockchain technology is discussed to deliver a missing link tmuld®tter and robust
reputation system¥. Cai & Zhu, 2016; Catalini & Gans, 2016; Midnann et al., 2019)
Blockchain technology is known to establish trust between economic actors without the
need to install a trustworthy intermediary. A blockchain is built on a distributeetgeer
peer network to provide a reliable, public, and tamgroof infrastructure to conduct
trustworthy and secure transactigNakamoto, 2008)This technology defines new ways

to trust each other, pmgpting IS research to revisit trust as a constiiBetk et al., 2016;
Ostern,2018) Related research views this technology as a-fresttransaction system
(Beck et al., 2016pr a trusted cosl (Simser, 2015) Researclon blockchairbased
reputation systems currently focuses on designing algorithmically secure and anonymous
systems(e.g., Bag et al., 2018; Bazin et al., 2Q1HApwever, purely technological
approaches struggle to induce reliable datatwain from the outside worl@reenspan,
2016) disregarding offichain reputation mechanisms.

We posit tlat reputation is a subjective phenomenon that builds on social relations, so
off-chain trust mechanisms must be considered alongside technological mechanisms.
However, until now, the trust perspective on blockchain technology is rarely addressed
in top ISjournals(Ostern, 2018)although IS research can explain how to establish trust
with this technologyRisius & Spohrer, 2017; Seidel, 2018Yhile there have been calls

for finding design mechanisms to build reliable blockcHzased reputation systems
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(Voshmgir & Zargham, 2020)an unresoled challenge is to enable individualized
reputation and design proper incentive mechanigm®ereira et al., 2019Thus, we
derive the research question: How can we use the trust cdocejgsigning business
reputation systems?

Therefore, we set out to revisit the trust construct and explain how the closely related
concept of risk can be combined with blockchsétured transactions to establish trust

in B2B transactions. Our approaclma to represent trust relations backed with
safeguards to help others to trust. Based on our initial findings, we provide two core
contributions to this researéh-progress paper. First, we review and clarify the role of
trust concerning blockchain teabingy. Second, we introduce the idea of leveraging a
risky advance as a trust signal by a service provider offering a price discount while getting
paid with voluntary bonuses, thereby demonstrating its capability and building a
reputation. This idea is imwvative since it breaks with established approaches to review

or rate a seller retrospectively after transactions have been concluded. Monetary payments
as ratings have three advantages. They allow us as researchers to conceptualize a system
with a tangibé risky advance representing esided trust relations. The amount of
payments allows us to differentiate the significance of ratings as a parameter. The
economic value of ratings is likely to increase the expressiveness of positive ratings since
they costmoney and might mitigate reciprocity issues.

In Section 2, we review the core concepts of trust, risk, and reputation, along with their
role in existing reputation systems, before reviewing key properties of blockchain
technology. We summarize and justifyr research method in Section 3. In Section 4, we
sketch out the idea for designing a blockcHaased B2B reputation system using the
reputation mechanism of a risky advance that helps to ease trust between unknown
business agentSection 5 discusseké research contribution and concludes the paper,
sketching the path ahead for a new class of reputation systems.

9.4.2 Related Research

9.4.2.1 Trust and Risk, System Trust, and Reputation

Trust is a multidimensional social construct studied extensively in the sootaixt. It

refers to various aspects of cognition, emotion, and behavior. Trust is highly subjective
and varies depending on the purpose and context. It is indispensable for social interactions
and reduces decision uncertainty. As a social lubricant,dtsstenables fluid business
exchanggArrow, 1974; H. Sun, 2010)
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In general, trust is an expectation abdw actions to be performed by otl@nsnlike
calculus, and it starts before it is possible to monitor the actions of another actor
(Williamson, 1993) As a priori concept, trust always comes with the risk that trust is
unwarrantedLuhmann, 2017)It goes hand in hand with a voluntary willingness to take

a risk, to lose something that appears valuable, even if a trustor does not expect to be
disapmwinted(Deutsch, 1958; R. Mayer et al., 1995; Schoorman et al., 200d}¥, there

must be something at stake for trust to be l{ite & Knox, 1970; Schoorman et al.,
2007) indicating a constitutive relation between risk d@ngst (Chetty et al., 2021;
Siegrist, 2021)When one makes\aluntary risky advance in a certain matter, it eases
giving trust of the other party particulai@ambetta, 1988; Luhmann, 2017)

System trust is decisive inpgetation system@ennington et al., 2003l is independent

of a personds r i ESkP. $Shapiral E987Qy a farm of digiributed e s
trust, it emerges in social systems and is based ohliciexgnd organized control
mechanisms, according to concrete requirements. These concrete requirements include
safeguards built into the system to preserve the fragility of trust by sanctioning adverse
behavior(Luhmann, 2017)In this way, a reputation systeworks as a collaborative
sanction system that discourages untrustworthy beh@asag et al., 2007)

Trust is closely related to reputation. It is a positive, cognitive assessment by an individual
towards another i ndi vi dual or entity, whi l
distributed opinion(Bromley, 2001; Jgsang et al., 200T)ke trust, reputation is

contextual, valuable, takes time to build, and is destroyed qu{Edggupta, 188).

Reputation occurs only compared to other potential trustees and can help foster trusting

a specific trustee. When there is not enough information on whom to trust, peers that have
already built trust are consuli@cdeven if they are strangérsas lag as they are in a

similar position as the trust seeker. Demonstrating to have trusting customers representing

a reputation can cause new, yet uncertain customers tGMirgno & Terwiesch, 2014)

Trusting in fellow customers who, themselves, trust a provider creates a transcitive
relation of trust. Trust transitivity states that trusting a thrird person depends mainly on
what extent a referral is trustédgsang, 2016; Jgsang et al., 200~ Qure 22). First-
ordertrust refers to trusting a recipient directly, while reptauton is a form of sexroled
trust derived fr-ordeotust.er ving peersoé first
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first-order trust first-order trust
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secondorder trust (derived trust)

Figure 22: Trust Transitivity Principle: (modified: J @sang et al. 2007)

9.4.2.2 Trust Inscribed in Information Systems

Early research in IS investigates reputation in gémeeretical settings, splitting up into
research on reputation systems rtwdel trustworthiness between (computational)
network nodes and research to assess the trustworthiness of sellers/service providers in e
commerce, e.g., through review systems.

Trust and reputation have been ascribed to network nodes (e.g., computer nodes
companies) as well as to things (e.g., vehicles), departing from their original
conceptualization as emotional or cognitive concepts. Since trust is inherently based on
cognitive processes, modeling trust has no solid validation point in the computationa
context. Still, modeling trust in these systems has its raison d'étre for designing reliable
and secure 1$Jgsang, 2016)Computational truét a quantity or scofe refers to an
online nodeds technical capabilities and
ratings (Jgsang et al., 20073ee Bellini et al. (2020) for a comprehensive view ofenitr
reputation systems.

For ecommerceJgsang et al(2007) recognize risk as an inherent characteristic of
reputation systems, distinguishing classes of trust according to the risk context. Risk
includes, for instance, the risk of not making a good buying decision (decision trust), not
being satisfied wh a service or product (provision trust), not being part of an honest
system (system trust), having no sufficient control mechanisms (reliable trust), and the
risk to select false identities (identity trust). However, the concept of risk is often
consideed a sideline phenomenon in reputation systéfmsLi et al., 2012) even
provided that conceptualizing risk shifts the underlying trust mechanism in reputation
systems drasticallfLitos & Zindros, 2017)For computational reputation networks, risk
conceptions are often considered implicitly as a computational network Bicavever,

this also has the disadvantage that reputation is not specifically but globally condensed,
which contradicts the social view of trust as an individual construct. Integrating risk in
rating processes is hardly discussed in online marketplaces Aergizon.com or
eBay.com) or other business reputation systems. This faint consideration of risk in
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reputation mechanism might be a reason fo
reluctance to trust ratings provided on online marketplaces since a sdllenyers have

nothing to be risked in the rating process. Therefore, we conceptualize a reputation system
with a risky advance to strengthen buyersbo
trustworthy sellers to win over new customers.

9.4.2.3 Blockchain Technology as an Enabler of Reliable Trust

A blockchain is a distributed ledger recording digital transactions between nodes in a
network securely. Transactions are hashed, stored in blocks, and appended to a previous
block, establishing an evgrowing dain of blocks, in which transactions can hardly be
changedButerin, 2014b)Every node holds a coy the current state of the blockchain,
representing an immutable ledger that is stored in the distributed negiMakimoto,

2008) Transactionsire transparent in the network, and parties can verify them easily.
Based on this, smart contracts can be committed on a blockchain, providing a reliable
basis for automated business excha(i®eerin, 2014h) Blockchains shift trust away

from the contractor to the entire blockchain network if the network and the smart contracts
are deemed reliabld. W. Kim, 2020; X. Li et al., 2008; Seidel, 2018)blockchain can

help foster trust, as it has the following features:

1 Immutability refers to reliable transactions secured as (relative) taprpef
records in a blockchain. Parties can verify executed transactions themselves,
eliminating the need for a central authority to validate transactions. In a
blockchainbased reputation systematings can be stored reliably, and no single
actor can change, nor disavow a raffgCai & Zhu, 2016)

1 Distributed trustin a blockchain networkSeidel, 2018js a form of system trust.

System trust is established with a series of control mechanisms, comprising
validation mechanisms in the network to approve transactions, so that reputation
ratings (as transactions) can be verified.

1 Decentralization ower s an i ntermediarybs ability
in a system(Filippi, 2016) A decentralized blockchain network with many
independent validators makes most attack scenarios virtually impossible.
Manipulating blockchairsecured ratings of transactions is highly unlikely.

1 Transparencyrelates to he visibility of transactions, including transaction
content, l i mi ted t o protecting -userso
anonymity so that users can decide with whom to share private data. For
reputation systems, parties can apply different pseudstiyat cannot be linked,
signing a transaction with different personal késifippi, 2016)
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These features imply that contractual agreements cannot be changed without the approval

of the counterparty, reducing the needtomomitor c heck t he contractor
way, a blockchain can reduce agency costs by providing a basis of reliable trust for
business exchang@urray et al.,, 2019)and prevent strategic lying about ratings.

Similarly, rating agreements can be secured on a blockchain.

9.4.3 Method

In this researclin-progress paper, we conceptualize a reputation system for the B2B
context. Our idea is based on theoretical literature on trust. Implementing a risky advance
mechanism irblockchainsecured transactions, which serve as an immutable, trusted,
decentralized, and transparent ledger can help to build secdadtrust represented as
reputation.

Conceptual research is a rempirical research metho(Mora et al., 2008)for

devel oping a theory based on reflecting on
theoretical concepts comprise different types of trust and risk. Res#tese concepts

and core properties of blockchain technology, we conceptualize how a risky advance can

be implemented in an IS to ease decision trust in B2B settings. Additionally, we
implement control to safeguard the risky advance of a service provider

The conceptual findings build the first steps of a more comprehensive design science
research projec{Peffers et al., 2007)in which we plan to build and evaluate a
blockchainbased reputation sysh that instantiates the findings presented in this paper.
For this endeavor, the theoretical concepts discussed here will be used as kernel theories
to develop, implement, and evaluate an innovative IS arfiBadfuechler & Vaishnavi,

2008) We use our theoretical perspective on trust and known problems in related
reputation systems to build design principles for impating a software prototype.

Other researchers can build on these design principles and integrate risk (and thus trust)
in the rating process of sellers.

9.4.4 Conceptualizing BlockchainBased B2B Reputation Systems

9.4.4.1 Requirements and Design Principles

Related lierature summarizes six main problems related to current reputation systems
(Bellini et al., 2020; Jgsang et al., 2004)) low incentive for evaluation, (2) positive and
reciprocal evaluations, (3) too many ratings (badkoiffing), (4) change of identity
(whitewashing), (5) unfair valuations, and (6) discrimination {fvedithing). Revising

how trust as a construct warkobservation, selection, and risk assignment in a systemic
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context)(Luhmann, 1995, 2017we buildon these problems to identify requirements
and design principlegGregor et al.,, 2020jo design a blockchaibased business
reputation system (Table 1).

Table 29: Requirements and Design Principles for Business Reputation Systems

Requirements Design Principles

a) Business relationships| A reputation system should represent the true socioecon
relationship of the transacting parties.

b) Economic commitment| A reputation system should give evidence of the econg
commitment between the transacting parties.

c) Information A reputation system should provide rommulated information an
contextualization allow contextual information to bdtered and selected.
d) Performance A reputation system should allow for portraying performa
differentiation differentiation among service providers.
e) Linkable services A reputation system should allow linking different service objects
f) Selection of ratings A reputation system should allow a buyer to select which rating
forwarded.
Q) Open system A reputation system should be open to new patrticipants.
h) |[Ratersdo falA reputation system shoul dtingl
i) Systemic fairness A reputation system should support a system equilibrium of
ratings.
i) Peerto-peer system A reputation system should be based on a distributed system, av

a single powerful gatekeeper that can influencedtiags.

9.4.4.2 Concept

We investigate reputation systems to establish trust based on transactions between
business parties, while we do not consider reputation systems on the blockchain
validation layer itself. We will now briefly explain how the idea workgyeneral, before
building on the identified design principles. We propose establishing bonus payments
between the transacting parties, enabling a service customer SC(x) to pay a part of the
liabilities only if they are satisfied with the service delivebgda service provider SP.

With this risky advance, we integrate risk in the transaction, since a SP risks a loss of
profit by not receiving the bonus share; but also risks reputation, since the transaction can
be visible to others. In this way, we considérat we learned about trust in theory, which

is that trust and, thus reputation, can be created more effectively by exposing oneself to
being vulnerabléR. Mayer et al., 1995)n doing so, SP also raises the trust expectation

of a SC(x) to ful fild]l a service as promise
decisions to do business with this $hot satisfied, a SC(x) can decide to pay only a
basic payment (trans(y)) to the SP, but no bonus payment (trans(x)). If satisfied, the SC(x)
might pay trans(x) to acknowledge proper service provision (Figd)re 2
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Figure 23: Trust in a Performance-basedReputation System

The payment transactions are visible for other SC(p)s, who use the payment history of a
SP as a basis to decide if they want to transact with this SP. The SC(p) will interpret the
received trans(x) (in relati ordontame. Theans (y) |
SC(p) can compare a requested service with (similar) services rated. We can expect that
the willingness of SC(p) to conduct business with SP would increase when the SP receives
trans(x) from different SC(x) on a regular basis since this ptorgdeveral satisfied SC(x).

Vice versa, a SP can demonstrate receiving trans(x), gaining a trust advantage over
competing SPs that received fewer transactions or lower bonuses. The SP will unlikely
make a risky advance and enter into a business with (&) SRat pays bonuses
infrequently or whom he does not trust. Therefore we will introduce a safeguard to
indicate exploitive SC(x) (s€®); i)). Observing the transaction history, a SP can assess
the risk of not receiving a trans(x) from a SC(x), whichvprgs him from engaging with
exploitive SC(x)s.

Based on the information provided by SC(x), a SC(p) can decide to engage with a SP.
Therefore, a SC(p) needs to trust i n the
immutability of the transaction (reliabteust), and that the SC(x) and SP do not conspire

(system trust), before trusting a SP (decision trust). Identity trust can be achieved by
verifying identities that are deemed trustworthy; reliable trust is obtained with an
immutable ledger. System trustlies on establishing systemic mechanisms rooted in

busi ness par t-interestdWeegaosi thad auri systers reeéds to be built on the
following design principles:

a) Business relationshifeach transaction is recorded on a blockchain, providifg|
picture of reputation. The lack of an incentive to elicit ratifdsumann &Gutt, 2019b)

is fixed by deriving reputation from every-ghain transaction. Only metadata is public,
while transaction details are hidden.

b) Economic Commitmenthe parties establish a smart contract that specifies the bonus
payments and is madesible to others. This clear economic commitment is quantified
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with the payment value and the money at risk for a SP. The smart contract also enables
the integration of a counteating mechanism for ratings perceived as unjustified,
controlling who cargive a counterating (sed)).

c) Information contextualizationBlockchain data can be filtered to identify services
fitting a SC(p)obébs purchase intent. The SC(
service description supplied in a smart contraal enay apply additional evaluation
metrics. |l mportantl vy, the selection choice
(SC(x)) is known or deemed trustworthy, based on verifiable ratings.

d) Performance differentiationServices are described in a smeohtract to indicate
different value propositions. In particular, the trans(x) payment amount can be contracted
on different levels, depending on how much risk a SP is willing to take for building a
reputation.

e) Linkable servicesA SP can create one orore seller identities, representing various

service categorie@Blomer et al., 2018; Zhai et al., 28)1 Positive ratings of a service

l inked to an address/identity can promote
providerds service.

f) Selection of ratingsA SC(x) is able to decide with whom to share ratings and not to
disclose sensitivenformation to a competitor. This can be achieved with privacy
preserving techniques to hide the exact transaction am@datemrich et al., 2023)
Equally, the SC(p) decides which rating to pick up to prekeing tricked by a fraudulent
SC(x) or SP. Viewing a transparent transaction history, a SC(p) can learn over time which
identities are trustworthy. After a sufficient information basis exists, SC(p) might place
trust in specialized intermediaries totdil for honest addresses that fit his own
assessment.

g) Open systenmin a public blockchain network, parties can always join and leave the
reputation system. Private spaces might be set up to exchange information about services
conducted between SC(x) and SP to inform a SC(p). A SC(p) might pay the SC(x) for
additional inbrmation to achieve an information advantage (e.qg., for knowing SC(x)s true
identity, and service details) to reduce the risk of engaging with a bad SP. A SC(x) can
prove to have this information without revealing it.

h) Raters fairnessTo overcome the pblem that a SC(x) exploits the risky advance
offered by SP, we propose a courriaing mechanism. When a SC(x) does not pay a
trans(x), the SP receives a etimae certificate to countenate the SC(x). This certificate

allows a SP to rate to what extehe SP considered the omission of a trans(x) rating
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justified. For this counterating, a stabased rating might be used, revealing more
information about the exchange relationship for another observing SP to decide whether
to offer a risky advance forgarticular SC(p).

i) Systemic fairnessEven if the quality of a service is good, an opportunistic SC(x)
always has no interest in paying a trans(x). To establish fairness for emtimgs, we
propose a systems balance mechanism, making unpaid traissi depending on a
threshold. Bad ratings get revealed if a SC(x) regularly decides not to pay trans(x). We
suggest defining a threshold (e.g., 90%), at which couatgrgs become visible, as
determined by the blockchain protocol rules shared in nbwvork. This display
incentives SC(x)s to pay trans(x) to at least 90% to SPs that offered a risky advance
because else the exploitive behavior of a SC(x) becomes visible in the reputation system.
Consequently, a SC(x) would try to stay below this thrieshoorder to continue doing
business with SPs and being trusted. However, once revealed, every SP can view counter
ratings as revealing a SC(x) excessive exploiting behavior. Intuitively, SPs will pick
SC(x)s, who can prove to pay trans(x) regularlyttteeo SPs. This serves as a safeguard
for SPsdé risky @ dhwmann GE7)Avdidariced ofld SC) ta payuos t
much (unobservable down to the threshold) and selective SP probably lead to a fair
system equilibrium, filtering bad actors. Lastly, theeshold should correspond to the
quality distribution in a market, at which countatings would be visible to separate
high-quality SPs from baduality SPs.

j) Peerto-peer systemBlockchain technology builds on a distributed network that
replaces the need for an intermediary, alleviating problems like data breaches, censorship,
fraud, or high commission fees.

9.4.5 Discussion and Conclusion

We proposed an incentive scheme for reputagi@iems based on a risky advance of a
service provider to his customer, thereby, using safeguards built on a blockchain to
establish decision trust. We expect that this system can provideadty SPs with a
competitive advantage over wealmrformirg competitors, promoting good service
quality. Compared with existing rival systems, our approach exhibits five main
differences. First, ratings become an inherent part of business transactions, whereas
current systems disconnect transactions from rat®egsond, ratings are carried out with
payments, making the ratings quantifiable. Third, implementing the system with
blockchain facilitates reliable trust, since ratings are immutable, transparent, trustworthy
secure. Fourth, we propose a performance reiffigation threshold to set incentives and
sanction mechanisms aiming to establish a systemic equilibrium. Fifth, services can be
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rated quicker than writing a review, and service ratings can be differentiated regarding
different services.

Blockchain technlogy can help to make these new reputation mechanisms feasible,
paving the way for a new system class of reputation systems. Blochuds®ed reputation
systems provide control mechanisms to select and verify information service customers
and service proders provide. Modifying ratings and strategic lying about ratings, e.g.,
when selling rating information, is impossible, presupposing a reliable blockchain
network. Selecting trustworthy ratings is essential, but might be challenging initially,
reflecting a coldstart problem. However, we assume that a marketplace for trading
information about the trustworthiness of ratings will form since rating information has an
economic value.

We acknowledge that this system might also be applied without blockchairokegi.
However, we posit that blockchain technology makes particular sense here because rating
information is sensitive data, and centralized instances are always exposed to the risk of
being compromised, among other disadvantgg@esher et al., 2018; Subramanian,
2018) However, please note that with this technology comes a limitation regarding
conflict resolutionSome conflicts are hard to solve since data is stored immutably on the
blockchain. However, we assume that a seller who allows himself to be rated accepts this
and has a positive relationship with a rating service customer, expecting positive ratings.

Limiting attacks would also be important, and possible attack scenarios should be
comprehensively researched to find eventual weak spots in the incentive scheme. Sending
trust signals in the form of a risky advance, which is safeguarded through making bad
behavior visible, can probably make a positive outcome for both, the service provider and
the service customer, more likely. This is because customers want to get or stay in the
position of getting trust signals (through the risky advance), while a seracelg@rcan

expect positive ratings. However, a customer is able to give bad ratings, but, viewed from
an overall system perspective, would do it as a rational actor (to stay in the system) only
to a limited degree. If he decides otherwise, probably nerselbuld want to interact

with him anymore. Parameters for disclosing bad rating customers need to be adjusted
accordingly to the quality distribution in the market.

We assume that agency costs (e.g., monitor.i
trustworthy service providers, and committing to trustworthy service customers) can be
reduced with this system. We build this concept primarily fortome business deals,

making it more attractive to switch business partners. However, this conceptb@ight

adjusted to repeated business transactions extending its usefulness.
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The multilateral design of incentives provided with this reputation system might result in
a system equilibrium. Indeed, we see it as a potential solution to the famous lemon market
problem (Akerlof, 1970) Developing such systems might be helpful to counteract
adverse selection in business markets. A blockchain can help secure reputatinis,syst
preventing business parties from compromising them. Thus, our blocKudesad system

might level information asymmetries by establishing trust and reputation on a systems
level promoting good service quality. Whether a system equilibrium is realiledur

system needs to be explored in more profound settings, like game theory or lab
experiments. This would contribute to complementing the design and evaluation of the
proposed system
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Abstract Reput ati on systems to rate companiesodo perf
research and are scarcely used in busiAessusiness (B2B) practice. Such systems are essential

for businesses seeking trustworthy partnershay help reduce information asymmetry, lower

buyers' transaction risks, and allow higfuality service providers to justify premium pricing.

Unlike traditional reviewbased systems in the businessonsumer (B2C) context, we propose

a B2B reputation mé@nism in which buyers commit to a rating payment before a transaction.

Once the buyer finalizes the rating, this payment is executed and recorded on a blockchain as an
immutable, secure ledger. Our system mimics naturatbuisting mechanisms with rajs that

are 1) monetanpbased, 2) stakbased, 3) nomggregated, 4) involve counteatings, 5)

selectively sellable, 6) individually comparable, 7) stored on a blockchain, 8) and monitored by

a third instance. This system provides a novel approactsterfng trust in B2B transactions by
reducing information asymmetry and transaction
in the consulting sector. Our analysis has identified 23 institutional trust and distrust dimensions

that promote establishg institutional trust through the proposed mechanism. Qualitative
interviews suggest that, while complex and challenging to apply, this mechanism can foster trust

in B2B transactions. Given the low maturity in the application doéedting professional

business services with business reputation syéteamd solution domaii using monetary stakes

for ratings, this system stands as a potential invention.

9.5.1 Introduction

Consulting services, including IT or management consulting, are professional services
deliveral by one or more qualified persons hierarchically independent of the client
advised. As a professional service, consulting is a knowdadgesive service that is
marketed as a complex, intangible value proposition. The results are usually strategically
crucial for customers and impact their organizations#@mm. The goal of a consulting
service is to interactively define, structure, and analyze problems with a client to develop,
plan, facilitate, and, if desired, implement new solutigtissen, 2018, 2019)

Beyond search qualities that clients can quickly assess, consulting services are
particularly subject to experience qualities and credence quéli@eby & Karni, 1973)

Professional service is subject to thre-actu principled it is simultaneously careated

and consumed He nni g T h.u'heseuaspec nma@ké )t difficult for clients to
estimate a consultant providerds quality c
Leveling this information asymmetry is conceptually tricky, and doing so creates
substanti al ¢ o 9Nissen20l8whileghe sk associated with makidge

poor huying decisions cannot be reduced fully. Viewed from the other side, a consulting
company needs to signal higjuality service provision to their clients to justify premium

prices (Nissen 2018) which is difficult to accomplisi{Miller-Stewens et al., 1999)
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Quality signals used often to level the information asymmetry include brands, references
to other customers, loyalty programs, success stories, certificates, and other indirect
surrogategUtz et al., 2023)Still, these signals often remain qualitative, and their value
cannot be measured objectively and monetarily. In the worst case, unresolved information
agymmetryleads to the emergence of a lemon market in which-tighity service is

driven out of the markd®kerlof, 1970)

Information asymmetry cabe reducedby reputation system@hierer et al., 2016)hat

provide a transparent and accessible recorc

signaling the quality of their services.

aggregates feedback wab dResnickerat2000,ppdibat s o6
B2B context, research on reputation systems is still very lin{Dekbw et al., 2015;
Seutter, 2022)In the B2C domain, reputation systems have been viewed as review
systems that feature teliised reviews and star ratings. However, they lack applicability

in a B2B contex(Gultt et al., 2019ue to conceptual shortcomings that promote, amongst
others, a lack of incentives to submit ratings, biased ratings, fake ratings, whitewashing,
and ba-mouthing(Ansari & Gupta, 2021; Jgsgret al., 2007)A business reputation
system must incentivize rational rating behavior, enable selective sharing and choice of
ratings, and allow comparing service quality while coping with complexity, different
stakeholder interests, and nontranspaprice policiegDellarocas, 2003; Ekstrom et al.,
2005; K. Zhu, 2002)Setting adequate incentives for bussmesirties to submit fair,
unbiased, and honest ratings remains an unsolved cha{¥n@Gai & Zhu, 2016; Han et

al., 2022; Heinis et al., 2022; Hemmrich et al., 2024; Herhausen et al., 2020; Mantas et
al., 2017; Swamynathan et al., 2010)

In related resarch, blockchain technology has been argued to provide a robust
architecture against manipulation to cope with quality uncertaifieSai & Zhu, 2016;
Zavolokina et al., 2021 Although still in the early stages, we use blockchain technology
to implement a reputation mechanism, providing a reliable means for buspetsion
systemgHemmrich, 2023; M6himann et al., 201%)a blockchain is combined with a
reputation system and a trusted party, three goals can be reached simultgirdgusly

et al., 2020; Locher et al., 2018; Lumineau et al., 2021; Spychiger et al.; 2p28¢ure
ratings, 2) dispute reagion, and 3) stakeholder participation. However, implementing
the reputation mechanism on blockchains is subject to technical challenges, particularly
ensuring ratings' secure and efficient handlimgour study, we pursue two research
questions:

(RQ1): How can a business reputation system overcome the limitations of traditional
B2C feedback mechanisms in a B2B environment?

A
pas
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(RQ2): How can a blockchaibased reputation system with monetary stakes reduce
information asymmetry in B2B transactions, partéely in knowledgentensive services
like consulting?

To answer these questions, we examine the deficiencies of current B2C systems and
design a new reputation mechanism that mimics trust through monetary stakes and
safeguards. Second, we conceptuallyidgsn and review the mechal
feasibility and explore its effects on six dimensions of institutional trust and distrust
(McKnight et al., 2017; Moody et al., 2017; Utz et al., 20Z3)r goal is to dsign a

reputation mechanism that builds on blockchain using money as a rating and trust signal
(Hemmrich, 2023; Hemmricht al., 2023) providing a trustworthy and quantified quality

signal that reduces informationasymméty nd t hus @& examtaoksaldcting r i s k
low-quality consulting services. We expect the system will benefit small and medium

sized consultancg while more established firms might join the community later.

The paper is organized as follows. Section 2 identifies a research gap and discusses the
theoretical background of information asymmetry and possible remedies in a consulting
context. Inparticular, we touch on trust, risk, and reputation before presenting a
blockchain as an enabling technology. In Section 3, we summarize and justify our design
science research approach. Section 4 describes the reputation mechanism and its
implementation o the Ethereum blockchain. Section 5 reports a theoretiraleptual

and qualitative =evaluation that il lTustrat.
professional consulting. We present our theoretical and practical contributions,
challenges, and regea opportunities in Section 6 before concluding the paper in Section

7.

9.5.2 Theoretical Background

9.5.2.1 Towards Designing Business Reputation Systems in a B2B Context

In reputation systems, buyers can share experiences about a particular seller with each
other, m&ing it difficult for sellers to brand themselves with high quality in a credible

way. Related literature on review systems 4coexmerce suggests that positive online
reviews significantly impact product sales and customer loyalty and improve quality in
electronic market§Moreno & Terwiesch, 2014)in principle, sellers who accumulate

positive online reiews can signal higher customer satisfaction and are more likely to
increase sales and justify higher prig@avlou & Dimoka, 2006)Similarly, these

feedback syt e ms provide sellers wi t h val uabl e
preferences, and experien¢&adelis, 2016hb)
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Reputation systems ought to be designed to dissolve information asymmetry between
sellers and buyers effective{Ye et al., 2014) Their design can involve verifying the
identity of feedback providers and reviews and implementing dispute resolution
mechanismgBurtch et al., 2021)mportanly, reputation systems should encourage users

to contribute valuable and accurate data. A reputation mechanism that sets proper
incentives is essential for creating trustworthy rating @&larocas, Q05; Moreno &
Terwiesch, 2014)just like sanctioning malicious behavior also plays a critical role
(Jgsang et al., 2007iscounts granted by sellers have been found to incentivize buyers
to submit ratinggLingfang & Xiao, 2014)and might influence trust decisions in the
provider(Hemmrich, 2023)

Considerable literature deals with review systems in B2C business settings (Paviou and
Dimoka 2006) or refers to reputation systems as technical net{@aks et al., 2017;

Hasan et al., 2022While both research bodies refer to reputation systems, they use
different conceptualizations of trustasang, 2016Research that explicitly discusses the
design of reputation systems in a B2B context is rare, and the few available papers focus
on review system@onig et al., 2022; Poniatowski et al., 20189)electronieword-of-

mouth (Chatzipanagiotou et al., 2023lost of these papers are descriptive and do not
report on designing IT artifacts. A notable exception isaghygroach byCarboni(2015)

who built a feedback system on Bitcoin based on vouchers. Others discussttiat mu
trust may be expressed in terms of money udiitgoin (Litos & Zindros, 2017)
However, both approaches lack an embedding into a concrete scenario and appear
unsuitable for B2B scenarioShaker et al(2021)show how to secure text reviews on

the Ethereum blockchain but do not discuss B2B scenarios or a reputation mechanism.

From this overview, we conclude that very little is known about how business reputation
systems oughto be designed to reduce information asymmetry in B2B transactions.
Based on principles of economic theory and building on blockchains as an enabling
infrastructure, we set out to design a novel reputation mechanism that implements a
performanceelated payment to rate service quality in the context of professional
consulting.

9.5.2.2 Trust, Risk, and Reputation in Professional Consulting Services

From the perspective of new institutional economics that acknowledges the imperfections
of markets and provides meangesolve them, consulting is an intangible contract good.
Due to information asymmetry caused by the role of experience and credence qualities in
a consultant service, creatitrgst in a providelis essential for conducting a transaction.

Thisinstitutonatb ased trust I s fAthe subjective bel

e
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collectively assess that favorable conditions are in place that are conducive to transaction

S u c ¢ @avew 2002, p218). This kind of trust reduces decision uncertainty and

always comes with a risk of disappointment, even though it is unexpgatedhann,

2017) Trust 1is built from the sellerds side
beneficialsignals and (seced)credibleevidencgPavlou, 2002)These trust signals can

be beneficially communicated as a risky advance in the form of an unexpected but
potentially missed profit of a provider, reliably secured within a credible source of
evidencgHemmrich, 2023; Pornpitakpan, 2004)

I nstitutional trust is closely linked witd!l
evaluative and helps clients estimate how far aeselb s per f or mance can
expectations. Demonstrating a history of past institutional trust relations accumulates to

an organi z a t(kFuglsarg£ Jagdk 2015) ha mastitical reputation driver

for consulting providers is the quality of the service they de{iN&sen & Dittler, 2019)

which is in Iine with the sayingqualityi Qual i t
docunentation can differentiate a seller from its competif@srter, 1997) Hence,

consulting companies must Baj service quality to entice and convince new clients.

Signals often used to this end include establishing-teng business relationships,

building a reputation, providing appropriate contractual arrangements, establishing solid

brands, and other sigsathat provide credible informatiqi®allouj, 1997) With these

signals, consulting is marketed as a promise of high performance and is{treated

by consultants and clienfg/right & Kitay, 2002)

Still, there remains an information asymmetry before a consulting service is sold. A
consulting provider knows about its staff(
companyo6s track record of past projects. H
hiring consultants is an expensive, often strategically important investment. Hence,

clients are exposed to considerable risk if the result falls short of expectations, leading

them to demand more convincing trust signals to remedy the information asymmetry
(Nissen, 2019) So far, consulting firms primarily use websites, image advertising
(brochures, advertisements), or printed success Stdra@m previous projects. A
fundamental deficiency limiting these approaches is that providers can edit or otherwise
influence this information, casting an improperly favorable perspective on the consulting
provider(Neumann & Gutt, 2019aConsequently, new clients do not always tthese

signals and rely primarily on personal relations, a selection consultant, or the
consultancyods reput at i @Ghickler&démbrgsted 20€3y i ng a n

We posit that small and mediusized consultancies have reason to embrace innovative
reputation systems to overcome trust barriers and signal thelitygto potential
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customers. To compensate for the lack of trustful information, clients rely on public
reputation to reduce uncertainty, experiebesed trust, and networked reputation.
However, public reputation alone is insufficient when selectimgresulting provider.
Personal relations can form a trustworthy basis for selectingdimguming and slow
consultanciegGluckler & Armbrister, 2003)Credible recommendations exchanged
among clients can provide a substitute in the form of a networked repyatiobrister

& Gluckler, 2007; Gluckler & Armbriuster, 2003)However, such credible
recommendations are often not available. What is needed is a reliable (digital) reputation
mechanism that offers credible informatigteinis et al., 2022)

9.5.2.3 Blockchain Networks as an Enabling Technology for Reputation Systems

A blockchain is a distributed ledger that securely records digital transactions among
network nodes. Transferred transactions are hashed and stored in blocks attached to build
an immutable chain of blocks. Once committed to the blockchain and valid, lgecks
distributed throughout a blockchain network, which prevents unauthorized changes,
creating an immutable ledgédakamoto, 2008)Sinceanew | ock 6s r ef erence
a previous block, it is almost impossible to manipulate the content in a truly distributed
network (Tschorsch & Scheuermann, 2018h a blockchain network, transaction
information is transparent, and stakeholders can verify it easily. Using smart contracts,
programmed business logic can beaxed securely without requiring a trusted third
party (Buterin, 2014h) In a blockchain, rating infmation can be reliably collected,
stored, and distribute¥. Cai & Zhu, 2016) At its core, a blockchain has features that
appear to be well aligned with the functionality desired from a reputation system
(Govindan et al., 2024; Hemmh, 2023; Zavolokina et al., 2021)

Immutability refers to transactions secured as tarmpeof records in a blockchain.
Parties can verify executed transactions, ratings can be stored reliably, and no actor can
change or disavow a ratifyf. Cai & Zhu, 2016)

Distributed trust in a blockchain networkSeidel, 2018)s a form of system trust. It is
essential for a blockchain to work reliably, and it can be established with control
mechanisms comprising validation mechanisms to approve transactions while ensuring
that ratings are securely stored and distributed in the ne{®erknington et al., 2003)

Decentralizationreduces thability to attack and control activities in the systitippi,
2016) A blockchain network with many independent validators renders most attack
scenarios virtually impossible.
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Transparency relates to the visibility of transaotis in the network. Transaction

relations and content are, i n principle, %
privacy (Filippi, 2016)
9.5.3 Research Method
We set out to design, implement, and evaluate a reputation mechanism that can contribute
to leveling the information asymmetry inherent to a professional consulting desiace
a contract is concluded. The reputation mechanism is envisioned to génsstaterthy,
reliable, quantified, and monetary ratings that appoint reputation to consulting providers
in a B2B context, enabling institutional trust of clients. We organize this research process
as a design science research (DSR) approach, buildirtgamer et al(2004)and the
DSR model proposed Beffers et al(2007)(Fig.24).
Identify and )| Define objective Design and Demonstration o
motivate of solution ( Development and Evaluation Communication

A No sharkldB To conc||A A reput A The mec|| A 1S desi

available to rate the a reputation mechanisnthat implemented on knowledge on how

quality of business mechanism that can| | senddrustworthy Ethee umés T monetarybasel

services level information signabk, reducing A Concept p|abusiness reputation

A Reput at ||o@SymmetryinB2B information evaluation and systems ought to be|

mechanisms do not | | transactions asymmetry comparison with designed

include A To sieso||lvk The r epp|tcurentreview A Qualitafive result

vulnerability of the deficiencies of mechanism builsl systems in B2C on howinformation

trust seeker current reputation on monetary A S-stmmitured asymmetry in B2B

A Review &k ysystems known paymentsstored on interviews in transactiongan be

from B2C scenarios| | from B2C scenarios| | ablockchain consulting agenc resolved using risk

cannot be exapted a_nd reputation as a

to B2B settings signal

A Transacltli

suffer fran

information

asymmetries

L) L
Problemcenteed Iteration
approach

Figure 24: Overview of our DSR Approach (based on: Peffers et al. 2007)
In terms of the knowledge contribution framew@@egor & Hevner, 203), we position
our approach as potential inventiors i nce Al i ttl e wunderstanding
exists and [ é] no effective artifacts are a

unclear how the quality of a business service camtezl, and ndusiness reputation
system(Hemmrich et al., 2023)as been established for B2B transactions, even beyond
the consulting domain. To inform our des{@onnenberg & vom Brocke, 201 ®)e start
with consulting the literature on review systeestablished in the B2C field. While these
systems cannot be transferred to a B2B scenario due to their conceptual shortcomings,
we figure their review is a reasonable starting point for deriving design requirements that
can guide the further design of avebreputation mechanism.
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Theoretically, we root our design in new institutional economics lemon market theory

and refer to reputation, trust, and risk as established theoretical cofideptsrich,

2023; Luhmann, 201phat can guide the conceptualization of the mechanism. We then
designed and deployed the reputation mechart
to demonstrate its proper function. The evatrais performed in two steps. First, we

el icit the reputation mechani smos potenti e
institutional trust in a conceptual review and compare it with the mechanisms provided

in other review systemg). Venable et al., 20165econd, we perform a qualitative

empirical evaluation based on sestiuctured interview@Myers & Newman, 200Ayith
consulting companies as the mechani smés pri
we build anillustrative scenariaPeffers et al., 2012)y mapping important aspects of

the interviews. We discuss how the reputation mechanisms ought to be designed and what
conditions must hold for the mechanism to work. We discuss potential benefits for
consulting providers and clients to prepare subsequprdlitative evaluations

(Sonnenberg & vom Brocke, 20112

9.5.4 Designing a Reputation Mechanism for Providing Quality Signals for
Consulting Services

9.5.4.1 Design Requirements

We summarize six common deficiencies of the review system currently used in a B2C
context (Tab30), all of which have been frequently dissad in the literaturéBellini et

al., 202Q Jgsang et al., 2007)We describe each deficiency briefly to identify
requirements that our reputation mechanism and the surrounding reputation system must
address. We complemented these insights with design requirements for reputation
systems thatve identified from the related literatutelemmrich, 2023; Vauvilis et al.,

2014) Both perspectives resulted in identifying six design requirements that guided the
further development of our reputation mechanism.
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Table 30: Deficiencies and Design Requirements (baseah: Jasang et al. 2007)

Deficiencies Descriptions Design Requirements for the
Mechanism

(1) Little A client has no or insufficient a) Raters must have incentives to elicit

incentive to i ncentives t o r |ratings.

generate service after it is concluded. b) The rating submission procedure should

ratings Relevant ratings are nfited, time-efficient.

leaving the information incompletg ¢) Rating information must remain

confidential when the rater denies sharing i
publicly.

(2) Positive and|Positive ratings are often based ol d) The significance of a rating must be

reciprocal politeness or the hope for positive| assessable.

ratings returns. Too many positive ratings €) The mechanism must balanggertainty

can lead to an unjustified reputatiq between users.

(3) Too many | Clients provide too many ratings, |f) The system must be robust against attac
ratings (ballot falsifying the basis of reputation. |but open taew participants.

stuffing) Ballot stuffing serves self g) Every rating must be verifiable.
promotion (5) or bagmouthing (6).

(4) Change of |A bad reputation can be undone b h) A new identity must have no reputation &

identity re-entering the system with a new| must be verifiable.

(whitewashing) identity. i) Relations betwen actors and ratings are
traced.

(5) Fake Ratings are explicitly used to j) Raters must have incentives to generate

ratings (self increase or I o w|meaningful ratings.

promotion and reputation. k) Raters can respond to unfasble ratings.

unfair ratings) [) Raters must be able to judge a rating
properly.

(6) A client rates one particular m) Every rating commitment is recorded.

Discrimination |provider poorly and all others well{ n) Ratings are provided with contextual

(bad- Vice versa, a service provider information.

delivers good quality for all 0) Ratings came selected individually.

mouthing)
customers except one.

9.5.4.2 Conceptual Design of a Monetary and Quantifiable Reputation
Mechanism

The conceptual design of the reputation mechanisnddwih using performance
dependent payments as ratings of a consul ti
on a blockchain, providing a trustworthy and immutable ledger. We focus the design of

the reputation mechanism on consulting firms to gaugentbec hani smdés applic
from a research perspecti{. Kuechler & Vaishnavi, 2011)

In line with typical customer behavior in B2B service contélxésn et al., 2004)we can

assume that a performancee | at ed payment refl ects a cus:i
service. Compared to ratings issued on review platforms used in a B2Ct¢ergexext,

star ratings), a performantased payment carries an inherent weight better than
gualitative metrics for i ndicating a proyv
performanceg el at ed payment dés share | scomdtpgpti at ed
service is concluded. If the client is dissatisfied, the payment is not made or is hot made
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entirely. In this way, the provider accepts the risk of being paid l=smrich, 2023)
This risky advance is a substantial trust sig@ambetta, 1988; Luhmann, 2017)

incentive toprovide high quality

N
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Figure 25: Conceptualization of the Reputation Mechanism

Before the service is etreated, a client andonsulting provider agree to rate the
providerds quality based on a basic payment
usedasarating(Figbhg . To overcome the clientds wuncer
service with a discount expected tadeenpensated when the client pays the performance

related paymen{Bar-Isaac & Tadelis, 2008; Nikolova et al., 2019he consulting

provider intends to receive the full payment, thus building a reputation to draw new

clients, but risks being rated poorrgy, even
uncertainty is reduced. The higher the wvari
value, the greater the providersoé6 risk and

in the quality delivered. The payment levels can be set in stagesitpgymatings on
different levels of service components without disclosing the actual amounts paid.
Disclosing the ratio of the two payments proves the payment is not a trivial cheap rating.
The payment agreement is stored in the blockchain like otheticaddi feedback
information, which can be stored and secured as a hash. The benefits of using a blockchain
include: a) sensitive rating information is not visible, b) the exact transaction amounts
(rating) must not be shown to others, and c) a platformatqreor any other party cannot
manipulate the ratinfHemmrich et al., 2023)The feedback can be in text or a filed

form to a detailed review texEhaker et al., 2021Assuming that a new client is looking
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for a consultant firm, this cl i esedonthean chec
payment ratings issued by other clients. The new client pays a fee to retrieve this
information from a platform operator that governs the blockebased platform, from

which a share is given to the rater as an incentive to submit ratings:afenecan

ultimately approve which information is shared with a requesting buyer and, in this way,

can sell ratings selective{iemmrich, 2023)

In line with theory, it is essential to include additional safeguards in the system to sanction
adverse behaviofdgsang et al., 2007; Luhmann, 201Vherefore, we implement the
concept of counteratings to protect a provider from unjustifiedfavorableatings (non
performanceelated payment) from a client. For evemygativerating a client isses, a
consultant provider can report the rating as justified in the form of a star rating. When the
average of the counteatings falls below a certain threshél@.g., below two stars out

of fived all submitted counteratings become visible, and other gatial providers and

the platform operator will notice a probably exploitative client. The platform operator can
then intervene and might decide to exclude this client. The platform operator can also
settle potential disputes. The countating allows a ertain degree of freedom to
disappoint trust expectations without direct sanctioni@gmbetta, 1988ket by a
provider by offering a price dcount.

The counteratings should not become directly visible as long as they exceed a certain
threshold, granting a client the ability to
We expect clients to make a performanekated payment most of thiene to stay above

this threshold and remain part of this system (get high effort from the rated provider).

Still, they can pay less if their expectations remain unf@ettom et al., 2002)The

threshold must be set appropriately to meet the quality distribution in the consulting

market. Avoidance of a client getting kicked out of the system when falling below the
threshold and the difficultgf convincing clients to renounce paying less (no positive
rating) in case of poor performance | eads t
is honest. Also, a consultancy can choose which clients can submit ratings to send trust
signals about thecapabilities while being exposed to the risk of not being rated well.

Thus, the system implements a formnaditual institutional trusbetween provider and

client (Kroeger, 2011) determined by their past transaction histories, which balances
information asymmetries.

We posit that this mechanism benefits all actors, stating the following testable
propositions:



199

1 For consultant providers: Providers can generate additional profit by justifying a

price premium if positive ratings are received regularly. The provider can attract
even more potenti al buyers since the

uncertainty (in the case of poor flgmance, the current client pays less).
1 For existing clients: Clients reduce the risk of the consulting firm not providing

good quality. If the performance is not satisfying, the client pays less for the service

received.
1 For prospective clients: New clients reduce risk and lower the probability of
contracting lowquality consultants.

9.5.4.3 Implementation of the Reputation Mechanism on the Ethereum
Blockchain Network

As a demonstration, we implemented the reputation mechanism on the Ethereum TestNet
Semlia. In the prototype, all addresses and, thus, transaction histories of the participants

are visible (pseudanonymity). We explicitly refrained from using anonymizing
identities since the contextual information about the transaction relationshipsofdre
helps to determine the trustworthiness of rati(@@sE. Bolton et al., 2004Also, we

avoided tle issue of transaction relationships being often traceable despite anonymization

techniquegFilippi, 2016)

The blockchain prototype works similarly to the one proposeshiaker et a2021)and

Ramachandirar(2019) for product reviews. The other systems store reviews as a
transaction hash on the blockchain, while our system stores two encrypted monetary

transaction commitments, from whichetperformanceelated payment is pegged to an
expiration datgHemmrich et al., 2023)If no bonus is paid within the specified time
frame, it is considered a negative rating. The money transfers of ithg should use a

stable coin or (stable) fiat money since cryptocurrencies are subject to considerable

fluctuation.

We built the prototype as a DApp on the Ethereum blockchain for technical demonstration

purposes only. One can write an individual ratingagnsontract as a rating application
using the Ethereum Virtual Machine that converts eyl code into machine code.

This code is registered and executed, enabling business transactions with encrypted

messages secured in a blockchain. Smart contiémis\ariting and connecting a rating

contract to a user interface or carrying it out when specific digital events (e.qg., digital
service fulfillment) occur. The consultant provider and client make a payment
commitment on a smart contract for the clienttat e t he provi der 0s
a payment and a performancegdated payment (executed from a bank account). This

er
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triggers a certificate for the consultant to perform a cotnatiémg (e.g., stabased rating)
to rate a client in return.

payPerformance{

accept contract satisfied { : stri
acceptContract() @ "a";fé};'gg‘,f‘; R
createTransaction( )

customer: User,

basicPayment: uint,
deadlinePerformancePayment: uint,

performancePayment: uint,

Y

payPerformance(
transactionlD: string

rejectContract| o
reject contract : 0 1 unsatisfied Sa"s"e;t e

Figure 26: An Exemplary Process Modell for the Reputation Mechanism

Only authorized users can participate in the rating process. First, the client must complete
the transaction, which displays the status fulfilled. Once this has been achieved, the client
can decide to make the performait@sed payment (Fig6). The ratig commitment is

then stored on a blockchain, whereby a client can choose to pay the perfehrasede
payment, generating a positive rating (E2@). If not, the counterating opportunity will

be unlocked for the consultant in the form of star ratingsmart contract checks the
average number of stars given to a client as a couatiag. It indicates to the platform
operator that it is a potentially exploitive rating client when the average number of ratings
falls below a given threshold, e.g., twarst Any textual rating conte(tit), like details

of the consulting performance, can be stored as a hash in the blockchain (as metadata) so
no party can change it

Customer-address:

0x379232296cc898fd160c436C93577C2CF: Transaction x Transaction x
Basic payment: D 1693470108A D 1693470108A
0.01 Seller 0x0d61019e835F 7564813199992638C146D08CBES Seller 0x0d609e885F 7564813199992638C146D08CHESS
Customer 0x3179a32296cc8981d160c436C93577C2CFAIF 167 Customer 0x3f792322960c8981d160c435C93577C2CFATF 167
Performance payment e B e B ;
etails escription etails escription
0.0005 ¥
Status pending Status paidBasicPayment
Details: Basic payment 001ETH Basic payment 0.01 ETH
Details Performance payment 0.0005 ETH Performance payment 0.0005 ETH
Deadline for basic payment: Dead >
Deadline performance eadline performance
01.09.2023 ) et 30102023 basiadl 30.102023
Deadline for performance payment: Do you want to accept this contract? Do you want to pay performance-based?
e D m Pay

Figure 27: User Interface of the Reputation Mechanism

Since the client and provider do not want to reveal the exact transaction amount (the
consllting price), they only need to define a lower bound on the payment amount with
proof ranges. This lower bounbgsic pay mihprevents the creation of trivial ratings
without any relevant transaction amount. With a deniable-keowledge proof, the
buying client can reveal the ratie— ) between the basic payment and the

performance payithout showing the actual amount. Even though we did not implement
the zereknowledge procedure in this prototype,rihés logical reasoning that it works
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network, and consensus algorithm are left out here. They are irrelevantrteachanism

9.5.5 Evaluation

9.5.5.1 Conceptual Evaluation

Reflecting on the properties of our reputation mechanism, we structure its evaluation in
two parts, taking up advice on performi@ganteevaluations of IT artifact€). Venable

et al., 2016)In a conceptual evaluation, we identify how our design reflects institutional

trust dimensions and how the proposed system remedies shortcomings of current
reputation systems used in B2C scenarios. In a fellpwmpirical evaluation, we mainly

elucidat e

consul ting

compani esd6 Vi ews

on t

can stimulate trust and its weaknesses. We position both parts as artificial evaluations to

formatively

Al dent i of ympravensekt for s artfact ander

devel ognenlbleebdal, 2012)

We anal yze

t he

reputation mec hani

institutional trust and idtrust dimensiongdX. Cheng et al.,, 2021yith the design
requirements (Tal81) addressing conceptual deficiencies of these systems. Specifically,
we refer to the institutional trust/distrust dimensiatiz et al., 2023)cf. Tah 31) to
demonstrateour mechanism's potential to increase institutional trust and decrease

institutional distrust.

Table 31. Increasing Trust and Decreasing Distrust Strengthening Institutional Trust

s mods

Dimensions, cf. Utz et al. (2023)

Institutional
Trust/Distrust
Dimensions

Description

z Co g n ibasedvrast

Cognitive assessment of the impersonal structure in place to antic
successful interactiofMcKnight et al., 1998; S. P. Shapiro, 1987)

z Knowl -babay &rust

Accumulated knowledge through experiences or a given interactio
history(McKnight et al., 1998)

zCal
trust

Cc u ibasedi or

Conscious judgment of (often economic) outcomes while ponderin
the associated risk and eff¢Williamson, 1993)

ESkept-baseds m
distrust

Inclination to question situations and facts until sufficient evidence
presented.

cCont r-baked e d
distrust

Exerted control by using measutesmake aspects transparent and
reveal attributes of trust subject.

c Vi gi lbasedc e

distrust

Heightened alertness and suspicion about potential deception.

ar e as

pot



By mapping each of our design requirements to one or more trust/distrust dimensions
(Tab. 2),wei nvestigate
found

(Z) .

We
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this mechani

tut i

how s m

23 inst.i onal

trust

i Ncr ec

facto

establish trust. The mechanism is rooted in a Aaytred trust mechanism based on
intentional communication signals, observing ratings given the specific context, and

guiding selection behavior according

Table 32 Reviewing Design Requirements with Trust|Distrust Dimensions

# | Requirements Mapping the Design Requirements to Six Institutional

Trust/Distrust Dimensions

1 | Incentives to z Ca |l c u-based trustnClients are offered a discount for which they

submit ratings not have to repay, whereby negative ratings must be tat@account.
z Ca |l c u-based trustnClients can sell and profit from sharing rating
Time effort for z Ca |l c u-based trustnClients are compensated for time effort wher|
rating they sell their ratings.
submission
Decision to share| z Ca | ¢ u-baaed trustnClients can sell and profit from sharing or
ratings exchanging their ratings for other ratings (or associated tokens).
¢ Co nt r-baded disglust: Clients control with whom they share sens
data.

2 | Assess therating | z K n o w -badeg ®ust: Potential clients can assess the rating

significance significance based on the addresses involved and the monetary rating
amount.
Reduce zCognibtaisveedd trust: Potential cli
uncertainty for providing a better market overvigidemmrich et al., 2024)
all parties z C o g n ibasedvrest: Providers can send beneficial signals and pro
involved credible evidence t o (Baé&Bavleur2002) i ¢
while relying on counterating and secure smart contra@su et al.,
2019)
z K n o wl -badeg ®ust: Rating clients can rely on the mechanism to
reveal negative ratings unless they exceed a certain threshold.
z Kn o wl -badeg &ust: Providers can select only known, trustworthy;
clients or use the trang@m history to select unknown clients to be rated
z Ca |l c u-based trustnProviders ponder the risk of monetary loss a
reputation against achieving a higher reputation.
¢ Sk e p t-based distrust: Clients trust providers who substantiate th
performance promises with a risky advance.
¢ Co nt rbaded distlust: Providers control rating opportunities
selectively.

3 | Robustness ¢ Vi gi {baseddistrust: All parties can report unfair behavior to the
against attacks; | third instanceRetroactive manipulation becomes nearly impossible for
rating transacting parties since the ratings are secured on a distributed block
verification
Rating ¢ Vi gi {baseddistrust: Potential clients can verify ratings.
verification

4 | ldentity c Vi gi {baseddistrust: All parties can verify the addresses of ident
verification
Tracing of z Kn o wl -kadeg &ust: All parties can determine the trustworthiness
identity and ratings or identities by tracing transactions.
transactions

t o

t

h e
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ESkepthasedds mt r ust : Potenti al cl i
can be reduced when rating transaction relations are made transparen
approvable.

Incentive to z Ca |l c u-baged frugtnRating clients as a business organizsttiowls
generate by their credibility, not to lie.

meaningful S Vi gi {baseddistrust: A third party can exclude fraudulent actors.
ratings

Response to & Sk e p t-hased distrust; Providers can comment and respond to
ratings negative ratings with (negative) countetings.

Correct rating ¢ Co nt rbaded distlust: Potential clients can control which ratings t
judgment exclude or request more information from an entity.

Immutability of
commitments

z C o g n ibaseédvrest: The client and provider know their rating
commitment is stored immutably on the blockchain. No party can chan
dispute a rating.

Deliver rating

z Kn o wl -badeg &ust: Potential clients (and the third instance) can,

context based on contextual information, analyze and learn which ratings are
relevant for them.

Selection of z K n o wl -badeg ®ust: Potential clients can select, compare, and

ratings compile interesting and credible ratings.

We posit that the requirements rely on specific trust dimensions: Cogb#sesl trust
needs understanding, knowledggsed trust needs knowledge, calculathased trust
needs economic incentives, while reducing skeptidased distrust needs trust sty
controtbased distrust needs transparency, and vigithased distrust needs verification.
Each dimension is addressed at least twice in our artifact, which confirms profound
coverage of all trust factors. Although potentially effective due to nuwmsetust
strengthening factors, trust literature suggests additional determinants to improve trust
further (X. Cheng et al., 2021)Notably,e) "reduce uncertainty for all sidesippears
particularly important, emphasizing that bal@gcuncertainty between the parties is
crucial. When uncertainty is reduced on one side, it may inadvertently create a degree of
uncertainty elsewher@_uhmann, 2017)While the focus remains on treeshhancing
factors, the mechanism must also be designed igatatpotential distrust arising from
other contexts.

Tab.33 presents conceptual differences between our B2B reputation system and the B2C
review systems currently used. We highlight how the proposed blockichsgu
monetary reputation mechanism can fesoe current systemso
comparison draws on B2C systems to highlight their conceptual deficiencies, the
proposed reputation refers to a B2B context. Given the overlap in challenges between
B2B and B2C environments, such as biased ke fatings, our mechanism may also be
applicable in B2C contexts later. We posit that we offer an entirely new approach to
remedy deficiencies (1), (2), and (5) while we consider the improvement of (3), (4), and
(6) as relatively minor.

def i
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Table 33 Comparison of Current Review Systems and the New Reputation System

Deficiencies Current B2C Review|Blockchain-Based Monetary Busines
Systems Reputation Systems for B2B Context

(1) Little Oftenrewards from rated partie Ratings are kept private and can be sold,

incentive to All ratings are publicly providing an economic incentive to generate

genera‘[e aVaiIable. them

ratings

(2) Positive and| Positive ratings are easy to Ratings have an inheremionetary weight,

reciprocal obtain, leading toeputation leading to more rational rating behavior, while

ratings inflation (Filippas et al., 2018) |counterratings counteract the exploitation of

discounts.

(3) Too many
ratings (ballot

Ratings are produced on large
scales without diligent

Ratings are verified withn address strictly tied
to a monetary business transaction, and smar

(whitewashing)

stuffing) examination. contracts can automate rating decisions.
(4) Change of |Agents can join the system ang A third instance verifies ratings and identities,
identity create a new identity at any mgwhile a transparent history allows one to judge

(Friedman & Resnick, 2001)

and tust selective ratings or identities of know
companies.

(5) Fake
ratings (self
promotion and
unfair ratings)

There are entire marketplaces
trading fake reviews and
machinegenerated text reviewg

Ratings are compared based on quantifiable
monetary mesures and transaction addresses
which enables ratings from this address to be
compared.

(6)
Discrimination
(bad-mouthing)

Undue ratings can remain or al
usually deleted after automate(
bot inspection or legal

proceedings.

Rating data is not deleted anthy be analyzed
individually in a professional business
environment, while a third instance settles
upcoming disputes.

Imperfectly, business reputation systems are still in their infancy and will encounter many
other multilayered challenges due to their unique characteristics of services/products,

business complexity, technical complexity, mutual profit intentions, gicatehavior,

competitive stances, and others. Séeas et al., 2022; Dellarocas, 2000, 2005; Filippi

et al., 2020; Glas et al., 2018; Govindan et al., 2024; Hemmrich et al., 2023; Mantas et
al., 2017; K. Zhu, 2002)Additionally, the evolving nature of legal frameworks and
technological constraints like blockchain's immutability will further determine the
development and implementation of business reputation systems, probably adding more

layers of complexity.
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Following our conceptual evaluati, we conducted eleven sestiuctured interviews

with an IT consultancy in Germany as a qualitatvepirical evaluation. While the
reputation mechanism needs to be evaluated based on the perspectives of consulting
companies and their clients, we begin w h
subject to greater risk. Also, the usefulness of a reputation system for buyers has been
explored in previous resear@Hemmrich et al., 2024)An illustrative scenariqPeffers
etal.,2012gui des t he eval
we focus on a hypothetical consulting saen with semistructured interviews to explore

the system's benefits and challenges. We map statements that fit the design requirements,
support or challenge the design, and indicate the specific use of the éysféars et al.,

2012) To cover different perspectives, vimerviewed consultants, marketers, sales
employees, and project managers (T).

Table 34: Overview of the Informants

the providersd perspe

uation and demonstrates

Professional Title Acronym Years in Position
Senior Process Engineer & Integration Consultan C1 7

Integration Consultant c2 2,5

Integration Consultant & Enterprise Architect C3 7

IT-Consultant esp. Logistics C4 13

Middle Manager in Technology Consulting C5 2

Key Account Manager for Large Enterprises AM1 10

Senior Account Manager for Largmterprises AM2 4,5

Key Account Manager for New Clients AM3 3,5

Project Manager & Team Leader PM 11

Corporate Brand Manager, esp. Events MK1 4

Director of Marketing for Germany MK2 1,5

The interviews explored <critical factors

findings (Tab.35) do not indicate substantial changes to the original reputation
mechanism but illustrate how the mechanism can be ap@ligdeflections on the design
demonstrate that the mechanism fulfills the requirements in 4.1 30plWe also refer

to the extant literature to support and contextualize the empirical findings.

Table 35 Empirical Evaluation, Leading to Detailing the Reputation Mechanism

Requirements

Key Statements from
Informants

Implications and Detailing of the
Reputation Mechanism

Incentives to
submit
ratings

Monetary incentives: There
probably is no better incentive tha
[...] to tie it to money for both
sides. (C1)

The mechanism evades the rating
predicament that the rated entity itself
rewards the rater.

Jeopardizing reputation: If a
project does not go well, it hurts
everyone [ é] al
side. (AM1)

The design enables a client to control who
to sell a rating.
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Time effort
for the rating

Time effort: Once the reputation
system is relevant, you will make
time for it. (C5)

Consultant providers need timenegotiate
rating commitments. However, network
effects are necessary to make the system
relevant in a market.

Decision to
share ratings

Sharing ratings: What is the
incentive to make information
available for sale? (AM1); The
reference customer bonpeogram
does not provide enough incentivg
[to share ratings]. (AM2)

Since ratings have an economic value,
potential clients probably pay for ratings.
Refining the incentive structure, potential
clients should buy/view ratings only if they
submit ratingstemselves, enabling
ecosystems to trade ratings.

Share of disclosure:How much
information are they [clients]
willing to divu
fundamental difference between
private and business environment
(C5)

Clients and providers may decide to share
only parts of the rating content. Rating
buyers should select which information the
share.

Value of rating: Writing a
complete field report or anything
like that. It is worth a lot. (AM3)

Complementing the payment rating with te
reviews significantly ncr eases |
value.

Assess the Rater expertise:It depends on [...]| Clients should only be permitted to give
rat i n g @ whetherthe customer has someoj ratings for aspects they have experienced.
significance who can assess it correctly. (C4)
Measure: You need measurable | Detailed performance metrics about a serv
factors to make such a rating. (C2 can strengthen the significance of ratingg.
structuring metrics of service provision,
single aspects can be rated with certain
monetary amoustor by adding other
heuristics.
Rater subjectivity: There is The problem of subjectivity will remain
always inevitable subjectivity since ratings are always subjective, makin
involved. (MK1) faking ratings difficult.
Standardization: You standardize | Ratings should be presented
it [...], and you can see, okay, this| multidimensionally and standardized,
a good or bad rating. (AM3) considering business complexity.
Reduce Estimation of relevance:Get a bit | Ratings should carry essential facts for

uncertainty
on both sides

of an impression beforehand of
what is actually in [the rating].
(MK1)

interested clients searching for a provider.

Rating quality: With the services
you buy, you never know whether
you are buying a pig in a poke.
(AM1)

Due to subjectivity, it seems necessary to
compare different ratings from different
raters.

Concern about reputation
damage:Can it [negative ratings]
not be super damaging for the
individual [provider]? (C3)

Consulting providers should not let
exploitative clients rate therithey choose
trustworthy clients (based on their
transaction history) but have to accept the
risk of beng rated negatively. Providers mg
request othetrust safeguards before the
rating process is startedonterrating and a
third instance could help to prevent false
ratings.

Transparency: It might be more
public and accessible for potentia
customergo get hold of it [stories

with hearsay]. That can also be al

As a transparent ledger, the system may
provide a market overview for potential
clients without showing every detail.
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advantage because it is more
transparent. (C4)

Legal check: Somebody witHegal
glasses should look over it. (C4)

The procedure must be compliant to Gene
Data Protection Regulation (GDPR).

Trust signal of seller: You should
actually be so convinced that you
say, okay, yes,

Reputation systems havelialance

uncertainties (providers bear a higher risk
now), which hinders providers from making
overblown promises and allows them to se
trust signals.

Marketing: You can sayfiHey,
look, we have five out of five
stars. o (MK2)

The reputation system carovk as a
marketing tool.

transactions

Robustness Bypassing the systemt definitely | Open systemsannot prevent collisions
against see that [collusion] is a relevant | fully; a consulting provider can always pay
attacks point, and something like that can| client for positive ratings outside the
happen. (C4); You get extra mong systent? Still, a rating buyer decides which
from me and then write me a gooq ratings to consult and can compare and le
rating. (MK1) about their quality (see also selection of
ratings). When colluding, parties would risk
reputation, exclusion from the system, and
impairment to sell ratings or products.
Providers and buyers want to stay in the
system due to the delivered benefits. Interr
whistleblower systems and compliance mag
contributeto inhibiting fraud.
Rating Offline verification: Customers Ratings can be easily verified. The reputat
verification contact other customers, call and | system can provide basic information and
ask, #fAOkay, howhelpfind other clients who need more
the provider?0 information.
Identity Anonymization: You should A third ingance controls who can participat
verification ensure that not everybody can rat| Using ring signaturé persons who rate cal
and that someone who rates can | stay anonymous, while it can be ensured t
remain anonymous. (AM3);do only authorized addresses can contribute
not think you can do that with plail ratings.
names. (C3)
Tracing Comparable referencesWhen we| Tracingidentities secures the credibility of
identity and have a poterdil customer, he the rating source, and digital reputation

always asks for comparable
references. [ é]
project that is as similar as possib
to an existing customer. | never
succeeded. (AM2)

systems and an overwatching third instanc
can catch fregiders more efficiently.
Transaction histories, identities, and the
monetary weight of ratings allow for
assessing the plausibility and correctness
rating.

Incentive to
generate
meaningful
ratings

No interest to lie: There is [...] no
interest [to lie] because a
company's reputation is, of coursg
completely different than that of a
anonymous private person. (C3)

An intentionally false submitted rating wou
be recorded and permanentiynnected to
the companyds ident
credibility and public reputatiof?.Parties
seek to maintain their reputation.
Misbehavior would become observable.

Rationalize behavior: No
customer has a voluntary and

Monetary costs make it unattractive to
provide benevolent ratings without reason.

%8 This problem is also known as thgbd attack, which cannot be fully prevented accordingptaceur

(2002)

%9 Ring signatures enable an entity to sign a message anonymously by hiding the signer within a group,

ensuring unlinkability and privacy. For more details, édglpom et al. (2023)
80 This is particularly true foprofessional consulting firms, s€atickler and Armbruster (2003)



208

intrinsic motivation tgpay a
provider more than they absolutel
have to. (AM1)

Response to

Justify negative ratings: You

Providers must be able to react to negative

ratings must monitor for bad ratings [...] | ratings. A provider receives a ctime
and refute them or justify yourself| certificate that allows baekating when
(AM2) receiving negative ratings.
Correct Commented ratings:You get two | The reputation system should include a
rating views [client rating and provider | response function to disprove, admit, or
judgment comment] and can derive what clarify service provisions that have not met
helps you. (AM1) expectatios, making ratings more
informative.
Immutability | Define objective criteria: | have to| Rating crteria should be defined at the
of rating incorporate this procedure into thg beginning or need to be readjusted in the
commitment | contract so that when it comes to | course of service provision.

the payment [...], we have objectiy
criteria to measure it. (AM1)

Deliver rating

Environment: In what

The system should use filters or text sectig

context environment was such an describing theservices. Preategorized
assessment made? (PM) forms help to differentiate, approximate, ar
compare ratings without giving too detaileg
information.
Selection of | Rate the ratings: Yes, that [rating | Rating the monetary ratings themselves
ratings a rating] would definitely improve | might help to determine their helpfulness

it [the significance of a rating].
(C2)

before buying them.

Compare ratings: As a potential
customer, | would probably buy
two, three, or four ratings and not
just one to be able to compare the
providers. (C4)

Since ratings are not aggregated into a scq
single ratings can be compar&er time, a
client or a secondary informah market can
learn which ratings are helpful and thus
adapt their future selection behavior to find
more credible ratings.

The implications from TalB5 highlight that using the reputation mechanism surpasses
the design requirements and that a broad range of factors are involteel following,

we provide a selection of condensed interview excerpts of formative statements. By
emphasizing core topics,endistill our interview data to highlight key insights about the
reputation mechanism, which can serve as a foundation for performing the next design

cycle.

Trust signals: Signaling profound quality is particularly relevant if the business
relationship isoneoff, i.e., no followup business is expected. Consulting agencies can
differentiate themselves from their competitors, sending a trust signal by agreeing to be

rat ed

( AM3) .

Thi

S

signal document s

provi dert

sewice quality appropriate. However, to function properly, the reputation system should
prevent providers from charging the total payment while treating variable payments as a
pure bonus; doing so may diminish the impact and credibility of the signal (CT5C4
AM1, AM2, MK2).
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Marketing tool: The informants view the reputation system as relevant. Credible proof

of past service quality can be a convincing argument to win new customers and have a
positive longterm effect on the marké@¥loreno & Terwiesch, 2014; Thierer et al., 2016)

This claim is supported by C1, C2, C5, MK1, MK2, AM2, and PM, who see a potential
competitive edge for highudity consulting providers using a reputation system.
Depending on market si ze, making providers
electronic market that attracts customers who would not become aware of these providers.
Credible ratings may enable prders to reduce their marketing costs and foster their

efforts to build trust and reputation (MK1, MK2, MK3).

Measureability: One particular problem is that success in consulting is often challenging

to measure (C2, C3, AM1, AM2), and especially outsidediisulting, it usually can only

be estimated | ong term (C4, PM) . The syst
subject area, complexity, and other factors (C1, C2, C4, C5, AM1, AM2, MK1, PM). If

a time lag is expected before the manifestation of istige results, a time offset with

stepby-step performanceelated payments might be a solution during an ongoing project

(C1, C2, C4). However, even when receiving unfavorable ratings (refer also to
Manipulation, a provider can take valuable insightsniprove service quality (C1, C5).

The risk of receiving unjustified ratings might prompt consulting companies to refrain

from making exaggerated promises and provide more measurable targets (C3, PM).

Informed decisions: Clients can benefit from better ights into the service quality
consulting providers offer (C2, C5, AM3). For potential clients, this information offers a
profound basis for making informed decisions for a tendered consulting project (AM1,
AM3). For a client, it seems reasonable to indiisdlly collect ratings to pick a suitable
provider (C2, C3, C4, AM3, MK1). Rating data could lead to an increased fit between
providers and clients and thus foster better results in the long term. Rating data is assumed
to be less biased than referenceesagrovided by consulting providers. So it should
provide a more accurate picture of a provic
Furthermore, informants emphasize the importance of providing context information and
the opportunity to compare ratingesdaapprove that the mechanism can send credible
trust signals, improve trustworthiness, and increase market transparency. One aspect they
only indirectly touch upon is that network effects are necessary for sufficient rating
information to be available (C&4, C5, AM2).

Institutionalized trust: Ratings always refer to concrete consulting teams. Especially in

larger firms, it is not sure that the same people are available to serve other clients (C2,

C5). However, this argument applies to all common formgualfity surrogates used in
consulting today (such as project refereni
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expertise (e.g., methods and tools used) within the same provider company can be
assumed (C1, PM).

Paying for good performance:Generally, cliets are interested in sustaining a stable
business relationship with higjuality consultant provider®archewitz & Armbriger,

2004) The temptation for clients not to pay for a positive rating despite receiving good
quality could be particularly strong when no future collaboration with a provider is
planned. Clients who rarely contract consulting companies might beg@émet to pay

for good performance, even if satisfied with the service provided (C1, C4, AM2). The
same argument is not seen as an obstacle for clients who are better off financially (C2).
Susceptible clients themselves might have to build a reputatisnsasorthy raters or
deliver safeguards to counterbalance the uncertainty of a consulting provider engaging
with them (C4).

Performance-based paymentsNeither consultants nor clients use performanased
payments currently (C4, C5, AM2). Additionallgroviding ratings requires time and
resources (C1, C4, C5, MK2), and not all clients possess the expertise to accurately assess
consultant services (C1, C3, C4). Using the reputation mechanism, a client can pay less
if unsatisfied with a service. Howevet remains uncertain how clients will utilize this

option to mitigate uncertainty and the risk of opportunistic behavior (AM2, C4, MK1).
Correctly setting the performanbased payment ratios is ntnvial, which could
complicate price negotiations in @uiting (C5, AM2) but might also inform price
negotiation on both sides (C1, C2).

Manipulation: Interviewees raised concerns about tricking the system, increased
contractual complexity, and | ack of raterséo
Safeguading a system against manipulation is often voiced as an advantage of
blockchainbased systems, even if it refers only to content security and not content
creation. The informants propose measurement standardization, response options,
anonymizing persongnd a second layer for rating the ratings to solve these issues. For
instance, providing verified ratings from different clients underscores the overall rating

value, while single ratings have only limited information value (C2, C3, C4, MK1, AM3).

Based a this, we recognize the usefulness of including a third instance that can monitor
(based on countarat i ngs) a clientdéds negative ratin
exploiting the system for their benefit.
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9.5.6 Discussion

9.5.6.1 Theoretical Contribution

This researt delivers pioneering insights into designing reputation systems that foster
institution-based trust while reducing institutimased distrust. Specifically, we propose

a novel blockchaibased reputation mechanism that digitally replicates trust in the
context of professional consulting services. The proposed design directly tackles the dual
challenge of fostering trust while mitigating distrust by incorporating mechanisms that
create transparency, accountability, and balanced incentives with blockaiteialteyy.

This cuttingedge design is built upon eight features: (1) monetased mechanisms,

(2) stakes as risky advances, (3) faggregated feedback, (4) countatings as trust
safeguards, (5) selective rating sales, (6) individual rating compgtrabn) pseude
anonymous blockchain addresses, and (8) monitoring by a neutral instance. By leveraging
bl ockchai ndés de cpaoftinfrastructuree tie systerd adtressep aitical
trust barriers in B2B environments, such as ensuring ratitegyrity, safeguarding
sensitive information through selective sharing, and maintaining pseaymity.

These features offer several substantial new ideas for designing business reputation
systems, contributing design knowledge to a limited body offitezéCassia et al., 2021;

Gutt et al.,, 2019; Herhausen et al., 2020he inclusion of financial risk (through
monetary stakes) and countatings operationalizes trust by linking it to measurable
sanctions and incentives, a significant departure from existing system® sy st emd s
selective sharing and individual comparapildf ratings protect sensitive information
while enabling tailored and actionable insights. These innovations foster a robust digital
reputation mechanism that mitigates information asymmetry and promotes fair,
accountable interactions in B2B settings. Whhis study focuses on consulting in the

B2B context, the proposed reputation mechanism may also improve review systems used
in B2C interactions.

Ultimately, our mechanism represents a new class of reputation systems, fulfilling the

design sciencegoafo cr eating novel artifacts fAwhere t
(Gregor & Hevner, 2013, [346) In contrast to the current definition of reputation

systems (cf. Resnick et al. 2000), our system introduces two major departures: (1)
selective distribution of information and (2) naaggregated feedback mechanisms.

Therefore, and due to the high degree of novelty with several new ideas and the lack of

jointly shared trusbuilding information systems among companies, we conclude that this

systen potentially represents a recognizable new type of information system. Our study
contributes to both the application don@ino business reputation systems have yet been

adapted to rate professional services (using blockchain techndlagy) the solution
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domain, where no sufficient mechanism currently exists to implement trust signals based
on risk, which is inherent to trudtuhmann, 2017)As the level of maturity in both areas

is low, we classify this type of system agaential inventior{Gregor & Hevner, 2013)
Advancing this reputation mechanism also lays a foundation for future innovations in
business reputation esystems as industrial data spaces tailored to dynamic and
competitive environments where ratings can be traded selec{iMelymrich et al.,
2023)

Building on the construct of trust (Luhmann 2017), weoiporate multiple dimensions

of institutional trust in the reputation mechanism (refer to Tap.(Btz et al., 2023)
Unlike Utz et al.(2023) who introduced a blockchalmased customer loyalty program

to increase trust, our approach targets the reputation mechanism itself. It builds on 23
institutional trust factors, bal@ing uncertainty between providers and customers. By
mapping these trust factors to fulfill specific design requirements (refer to Zahved
demonstrate how trust might be systematically enhanced in B2B relationships. For
instance, nonaggregated feedick and counteratings address transparency and
accountability gaps, while pseudmonymous blockchain addresses ensure secure,
privacy-preserving transactionsherefore, the system can act as a digital marketing tool,
addressing a significant researa@p{Herhausen et al., 202@ven if we admit that trust
cannot be digitized entirely, our findings shed light on how trust and risk can be mimicked
with digital agentg¢Cao et al., 2015; Osman et al., 2014; Patil & Gaud, 2021)

This research directly contributes to the broader literature on trust, reputation systems,
and industrial data ecosystems by addressing trust barriers, such as information
asymmetry and lack of accountability, through innovative design fegBae& Pavlou,

2002; Ekstrom et al., 2005; Gansser et al.,1202cKnight et al., 2017; Mdller et al.,
2024; Tadelis, 2016b; Utz et al., 202BYior work has largely neglected the integration

of risk as a trust signal in reputation mechanfnidemmrich, 2023) Unlike earlier
studies, which primarily set general trust princip(®swvilis et al., 2014)or design
guidelines (GroRRe et al., 2024)this work introduces measurable mechanisms like
performancebased payments and counrtatings that operationalize trust economically.
Using performancdased paymentas a direct rating mechanism fundamentally
differentiates this system from classical tbased review systems research. Since ratings
have an economic valu&. E. Bolton et al., 2004potential clients probably pay for
ratings (Jurca & Faltings, 2003)Different aspects of a rated business service can be
standardized using multidimensional metrics and heurigficsY. Chen et al., 2018;
Reece et al.,, 2007; J. Son et al., 2020)egrating both sides’ positive and negative

61 One noteworthy exception isitos and Zindros (2017)who explicitly suggest integrating risk in
transactions.
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financial ®nsequences brings trestilding closer to economic consideratighiirwicz
& Reiter, 2006; Maskin, 2008%stimulating research to study more nuanced incentive
structures with economialigned behavior for designing information systems.

Our results reaffirm tharust is vital in reducing information asymmetry in professional
services, such as consulting. Perceived service quality directly affects customer
satisfaction and trust, which is pivotal in creating customer loygliyvard & Sahadev,

2011; Kassim & Abdullah, 2008pignals currently used as surrogates are limited, e.g.,
customer loyalty programs, to demonstrate servicdityuinitiated by the providers,
making them susceptible to manipulatigdNeumann & Gutt, 2019a)Our system
encourages buyers to actively share ratings through tangible benefits, such as discounts,
profit from selling ratings, or access to other ratings, while a seller can enhpunizeios,
boosting their sales and margiiBa & Pavlou, 2002; Moreno & Terwiesch, 2014)

9.5.6.2 Practical Contribution

Our practical contribution is a&emw reputation system for professional consulting services.
The proposed system introduces a mechanism to incentivize submitting ratings and
manage information asymmetry in B2B transactigdemmrich et al., 2024)Our
reputation system incorporates performahased payments as a small portion of the
total transaction fee. At the core ofralesign, performaneleased payments are stored

as ratings on the blockchain, incentivizing buyers to share and trade their ratings, thereby
providing potential economic benefits for all parties involved. Providing these incentives
the mechanism reducesthpractical issue of biased and fake ratiftgippas et al., 2018;
Neumann & Gutt, 2019aand may encoage providers to avoid making unrealistic
promises, focusing more on the right quality, which is critical for professional services.
In general, the mechanism allows the selective sharing of rating information, which is
especially essential in competitigavironments where a company does not want to share
market information with everyon(&. Zhu, 2002) For strategically relevant information,

the use of such a system is still not to be expected. Instead, this system can be used
primarily in areas where the disclosure of information is aalisadvantage or the
exchange of information benefits both sidesllarocas, 2003; Gutt et al., 2019)

Introducing counteratings offers a practical advantage to ensure fairness. Providers are
less likely to receive inflated positive ratings, while clients benefit from a safeguard
against unfairly negative ratings. like most reputation systems, which typically provide

a oneway rating, counteratings may induce considerations for more rational ratings.
However, counteratings introduce complexity into the system, potentially leading to
strategic behavior and eveatly also to more rational choicédarang et al., 2019; Xin
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et al., 2022)Yet, negative reciprocity can ensure that companiesittédeol deliberately
negatively, whereby their solvency may also have an influence on paying the rating
amount(Dellarocas et al., 2004%till, an agenbased study indicates that this mechanism
can provide incentives to buyers to rate more hon@stighimli et al., 2024and might,

as known in the B2C sector, tend to act fa{fiiguyen & Meng, 2013)Whether this
system is vulnerable to trustless strategic calculations (Widken 1993) or promotes
genuine performance and trust remains to be seen.

In current B2C review systems, obtaining ratings is often free or incentivized by indirect
rewards, which usually leads to biased feedi{dldumann & Gutt, 2019a)n contrast,

it puts the rating amount at riskdke). This underscores the assigned value of a rating,
making the rating more significant. However, it is unclear how high the rating amount
should be set. It will likely depend on various factors, such as the topic and complexity
of the consulting assigment, the industry, the preferences issued by the client, or even a
specific client (i.e., a person).

9.5.6.3 Challenges and Limitations

We acknowledge that economic incentives may not always align with the behavioral
patterns occurring in marke(€assia et al., 2021; Rindfleisch et al., 20R¢garding

our system, one serious issue is collusion through offering money for posiiigss r@f.

Tab. 35)) (Ibrahimli et al., 2024) This problem is not unique to this mechanism but
applies to other surrogates of trust building, where facts are embel(idbadchann &

Gutt, 2019b) Interestingly, providing false positive ratings would reqamavincing a

client to pay more despite receiving poor performance, which seems unlikely. In this
context, the rating volume might play a decisive role. By making the reputation of the
rating entity itself observable, we believe this counteracts thesamilussue, making
collusion costs higher than the expected bendéfitsca & Faltings, 2005)Internal
whistleblower systems and compliance measures may further inhibit fraudulent behavior
(Stubben & Welch, 2020}urthermore, the problem of subjectivity will persist, as ratings
are always subjective, making faking ratings diffic{fNL Hu et al., 2014)It seems
necessary to compare different ratings from different rglerdHuang et al., 2014)
Moreover, the system is interdléo store the rating data of many providers, where their
performance can be compared and analyzed, enabling more differentiated assessment of
ratings, thereby excluding potential fake ratifigs Cai & Zhang, 2019; Salminen et al.,
2022; Z. Yang et al., 2016We expect that source credibiliffEkstrom et al., 2005;
Hovland et al., 1953nd data volume will be critical in obtaining accurate data. Reaching

a critical mass of participants and ratings is essential to generate sufficient, meaningful
data. The cds of collusion must exceed the expected benglitsca & Faltings2005)
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The proposed counteating also faces challenges related to the potentiadelitzerately
induceddilemma of raters if they are no longer able (do not want) to rate a performance
negatively, even if this appears justified, due to fear of being perceived agléeby
giving too many negative ratings. This situation resembiEsnmasin game theory
(Hardin, 1971) How this dilemma manifests in practice shibe tested, and future
research must ensure that the countechanism works in the intended way since raters
may provide dishonest ratings for financial gain and strategic advariRayesgyopoulos

et al., 2017)

In an era of virtually unlimited access to information, a decline in custometyaya

an increase in price sensitivity and willingness to switch providers are observed in many
industries. Whether this will also apply to the consulting industry remains to be seen.
Switching a provider is countered by human risk aversion, particufaslybjecting a

client to significant financial risk, suggesting consulting clients will stick to familiar
providers with whom they share positive experiences. It is questionable if a consulting
provider is willing to subscribe to a system that does nataqiee that clients pay for
proper quality. Another issue is how decisions are made in disputes or contested ratings,
especially when stakeholders have conflicting interests. Third parties could take on an
arbitration role here and help catch fragersmore efficiently(Uzzi, 1997)

The reliance on blockchain technology comes with its own set of challenges. The
immutability of blockchain data conflicts with existing legal frameworks, such as GDPR,

which mandates the "right to be forgotten” and the ability to modify or delete personal
data(Tatar et al., 2020)This legal contradiction needs careful consideration, affecting

the systemds compl i an@®iegerienhal., 2019)Wleleg zene t juris
knowledge proofs (Z8SNARKS) could allow for private computation of reputation data,

these techniques are complicaf8teffen et al., 2022A simpler, though still imperfect,

solution would be obtaining explicit user consent to permanently store rating data,
ensuring users understand the implications of participating in the system.

9.5.6.4 Research Opportunities

While this study offers significant theoretical and practical contributions, several
limitations highlight opportunities for future research. Specifically, we identify three key
areas where further investigation can advance the field. By concentratingsemareas,
future research can address key limitations of our study while advancing the broader
understanding of trust and reputation mechanisms in digital ecosystems.

Behavioral Impacts of Trust Signals in B2B Interactigklthough our study incorpores
institutional trust factors, the behavioral dynamics of trust signsleh as how
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stakeholders perceive and respond to covnatigngs, pseudanonymity, and selective
sharing warrant further exploration. Understanding these behavioral effects atsariou
stages of transactions (e.g., business match, initial negotiation, contract execution, or
postperformance review) is critical to improving the design and adoption of reputation
systems for B2B environments.

Economic Models for Incentivized Trust Systen@ur system operationalizes trust
through monetary stakes and cousnregings. However, it remains to be seen if better
designs for mimicking digital trust and providing the right incentives exist. Future
research should develop and test economic mdusi®alance participant incentives and
study the height of monetary amounts while minimizing strategic manipulation.
Empirical studies, including simulations, lab experiments, andwesd trials, should
refine these mechanisms and validate their effengss across B2B contexts.

Scalability and Performance of Blockchdimiven Reputation SystemsWhile
blockchain offers transparency and security, its scalability and performance in supporting
largescale reputation systems require further investigatieumure studies should
evaluate the technical feasibility and cost implications of implementing such systems in
industrial data ecosystems and extended design opportuiHeesmrich et al., 2023)
Interesting aspects relate to transaction speed, storage efficiency, integration with existing
enterprise systems, tokenization, and cryptocurrencies.

9.5.7 Conclusion

We see our reputation mechanism as a pioneering approach to establishing business trust
relationships with reputation systerttdemmrich et al., 2023; Narang et al., 2Q1@ur

work marks a first step to economic ratings using monetary stakes compared to numerical
and textual ratings. We designed and evaluated a reputation mechasesdndmaa
blockchain test net that can provide a trustful and quantified signal for a consulting
service. The signal can level information asymmetry before concluding a contract for a
consulting service, | ower i ng aoppoumityecomer 6 s
justify premium prices for excellent service quality. In this way, market failure, as
described in a market for lemof#kerlof, 1970) might beavoided for the benefit of both

actors. First, empirical insights suggest that reputation systems might indeed profoundly
reorganize business relationshifeck et al., 2017; Narang et al., 202en it is
possible to benchmark the service quality relatively quickly. Ouroggbrmight also be

used to level information asymmetry for other scenarios. Future research needs to explore
how actors in markets adopt this mechanism.
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Abstract. Many market transactions are subject to information asymmetry about the delivered
value proposition, causing transaction costs and adveffects among buyers and sellers.
Information systems (IS) research has investigated how review systems can reduce information
asymmetry in businegs-consumer markets. However, these systems use textual data or star
ratings that cannot be readily applietb businesdo-business markets, are vulnerable to
manipulation, and suffer from other conceptual shortcomings. Building on design science
research, we conceptualize a new class of reputation systems based on using payments as
monetary ratings for eachansaction stored on a blockchain. We show that our system assures
content confidentiality so buyers can share, sell, and aggregate their ratings selectively,
establishing a reputation ecosystem. Our prescriptive insights advance the design of reputation
systems and offer new paths to understanding how payments can be used as signals that reduce
information asymmetry in B2B transactions.

9.6.1 Introduction

Business transactions presuppose buyers to trust that sellers will deliver a product or
service as promisetHowever, before a transaction, buyers are often uncertain about a
seller's ability and willingness to perform as expe¢fedong, 2019)This uncertainty is
particularly relevant for perseintensive, higkcost business services like consulting,
recruitment, or individual software developmé@tonin et al., 2000; Lam et al., 200

The uncertainty reflects an information asymmetry among buyers and sellers. Sellers
know their abilities but often need to spend considerable effort to convince buyers to trust
them, since new buyers cannot assess their quality in advance. |Rdytifar market
transactions, buyers rely on publicly available market information and might still end up
contracting lowquality sellers. This effect is known as the lemon market problem leading
to adverse selection in a market, where qghlity offerngs are pushed out of the market
while low-quality offerings prevai{Akerlof, 1970)

Quality signals can contribute to leveling information asymme(Basier et al., 2022)
Among others, quality signals include brands, references, quality seals, or warranties.
Reputation feedback is another quality signal that has the potential totlselieanon
market problem(Thierer et al., 2016)It is shared in reputation systems, which are
information systems that systemically incentives and sanction trustworthy behavior and
collect, distribute, and aggregate feedb@lksang, 2016; Resnick & Zeckhauser, 2002)
Setting the right economic incentiveisicial to make these systems wdBkiechler et

al., 2015; Jurca &altings, 2009)but if they do, reputation systems can provide better
quality signals that correlate more with the underlying product quality when they are
based on a blockchai(Bauer et al., 2022; Spychiger et al., 2022}onsistently,
blockchain technology can be considered a breakthrough technology to design business
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reputation system@&’. Cai & Zhu, 2016; J. Pereira et al., 2019; Voshmgir, 20@0)h a
blockchainbased reputation system, buyers reduce their risk of making bad buying
decisions. Higkguaity sellers, on the other hand, can use these systems to signal the
quality of their goods and services in the market, justify higher prices, gain new
customers, and build a reputati@a & Pavlou, 2002; Moreno & Terwiesch, 2014)

Current IS research focuses on review sysemsubform of reputation systerdsused
frequently on commercial platforms such as Airbnb or Yelp. Review systems often use
user-generated text and star ratings to allow customers to make better buying decisions,
e.g., book a suitable vacation rental. Usually, all reviews are public and provided for free,
providing immense value to platform owners while attracting additionabmests due to

the emergence of direct network effects. In bushiedrisiness (B2B) markets, no
comparable system is available due to a series of shortcomings: First, current systems
suffer from profound limitations, e.g., rating fraud, insufficient inoerst to provide
honest ratings, and reliance on a central platform, among dthesang et al., 2007,
Subramanian, 2018)Second, sellers try to decrease transparency in B2B markets to
differentiate their offangs from their competitors for dynamic pricing and capitalize on
the value of sale¢K. Zhu, 2002) Third, buyers are reluant to share ratings about
products or services publicly, drawing no advantage fro(duitca & Faltings, @03).

Rivals might benefit from shared information, while some companies fear exposing their
business data or revealing the quality of certain suppliers to compétitatbu, 2002)

In light of the potential benefits of such systems, related research has identified a strong
need tadesign business reputation systgMsCai & Zhu, 2016; Catalini & Gans, 2016;
Dikow et al., 2015; M6hlmann et al., 201%pking up these calls and in linétlwdesign
science researdtHevner et al., 2004; Nunamaker et al., 1990 research goal is to
design a new methadlarch & Smith, 1995jhat allows companies to share monetary
based ratings with other market participants selectively. The envisioned system enables
buyers to 1) rate sellers with monetary payments for each dassimansaction, 2)
selectively sell and buy ratings to identify higbality sellers, and 3) make better buying
decisions. Using monetary ratings might contribute to solving some of the shortcomings
of reputation systems because monetary ratings reflastomers' valuén-use,
encapsulate economic information, carry an inherent weight as a signal, allow portraying
asymmetric risk relationgiemmrid, 2023) are quantifiable and individually assessable,

and are harder to fake due to their inherent monetary value. Our system enables buyers to
sell rating information to other buyers, generating-peythat can offset their pagffs
associated wit providing monetary ratings. Rating confidentiality is guaranteed by the
built-in features of a blockchain. The method enables companies to hide, or share (and,
thus, sell) their monetatlyased ratings selectively with other market participants without
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having to disclose other details on their transactions. Selling ratings might provide an
important incentive for buyers to share their ratings, while it allows sellers to build a
reputation through receiving positive ratings. In regard to the conceptuahessals of

rival systems used in B2C markets, we point out that trading monetary ratings can
contribute to solving three major limitations. Fake ratings, lack of incentive to submit
ratings and a controlling central instance. Also, our method can helpmntecact other
deficiencies, such as reciprocity issues and reputation inflation, without a need to rely on
a trustworthy intermediary.

The paper is structured as follows. In Section 2, we discuss related research and briefly
summarize the core principle$ blockchain technology. In Section 3, we describe and
justify our research method. In Section 4, we discuss deficiencies of current reputation
systems primarily used in B2C markets. To remedy these deficiencies, we outline the
design of a new type of rafation system, starting with a cryptographic method to hide
and share ratings on a platform. This demonstration evidences that this artifact can be
implemented in current blockchains. In Section 5, we discuss our contributions to theory
and practice, befe concluding the paper in Section 6.

9.6.2 ResearchBackground

9.6.2.1 Reputation Systems

Focal points of research on reputation systems are examining and designing them
(Dellarocas, 2005; Moreno & Terwiesch, 2054)d the related concepts of trust and
markets(Jgsang et al., 2007; Tadelis, 2016Bpwever, ISrelated research mainly
discusses review systerfGutt et al., 2019pr word-of-mouth(C. M. K. Cheung & Lee,

2012) In computer science, related research proposed prpra@sgrving techniques
(Bazin et al., 2016; Blomer et al., 2018)hich has also recently involved blockchain
technology(Bellini et al., 2020; Camilo et al., 2020)lso, other wdks show how to
secure the integrity of text reviews on a blockch{@ulfigar et al., 2021)

Related research has remained fragmented and has not developed reputation systems that
can be used in B2B markets. While many papers motingisovements that need to be

made to current systems, g9ennis & Owen, 2015)monetary payments have not been
considered as ratingsor selling ratings to other stakeholders in a market. Still, designing
reliable reputation mechanisms remains an open (¥su@ai & Zhu, 2016; Tumasjan &

Beutel, 2019; Voshmgir & Zargham, 2020)

First steps have been made on a path to establish monetary ratings in reputation systems.
For instance DeFigueiredo and Bar(2005) propose a reputation system based on
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monetary security deposits that another party could withdraw, but as proof of trust,
refrains from doing so. Similarhy,itos and Zindrog2017) equate trust with risk to
conceptualize a decentralized platform, on Whiust is quantified with a monetary
deposit issued among peers. By depositing money, the risk (and, thus, trust) becomes
visible in the network to assess a subjective indirect trust reldiitms & Zindros, 2017)
However, in these systems money does serve as a rating, but is considered as a
security deposit to represent indirect trust. Also, both approaches do not consider that
raters might seliheir rating information to others.

In multi-agent simulations, selling reputation information is discussed as an incentive for
sharing reputation information. Selling reputation information makes the reputation
mechanism incentiveompatible to report ratings trustfullyurca & Faltings, 2003)
While money can be an incentive to provide rati(Bgechler et al., 2015)monetary
benefits are currently often gitax by the seller that is rated itself, so ratings are often
biased in the seller's fav@radkin et al., 2015; Neumann & Gutt, 2019vitching the
benefactor of paying the ratings from a sdibea neutral prospective buyer might resolve
this dilemma.

9.6.2.2 Blockchain Technology

A blockchain is a distributed ledger in which data references can be distributed and
securely stored in a network. The network nodes take the role of a distributed third party
bound to the rules of consensus protocols. A consensus protocol ensures that nodes agree
about the transactions stored in each block, building a blockchain. After reaching a
consensus, the data recorded on the blockchain becomes imn{Ritditeyton, 2016)
Blockchains are commonly used to implement cryptocurreribiakamoto, 2008)The
distributed ledger is used to record currency transactions, where the immutability property
ensures that currency cannot be dotdgent. Modern privacpreserving
cryptocurrencied e.g.,(Fuchsbauer et al., 2019; Sasson et al., 2D14f cryptography

to hide transaction data from the blockchain while preserving the desieerrfies of a
cryptocurrency (i.e., coins can only be spent by their owner, coins can only be spent once,
transactions are publicly verifiable). Blockchain eliminates the need for a central trust
authority to validate transactiofisustig & Nardi, 2015)

Blockchain technology enables distributed applicatiossch as a reputation system for
business, providingn openly accessible public ledger without a central trust ingiance
based on two essential features:

1 Manipulation resistancdnformation stored on a blockchain is secure and cannot be
changed. This property ensures that no entity can manipulate a rating.
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1 Proof of information Using cryptographic techniques, users can prove to possess
some information without having to reveal it. This property allows to control which
rating is disclosed.

9.6.2.3 Limitations in Current Review Systems

Although review systems habeen researched for more than a decade, some weak spots
remain:

1) Only a small proportion of transactions are rated at all, while generating
meaningful ratings is timeconsuming and costly Ratings usually rely on voluntary
feedback, but buyers have MKtlincentive to share their experiences with others
(Dellarocas, 2005; Resnick et al., 200&)d giving ratings comes with an eff@trca

& Faltings, 2009) Thus, most users do not submit feedback. Espedadiilyatisfied users
refrain from giving rating¢Dellarocas & Wood, 2008 Accordingly, poor performance,
cases of misconduct, or exploited business relations are not recorded, paving the way for
opportunistic behavior. To stimulate the generation of Hgjghlity feedback, platform
operators osellers try to incentive buyers to submit feedback in exchange for discounts
(Jurca et al., 2010However, when sellers attract customers with coupons, vouchers, or
other rewards, ratings are usually biased in the seller's faeamann & Gutt, 2019a)
Luring rates with rewards makes them (feel) committed to submitting a good rating so
that negative ratings become unlik@eumann & Gutt, 2019bHowever, precisely the
potential risk of not being rated positively signifies the high value of reput@reps &
Wilson, 1982)

2) Ratings can be manipulated easily or submitted intentionally incorrectlyOnline

rating fraud is a weltlocumented problem in B2C markets and undermines trtstse
markets(Ansari & Gupta, 2021; Dellarocas, 2005; He et al., 2022; N. Hu et al., 2011,
Ivanova & Scholz, 2017Buying intentionally wrongly submitted ratings (fake ratings)

is cheap an often easyHe et al., 2022)It impacts the percedd trustworthiness of
ratings significantly and harms the trust in the entire mgitetet al., 2022; Y. Wu et

al.,, 2020) Since ratings strongly affect buying decisions, sellers are inclined to
manipulate ratings. Fake ratings can also be used to discriminatestagampeting
buyers purposefull{R. Cui et al., 2020; Lappas et al., 2016; Mayzlin et all42(Bince

unfair ratings and discriminating behavior may be hard to distinguish from personal taste,
there is a risk of moral hazard that must be encountered with sophisticated reputation
mechanismgDellarocas, 2000)

3) Reciprocity and fear of retaliation cause reputation inflation.Well-intentioned
reciprocity or fear of retaliation distorts reputation mechan{&ng&. Bolton et al., 2013)
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Reciprocal feedback helps to record mutually beneficial transactions between patties

it can also distort ratings' actual qual{g. E. Bolton et al., 2013fear of retaliation
prevents parties from giving bad ratings, even if they do receive poor quality, either
because they fear getting negative feedback in return, or fear that other parties would
refrain from doing further business with the(®. E. Bolton et al., 2013; Dellarocas &
Wood, 2008; Luca, 2017Dften, this fear leads to strong rating distortion, with ratings
becoming overly positivdG. E. Bolton et al.,, 2013; Ert et al., 2016; Resnick &
Zeckhauser, 20027 his phenomenois called reputation inflatio(Filippas et al., 2018)

and derive ratings of a reasonable basis for differentiafigervas ¢al., 2021)

4) The change and the creation of new identities enable a forged reputatidreating

new fake identities or changing the identity allows users to manipulate ratings
(Dellarocas, 2003)}ake identities are always an issue in open systems without a central,
trusted authorityDouceur, 2002)Having control over many fake identities enables one
to generatefake ratings and thus promote reputation, submit unfair ratings, and
discriminate against competito(Bouceur, 2002; Friedman & Resnick, 200A)so,
leaving the system after one transaction (fidang) as soon as the initial reputation
declines and creating another clean identity can be a problem.

5) Informational value gets lost when reputation information is condensed into a
global score.Many reputation systems condense reputation into a single trust score
eliminating multiple contextHendrikx et al., 2015However, reputatiois represented

more accurately by social embeddedn@srkheim, 1960; M. Granovetter, 1988y
aggregating repation information, a great deal of relevant context for trust decisions is
lost. Therefore, cumulative measures seem not appropriate, since they lack contextual
information(G. E. Bolton et al., 2004The context is vital since reputation is a subjective
phenomenon and is created from cont@tti et al., 2002;ur Rehman et al., 2019)
Reputation might differ according to the observers' subject of intdrebluang et al.,

2014) Knowing the context, information can be processed in more didieshleifer &

Teoh, 2003and informational value improves significan(hilippi, 2016; Nissenbaum,
2004; Pavlou & Dimoka, 2006)or instance, aggregating reputation on the level of an
entity is helpful as an individual estimate of trustworthiness but does not yield objective
information about a product. Trust mediatdifss the Better Business Bureau that assess
the trustworthiness of an identity, are helpful but do not provide differentiated product
ratings. Experiments in the B2B context also support the need to compile ratings in a
unique fashio{G. E. Bolton et al., 2004; Ekstrom et al., 20pB9supposing a set of raw
data to build subjective trudecisions on.
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6) Privacy and data are exploited by platform intermediariesReputation systems are

often offered on digital marketplaces and operated by a (more or less) trusted intermediary
that owns the platform. While intermediaries generally mitigatme of the problems
mentioned abo\@ e.g., prevent fake identities, ballot stuffing, or whitewasditigey

can also be weak spofSubramanian, 2018)ntermediaries open up attack vectors to
manipulate or remove data and can be bribed, while they are increasingly suffering from
fake ratinggHe et al., 2022; Wan & Nakayama, 201%hey might be vulnerable to data
breaches or censorship, while they sometimes charge hig{Catdini & Gans, 2016)

Also, some intermediaries are inclined to exploit their custaiglets: in theiown self

interest, irrespective diec u st omer s 6 d e s (Filippi, 2016; Lyord2014a pr i v a
Soska et al., 2016; Zyskind et al., 2015)

By describing these problefsnainly drawing from related research on review
system8 it becomes clear that the challenges concerning reputation systems are
multifaceted. Therefore, we decided to focus on three particularly severe problems: a)
cheap fake ratigs can be bought, which we address with a monetary weight of ratings
that can be traded and distinguished from purchased and cheap ratings; b) little incentive
to submit rating information (especially in the B2B context), which we address through
the oppotunity to sell rating information to other buyers; c) dependence on a central
platform provider, which we address by using blockchain technology.

9.6.2.4 Positioning thisWork as to DesigningReputation Ecosystems

The purpose of this paper is to elucidate howputation system can be designed for a
B2B market, enabling companies to perform monetary ratings on their business
transactions. The ratings are stored confidentially and immutably on top of a blockchain,
while they can be sold to inform other market gvants. The payns generated from

the sale could level or exceed the ymay for conducting ratings. Against the backdrop of
current definitions of reputation systelfigesnick & Zeckhauser, 20Q2ye refer to this
system class as an ecosys{dacobides et al., 2018)

Ecosystems are characterized by entities thatreate value while building complex
relations among them to exchangéuegHein et al., 2020; Yoo et al., 201)he rating
information constitutes this value for conmges (e.g. monetaflgased ratings, or text
reviews). For sellers by building a reputation in an ecosystem based on complex relations
among different entities. For buyers getting quality signals and trading (information
about) these quality signals. Enti#tiean select and aggregate rating data according to
their needs.
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Thus, following (Resnick & Zeckhauser, 20Q2yve define this type of system as a
reputation ecosystemhat collects, and distributes feedback and helps to determine the
feedback's trustworthiness, whereby entities can observe and communicate selectively
about each other's signals, e.g., about their payments as ratings and aggregate this
information seledtely. Intending this system to work in a B2B market, we speak of a
business reputation ecosysteifhese systems can be blockchbased and might
comprise monetarpased features and other metrics, but they may also comprise other
data, such as text orastratings (Fig28). In contrast, review systems are typically free

of charge and display ratings publicly, relying on qualitative data.

Review
systems

Reputation

systems
Reputation Social
ecosystems systems

Other types
of systems

T
Star- Text- Other Money- Blockchain- Social Score- Others
based based metrics based based word based

Figure 28: Reputation Ecosystems as Rarticular Class of Reputation Systems
9.6.3 ResearchMethaod

Sharing fair and honest ratings about a product or service in the business context is a yet
Aunsol ved and | mp o (Hevaen ét al.pb200:l,iB2)eandswar@mtoab | e mo
Design Science Research (DSR) appro@timamaker Jr et al., 2015%enerally, tk

DSR paradignfHevner et al., 200March & Smith, 1995; Nunamaker et al., 1996¢ks

to identify relevant problems and build and evaluate meaningful artifacts to help to solve
such problemgGregor & Hevner, 2013; A. S. Lee et al., 2Q153tablishing reputation
feedback in B2B markets is important to mitigate information asymmetries, opposing the
emergence of lemon markéfskerlof, 1970; Thierer et al., 201.8Dur method is a design
science artifacdfMarch & Smith, 1995positioned as an improvemd@regor & Hevner,

2013) since the soliuwn maturity is low and the application domain maturity is high.
Building on the design science research methoddBgifers et al., 2007yve summarize

our research method as follows (F29).
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Figure 29: Overview of the Research Process (based on Peffers et al., 2007)

We took a problertentered approach to identify and motivate the problem. Since no
comparable reputation systems in business are described in reseawé ysgte our
concept mainly to the literature on rival artifacts in B2C markets, review systems. Three
well-known limitations of these systems include fake ratings, missing incentives to
submit honest ratings, and dependence on a platform provider. lirh#agons hinder
current systems from being used in B2B markets to evaluate other companies' qualities,
with which no transaction has taken place previously.

Our ultimate objective is to design a complete reputation system that can be used in a
B2B marlet to establish payments as monetary ratings, establishing an ecosystem of trust
among sellers and buyers. While buyers can trade their rating information with other
buyers for money, sellers can document their ratings to establish a reputation and justify
higher prices for their goods and services. Designing a profound incentive schema and
elucidating users' acceptance are also important for establishing a prescriptive design
theory(Gregr & Jones, 2007dpr this new system class. While developing the $athle

system is, beyond the scope of this paper, we focus on designing a technically feasible
method.

Implementergan use the method to hide and sell their rating informatiothtr buyers.

We build this method based on cryptographic commitments, prpeEserving
cryptocurrencies, and zekmowledge proofs. Following the advice (daishnavi et al.,
2017, we relate our method to no specific cryptocurrencies to make it applicable in
different contexts. One can prove that ecosystems applying our method will work
cryptographically securely. Consistently, we evaluate our method by providing
cryptographt evidence for its correctness and security. This formal proof and logical
reasoning represents the evaluation it¢€lleven et al., 2009; Hevner et al., 2004;
Sonnenberg & vom Brocke, 2012; J. Venable et al., 2006)further evaluate the
external validity of our method, we conceptually compare the system with other rival
artifacts. The class of reputation ecosystems envisioned here provides core insights for
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managing and trading rating information in business nétsvtitat are subject to no or

little trust. IS researchers and professionals can apply the resulting knowledge to guide
design processes in more specific use casas Aken, 2004pr build on our results in

other contexts.

9.6.4 Artifact Description

9.6.4.1 Method Overview and Obijectives of a Solution

For designing a new class of business reputation ecosystems as another future artifact, we
combine monetarpased ratings with the ability to share rating information withou
making them visible to others.Considebasic transactioron a blockchain in which a

buyer buyer D) paysan amound  to a sellerfj aller 10) for a good or service, while

seller 1 consents to being rated and allows buyer 1 to pass onnige Adtierward, buyer

1 ratesthe quality positively in a second transactioatiGg transaction by paying an
additional amounb  to seller 1 (Fig30).

incentive to perform well

L T —

asic transaction

Buyer 1 rating transaction Seller 1

sell

competitive !

incentive to rate fairly

information
advantage |
v
Buyer 2 Seller 2

Figure 30: The Reputation of Seller 1 can be Documented witlQuantified Monetary
Ratings.

The ratio 0 =0 /U between the rating transactian and the basic
transactiond  expresses buyer 1's satisfaction with the quality provided by seller 1.
The highen , the weidntier the rating. For example, if buyer 1 is very satisfied, the
rating transaction might be 10% of the buying ptice , i.e.0 = 0.13%. Vica versa, if

buyer 1 pays nothing, i.a), = 0%, the rating reflects strong dissatisfaction

Because ratings have an economic vdli¥ése & Morrison, 200Q)andbusinesses are
hesitant to share ratings with competitors, we design the system in a way that ratings
remainhidden enabling a buyer 1 to sell ratings only to selected peers (i.e., buyer 2).
Buyer 1 carchooseto whom to sell the rating, namely , without a need to reveal

O orv hiding the exact payment amounts. Buyer 1 can also prove that the basic
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transaction amouni  passes some ndriviality thresholdd ,i.e.0 OO to

exclude insignificant ratings, without having to reveal the exact amopunt Buyer 1

cansellthis rating informatiorn andthad O0  about a seller to other potential
buyers (Abuyer o) pr ovi tivetoghar tayngsr Welassanmme € C 0 N ¢
from now on that buyer 1 is willing to sell ratings to earn money and buyer 2 is interested

in buying them to support decisionaking.

Based on buyer 1's identity, knowledge, and rating quality, buyer 2 can decide to buy
rating information. After a while, buyer 2 learns about the rating quality of a particular
buyer 1 and can also compare bought ratings from different buyers. On this basis, buyer
2 will get a better basis for decisiomaking. We define four objectives of alsition,

guiding the implementation akecurereputation ecosystems.

(O1) Ratings remain hidden until sold. All transaction datat( ,0 ,0 ) is
hidden from the public and is only known to buyer 1 and seller 1.

(02) Selling rating data does not reveal exact values ofy , or o, + (Y/hen buyer 1
decides to reveal andbd  to buyer 2, of course, buyer 2 learns that OV
andb /U =0 . However, buyer 2 is not able to infanything abouth  or
0 beyond that (keeping prices confidential).

(O3) Buyer 1 cannot lie about the submitted rating dataAfter buyer 1 submits a rating

as rating transaction, buyer 1 is committed to that rating. Buyeruhableto prove
inconsistentdata ‘i 0 /0 ord >0 .Inparticular, neither buyer 1, nor a
third party can change a rating (e.g., selectively reveal different ratings to different buyers
2). Also, buyer 1 cannot sell rags for transactions that are not exceeding a trivial amount

0 (e.g., if the amount was so small to not even cover the typical price of a unit of the
good/service, the rating should not be trusted).

04) Buyer 2 cannot resell buyer 1's rating informaion. After buyer 2 receives
(andv ) from buyer 1, it should be infeasible for buyer 2 to sell the information to a
third party without involving buyer 1 (or seller 1).

Because we want the reputation ecosystem to work in an open engirBnnot
requiring a central trusted instadcand ensure manipulation resistance, we build the
ecosystem upon blockchain technology and several cryptographic concepts.
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9.6.4.2 Cryptographic Building Blocks

Commitments. As presented above, the amoujits ,0 ) transferred in basic/rating
transactions must be hidden from the public. However, one still needs to record
o 0 in a reliable way, to fulfill the requirement that buyer 1 must not be able to
change their ratings once they have rbemibmitted. Cryptographicommitments
(Brassard et al., 1988)uarantee this. A commitme@tis an object that (1) hides a unique
valuev that cannot be changed, while (2) not revealing any information abowtthat
Creating the commitment creates a secoghmitment kek as a byproduct. With the
commitment ke, one can efficiently check what value is hidden inside the commitment
C, while everyone who does not kndwcannot infer any information aboutfrom C.

One can think of a commitment as an encryptiow of a hashH(v, k) for a random
unpredictable commitment key

In order to record the transaction values ,0 securely on the blockchain, one can
record acommitment to0 and acommitmeri to0  instead. By thi®

and 6 do not reveal any information about and o0 publicly. Only the
stakeholders involved in the transaction (buyer 1 and seller 1) can use the commitment
keyk to make sense of the commitments.

Privacy-preserving cryptocurrency. It is technically challenging to make the
transactions conventional secure, e.g., prevent daaeding, because, in our desired
setting, the blockchain validators do not even knowatveimounts are being transferred.
However, this problem has been solved by priva@serving cryptocurrencies such as
ZerocashSasson et al., 2014nhd Mimblewimbleg(Fuchsbauer et al., 2019)

We do not focus on the specifics of these priva@serving cryptocurrencies because
we want to make the system more univilysasable to work with any cryptocurrency
that fulfills those requirements. Therefore, our system works with any cryptocurrency that
fulfills theserequirements

1 The amount of coins transferred in any transaction is hidden from the public. Only
the sendeand receiver of a transaction know how many coins were transferred.
This necessarily implies that the current account balances of senders and receivers
are hidden as well.

1 Every transaction contains a publicly available commitn@nd the (hidden)
numberv (fivalued) of coins transferred. The sender and the receiver hold the
commitment ke for C to read the transaction secured in the network.

1 The identity of the sender and receiver in a transaction is publicly visible (while
just the amount beingansferred is hidden).
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The first requirement is generally a feature of privaogserving cryptocurrencies
(Fuchsbauer et al., 2019; Sasson et al., 2(Rdyarding the second requirement, not
every cryptocurrencdirectly stores a commitment to the transfer amouatongside a
transaction. However, such a commitment can diteaither (1) efficiently derived from

all the other data (such as in Mimblewimble, using homomorphic properties of the
commitment scheme) or (2) it is available in some commitdilemtformat (such as
Zerocash). For simplicity, we assume that the comenitms directly available. With
small modifications, our system works essentially for all (typical) pri@egerving
cryptocurrencies.

Finally, the third requirement is not an explicit goal of privacgserving
cryptocurrencies, but it is trivial to edtlish using standard techniques such as digital
signatures. Buyer 1 can simply sign the transaction with a secret signing key to publicly
establish the sender's role in the transaction. We omit the details here but conclude that
all three requirements céxe achieved by typical privagyreserving cryptocurrencies.

Zero-knowledge proofs of knowledge (ZKPoK) As discussed above, it must be
infeasible for a buyer 1 to lie about the submitted ratilgh commitments, buyer 1
could simply reveal the commitmekey k and allow buyer 2 to check that the revealed

rating datad ,0 isindeed consistent with what was recorded on the blockchain in
the commitment® andd .However, at the same time, we want buyer 1 to be able

to hide tle exact valuesaf ,0  from buyer 2 and the public, so this approach is not
viable (since revealing the commitment key reveals the exact contents andd
namelyv anduv ). Instead, buyer 1 wilproveto buyer 2 that the information

0 ,0 is correctwithoutrevealingd ,0 . This requirement can be enabled by
zeraknowledge proofs of knowled@&PoK) (Goldwasser et al., 1989 ZKPoK is an
interactive protocol, where buyer 1 and buyer 2 exchange messages. This protocol allows
buyer 1 to convince buyer 2 of some statement about hiddervdatay , without
actually revealing the dden datgdQuisquater et al., 1990However, 1) buyer 2 is not
able to learn anything about the ,0  other tharthat the proven statement, i.e. the
rating data, is corre¢rero-knowledgg while 2) buyer 1 is not able to convince buyer 2
of a statement for which it does not know valid hidden (faiaf of knowledge

We will furthermore require our ZKPoK to have a third property: denialffiggs, 2003)
Deniability is a norstandard requirement of ZKPoK, which says that after buyer 2 has
witnessed the execution of the ZKPoK protowith buyer 1, buyer 2annotconvince a
third party that the proven statement is tr@andard constructions of ZKPoK do
generally not have this property. Indeed, for-aeractive ZKPoK (such as SNARKS,
STARKS, etc.), beingublicly verifiable byanyore is even considered a feature, which
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is incompatible with deniability, which says that the proof must only be convincing for
buyer 2, not to anyone elddowever, one can generally modify any reasonable ZKPoK
to provide deniability(Pass, 2003)Using deniability property prevents reselling of
information: Because the proof is deniable, buyer 2 will not be able to convince any third
party that the rating data is indeed correct.

9.6.4.3 Technical Description of the M ethod

Buying and rating. The buying and rating process can be described as a smart contract
that binds the basic and the rating transactions togdtherbasic transaction, in which
buyer 1 pays sellerd.  coins for a good or service, is executed via a pri@egerving
cryptocurrency. This results in a commitmeht to 0 being written to the
blockchain Afterward, buyer 1 pays an additional coins to seller 1, again using the
privacy-preserving cryptocurrency, resulting in a commitmént to 0 being
written to the blockchain. A smart contract binds the two transactions together so that it
is clear what basic transaction a rating transaction refereNats. that everfor a
negative ratingb = 0, a rating transaction (over 0 coins) is submitted to the
blockchain. The reason for this is that fully omitting the rating transaction for= 0

would publiclysignal a negative rating, but the rating resulstmot be known publically.

The state of the blockchain after this process is depictéelgn31). Note that objective

O1 (cf Sec. 9.6.4)lis fulfilled:6 ,0  are secure commitments, so they do not reveal

any information about ,0 . The privacypreserving cryptocurrency also does not
reveal any information about ,0  to the public.

Blockchain

a priori published by buyer 1: vy,

Basic transaction
From: Buyer 1
To: Seller 1 Vratio

Amount: Cpyy T

Rating transaction
From: Buyer 1
To: Seller 1

Amount: Crate

Buyer 1 ZKPoK Buyer 2

Figure 31 The Process of Buyer ISelling Rating Data to Buyer 2, andPr ovi ng t he Dat a
Correctness

Selling rating data. First, if buyer 1 wants to sell the rating information, buyer 1 needs
to choose avalue  of the basic transaction sit. Q0 . In the simplest cass,

is simply related to the price of a single unit of gells service. In more complex cases,
buyer 1 may explicitly advertise having bought a larger amount, e.g., for at least 1000
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coins, inwhichcase = 1000%$ might be a reasonable choice. Itis on buyer 1 to decide
whether to choose  as highas possible (close to the paid ), making the rating
amount more exact, or to choase relatively low, in which case buyer 1 reveals less
information about the price paid for the basic transaction. We assumés published

to prospeciie buyers 2. When buyer 2 wants to buy rating data from buyer 1, buyer 2
approaches buyer 1 and points to buyer 1's transactions on the blockchain that buyer 2
wants to have revealed. If buyer 1 is willing to share rating data with buyer 2, buyer 2
pays byer 1 for the rating (e.g., via traditional bank transfer or cryptocurrency). In that
case, buyer 1 and buyer 2 then engage in the process depictedsiti Bigyer 1 reveals

0 =0 /U to buyer 2 (as well as stating that OO0 ). To provide
authenticity ofo and0 , buyer 1 then uses the commitment k&s /Q to

prove with a deniable ZKPoK, the following statements about buyer 1's hidden values
b ,Q /Q tobe true to byer 2:

 The commitment keyQ shows that the commitmeri in the basic
transaction hides

f The commitment keyQ shows that the commitmerit in the rating
transaction hides

1 Forthe revealed value , it indeed holds thai =0 /U

1 For the public valu®  and the secret value |, it indeed holds that O
0

The ZKPoK has the zetknowledge property, so it does not reveal the exact values of
the hidden data oro0 fulfilling objective O2. With this ZKPoK, buyer 1 proves

not to lie about the rating data, which is guaranteed with the proof of knowledge property,
fulfilling objective O3 (cf.Sec. 9.6.4.)1 Because the ZKPoK is diable, buyer 2 is not

able to resell buyer 1's rating convincingly, fulfilling objective O4.

9.6.5 Discussion

With our method, based on established cryptography, it becomes evident that we can build
reputation ecosystems technically. With the designed meitrodtdring and trading

rating information on a blockchain and the sketched reputation ecosystem, we propose
new solutions to resolve three major problems of reputation systems currently used in
B2C markets, as summarized above.

a) Current reputation systens are compromised by cheap fake rating$:ake ratings

are a massive problem in review systems since sellers can mandate actors to generate fake
reviews cheaply. Even if many of the current platforms struggled hard to prevent fake
reviews, the problem preNs (He et al., 2022)While we acknowledge this issoeay
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cannot be solved completely in an open sys{@ouceur, 2002) our study might
contribute to new approaches to make fake ratings less likely to occur.

First, endowing ratings with monetary payments binds suliigmhore money to issue

fake ratings. Second, buyer 1 cannot provide different ratings for different buyers 2, since
it is not possible to manipulate a transaction after it has been committed to the
blockchai® unless, of course, the blockchain is comps®md itself. Third, the rating
values are not aggregated immediately (like star ratings or reputation scores on review
systems), but ratings can be aggregated and selected by buyer 2 individually.
Accordingly, buyer 2 can choose to buy ratings only franeobuyers that are considered
trustworthy instead of relying on aggregated scores. Since many transactions on B2B
markets are valuable, we posit that the effort to search and identify trustworthy buyers 1
is warranted by the additional benefit gained fithis process. By accessing experience,
own market information, comparing different ratings, and testing ratings submitted by
other buyers, buyer 2 will learn over time which buyer 1 delivers useful data. Once buyer
2 identifies trustworthy addresses, then refer to their ratings as trust anchors, which
enables them to identify more honest actors/ratings in the network. In this way, an
ecosystem of trust is established over time, reducing information asymmetry and
uncertainty in the market. Fourth, sineging information has a high economic value in
businesgWise & Morrison,2000) we can expect information markets or institutions to
emerge(Spydiger et al., 2022)which help the companies engaged in the market to
identify honest actors in the reputation ecosystem.

Switching the perspective, we consider that buyer 1 might try to trick the system by
selling fake ratings. However, such dataNdoremain immutably stored on a blockchain,
linked to the addresses that issued the data. Providing misleading ratings would sooner or
later prompt buyer 2 quit further buying ratings that were issued by a fraudulent buyer 1.
Even if this buyer 1 deciddse re-enter the system with a new address and create new
fake ratings, such an address would not be considered trustworthy as long as not enough
ratings have been issued with other honest sellers. For this reason, connecting fake ratings
to honest sellersould be difficult, since all sellers have to commit to being rated. We
posit that honest seller 1 would avoid contracting with such addresses, fearing their loss
of reputation.

Finally, setting up a bot network to promote a seller would be hard to adsbngs soon

as trustworthy addresses are known and networked. Fake addresses would need to be
connected to honest addresses to indicate trustworthiness. This would be hard to
accomplish, since honest sellers would refrain from associating with actorbabey

never transacted with. Once network effects set in, it will get increasingly hard for a
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malicious actor to submit plausible fake ratings. Buyer 1 can use sampling techniques to
find trustworthy sellers regarding ratings of different buyers 1 to wunfihe
trustworthiness of a seller's address. In addition, as has already been touched on above,
such fraudulent actions are prevented, because buyer 2 can select the addresses to buy
information from and aggregate ratings individually.

b) Current reputation systems provide insufficient incentives to submit ratings.
Current systems lack sufficient incentives for players in a market to submit ratings. Sellers
entice buyers to submit ratings which leads to distorted ratings. Buyers usually have no
incentiveto share rating information in a business con{dxtrca & Faltings, 2003)
Adding an incentive directly to buyer 1 to sell ratings and earn money should compensate,
or even exceed, the effort associated with providing trustworthy ratings. Also, our system
incentives buyer 1 to provide ratings for buyer 2 (while ratings mighbaan favor of

seller 1) to sell more ratings. While this system will work in -“sompetitive
environments, competitors might mutually refuse to exchange rdtigdhu, 2002)

Still, solutions might be found to align conflicting interests e.g., involving trusted
institutions (see also)). Furthermore, the ability of sellers to sell ratings themselves can
undermine the profits of a buyer 1 and might be reflected in prior negotiations between
buyer 1 and seller 1. Still, buyer 1 may have more information to offer. For instance, text
reviews that give further informatio(Bhaker et al., 2021; Zulfigar et al., 202The

quality of ratings might affect the price a buyer 1 can charge when selling a rating,
strengthening the incentive to submit meaningful ratings. Since the system promises
advantages for buyers 1 (get a trust signal, and potentially earn money) laqodiddity

sellers 1 (build reputation, justify higher prices, and win new buyers), we posit that
sufficient incentives may exist for the ecosystem to work.

c) Current reputation systems depend on a commercial platform providerCurrent

review systems areubject to platform providers that operate a digital platform. Their
centralized governance, however, opens up attack vectors that might compromise the
system. Manipulation, censorship, or the unwarranted exploitation efeserated data

are risks wortmoting. To avoid the manipulation of sensitive rating data, we posit that a
blockchain provides a profound infrastructure on which a reputation ecosystem can be
built. A core feature of blockchains is the immutability of the stored (2asalini &

Gans, 2016 Tumasjan & Beutel, 2019)till, we acknowledge, the proposed system
could be implemented without a blockchain, however, losing the advantages a blockchain
offers.

Next to potentially resolving three conceptual problems of current review systems, we
also contribute other improvements for designing reputation ecosystems. First, proposing
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money as ratings, a buyer 1 thinks twice about giving a positive rating because every
positive transaction costs money. Therefore, reciprocity can be diminisheteremting
reputation inflation, and ratings become differentiable and quantifiable. Second,
expecting positive ratings, seller 1 might compensate buyer 1 with a price discount.
Hence, a buyer 1 can buy a product cheaper, whereby he is rewarded foriagvexis

this, buyer 1 ensures this with its credibility, while seller 1 can excel with a higher
reputation. This construction turns the dynamic into that a seller also must trust a buyer
(Hemmrich, 2023)Introducing trust as a concept for rating submission has hardly been
discussed so f4F. Li et al., 2012)Third, since a rating transaction has to be committed
from both sides and blockchain data can be analyzed, discriminating ratings are reduced.
Every discrimiratory behavior will be recorded. Finally, monetary ratings are much
faster submitted than writing a review.

Current research on reputation systems considering the B2B context is very limited
(Dikow et al., 2015; Gutt et al., 2019Vhile we frame this kind of system for persenal
intense business services, it might also work in other scenarios. It seems to make sense,
especially in cases when the uncertainty abitwgt performance is high, enough
transactions take place and the players are willing to sell ratings or exchange them for
their own ratings. In a business reputation ecosystem, buyer 2 can request ratings and
buyer 1 has more control over whom to share thaoreasing the willingness to share

this information(Boissieu et al., 2021However, seller 1 can try to promote oneself with
fake ratings, at least in an open system, or prompt buyer 1 to rate only certain transactions
to hide sensitive data from competitors. Taking the fact that business environments have
competitors as Wk as noncompetitive buying peers, institutions, decentralized
autonomous organizations (DAQ®uterin, 214a) or other mechanisms might play a
major role in determining the trustworthiness of rating sellers and organizing the sharing
of rating informationMdhlmannet al., 2019)

Conventionally, buyers 2 choose familiar, trusted sellers that have not yet built up
expertise in the pertaining fie(@zzi, 1997) since they do not know which other sellers
suit them. An ecosystem can change this circumstance by affecting matching and resource
allocation in a market. Particularly, lewost sellers aa profit through their cost
efficiency from such systems, preferring transparency, while-¢ogh sellers choose
opague environments to hide their castsZhu, 2002) We expect that in a functioning
system, highguality sellers achieve a competitive edge over wmakorming
competitors promoting good service quality. Ultimately, this system may reduce
marketing efforts for capable sellers when they show positive ratings from different
buyers, which would be more credible than promoting themselves through marketing.
Testing ratings becoe a cheaper economical means than actually buying a product. This
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would shift testing a nedigital product to testing digital ratings, or thougtitead testing
certain credentials. Lastly, such systems could also bring risks, such as increased
performane pressure, fear of retaliation when rating, inadvertently leaked data, or others.

9.6.6 Conclusion

We designed and evalwuated a method that
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Abstract. We examine the problem faced by a buyer seeking to purchase an experience good
without prior knowledge of its stochastic quality. An expert who owns the product can be paid to
provide a signal about its quality. Our analysis explattes impact of introducing a credible

signaling mechanism for the buyer. Specifically, we propose using blockchain technology, which
ensures immutability, decentralization, privacy, and transparency, to store the signal. Our
findings reveal that this approa reduces the number of possible equilibria while preserving the
Afgood equilibriumo, in which i nformati on i s
Consequently, the use of blockchain technology mitigates the equilibrium coordination problem

and improes the provision of credible information.

9.7.1 Introduction

Availability of correct information is one of the central aspects in economic interaction.
In his seminal pape(Akerlof, 1970)demonstrates in a simple model for the market for
lemons that asymmetric information leads to market failure. In essence, two agents want
to trade a product, but the buyer does not have sufficiently accurate information on the
productquality, and hence on personal utilities.

The analysis of trade under asymmetric information is at the heart of contract theory
which aims at designing mechanisms that incentivize agents to reveal their private
information through taking specific obsenl@bactions. For example, signaling
mechanisms, as introduced®yencg1973) allow the informed agent to send a message

or signal to the uninformed one. Although it cannotvbdfied directly that the agent
submits the credible signal, signaling costs are set up in a way that it is in the agent's best
interest not to misrepresent information. In practice, therefore, costless signals only
provide limited advice to potential pers, e.g., (online) rating systems that are almost
costless to uséDellarocas, 2003)Similarly, the problem of limited informativeness
occurs when the costs of a signal (e.g. a rating) is either independent fronm &h & sedf

or information on the signal costs cannot credibly be shared. As a result, signaling games
typically show a large number of (separating and pooling) equifbria.

As an illustration of this problem we return to (online) rating systems that are supposed
to inform potential buyers about the quality of a product. Typically, the costs of releasing
a rating are low and not connected to the product quality so that wevelmsere and
more the emergence of fake reviefite et al.,2022) jeopardizing its original intent
(Tadelis, 2016h) From a technical perspectivdohawesh et al(2021) survey the

54 For our cotext, Fudenberg and Tirole (1988how that the notions of Perfect Bayesian Equilibrium and
Sequential Equilibrium are equivalent ardBolton and Dewatripont (2004,J03) st at e: il n sign
games, the diftulty is not to find a PBE. Rather the problem is that there are too many PBEs.
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possibilities of detecting fake reviews by analyziegiew texts. However, such methods
are designed for detection, not prevention.

From a general perspective, a part of the problem is that information (e.g., on product
quality) and action (e.qg., give a rating) are decoupled. A device like blocKgbravides

an interesting possibility to link both, information and action, by storing actions (in
particular payments revealing information on incentives) in a way that this information is
traceable, public, immutable, and a trusted third party is not regagendtermediary
(Franke et al., 2024Moreover, acquisition of information stored in the blockchain can
be designed costly, so that it is part olugdr's strategic choice to acquire a signal or not
(X. Yu et al., 2023; Q. Zhang et al., 2024)

In this paper, we want to investigate, whether the blockchain technology (BCT) can be
used to reduce information asymmetries in economic transactions. More precisely, we
employ a simple model in which a buyer wants to buy a product of unknown quality.
Assuming that the good is an experience good, its true quality cannot be observed prior
to purchase. However, the buyer may receive information from another agent, named
experts, who has already bought the prodactd therefore is informed about the true
product quality. I n a Atraditional model i n¢
asessment, and then basetisiying decision on the expert's signal. In this model, the
expert's costs of providing any signal are independent of the signal. As we will
demonstrate later (Proposition 1), the correspondingp@reon game exhibits multiple
sequential equilibria in parstrategies, so that a severe coordination problem occurs.

We compare the results with those in a model, in which the blockchain technology is
avail able. More precisely, the seller, who is not modeled as an active agent, allows the
expert to buy the poct either at regular or at discounted pfic€he expert decides

which price to pay for the purchase after experiencing the product quality, and that
payment is stored in a blockchain. Therefore, the signal that she sends has a direct impact

on her overk payoff. Phrased differently, the cost of a signal depends on the signal.

l nstead of Aj ust askingd the expert about

8 This technology emerged from previous research on digital signaiwest et al. (2001)the Merkle
tree byMerkle (1980) cryptographically secure tirrgamping with block Haber and Stornetta (1991)
and the precursors of digitalaney, sedBack (2002); W. Dai (1998Beyond its use as an infrastructure
for cryptocurrencies, such as bitcoin, bdltfeatures in the blockchain technology include immutability,
decentralization, privacy and transpargnand distributed trugtilippi (2016); Nakamoto (2008); Seidel
(2018); Swan (2015)

% Here, the term fAexperto refers to an agent, who
experience with it and can assess its quality.
% Throughout this text, we use O0hed and Osdhed to dif

buyer- he). This choice of pronouns does not imply any gesgecific characteristics or biases regarding
the individuals discussed.
58 \We may also think of the expert as the first buyer of the product
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possibility to pay for observing the stored transaction between the expert and the seller.
In particular, signaling high quality (via paying regular price) now comes at a higher cost
for the expert, thus increases her signal's credil§fitynpitakpan, 2004)

The direct implication is thahe existence of a device that stores immutable information,
which is observable at a given cost, helps to reduce a coordination problem between an
expert and an uninformed potential buyer.
pays the price thahatches the quality of the product, and the buyer acquires information,
then perfectly correlates his buying decision on the signal, is still an equilibrium, however
reachable with fewer coordination effort. In the game induced in the model with BCT,

we dow that there are fewer sequential equilibria compared to the game without BCT
(Proposition 2).

As one application, a trading system with experts that are offered special purchase
conditions can be designed to better inform buyers about product quditoes.an
information economics perspective, such a system works because the cost of a signal
becomes observable, and as a result signal credibility is enhanced. Many online platforms
feature reputation systems to reduce uncertainty in transa(faes 2012xnd promote

trust in sellers(Moreno & Terwiesch, 2014)The more reliable the implemented
reputation mechanism is, the more it enhances trust in buyicigiales (Honhon &
Hyndman, 2020; Jgsang et al., 2Q03)ill, reputation systems aregme to strategic
manipulation, especially due to false quality signals induced bylmlity sellerG. E.

Bolton et al., 2013; G. E. Bolton et al., 2004; Kennes & Schiff, 2007)

Implementing reputation systems on a blockchain is considered the most reliable way to
store feedback information and exclude manipulat®eilini et al., 2020; Y. Cai & Zhu,

2016; Hawlitschek et al., 2018)A blockchain is a tampgaroof, chronological ledger
implemented as a distributed database for transactions secured by cryptographic
mechanisms and governed by a consensus prdideok et al., 2017)A community of
computing nodes produces a blockchain by exchanging and storing digital transactions
that are recorded in blocks, building an egeswing chain. Cryptographic mechanisms
guarantee that transactions can be verified and any unauthorized charagesadtion

data is easy to detect. The consensus protocol provides economic incentives that ensure
only valid transactions are stored in the blockchain. In a truly decentralized network,
distributed consensus mechanisms provide an extraordinary detme®ef resistance,
removing the necessity to include a trusted third party for checking transactions'
legitimacy and authenticitfNakamoto, 2008; Tschorsch & Scheuermann, 2016)
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From the contract theory perspectiRe Bolton and Dewatriport2004) Kreps and Sobel
(1994) orK R s z(20@4)provide extensive survey on how to incentivize agents to revea
private information. As one expects, there remains a -nédéetween incentive
compatibility and efficiencyMamada2022)follows an interesting approach to solve the
market for lemons problem by considering signal indices already defined in Spence
Spencg1973)that can costly be observed. For used cars this means that the state of air
conditioning can costly be verified, which is correlated with the quality of the car. He
shows that if the price falls into a specific range, cars with badaiditioning are driven

out of the market. Unlike in our approach, there has to be an oppottutast the product

prior to purchase.

Gersbach et a(2022) discus a model with severallow and high quality sellers and one
buyer, who potentially wants to buy more than one product. They set up a four stage
mechanism, in which prices depend on the actions of all sellers and show that in
equilibrium all highquality selers send a different signal than lawality sellers.
Compared to our work, we focus on the revelation of quality information through the
interaction of (two) buyers.

In supply chain manufacturing, a blockchain can be used to store the quality of & produc
itself. In such models, information disclosure through BCT is a strategic choice and will
only be used by highuality seller§Q. Xu & He, 2023; Q. Zhang et al., 202#)jowever,

in our model, product quality is not verifiable prior to purchasé cannot credibly be
shared, so that the agents are dependent on quality signals.

The paper is organized as follows: Section 2 introduces the two games with imperfect
infor- mation without (Model 1) and with (Model 2) deploying a blockchain technology.
While Section 3 briefly reviews the concept of sequential equilibria, the results are
presented in Section 4. Section 5 concludes. All calculations of equilibria are relegated to
the appendices.

9.7.2 Model

In this section, we set up two models describing the interaction between two buyers of
the same product, the quality of which is unknown. More precisely, a seller offers one
unit of a pre duct at a given price p > 0 and delivers the product in either gobed

quality. We assume that the product is an experience good meaning that a buyer can only
observe its quality after consumption, i.e., only after a purchase. The buyer's utility from
consumption expressed as witigness to pay is B > 0, when th@guct quality is high,

and O otherwise. In order to reduce information asymmetries, the buyer can retrieve
information on the product quality from an-gxert (or experienced buyer), who has
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already bought and assessed the same product. The expery'dratiitconsumption is
either r > 0 or O given that the quality is high or low, respectively. Both, the expert and
the buyer, have use for at most one unit of the product.

As we are primarily interested in mechanisms for information transmission from the
expert to the buyer, we model the quality of the product as a chance move with the known
priors g for high quality an@l 8 qfor low quality. The expert and the buyer are assumed

to be riskneutral, and the seller is not modeled as an active degisader,so that
product quality is not a strategic choice. To eliminate the effects oftésngreputation,

we think of a oneshot interaction taking place anonymously, e.g., on an online platform.

In what follows, we introduce and compare two versions of thenwafich information

can be transmitted to the buyer. In both models, the sequence of actions is described as a
sequential move game with imperfect information. First the expert buys the product and

is therefore perfectly informed about the realizatbthe chance move. While the expert
knows the preduct quality, the buyer has no information about it. However, he knows
that the expert observed the quality. This asymmetric information environment is the key
feature in our models. Before buying the gwot the buyer may acquire a signal about

the product quality from the expert. The difference between the models lies in how
information is signaled and how the signals are designed.

In both models, there is an incentive for the expert to report truthtihyle in the first

model the buyer has to completely rely on the expert's signal, in the second model we use
BCT to store the expert's signal, i.e., the real payment. With blockchain, the signal is
confirmed and can be retrieved by the buyer. The gotieofinalysis is to investigate

how the set of equilibria changes when the blockchain is employed.

Model 1: Reported Quality

Figure32 illustrates the game tree in Model 1. The game starts with a chance move with

pro- babilities g andL & q choosing high olow quality, respectively. We assume that

the expert then buys the product at price p and directly assesses its quality, i.e., she
observes the outcome of the chance move. Depending on whether the true quality is high

or low, the expert makes a decision which quality level to report to the buyer when
asked®®*Mor e precisely, given the true quality i
H+ or L+ (H- or L-) to signal high or low qualit{?

% To have a greater similarity of the game treetheftwo models, this decision is modeled prior to the

buyer's decision whether or not to acquire information from the expert.

WhileHandLr ef er to t he experd 3(08)c tmemm,s tthheats upheer & aruiep tq
(Al owo) .
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From now on, all remaining decisions are taken by the umg@drouyer. He first has the
option to acquir€ac)information from the expert by paying her an amoun0 or refuse

(ref) to do so. After that, he takes a final decision on buying or not buying the product.
Formally, he chooses an actiond G 6 ¢ or 0 6 «for buying the product, after
receiving a signal ohigh quality low quality, or no signal on quality respectively.
Similarly, the actiong @, £ o, or ¢ @refer to not buying the produétDue to the
unobservability of the chance moaad possibly unacquired information, the buyer has
four information sets, displayed in different colors.

At each terminal node, the payoffs for expert (top line) and buyer (bottom line) are
displayed. They are determined as follows: Independent of tdegtrquality, the expert
pays the pricg. Her net utility isvi p when the realization of the chance move is high,
andO 1 p otherwise. If the buyer buys the product, he pays the samepplicease the
bought product is of high quality, he receivesand O for a low quality product. If he
does not buy the product, his utility is 0. Whenever the buyer chaocsasl therefore

the expert sends a quality signal, axee0 is transferred from the buyer to the expert.

So far, the expert is not providedtiwincentives to tell the truth, because the Xeshe

may receive is independent of the signal she gives. In addition, the expert receives a bonus
r > 0 paid by the platform, when the buyer bought the product and the report was truthful.
We may think otthe buyer approving or not the acquired information, but do not model

it as an explicit actiof?. The platform (owner) is not explicitly modeled as an agent. As

the platform is interested in having a working system that allows buyers to acquire
informationfrom the expert and receive a correct response, there is good reason to pay
the bonus. From a farsighted perspective, such a possibility can attract future buyers to
use the platform.

In sum, the payoffs depend on the utility received from a high gymabiduct (u or r), the
price of the produgp, and possibly on the feeand bonus. The following assumptions
capture specific scenarios for which we will analyze equilibria in the next section.

"Heresupescripts do not refer to the true quality of t
fihi gho 6i gmmal Alfowd signal) or not provided (A00 for
2 As the game is over after the approval, it is not necessary tdiirizerthe buyer to tell the truth here.
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Al ugi p>0andvgi p>0
Al' ugi p<0Oandvgi p>0
A2 (17 q)p >x
A2' q(uT p) >x

AssumptionsAl andAl' are mutually exclusiveAl guarantees that the expected utility
from buying the product exceeds the price for the buyer. It can be viewed as a
participation constraint and implies that a completely uninformednesitral buyer does

buy the product In contrast, assumptioAl' requires the buyer not buy the product,
when he is uninformed. In either assumptihand Al', the buyer expects to have a
positive net utility from buying the produg@ii p > 0).

AssumptionsA2 andA2'relate the fee x to the buyer's expected net udlityet loss. As
sumptionA2 can be rewritten tq(ui p) + (117 q)(0O7 p) <g(ui p)T X, which means that

the expected utility from buying the product without information is lower compared to
having the correct signal at costPhrased differently, itresures that paying the fee is
better than receiving a low quality product. Otherwise, there would be no incentives to
ask an expert. Assumptidh2' ensures that the fee is smaller than the expected utility
gain, so that paying is overcompen sated by resiving a high quality product.
Interestingly, when subtracting the 1.h.sAi@from thel.h.s. inA2'we getqui p)i (1

i q)p = qui pwhich is positive (negative) undél (A1) A direct implication is given

in the following lemma.

Lemma 1. Assumption A1 and A2 together imply A2'. Assumptions Al' and A2' jointly
imply A2.

In essence the key characteristic of Model 1 lies in the fact that the buyer can choose to
base his buying decision on information that cannot credibly be transmitted Heom t
expert to the buyer, as he cannot learn the result of the chance move without buying the
product.

Model 2: Information access viaBlockchain

The game tree in Model 2 is depicted in 8. What changes is the type of signal from
the expert and the ag=to information. We now assume that a-fwige contract is

73 Technically, it implies that the actio®d 6 cxdominates thection & & in the corresponding (blue)
information set.
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Figure 33: Game Tree in Model 2: Information Access via Blockchain

offered from the seller to the expéFhat means, she buys the product, assesses its quality,
and can then either pay the regular padactionreg) or a specified discounted amount
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N < p (actiondis). The final payment to the seller is stored in a blockchain so that it cannot

be modified anymore and can be retrieved from a third party. This stored information is
used as the signaling feature of the model. The difference to Model 1 is that the price paid
by the expert serves as the signal. Hence, signaling high quality by paying the regular
price instead of a discounted one comes at a cost for the expert. This is in line with the
general idea of signaling information in economics. The more costly a signal is, the more
credible it is(Pornptakpan, 2004)In this model, signaling the high quality by paying the
higher price preserves the chance of receiving the bonus payment r at the end.

The buyer chooses to acquire information (actamh or not (actionref) from the
blockchain at a feg paid to the expert. In the former case, he knows whether the expert
made the regular or the discounted payment. A regular payment (discounted payment) of
p (h_) is supposed to signal high (low) quality. But informationpayment can credibly

be obtained thanks to the use of a blockchain.

The sequence of the buyer's actions is identical to the first model, so we keep the same
notation for actions and payoffs. The main difference in the payoffs is that the expert can
chooseo pay eithep or r] . Again, at the very end the expert may receive a bonus r, if

the buyer acquired information, bought the product, and approved accuracy of the signal.

Additional to Assumption&1-A2 (or A1-A2"), it is instructive to introduce thelfowing
intuitive assumption on the bonus paymentr:

A3r>pip.

AssumptionA3 guarantees that it is more attractive to pay the regular price and receive
the bonug than to pay the discounted price. Otherwise, the expert has no incentive to
pay the reglar pricep.

9.7.3 Strategic Behavior

To economize on notation, the expert and the buyer are also denoted as agent 1 and 2,
respectively. Apure strategyfor agent i (i=1,2) is a mapping that takes each of aggent
information sets to one of the feasible actions therein. In Model 1, we can therefore
describe the expert's possible pure strategié‘é"by: {0,0}x "O,0 }. In Model

2, her pure strategies are given'd) := i Q' RQ} x i QN Q}. The set of the

buyer's pure strategies is the same in both models and giv&en=b§ h =3h .= {ac,

reff x (06 @& G} x (W6 & G} x (VO & &Y.
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We analyze agents' strategic behaviors by inspecting the extensive form games with
imperfect information as described in Model 1 and 2. From a static viewpoint, the agents
choose their plans of action prior to the game and the game play results fronoexecut

of these plans. In the norm&brm game the strategy sets are the pure strategies as above
and payoffs at a strategy profile are formed by following the path that is visited by the
application of the actions in the strategy profile. This way we camtifgt Nash equilibria

(NE) of the normaform game. However, this static view neither takes the sequentiality
of decisions nor imperfect information into account. Mareer, the number of Nash
equilibria is typically large, so a refinement of the Nashildaium concept strengthens

the predictive power and typically reduces the number of equilibria. Yet, as both versions
of the game (from the two models) admit only a single subgame, the subgame perfect
equilibrium concept has no further bite compareNash equilibria (of the normdbrm

game). We therefore discuss the concept of sequential equilibria introdui€egpisyand
Wilson (1982)next.

A behavioral strategyo for agent ispecifies a probability distributioover the feasible
actions in each information set, in which agecihooses. A pure strategy of agent i is a
special behavioral strategy, which assigns in each information set a probability of 1 to the
action chosen in the pustrategy (and hence 0 td ather actions). A behavioral strategy
of agenti is completely mixedf it assigns a positive probability to each of the feasible
actions in each of an agent's information sebefief; |3; of agent includes for each
information set of that agent@obability distribution over the nodes included in the
information set. A paib = (f ,; ) of beliefs for both agents is a belief system. A tupje (
) =((®,0 ,(r s )) consisting of a profile of behavioral strategies artutlief system

is termed arassessmento define sequential equilibria we first discuss the following
properties for an assessménp).

Sequential Rationality Within each information sefQ of agenti, the probability
distribution ®('Q) over actims in"Q maximizes the agent's expected payoff given the
belief @ ('Q) over nodes in that information set and the behavioral strategy grofile

Bayesian Consistencyhe belief systemd = (f ,; ) is generated by the strategy profile
via Bayesian updating. That means, given the probabilitiessinc ,&0 ) to take actions,

the belief of deciding at a specific node in information set h is the probability of reaching
that node conditional on reaclgisome note i.

Sequential rationality requires the agents choose behavioral strategies that maximize their
payoffs given their beliefs about the node at which the decision has to be taken. Bayesian
up- dating means that given the strategy choices, agéefiefs are formed in a
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compatible way. However, it could happen that by the application of a behavioral strategy
profile, an information set is not visited at all. In those information sets h, the belief
formation via Bayesian updating is not possillleneans that a rationality condition
based on Bayesian updating per se makes no sense, etihaannot be identified as

an optimal choice in h. For such cases, we need a more sophisticated form of consistency.

Consistency There exists a sequen¢® h ) m~ of assessments in which is
completely mixed ang is Bayesian consistent so thatQé& (® h ) = (b,b) holds.

Now, we are ready to define our equilibrium concept:

Sequential Equilibrium A sequential equilibriun(SE)is an assessmefi,b) which
satisfies Sequential Rationality and Consistency.

If the behavioral strategies are such that all information sets in the game tree are reached
with positive probability, Bayesian consistency and consistency coincide. Hence,
consistency is trivially satisfied. Then in equilibrium, sequential rationality and
Bayesian consistency ensure eptal decisions w.r.t. correct beliefs. If an information
set h is reached with zero probability, belief formation according to Bayesiatingpd

as well as rational choice is not possible. Nonetheless, the equilibrium action choice in
is rationalizable, if it maximizes the agent's payoff given piihle beliefs, i.e., beliefs

I m~ which are formed via behavioral strategiediefs & )m~ being close to the
equilibrium strategieb. Completely mixed strategi@s for anym~ guarantee that

every information set is reached with positive probability, so that the plausible Béliefs
stemfrom Bayesian updating.

When comparingsequential equilibria in the extensive form game with (pure) Nash
equilibria of the normatorm game, it is easy to see that any sequential equilibrium is a

Nash equilibriumwhich is due to sequential rationalityConversely, not every Nash
equilibrium reeds to be a sequential one. Intuitively, a Nash equilibrium may include
actions that are not sequentially rational
opponent stay away from a particular strategy choice and not reach that information set.
Therefore, the sequential equilibrium concept is insensible to this form etneaiible

threats. Roughly speaking, increasing the degree of rationality built in the equilibrium
concept reduces the number of equilibria.

74 Sequential rationality means that deviating to another strategy reduces the payddfnas dptimal in
one information set.
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9.7.4 Results

The nAdesiredo ralstratégy is arguably the bna wniwhich the expert
reports or pays according to the true quality, then the buyer acquires information and buys
according to the signal he receives. The buying decision when no information is available
is governed by Assuntiipn Al (buy) or Al' (not buy). Let us denote this behavioral
strategybyy . Besi des the question, whether bdeb
(together with a consistent belief system) we are interested in finding out whether the use
of BCT reduces information asymmetries. We use the following route to answer this
second question: For the games in Model 1 and in Model 2, we compare the numbers (and
sets) of sequential equilibria, i.e., investigate if employing the blockchain method helps
to reduce coordination issues. Attaining uniqueness of the equilibrium in Model 2 is
certainly to much to hope for, because the strategy profile, in which the expert never pays
the regular price and the buyer does not acquire information, will always fewueargial
equilibrium. The expert cannot improve her payoff, because she can never receive the
bonus r and the buyer cannot be better off as the expert's strategy choice does not reveal
any information. To compare numbers of equilibria, we restrict abrentio pure
sequential equilibria, as there are at most finitely niaiye sequential equilibrium
concept is a refinement of the Nash equilibrium concept applied to the Fommal
derived from the sequential move game(s). To start, there is a large rafrpbez Nash
equilibria. The game in Model 1 has 10 pure Nash equistwith 2 different equilibrium
outcomes® In Model 2 (with blockchain technology) we have 6 Nash equilibria in pure
strategies, again with 2 different outcomes. For details see Babkend for the
computation see Appendix

The following two propositions provide the results for Model 1 and Model 2. These
results demonstrate that (a) moving to the sequential equilibrium dramatically reduces the
number of equilibria and (b) the coamdtion problem simplifies through the use of BCT,
because information can credibly be shared and actions (payment) are linked with the
signal’” The Nash and sequential equilibria in Model 1 and 2 are displayed in3&ble

he proofs are relegated to tygpendix.

7> That means, each equilibrium satisfies the requirements of a sequential equilibrium from the previous
section. In particular, there is no mixed sequential equilibrium that provides a greater payoff to some agent
given the equilibrium beliefs.

76 The outcome of an assessment is a probability distribution over the terminal nodes of the game tree.

7 Technically,we identify actions in Model 1 with actions in Model 2 in the canonic way. Therefore, we
get a bijection of saitegies in the models that allows us to compare sets of equilibria.
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Table 36: Sequential Equilibria of both Models under the Assumptions Al, A2, A3 or Al
A2', A3

Under the assumptions A1, A2, and A3
Player 1 Player 2 NE SE
Model 1 | Model 2 Model1and2 | Model1 | Model 2 | Model 1 | Model 2
I (p%) HYL- | reg*dis™ | ac buytnb~buy® v v v v
11 HYL= 1 regtdis™ | ac buy*nb~nb® v v X x
TII LYL~ | distdis~ | ref buy*buy~buy®| v v v v
v L'L~  dis'dis | ref nb"buy buy’ v v v v
\ L'L ' dis'dis | ref nb"nb buy® v v X X
\%! L*L~ | distdis™ | ref buy™ nb~ buy® v v X X
VII HYH™ ! regtreg™| ref buy™buy buy’ v X v
VIII H*H~ | reg*reg™| ref nb*™nb~buy’ v X X
X HYH- | regtreg | ref buy nb buy® v X v
X HYH~ 1 regtreg™| ref nb"buy buy" v X X
Under the assumptions A1’, A2’, and A3
XI HYL= 1 regtdis~ | ac buy™nb~buy® v v X X
XII (b%) || HYL™ | regtdis | ac buy* nb nb? v v v v
XIII L*L~  !distdis™ | ref buy” buy nb v v X x
X1V L*L~ 1 distdis™ | ref nb*buy nb’ v v X X
XV L*L= | distdis™ | ref nb™nb~nb’ v v v v
XVI LTL~  'distdis~ | ref buy nb nb’ v v v v
XV H'H 1 reg'reg | ref buy buy nb° v P X
XVIII HYH~ | regtreg—| ref nb*nb~nb® v X v
XIX HYH~ | regtreg | ref buy nb nb’ v X X
XX HYH 1 reg'reg | ref nb"buy nb’ v X v

Proposition 1 (Sequential equilibria without BCT).

1.Under Assumptions Al and A2, there are 5 sequential equilibriarengitategies of
the game in Model 1 given iy 8 & {l, IIl, IV, VII, IX}.

2.Under Assumptions Al' and A2', there are 5 sequential equilibria in pure strategies of
the game in Model 1 given Iy = {XII, XV, XVI, XVII, XX}.

3.Under either set of assyotions, A1 and A2 or Al' and A2, there is a belief system
t  suchthat® h is a sequential equilibrium.

Proposition 2 (Sequential equilibria with BCT).

1.Under Assumptions Al, A2, and A3, there are 3 sequential equilibria in pure strategies
of the game in Model 2 given by the'®et= {I, IlI, IV}. further, O OO .

2.Under Assumptions Al', A2', and A3, there are 3 sequential equilibria in pure
strateges of the game in Model 2 given by the@et = {XII, XV, XVI, XX}.

3.Under either set of assumptions, Al, A2, and A3 or Al', A2', and A3, there is a belief
systemmn  suchthat® h is a sequential equilibrium in the game of Mo#el
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The propositions show in particular that the desired strategy peofileis (a part of) a

se quential equilibrium in both Model 1 and Model 2. Recall that the two sets of
assumptions reflect the cases, in which the buyer has a positive or eeggiacted
utility from buying the product without any further knowledge.

A comparison of the propositions shows that the use of BCT used for information retrieval
shrinks the set of equilibria. Interestingly, when we take a closer look at which equilibria
drop out, it turns out that using BCT eliminates all equilibria, in which the expert reports
high quality in case that the quality is low (in Model 1 there are such equilibria; see last
two columns of Tabl&6). It follows that an (equilibrium) action pfaying the discounted

pice is an accurate signal for low quality when using BCT. This observation is

independent of the buying incentives of an uninformed buyer.

The number of equilibria can, however, not be reduced to one. This is because the
strategy, inwhich the expert always pays the discounted price and the buyer never
acquires i nformati on S an Aunavoidabl eo
equilibrium strategy is payoff dominant (cf. TalB3& and Table38), and this fact

reconciles with the fé over coordination problem in Model 2. Thus, also from this
perspective, the desired equilibrium is desired by the two agents as a group.

9.7.5 Discussion

Our paper shows that storing quality signals in a blockchain with signal dependent costs
reducesincentives for strategic lying between informed and uninformed agents, as
verifiable payments serve as ctsicked quality signals. Due to its buiiit features of
immutability, decen tralization, transparency, and distributed trust, BCT provides a
reliabde infrastructure for quality signals.

Our analysis is kept simple and limited to a-shet interaction between two players. In
other words, our model with anonymous agents does not accommodate considerations for
reputational effects as they were studiedhe seminal paper b§. Shapiro(1982)
However, future endeavors could involve devising a repeated game setup wherein our
models serve as the foundation for the stage game. Giving up anonymity of agents, in
such a model we could explore in how far BCT helps to build up {teng) reputation.

As an implication, the quality signal can leverage the design of superior reputation
systems that base on BCT, improving dsitaring platformgHawlitschek et |, 2018)

and collaboration platform@arang et al., 20190ur approach builds on payments as
reliable quality signals, Htentivizing buyers to reveal the real quality of a product. When

a secure transaction environment is established, buyers might also sell theirtcatings
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other market participants or exchange them for other ratings. Envisioning a scenario that
allows buyers and sellers to trade quality sigttdEsmmrich et al., 2023pur results may

have a profound impamn how companies organize their relationshipsck et al.,
2017) do marketingHerhausen et al., 20203elect sellers or buye(Ekstrom et al.,
2005; McKnight et al., 2017)and create social welfaf@rrow, 1950) Aligning the
payoffs with acting honestly in an open system also allows the creation of trustfully
generated digital information and assets without institutionallegitimacy, promoting
digital rating representations of naligital reatworld objects(J. Pereira et al., 2019)
These quality signals may reduce information asymmetries and help with selection
problems starting wit the market for lemongAkerlof, 1970) up to data oracles
(Caldarelli, 2020)



255

F Appendix P7: Determination of Nash andSequential Equilibria under Al -
A3

AppendixG provides the calculations and hence proofs of Propositions 1 and 2 under the
assumptions Al, A2, and, whenever applicable, A3. In Appdfdie display the same
analysisunder assumptions Al', A2', and A3. Finally Appendiseats the case Bfj p

= 0, in which a completely uninformed buyer is indifferent between buying and not
buying the product. Nash equilibria in the games of Models | and 2 Model 1 is
informationally eqivalent to the simultaneous move game in which the expert has the 4
strategies(( ( ), (( , ),( ( ), ( , andthe buyer's strategy set {ac, refA O U

T AAx{AOUI A} x AOU A has 16 members as he has 2 possible actions at each
of hisfouri nf or mati on set s. Mo d el 16s pure strat
normakform representation of that simultaneous move game. Those equilibria are readily
determined by payoff comparisons and are shown in Table A.2. We reach the Nash
equilibria inthe game in Model 2 via similar argumentation (see Table A.3). Here the
expert's strategies are QIQQRIE QQQ), (A QI QRIQ QN Q). The game in
Model 1 has 10 Nash equilibria in pure strategies, while the game in Kbasl BNash
equilibria.

Bayesian Consistency

Next, we will search for the sequential ones among those equilibria. We denote the expert
and the buyer as Player 1 and 2, respectively.chgb be their completely mixed
behavioral strategies. The corresponding Bayesian consistent beliefs will be computed as
follows:T m~ a representshe beliefs of Player 2 at the first information set from left
(orange)! is the belief that the decisiamode at the bottom is reached, i.e., the product
guality is high and Player 1 has played, whileT is the belief that the second decision
node from bottom is reached, i.e., the product quality is high and Player 1 has,played

In case of the lowuglity product, Player 2 believes that Player 1 has played with
probabilityf ,1 , respectively. Under the assumption tgto are completely mixed,

the belief can be computed via conditional probability:

B' = (B B2 B3, Bi) = (sq,(1—5)g,t(1—q),(1—q)(1—1)) (A1)

Where s =0 (( ), t = ® (( ) represents the beliefs of the buyer at the second
information set from left (green). When this information set is reached, Player 2 believes
with probabilityf that the decision node at the bottom is reached. Similarly, the belief
I can be computeda conditional probability:
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_ _ sq t(1—gq)
B> = (B1.B2) = (sq+t(1 — ) sa i _q)) : (A.2)

I~ a represents the beliefs of the buyer at the third information set from left (pink).
Via similar argumentation, one can see that

3 _ (g3 g3 — q(1 —s) 1-—g)(A—1t)
P - 68 - (st a0 ) 9

The fourth information set of Player 2 is represented in blue. The belief vector of Player
2 for this information set fs , and the beliefs in reaching decision nodes from bottom to
top are as follows:

ﬁ4 - (ﬁ%f )8%'}3%1 53) - (Sqr (1 _S)f?!t(l _ Q)l (1 - f)(l - 9)) (A4)

Sequential equilibria in the game of Model 1

Forany Nash equilibria in Model 1, one can easily construct the equilibrium strategy as

a behavioral strategy. Then, that behavioral strategy b along with a belief systeast

satisfy Consistency and Sequential Rationality. To do so, for any h, we ntuat fjrso

that together they satisfy Sequential Rationality. Then, a sequence of assesémknts

I )mw of completely mixed® , Bayesian consistefit converging tob} is
necessary. If an equilibrium is not sequential, it will be justifiece why this is the case.

Below in Table A.4, one can see that 5 out of 10 Nash equilibria in Model 1 are sequential
equilibria. The corresponding belief systems and the assessment sequences that allow us
to confirm sequential rationality and consisteacy shown in Table A.

It remains to show that the other Nash equilibria are not sequential equilibria. We show
this separately.

e Equilibrium II: For any b7 (H*),b"(H ) € (0,1), Ea[buy’] > Ea[nb’] as Ex[buy’] = (u —
P)BY+ (1 —p)B5+ (—p)BL+ (—p)Bi = (u—p)g— p(1—q) = ug—p > 0 = E[nb"]. By
sequential rationality, this equilibrium cannot be a sequential equilibrium.
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Table 37: The Normal-Form Representaticon of Model 1 in which the PlayersBest

Responses arél arked

Buyer
(Player 2)

ac buy* buy~ buy?
ac buy* nb~ buy?
ac buy buy nb’
ac buy* nb nb’
ac nbbuy~ buy?
ac nb*nb~buy?
ac nb*buy~ nb0
ac nb*nb~nb’
ref buy " buy~ buy®
ref buy™nb~buy"
ref buybuy~ nb”
ref buy™nb~nb
ref nbtbuy~ buy’
ref nb*nb~buy"
ref nbtbuy~ub”
ref nb*nb~nb

Expert
(Player 1)

H*'H HYL L™H L*L
ug—p—x1 (vir)g—p+x ug—p—x | of-prxtr ug—p—x | vqg-ptx |ug-p-xi (vtr)g-ptx
— —f— -+ : :
ug—p-x1 (ir)g-ptx | (u-plg-x ' (0tr)g-ptx | pg-p-x 1 oq-ptx X ygopix
ug—p—x1 (v+r)jg—p+x ug—-p-x 1 vg-p+xtr ug—p—x 1 vg-p+x luj—p-x1 (v+rjg-p+x
_— | - —_ I I
ug—p-x! (v+r)g-p+x | (u-plg-x ' (o+r)g-p+x | pp-p-x ' vj-p+tx -x 1 vg-px

x| vg-ptx pi-p-x | (trg-p+x | (u-p)g-x | vg-p+x |ug-p-x| (U+r)g-p+x
—x ” vg—p+x —Xx ” vg—p+x —X ”glﬁ+a —x ” vg—p+x
-X | w-p+x pa—p—x | (@+rg—p+x | (u-plg-x | og-p+x jug—p-x, (@+r)g-p+x |
-x | vg-ptx —X |- ptx —X log—ptx -x | vg-ptx
| uw—p o v-p ug—p 0 vg=p ug—p | vg=p ug—p | vq=p
u-p vq = p um-p vg=p ug—p | 0q=p u-—p vq=p
0 ” vq—p 0 ” v —p 0 L u-p 0 ” (I
0 ” vg—p 0 ” v —p 0 L mp 0 ” (I
| B | oq =p w-p | e = wp—p | vqg=p =Y vq=p
1= vq—p w-p | =1 I w-r vq=p
0 | v —p 0 | vj—p 0 Ioug—p 0 | vg—p
0 | v —p 0 | vg—p 0 oug—p 0 | vg—p
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Table 38 The Normal-Form Representation of Model 2 in which the Players' best

Responses are marked.

Expert
(Player 1)

reg reg regtdis dis*reg dis*dis
ac buytbuy buy® | ug—p - _?+L® P+ ug—p=x | (v—p+pg-—pta+r ug—p—x _?+m plg-p+x :alnlwm (0=r)g=p+a+r
ac by nb~ buy? ﬁéé;ﬁlx prx| (w-plg-x, (v-ptp+rg-p+x pg—p—x _?i pa-ptx| —x | wg-ptx
acbuyTbuy nb® | ug—p—x1 (0+r)g—p+ ug—p—x " (v—p+plg—p+x+tr ug—p—x 1 (o4 p)g-—ptxug—p xi (v—r)g—ptx

| - - | | —
ac buytnb nb? E|n|a_€+3a p+x| (u—pg-=x _ (v-ptp+rig—p+x pg—p-x | (v +n|w:|w+» -x Y-ptx
ac nb~buy~ buy’ —x |, w-p+x pg—p—x _?|w+m| Jg—ptx+r| (u—plg—x L(o+p- plg—p+x ug—p—x, ?l%lﬁ+a+~|
ac nb~nb~ buy® -Xx 1 vg-ptx —x _ (v—p+plg—ptx —x :c+_a pg-—ptx ) vg—ptx

| | — | | - —
ac nb~buy~ nb" -x ) wg-ptx pg—p—x | (v—ptp-rig-ptxtr| (u—plg—x ' (0+p-plg-p+x jug-p-—x' (v-rjg-ptx+r

Buyer  acnb nb nb® x| v-ptx —X P (o-ptpg-ptx —X Fotp-plg-ptx -x w-ptx
(Player2) ref buy buy buy’ —ug—p~ T _ 0q—p wi—p gv—p+pi-p ug—p  qlotp—p)-p ug—p vg—p

ref buy' b buy” [ug—p T oqg-p wp—p | qEe-ptp-p wp—p y qetp-p)l-p | wq-p | o —p
ref buy™buy~nb" 0 | vg—p 0 | qlo-ptp -p 0 Poglotp-p)l-p 0 | vq—p
ref buy ' nb nb” 0 w-yp 0 ! go—p+p)-p 0 ' qlotp-p)-p 0o ! vg—p
ref nb*buy by’ [ ug—p T oq—p w-p glo—p+p —p up—p ' gqlo+tp—p)—p u—p | v —p
ref nb*nb- buy’ wp—p ' vq-p wg—p ! glo—p+p)-p ug—p ' qlo+p-p)-p u—p v -p
re f nb™buy~nb’ 0 ! vg—p 0 ! qlo—ptp)-p 0 ' qlotp-p)-p 0 ! g —p
ref nb"nb - nb” 0 _ vg—p 0 _ qglo—-p+p -p 0 voglotp-p)-p 0 _ vg—p
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Table 39: SequentialEquilibria in Model 1 under A1-A2

NE in Model 1 under A1-A2
Player 1 Player 2 Seq. Equilibrium
1 HTL™ ac buytnb buy® | v
II HYL™ ac buytnb~nb® X
1M L*L- ref buy*buy~buy®| v
v LTL- ref nbTbuy buy’ | v
Y L*L~ ref nbtnb~buy® | x
VI LtL ref buytnb buy® | x
VII H'H ref buy buy buy® | v
VIII HYH- ref nb*nb~buy’ | x
X HYH- ref buy nb buy’ | v
X H'H ref nbtbuy buy® | x

* Equilibrium V and VI: For any completely mixed strategies b with s,, = b'(H") —
0,t, = b{”(H ~) — 0, consider the corresponding Bayesian consistent belief at the third
information set as in (A.3): B — (g,1 — q). By sequential rationality, Player 2 plays buy~
at his third information set as Ex[buy | = (u —p—x)g+ (—p—x)(1—q) =ug—p —x >
—x = [Ep[nb™|.

* Equilibrium VIII and X: For any completely mixed strategies b™ with s,, = b{"(H") —
1,t,, = b{*(H ) — 1, consider the corresponding Bayesian consistent belief at the second
information set as in (A.2): 8™ — (g,1 — q). By sequential rationality, Player 2 plays buy "
at his second information set as Ex[buy | = (u —p—x)g+(—p—x)(1—g) =ug—p—x >
—X = JEz[I’lbi].

Sequentialequilibria in the gameof Model 2

Consider again a completely mixed behavioral strategyb@).and the Bayesian
consistent beliefystem gasdescribed aboveln TablesC.13and A.7we seethat3
out of 6 Nashequilibria aresequentiabnd the corresponding belieystems. We
remark thatequilibrium | showsthe desiredbehavioral strategy and that teetof
sequential equilibria iModel 2is included in theset of those in Model 1.
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Table 40. Belief Systems for Equilibria in Model 1 under AFA2: For the Sequence of
Assessments, the Corresponding Bayesidbonsistent Beliefs are Calculated as in (A.1)
(A.4)

Equilibrium | Belief System Assessment Sequence (m > 2)
(q,O 0,1—q) | b"(H*)=1-1/mb"(H")=1/m
I = (L0 bi(ac) =1—1/m, bl (buy~) = 1/m
53 (0, ) by (buy*) = b (buy’) =1—1/m
B' — (2,0,0,1—¢)
/31 (0,9,01—q) | BI(H")=b{"(H )=1/m
111 =(9,1—9q) bt (ac) = 1/m, by (buy™) =1—1/m
= (3,1 -q) by (buy ™) = by'(buy’) =1 —1/m
ﬁ =(0,4,0,1—¢)
'=1(0,9,01~9q) | B(H")=1/m*b'(H )=1/m
v B> =(0,1) bt (ac) = by (buyt) = 1/m
B =(9,1-9) b (buy ) = b (buy®) =1—1/m
pt=(0,4.0,1—q)
ﬁl = (5,’;0;1 5]/0) bi?l(H+) == bT(Hi) - 1 — 1/m
vl B> =(q,1-9q) b (ac) = 1/m, b (buy™) = 1—1/m
B = (q,1-9q) b (buy ) = b2 (buy®) =1—1/m
p*=(9,0,1-4,0)
Bl =(q,0,1—q,0) | PPHY)=1-1/m% b (H )=1-1/m
IX B =(3.1—q) by (ac) = 1/m, b’”(buy‘) =1/m
B> =(0,1) b (buy™) = b3 (buy®) =1—1/m
ﬁ4 = (q,O,l - LI/O)

The reasons behind the failure of the other equilibria @fellws:

* Equilibrium II: For any b}*(reg™),b{"(reg~) € (0,1), Es[buy’] > Ey[nb"] as Ey[buy”] =

(u—p)Bi+ (u—p)B5+ (=p)B3 + (=p)Bi = (u—p)g —p(1 —q) = ug —p > 0 = Fa[nb’].
By sequential rationality, this equilibrium cannot be a sequential equilibrium.

* Equilibrium V and VI: For any completely mixed strategies b™ with s,, = b{'(reg”™) —
0,t, = b}'(reg~) — 0, consider the corresponding Bayesian consistent belief at the third
information set as in (A.3): ™ — (g,1 — q). By sequential rationality, Player 2 plays buy~
at his third information setas Ex[buy | = (u —p—x)g+ (—p—x)(1—q) =ug—p—x >
—x =1 [nbi}.
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G Appendix P7: Determination of Nashand Sequential Equilibria under Al',
A 2 and A3

We proceedhsin the previoussectionandgive thedistinctionbetweerNashand sequential
equilibria in Model 1 (Model 2) in Table 41 (Table B.43) aswell asthe correspondingoelief
systemsn Tables42 and44followed by thecontradictionshat theremainingNash equilibria
are notsequential.

Table 41: Sequential Equilibria in Model 2 under Al-A3

NE in Model 2 under A1-A3

Player 1 Player 2 SE
I reg dis ac buy'nb buy® | v
I reg "dis ac buytnb~nb’ X
111 dis™dis™ ref buybuy~buy® | v
1\Y dis™dis~ ref nbTbuy buy® | v
\% distdis™ ref nbTnb~buy’ | x
VI distdis~ ref buy nb buy® | x

Table 42 Belief Systems for Equilibria in Model 2 under AI-A3: For the Sequence of
Assessments, th&€orresponding Bayesian Consistent Beliefs are Calculated as in (A1)
(A.4)

Equilibrium || Belief System Assessment Sequence (m > 2)
Bl =1(3,001—q) | bi'(reg*)=1-1/m,b}'(reg”) =1/m
I B = (1,0) b (ac) =1—1/m, bm(buj y=1/m
B®=(0,1) bt (buy™) = b (buy®) =1—1/m
B*=(9,0,0,1—q)
Bl =(0,4,0,1—q) | bY(reg*)="bi'(reg”) = 1/m
111 B> =(g9,1—¢q) bit(ac) = 1/m, b3 (buy™) =1—-1/m
PP =(9.1—9) by (buy ™) = b3 (buy”) = 1—=1/m
p*=(0,4,0,1—gq)
B =(0,4,0,1—q) by (reg By =1/m?, bi'(reg=) =1/m
I\Y% B* = (0,1) bit(ac) = b5 (buyt) = 1/m
B =(9.1-9q) bm(b wy~) = by (buy®) =1—1/m
gt =(0,4,01—4q)

Again, thesetof equilibriashrinkswhenmovingfrom Model 1 to Model 2. Underthe
as sumptionsthe desiredstrategyhere requiresthe buyer not to buy the productwhen
uninformedlt is partof thesequentiaequilibrium Il andprevails inbothmodels.

Reasoningfor the nonsequentiakquilibria in Model 1.
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e Equilibrium I For any b (H"),b"(H ) € (0,1), Ea[buy’] < Ez[nb’] as E;[buy®] = (u —
P)BL+ (u—p)Bs+ (—p)pi+ (—p)By = (u—p)g—p(1—q) = ug —p < 0 = Eo[nb°]. By

sequential rationality, this equilibrium cannot be a sequential equilibrium.

¢ Equilibrium III and IV For any completely mixed strategies b™ with s, = b{"(H") —
0ty = bI'(H™) — 0, consider the corresponding Bayesian consistent belief at the third
information set as in (A.3): ™3 — (g,1 — gq). By sequential rationality, Player 2 plays nb~
at his third information setas Es[buy | = (u—p—x)g+(-p—x)(1—gq) =uqg—p—x <
—x = Eynb .

* Equilibrium VII and IX For any completely mixed strategies b"™ with s, = by'(H') —
1ty = b{"(H™) — 1, consider the corresponding Bayesian consistent belief at the second
information set as in (A.2): ™ — (g,1 — q). By sequential rationality, Player 2 plays nb™"
at his second information setas Ex[buy | = (u—p—x)g+ (—p—x)(1—q) =ug—p—x <
—X = ]Ez[nb"'} .

Table 43: Sequential Equili bria in Model 1 under the Assumptions Al', and A2": it is easy
to see that there are 10 Nash Equlibria ifPure Strategies under the Assumptions

NE in Model 1 under A1/, and A2’

Player 1 Player 2 SE
I H'L ac buy'nb buy’ | x
I} H'L ac buytnb - nb? v
il L°L- ref buytbuy nb | x
Y LTL~ ref nb*buy nb? | x
\Y LTL™ ref nb™nb~nb" v
VI L'L ref buy'nb nb® | v
viI H'"H" ref buytbuy nb? | x
VIII HYH- ref nb*nb~nb" v
IX HTH~ ref buytnb~nb? | x
X HY"H- ref nb buy nb® | v
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Table 44: Belief Systems for Equlibria inModel 1 under Al', and A2'": for the Sequence of
Assessments, the Corresponding Bayesian Beliefs are Calculated as in (AA%)

Equilibrium || Belief System Assessment Sequence (m > 2)
Bt =(9,0,0,1—gq) ' H")=1-1/mb'(H ) =1/m
11 B =(1,0) byt (ac) = b (buy™) =1—1/m
B =(0,1) b (buy~) = b2 (buy®) = 1/m
p* = (9,0,01—9)
=(0,9,01—q) | bI'(H")=b'(H)=1/m
v =(q,1—q) b (ac) = b (buy™) = 1/m
=(g,1—9q) bi(buy~) = by (buy®) = 1/m
=(0,4,0,1—q)
=(0,4,0,1—93) VIHHY) =1/m,b]'(H™) = 1/m?
VI = (1,0) by (ac) = 1/m, by (buy™) =1-1/m
ﬁ3 (9.1—¢q) b (buy ) = b2 (buy®) = 1/m
Bt =(0,4,0,1—q)
Bt =1(q.01-¢q0) | V(H")=b(H)=1-1/m
v B2 = (9,1-9) by (ac) = by (buy™) = 1/m
B =(a1-q) b (buy ) = b (buy®) = 1/m
Bt =(9,0,1—q,0)
Bl =1(q,01-¢0) | VH")=1-1/mb'(H")=1-1/m?
X B* = (q,1—9) b (ac) = 1/m, b2 (buy~) =1—1/m
B = (1,0) b (buy™) = b3 (buy®) = 1/m
' =(9.0,1-4,0)

Nonsequential equilibria in Model 2:

* Equilibrium I: For any b}*(reg™), bm(reg ) € (0,1), Ea[buy’] < Ey[nb?] as E[buy’] =
(u=p)Bt+ (u=p)B3+ (=p)B3+ (=p)Bi = (u=p)g—p(1=q) = ug— p < 0 = Ep[nb’].

By sequential rationality, this equlhbrlum cannot be a sequential equilibrium.

* Equilibrium IIT and IV: For any completely mixed strategies b™ with s,, = b{'(reg") —
0ty = b'(reg~) — 0, consider the corresponding Bayesian consistent belief at the third
information set as in (A.3): B — (g,1 — q). By sequential rationality, Player 2 plays nb~
at his third information set as Ex[buy | = (u—p—x)g+(—p—x)(1—9q) =ug—p—x <
—x =Ez[nb™].
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H Appendix P7: Determination of sequential equilibria whenuqd p = 0

Under the assumption udj p = 0, i.e., the uninformed buyer is indifferent between
buying and not buying, Model 1 has 18 pure strategy Nash equilibria that can be found
via the normal form representation of that simultaneous move game in Table
Similady, there are 10 pure strategy Nash equilibria of Model 2 via Tbl&Vhat is
different to the previous sections is that all Nash equilibria are also sequential equilibria.
Moreover, the set of sequential equilibria in either model is the union of theofse
sequential equilibria given in Appendixand AppendiG.

We present for each model separately the sets of equilibria and demonstrate that they are
sequential.

Table 45: Sequential Equilibria in Model 2 under Al', A2' and A3'

NE in Model 2 under A1/, A2’, and A3

Player 1 Player 2 SE
I reg " dis~ ac buy nb buy’ | x
I} regtdis~ ac buy nb~ nb? v
il dis"dis~ ref buytbuy nb® | x
A% distdis™ ref nb buy nb® | x
\Y% disTdis™ ref nb™nb~nb v
VI dis " dis ref buy'nb nb® | v

Table 46:Belief Systems for Equilibria in Model 2 under Al', A2', and A3: For the Sequence
of Assessments, the Corresponding Bayesi&onsistent Beliefs are Calculated as in (A.1)
(A.4)

Equilibrium || Belief System Assessment Sequence (m > 2)
[31 (9,0,0,1—gq) b (regt) =1—1/m,b"(reg”) = 1/m
II = (1,0) by (ac) = by (buy™) =1—1/m
~ (0,1) b (buy ™) = by (buy®) = 1/m
= (9.0,0,1—¢)
B =(0,4,0,1—¢q) bit(regt) = 1/m, bl (reg™) = 1/m?>
v B2 = (1,0) i (ac) = by (buy ) = 1/m
£ = (41— 1) by (buy ™) = by (buy®) = 1/m
B = (0,4,0,1—g)
B =1(0,9,01—q) | b(reg™) =1/mb}'(reg”) =1/m?
VI B = (1,0) b (ac) = by (buy~) =1/m
B> =(9,1-q) by (buy™) =1 —1/m, b3 (buy®) = 1/m
p*=(0901—-9q)
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Before going into the details of why all equilibria are sequential, an observation regarding to
the equilibrium behavior of Player 2 is worth noting: Unlike Appendix A and Appendix B, Player
2 is indifferent between the alternatives at the fourth information set, i.e., E» [buyo] = E; [nbo]
for any b, p as Ex[buy’] = (u—p)pi + (u = p)3 + (=p)Bi + (—p)fi = (v = p)g—p(1-q) =
ug — p =0 = Ea[nb].

¢ Equilibrium I: Consider the following completely mixed behavioral strategies: b*(H™) =

1-1/m—- 1L,b*(H ) =1/m — 0,and b§*(ac) =1 —1/m — 1, b5 (buy™) =1—-1/m —
1L,y (buy~) = L — 0,68 (buy’) € (0,1). The corresponding Bayesian consistent belief

Table 47: The Sequential Equilibria of Model 1 when uq = p
NE in Model 1 when ug = p

Player 1 Player 2
I H"L~ ac buy*nb~ buy®
ac buy nb~ nb°
I L7L™ ref buy ™ buy~ buy®

ref nbbuy~buy’
ref nb*nb~ buy®
ref buy "nb buy’
ref buy™buy nb°
ref nbTbuy~nb°
ref nbTnb~nbY
ref buy*nb~nb"
I HTH- ref buy ™ buy~ buy®
ref nb*nb~buy”
ref buy* nb~buy?
ref nb" buy buy®
ref buy "buy nb°
ref nb*nb~nb"
ref buytnb~nb"
ref nb"buy nb°
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